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BeeneHve

Ha nneHapHom 3acegaHun WCO/M3K CTK 1/MK 27 B Hosibpe 1994 roga 6blia co3gaHa uccrefosa-
TenbCckas rpynna Ans pacCMOTPEHMS BONPOCOB TECTMPOBAaHNA METOA0B 06ecrneyeHns 4OBEPUS 1 OLEHKN CO-
OTBETCTBUSI NPOAYKTOB U CUCTEM WMHCPOPMALMOHHbIX TexHonoruii (UT) ctaHgapTam 6e3onacHocTy MK 27 u
Apyrux opranusauuii (Hanpumep, ctaHgapTtam MK 21 » EBponeiickoro MHCTUTyTa CTaHAapToB Mo Te/TeKOMMY-
HVYKauMaM. a Takke HeKoTopbiM WHTepHeT-cTaHgapTam, cofepXalmm acnekTbl, CBA3aHHble ¢ 6e3onacHoc-
Tbto). MapannensHo B Havyane 1996 roga ana npoekta «O6Lme KpuTepun» 6bina co3gaHa paboyas rpynna,
3aHMMatolasca metogamu obecneveHus gosepusi. MCO/M3IK TO 15443 aBnsietca pesynbTaToM fesTeslb-
HOCTU 3TUX ABYX rpynm.

HasHaueHnem VCO/M3K TO 15443 aBnsietcs npenctaBieHne pasnnyHbiXx MeTof0B obecneveHns 4o-
Bepus 1 cogeiictene cneymanmctam B o6nactn AT B BbIGope COOTBETCTBYIOLLEro MeTofa obecneyeHns fose-
pus (WM KOMGUHALMU METOAOB) C LeSIbi0 MOMyYeHVUS YBEPEHHOCTU B TOM. YTO OLUEHMBAaeMblii 06BbEKT
yO0BNEeTBOPSAET yCTaHOB/EHHbIM TpeboBaHuAM fosepus k 6esonacHoctn UT. B UCO/M3K TO 15443 n3yua-
0TCS NOAX0AbI M MeTofbl 06ecrneyeHns foBepus, NpeAoXeHHble OpraHM3aLMsaMn pasINyHoro Tuna, Hesasu-
CMMO OT TOro, BK/OYaloT NN B cebs 3Ty MeToAdbl U MOAXOAbl YTBEPXKAEHHbIE CTaHA4ApTbl WM CTaHAApThbl
«pe-hakTo».

MCO/M3K TO 15443 paccmaTpuBaeT:

a) CTPYKTYPHYIO MOZe/b B3avMOCBA3MN CYLLECTBYIOLMX MeTOA0B obecneyeHns [oBepus;

b) COBOKYNHOCTb METOA0B 06ecneyeHns 4OBEPUs, UX ONUCAHWNE U CChINIKM Ha HYX;

C) npeacTaBfieHve 06LWMX N YHUKaNbHbIX CBOWCTB, NpUCYLLMX MeToham obecrneyeHns oBepUs;

d) kayecTBeHHOe ¥ (N0 BO3MOXHOCTW) KOMIMYECTBEHHOE CpaBHEHWE CYLLEeCTBYIOLWMX MEeTOA0B obecne-
YeHus oBepUs;

e) naeHTUmnKaLmio CUCTEM OLEHKN J0BEPUsi, CBA3AHHbIX C MeTogamMn obecneyeHus foBepus;

f) onucaHve B3avMoCBA3e MexAy pas/IMyHbIMKM MeTofamun obecneyeHns foBepus;

[1) PYKOBOZACTBO MO CO3[aHuni0, NPYUMEHEHUNIO U NAeHTUdUKaLMm MetTofoB o6ecneyeHmns 4OBepUs.

NCO/M3K TO 15443 cocTouT U3 Tpex vacTeil:

- yacTb 1. O630p ¥ OCHOBbLI; NpeacTaBnsaeT cob6oi 0630p hyHAAMEHTaNbHbIX KOHLENUWiA 1 obLiee onu-
caHne MeTogoB obecneuveHns f[oBepus. [laHHbll maTepuan crnocobCTBYeT MNOHUMaHWO vacteid 2 n 3
MCO/M3K TO 5443. YacTb 1 npegHasHayeHa ans pykosoautesiein B 061actm 6e30nacHOCTU, OTBETCTBEHHbIX
3a pa3paboTKy nporpaMMbl obecneyeHns AoBepus K 6e30nacHoCTU, onpefenieHne cTeneHn fjosepus K 6e3o-
NMacHOCTN CBOUX OOGBEKTOB, OCYLLECTB/IEHWE MPOBEPKM OLEHKU cTeneHn gosepus (Hanpumep, MCO 9000,
SSE-CMM (MCO/M3K 21827). UCO/M3K 15408-3) nnu gpyrnx BuaoB AeATeIbHOCTH No ob6ecneyeHunio gose-
pus;

- YyacTb 2. MeToAbl fOBEPUS; NPUBOANTCA ONMCaHME pa3/IyHbIX MeToA0B obecneyeHns AoBepus 1 nog-
XO[l0B VX CBSI31 CO CTPYKTYPHOI MOAEeNbIo obecneyeHns osepus k 6esonacHocTn u3 vactu 1. AKUEeHT aenaeT-
CA Ha MAEHTU(MKALMIO KaYeCTBEHHbIX XapakTepucTMk MeToAoB obecneyeHns aosepusi. JaHHbli JOKYMEHT
Cnoco6CTByeT NOHMMAaHUIO CrieumanucTom B o6nactn 6esonacHoctn AT npoueAypbl NOMyYeHNs fOBepus Ha
pasfIiyHbIX 3Tanax XU3HEeHHOro Lukna ob6bekTa;

-yacTb 3. AHann3 MeTof0B A0BEpus; NPUBOAUTCA aHanu3 obecrnevyeHns A0BepUs OTHOCUTESIbHO WX
pas3NnyHbIX XapakTepucTuK. AHaIM3 CnocobCTBYeT NPUHATUIO OpraHoM obecneyeHns AOBepUs peLueHns no
OTHOCUTE/IbHOM 3HAYMMOCTU KaXXg0ro noaxoga k obecneyeHuno gosepus 1 Bbibopy noaxona(os), KOTOpbIA(e)
obecneunt(art) pesynbtaTbl, Hanbonee cCOOTBETCTBYOLWME TpebOBAHNAM 3TOr0 OpraHa. AHasI3 Takxe cno-
cobcTByeT opraHy obecneyeHns [oOBepus B UCNOMNb30BaHUM pe3ynbTaToB AOBEPUS ANS NOyYeHus Tpebye-
MOV yBEPEHHOCTMN B 06bekTe. [laHHbI fOKyMEHT npefHasHayeH Ansa cneuvanucTtos B obnactn 6esonacHocTn
WNT. KoTopble AO/MKHbI OCYLLECTBUTL BbIGOP METOL0B obecneyeHns AOBEPUS U NMOAXO[0B K HUM.

B NCO/M3K TO 15443 aHanusupyloTcs MeToAbl o6ecneyeHns AOBEpPUs, KOTOpble MOryT npegHasHa-
4yaTbCs He To/bKO 418 6e3onacHocT UT. ogHako pykoBoAcTBO, npuBegeHHoe B MICO/M3K TO 15443, orpaHu-
ynBaetcsa TpeboBaHnaMmM K 6esonacHocT UT. B UICO/M3BK TO 15443 Bk/toveHbl AONONHUTESTbHbIE TEPMUHbI
U NOHSATUS, pernaMmeHTUpPOBaHHbIe B APYTMX MHULMATUBaX MeXayHapoaHoi ctaHgapTusauumn (CASCO) n mex-
JyHapofHbIX pykosoacTBax (Hanpumep, B PykosoactBe 2 WCO/M3K). ogHako npefcTaB/ieHHOe B
MCO/M3K TO 15443 pykoBOACTBO NpefHa3HavYeHo TONbKO A/ obnactu obecneyeHns 6e3onacHoct UT v He
npeAHa3Ha4veHo 417 06Lero MeHe)kMeHTa 1 OLLeHKN kadecTBa unu obecneveHmns cootsetctaus UT Tpebosa-
HUAM 6e30MacHOCTH.
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HAUMOHANBbHBIN CTAHOLAPT POCCWWCKOWM OELEPALUMN

MHdopmaymoHHasa TexHonorus
METOAbI N CPEACTBA OBECIMNEYEHWA BESOMACHOCTHN
OcHoOBbI foBepusa kK 6esonacHocTn UT

YacTtb 1
O630p 1 OCHOBBI

Information technology. Security techniques. A framework for IT security assurance. Part 1. Overview and framework

fNata BBegeHns — 2012—07—01

1 O6nacTb NpUMeHeHUA

1.1 HasHaueHwune

Hactosawwmin ctaHgapT npegHasHayeH Ans onncaHna MeTofoB obecrneyveHus AOBepus K 6e30macHoCTH,
COOTHECEeHUS X ¢ 6a30BOV MOAENBIO XU3HEHHOTO LKNa 06BbeKTa 1 knaccudukaumm MeToaoB obecneyeHus
[oBepua ANnA NOSyYeHUs BbICOKOW CTENEHN yBEPEeHHOCTW B (PYHKLMOHa/IbHbIX BO3MOXHOCTAX ob6ecneyeHns
6e30nacHoOCT obbekTa.

1.2 Nogxopn

B HacToslLeM cTaHfapTe npescTaB/ieH kpaTkuii 0630p OCHOBHbLIX MOHATUIA 06ecneyeHns 4oBepus u Tep-
MWHOB. HEO6XOAMMbIX A1 NOHUMAHUA Y MTPUMEHEHNS MeTOA0B 06ecneyeHns AoBepus, NOCPefCTBOM UAEHTK-
dvkaummn pasnnyHbIX NOAX0A0B U CTaauii obecneveHns AoBepus.

1.3 MNpumeHeHne

Knaccudpmkauymnsa metogos obecneveHmns gosepus ¢ yuetom tpebosanmnin MICO/M3K TO 15443 nossonseTt
No/sib30BaTesi0 OCYLLECTBNSATL BbIGOP M BO3MOXHOE COYeTaHWe MeTOA0B o6ecneyeHuns 4oBepus, KoTopble Le-
necoobpasHo MPUMEHNTb K KOHKPETHOMY 06beKTY.

1.4 Cdpepa npumeHeHUs
HactosAwwmin ctaHgapT COAepPXWUT PYKOBOACTBO MO kiaccudukaumm MeTofoB obecneyeHus Aosepus,

BK/lOUas MeTofbl, HecneuudguyHble Ans o6ecneueHuss 6esonacHocT UT. HacTosiee pyKOBOACTBO MOXET
NPYMEHATLCS faxe B 061aCTsX, He CBSI3aHHbIX C 6e30MacHOCTbI0 UT. HO KPUTUUHBIX K 06eCneyYeHuto oBepusi.

1.5 OrpaHuueHus

Tpe6oBaHUA HACTOSILLErO CTaHAApPTa NMPUMEHSIIOT TONIbKO K 06BEKTaM, yKa3aHHbIM B 4.3 1 CBSA3AHHLIM C
HUMU OpraHu3aLMOHHLIM BONpocam o6ecneueHnst 6e30MacHoCTU.

2 TepMUHbI U onpeaesieHns
B HacTodweM CTaHaapTe nNpuMeHeHbl cneaywuime TepMruHbl C COOTBETCTBYOLWMMIN onpeaeieHnAMn:

NMpumeyaHne — TepMuUHbI M ONpeeneHns npescTasierbl Bobuwem Buae Ana NoAAepxXKW o6 e mogenu fo-
Bepus, npeAcTaB/IeHHON B HACTOsILLEM CTaHAapTe, B LeNnsix o6ecneyeHns ee NPUMEHUMOCTMN K LIMPOKOMY psgy NOAX040B
obecneyeHuns gosepus.

B MCO/M3K TO 15443 npuMeHeHbl TEPMUHbI M OnpeaeneHns, obecneynBatoline HelMTpanbHOCTb CTPYKTYpbl 06ec-
neyeHus [OBEPUA U ee NMPUMEHUMOCTb AN WWPOKOTo paga MeTofoB o6GecneyeHuns fosepus. NS 3TOro NPUMEHSINCH
TEePMUHbI U3 MEXAYHAPOAHbIX CTAHAAPTOB, B HACTHOCTU AN NOAAEPXKKN COBMECTUMOCTUN HACTOSALLErO CTaHAapTa ¢ yacTa-
Mn 1—3 NCO/M3IK 15408 n cepueir ctaHgaptos MCO 9000.

Mpu HaNMUUKM HECKONbKUX ONPEAENeHNA AN OAHOTO 1 TOTO Xe TepMUHa BHavasne npeacTtaBneHo OCHOBHOe onpeje-
nenwne. cooTBeTcTByOWee uenim NCO/M3K TO 15443. AnbTepHaTuUBHble onpeAenieHuns, BblAe/eHHble KYpCcuBOM, cunTa-
10T NPUMEHUMbIMW TOMbKO B KOHTEKCTE UX WCTOYHMKA.

M3paHue ouuynanbHoe
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2.1 arttecTauus (accreditation): Mpoueaypa, NocpeacTBOM KOTOPOU oghuLManbHbI opraH hopMasibHO
npusHaeT, yTBepPXAaeT U NPUHMMAaET OCTaTOuHbIA PUCK:

a) A4NA sKcnayaTauun aBToMaTU3NPOBaHHOW CUCTEMBI B onpejesieHHoM 6e30nacHOM pexume ¢ uc-
nonb3oBaHMeM 3ajaHHOro Habopa mep 6e30NacHOCTW.

[apanTwnpoBaHo n3 AGCAJ:

b) TOro, 4TO opraH uau nuyo, obecneumsarwLlee 6€30NacCHOCTb, AOCTATOYHO KOMNETEHTHbI ANA
BbINO/IHEHUSA KOHKPE T HbIX 3aga4

[aganTwnposaHo n3 PykosoacTBa 2 MICO/M3K] n

C) TOro, 4To ycnyra no obecrnevyeHnto 6e30NacHOCTM COOTBETCTBYeT NpeAonpeseneHHon cpege
NMPUMEHEHUS.

2.2 nogxop (approach): MeTog unu onpegeneHHble AeicTBua (Npouenypbl), UCNOMb3yemble Wm
npeanpyHUMaemble 418 BbIMOMHEHWS 3aiaHnsa Un pelleHns 3agaun.

2.3 oueHka (assessment): Bepudukaums oLeHnBaeMoro o6bekra AoBepusi ¢ NOMOLL b0 COOTBETCTBY-
folero noaxoa C Lesnbio YyCTaHOB/IEHUA COOTBETCTBUA CTaHAApTy U onpejenieHns cteneHn (YpoBHA) f0Be-
pws.

2.4 posepue (assurance): BbinosHeHne COOTBETCTBYIOLMX AENCTBUIA MK npouenyp Ana obecneye-
HUS1 YBEPEHHOCTU B TOM. UTO OLIEHVBaeMbll/i 06bEKT COOTBETCTBYET CBOMM LieN1IsiM 6e30MacHOCTU.

a) OCHOBaHWe A/151 yBEPEHHOCTMW B TOM. 4TO CYLHOCTb OTBeyaeT CBOUM Liensam 6e30nacHoCTU.

[MCO/M3K 15408-1]

2.5 nogxof k obecneyeHuto gosepusa (assurance approach): pynnuposaHvue mMeTogoB obecneve-
HWA JOBEPUst B COOTBETCTBUU C UCCNedyeMbIM acnekToM.

2.6 aprymeHT goBepus (assurance argument): COBOKYMHOCTb CTPYKTYPUPOBAHHbIX yTBEPXAEHWU O
[oBepuu, nNoaaepxrBaemblx CBUAETENIbCTBOM M 060CHOBaHNEM, KOTOPbIE HarNa4HO 4eMOHCTPUPYIOT TO, Kak
6b1/1M YA0BNETBOPEHbLI TpEHOBaHMA AOBEPUS.

2.7 oueHka goBepus (assurance assessment): Bepudumkayma n rkcuposaHve Bcex BUA0B U pesysib-
TaTtoB obecneyeHns 4oBepuUs, CBA3aHHbIX C OLleHMBAEMbIM 06 bEKTOM (MPUOBLLLEHHBIX K apryMeHTY floBEepUS).

2.8 opraH ob6ecnevyeHusa gosepus (assurance authority): /luuo nnm opraHnsaums, ynosHOMOYeHHbIe
npuHUMaTh pelleHusa (Hanpumep, no Bbibopy, cneuudurkaLmn, NPUHATUIO, KOHTPOSIIO 3a UCMONIHEHUEM), CBSI-
3aHHble Cc obecneyeHnemM JOBepusa K OLeHVBaeMOMy 06BbeKTy, YTO OAHO3HAYHO NPUBOAUT K (DOPMUPOBAHMIO
yBepeHHOCTN B 6e30MacHOCTV AaHHOro 06bekTa.

NMprumeyaHne — B KOHKPETHbIX CUCTEMAX M OpraHu3aLuax NOHATUME «opraH o6ecnevyeHUs [OBepuUA» MoXeT
UMeTb Apyroe 3HavyeHue, HaNnprMep, «opraH OLeHKU*.

2.9 cBupeTenbCTBO 0becneveHus gosepus (assurance evidence): PesynbtaTbl aHanusa obecneve-
HVA AoBeprs KOoObeKTY (BK/1lOYas TOroBble OTYETbl UK APYr1ne 060CHOBaHWSA), NoAAEPXMUBAIOLLME YTBEPXAe-
HVe o foBepun.

2.10 ypoBeHb goBepus (assurance level): CTeneHb oBepus, COOTBETCTBYHOLLAA CNELNA/IbHON LWKa-
ne. NpMMeHseMoil B MeTofe obecneyeHuns fOBepus.

MpumeuvaHuns
1 YpoBeHb f0BEPUA HE U3MepsSeTCA KOIMYECTBEHHbIMU nokasaTensiMu.
2 CTeneHb f0Bepusi 06bIYHO ONpeAensieTcs yCUaMamMu, 3aTpadeHHbIMN Ha BbINOMIHEHUE ONpee ieHHbIX eAcTBUiA.

2.11 wmeTop ob6ecneyeHus gosepus (assurance method): O6wenpuaHaHHas cneumdukauns nony4ye-
HVS BOCMPOU3BOAMMbBIX pe3ynbTaToB obecneyeHns gosepus.

2.12 xapakTepucTuka obecneyeHus gosepusa (assurance property): MNapameTp meTofa obecneue-
HUS foBepus, CNOCOGCTBYIOLW NI NONYYEHNIO pe3ybTaToB A0BEPUS.

2.13 pesynbTat obecneuveHns gosepusa (assurance result): [lokyMeHTMPOBaHHOE YNC/IOBOE NN KO-
NnyecTBeHHOE yTBEpXAeHne 06 obecneyeHnn LOBEpPUs, OTHOCSLLLEECS K KAKOMY-IMOO0 OLeHUBaeMOMY 06b-
ekKTy.

2.14 cuctema obecneyeHus gosepus (assurance scheme): OpraHusaunoHHO-NpaBoBas CTPYKTypa,
B pamkax KOTOpoil meTof obecneyeHns AoBepus NPUMeEHSAEeTCa opraHoM obecneyeHns oBepus B npegenax
onpefeneHHoro coobLecTBa Unmn opraHn3auum.

a) opraHu3auuoHHO-NpaBoBas CTPYKTYpa, BpamMKax KOTOopoli B onpefesieHHOM coobLecTBe opraHbl
OLeHKM NpuMeHsIlo T TpeboBaHns NCO/M3K 15408.

[MCO/M3K 15408-1]
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2.15 cTtagusa obecnevyeHns gosepus (assurance stage): CTaama XM3HEHHOTO LMKIa OLEHUBAEMOro
06bekTa, Ha KOTOPOI Ncnonb3yeTcs 3afaHHbI MeTo obecneveHns fosepus. Mpu obecneyeHmmn obuero Ao-
BEPUS K OLLleHMBAEMOMY OOBEKTY YUUTbIBAIOTCA pe3ynbTaTbl peanusauny MeTofoB obecneyeHus foBepus,
NPUMEHSAEMbIX Ha BCEX CTaAUSAX €ro XMU3HEHHOro LuKna.

2.16 cBuaeTenbCTBO goBepusa (assurance evidence): [OKyMeHTUPOBaHHblE pe3ynbTaTbl, NpeacTas-
NeHHble AaHHbIMW, MOSYYEHHbIMM NPU aHanuse AO0Bepus K OLeHMBaeMOMy 06bekTy, BK/OYas OT4yeTbl
(o6ocHOBaHMSA) B NOAAEPXKKY YTBEPXAEHNA O OBEPUN.

2.17 ceptudukauusa (certification): Mpouenypa Bblgaun ouLmanbHONO NOATBEPXKAEHUA O COOTBET-
CTBMM OLEHMBAEMOr0 06BbEKTa yCTaHOBIEHHbIM TpeboBaHusaM. CepTudukaLmns MoxeT NPOBOANTLCS TpeTbei
CTOPOHOVA.

(apantupoBaHo 13 Pykosoactsa 2 NCO/M3K]

a) Bbljaya ouMLUManbHOro NoATBEPXAEHUS pe3ybTaTOoB OLEHKN 1 NPaBUIbHOCT U NPUMEHEHNS KPU-
Tepues OLEHKN.

[CTaHpapT ITSEC]

b) npouecc cepTuduKaLnm ABNSeTCA He3aBMCMMOL NPOBEPKON pe3ynbTaT 0B OLEeHNBaHNA, NPUBOASA-
LLLei K NOlyYEeHNI0 OKOHYa T eNbHOro cepTudukaTa Uiav yTBEPXKAEHUS.

[MCO/M3K 15408-1]

C) BCECTOPOHHAS OLEHKa TEeXHNYECKNX U HBT BXHNYECKNX Xapak TepncTHK 6e30nacHOCT N CUCTEMbI
NHGOPMaLMOHHbIX TEXHOMIOMNiA, oCcyLecTBNEHHAA B NOAAEPXKY cepTudukaumm, KoTopas ycTaHasnnsa-
€T CTeneHb COOTBETCTBUA CUCTEMbI YCTaHOB/IEHHOM NONMTMKe 6e30nacHOCTU.

[AGCA]

2.18 yBepeHHOCTb (confidence): Y6exAeHHOCTb B TOM. YTO OLeHMBaeMbli 06bEKT ByaeT hyHKLNOHN-
poBaTb B COOTBETCTBMM C 3aaHHBIM WM YCTAHOBMEHHbIM NOPSAAKOM (TO €CTb KOPPEKTHO, HagexHo, addek-
TUBHO, B COOTBETCTBUW C NOIMTMKOIN 6€30MacHoCTh).

2.19 oueHuBaemblii 06beKT (deliverable): MpoaykT, cuctema, ycnyra, npouecc 6esonacHoctn AT nan
COCTaBHO 3an1leMeHT cpefbl PYHKLMOHNPOBAHUSA (CBSA3aHHbIM, Hanpumep, ¢ NepCcoHaIoM, opraHusauuneit) nam
[Apyroii 06bEeKT, NocTaBnsAeMblli A5 OLEHK fAoBepus. TakvuM 06BEKTOM MOXEeT ObiTb MPOthK/Ib 3aLUTbl UK
3agaHue no 6esonacHocTu, onpegesneHHsie B UICO/M3OK 15408-1.

Mpumeyanune— BUCO 9000:2000 ycnyra (cepBuc) cHuTaeTcss O4HUM N3 TUNOB NPOAYKTA U B Cepun ctaHgap-
ToB CO 9000 ncnonb3yeTcs couyeTaHne «nNpoAyKT n/unn ycnyra».

2.20 oueHunBaHue (evaluation): OueHka OLEHMBAEMOro 06bEKTa Ha COOTBETCTBME YCTAHOB/IEHHbIM
KpuTepusam (agantupoBaHo u3 NCO/M3IK 15408-1).

a) cucTemMaTUyYeckoe oLeHMBaHMe (OLEHMBaHNE KayecTBa) CTENEHN, B KOTOPOI Normyecknii 06b-
KT CNoco6eH BbIMOMHATbL YCTaHOB/IEHHbIE TPeboBaHus.

[MCO/M3K 14598-1]

2.21 rapaHTua (guarantee): Cm. onpefenieHne «rapaHTuiiHoe 06a3aTenbcTBO» B 2.36.

2.22 npopykt 6e3onacHocTu UT (IT security product): COBOKYNHOCTb NPOrpamMmHbIX, porpaMMHo-an-
napaTtHbIX u/unu annapaTtHbiX cpeAcTB UT. npepoctasnsiolwan onpegenieHHble OyHKLUUOHaIbHbIE BO3MOX-
HOCTW 1 NpegHa3HavyeHHas A5 HenocpefCTBEHHOM0 UCNO/b30BaHNSA U BKIOYEHUS B Pa3/IMYHbIE CUCTEMBI.

[MCO/M3K 15408-1]

2.23 cTtapusa xusHeHHoro uukna (life cycle stage): Neprof XU3HEHHOrO LKA OLeHMBaeMOro o6bek-
Ta. CBA3aHHbLIN C ero onpefenieHHbIM COCTOSHNEM.

a) nepuog B npefenax XW3HEeHHOr0 LMKIa CUCTEMbl, O THOCALLMIACA K COCTOSAHNIO CUCTEMHOr0o Onu-
caHusa NN HenocpeAcTBEHHO K CaMoii cucTeme.

[MCO/M3K 15288]

2.24 npepbicTtopusa (pedigree): HedopmanbHoe npusHaHuWe TOro, YTO MOCTaBLYMK 0becneynBaeT co-
OTBETCTBYIOLLYI BOCNPON3BOAUMOCTb OLLEHMBAEMbIX 0GBLEKTOB, KOTOPbIE YA0BNETBOPSAT TPE6OBAHUSAM UX
nonnTMKM 6€30NacHOCTM NN OYHKLMOHMPYIOT B COOTBETCTBUM C 3asB/IEHNEM NOCTaBLVKa (MpesbicTopus AB-
naeTca hakTopom cpefpbl, CBA3aHHbIM C MOCTABLUMKOM WM OLEeHMBAEMbIM 0OBLEKTOM).

2.25 npouecc (process): YnopsaoyeHHas COBOKYNHOCTb AelCTBUIA, MCNO/b3yoLLasi pecypcbl Ans npe-
06pa3oBaHNA BXOAHbIX AaHHbIX B BbIXOAHbIE.

2.26 posepue K npoueccy (process assurance): [loBepue, 0CHOBaHHOE Ha pe3ysibTaTax OLeHKV npo-
Lecca.

2.27 npopykT (product) — Cm. onpegenieHne TepMUHa «OLEeHNBAEMbIA 0O BEKT».
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2.28 cuctema oueHkmn (sheme): CoBOKYNHOCTb MpaBus, onpeaensiowmx ycioBus cpepbl, Heo6xoam-
Mble A5 NPOBEAEHNSA OLEHKW, BKIKOYAA KpUTEPUN 1 METOAOMOIUIO.

[AganTupoBaHo 13 MCO/M3K 18045 (O6Lwas MeToA010rst OLEHKM)]

2.29 6e3o0nacHOCTb (security): Bce acnekTbl, CBA3aHHbIE C onpeAeneHnemM, JOCTUXKEHMEM 1 noaaep-
XaHneM KOH(UAEeHUNaNbLHOCTH, LeNOoCTHOCTM, AOCTYNHOCTU, NOAOTYETHOCTU, ayTEHTUYHOCTMN U 4OCTOBEpP-
HOCTW.

MpumeyaHne — CuuTaloTCS 3aLWULLEHHBIMY 0 TEX NOP. NOKA UX NOb30BATENN MOTYT GbITb YBEPEHHBIMU B UX
AOJIKHOM (DYHKLMOHWPOBaHNMW. 3alyULLLeHHOCTb NPOAYKTA, CUCTEMbI WU YC/YTM OGbIYHO paccMaTpuBaeTcsi B KOHTEKCTe
OLEHKN haKTUYECKUX UMM OXMUAAEMbIX YIPO3.

a) Cnoco6HOCTb NPOrpaMMHOro NPoAyKTa 3awuTUTb MHpopMaLUo 1 AaHHble Tak. YT o0bl Heynosn-
HOMOYEHHbIE LA AN CUCTEMbI HE MOF/IM UX CYUTaTb UK MOANMLMPOBATb, @ YNOJTHOMOYEHHbIE — HO
nonyyanu 6bl 0TKa3 B JOCTYNE K HUM.

[MCO/M3K 9126-1]

2.30 oueHka 6e3onacHOCTU (security assessment): Bepudmkauns cooTBETCTBUS 3aLUULLEHHOIO oLe-
HnBaemoro o6bekTa TpeboBaHnAM cTaHfapTa 6e30MacHOCTH, UCMOb3ys COOTBETCTBYHOLWMIA MeTog obecne-
YeHns 6e30MacHOCTU 1 onpeaeneHns AoBepus K 6€30MacHOCTU.

a) nocnepHwii aTan npouecca OLEHKN NpoayKTa.

[MCO/M3IK 14598-1]

2.31 anemeHT 6e3onacHocTu (security element): Hegenvumoe Tpe6oBaHve 6e30nacHOCTU.

2.32 ycnyra (service): CsfA3aHHble ¢ obecneyeHnem 6e30MacHOCTM NpoLecc Uan 3afjava, BblNosHse-
MbIA UK pellaemMast OLleHNBaeMbIM 06EKTOM, OpraHu3aLmei nan KOHKPETHBIM JIULLIOM.

2.33 npaBoo6nagartens (stakeholder): CrtopoHa, MMeloLaa HeKOTOpble NpaBa, akuuu, a Takke akTu-
Bbl. NOJBEPXEHHbIE PUCKY MO OTHOLUEHWIO K OLleHMBAEMOMY O6BbEKTY UM KX XapaKTepucTukam, oTBeYatoLmm
NOTPE6GHOCTAM U OXMAAHUAM 3TOM CTOPOHDI.

a) CTOpoHa, BnajetLas npaBom, Jofei uam ak TUBOM B CUCTEME C XapakTepucTukaMmu, oTBevar-
LMMMN NOT PEBHOCT AM M OXUAAHUSAM 3T O CTOPOHBI.

[MCO/M3K 15288]

2.34 cuctema (system): Cneuwnchmyeckoe BonsouweHne UT ¢ KOHKPETHbIM Ha3Ha4YeHMeM 1 yCNoBUAMMN
aKcnayaraumu.

[MCO/M3K 15408-1]

a) KOMOVHaumMs B3aMMOAeNCT BYIOLNX KOMMNOHEHT OB, OPraHn30BaHHbIX 415 AOCT MKEHUS OAHON unn
HEeCKO/IbKMX MOCTaB/IEHHbIX LieNeil.

[MCO/M3K 15288]

MpumevyaHunsd

1 CncTeMa MOXET paccMaTpuMBaThbCsl Kak NPOAYKT MU COBOKYMHOCTb YC/yr, KOTOpble OHa o6ecnevnBaer.

(MCO/M3IK 15288)

2 Ha npakTuke WHTepnpeTauusa 4aHHOro 3a4acTyl YTOYHSIeTCA C NOMOLLbH acCOLMAaTUBHOTO CYWEeCTBUTE/IbHOTO,
Hanpumep, «cucTtemMa camosieta». B HEKOTOPbIX CAyYasix CI0BO «CUCTeMa» A0NycKaeTcs 3aMeHsATb, HanpuMep, KOHTEKCT-
HbIM CUHOHMMOM «CaMOJ/eT», XOTA 3TO MOXET BMNOCNEACTBUN 3aTPYAHUTb BOCNPUATUE CUCTEMHbIX MPUHLUMNOB.

(MCO/M3K 15288)

2.35 XU3HEeHHbIN Uumkn cuctemsbl (system life cycle): PassuTue paccmaTprmBaemMoil cucTembl BO Bpe-
MEHM OT 3ambic/la [0 CUCaHUS.

[MCO/M3K 15288]

2.36 rapaHTMiiHoe 06a3aTenbCTBO (warranty): Ycnyra (cepuc) 6e3onacHocTu, cBsizaHHas(blin) C kop-
PeKTVPOBKaMM 1 yNy4yleHNAMY B YacTu akcnayatauun (passepTbiBaHNs, QYHKLMOHUPOBAHUS WU [OCTaBKM)
oLleHnBaeMoro o6bLeKTa, ec/im OHM He COOTBETCTBYIOT ero NonTuke 6e30nacHoOCTy.

2.37 pabouas npoaykuus (work product): Bce aneMeHTbl (TO eCTb JOKYMEHTbI, OTUYETbI, haiinbl, faH-
Hble 1 T. A.). NO/lyYeHHble B XOAe BbINO/HEHNA N06Oro npouecca no paspaboTke U NOCTaBKe OLEHNBAEMOro
obbekTa.

[SSE-CMM (MCO/M3K 21827)]

a) pe3ynbTaT BbIMOMHEHVA COBOKYMHOCT U eliCTBWIA, NCNOMb3YIOLLINX pecypchbl AN npeobpa3oBaHns
BXOZHbIX [aHHbIX B BbIXOAHbIE.

[MCO 9001)
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3 O603HavYeHna 1 cokpalleHus

BSI — HeMeLKoe areHTCTBO MHhopMaLoHHOl 6e30nacHoCTY;

CASCO — komuTeT NCO No OLEeHKe COOTBETCTBUS;

CEM — obwan MeToA0s10Tnst OLEHKMN;

CMM —=Mo/eNb 3peN0CT BO3MOXHOCTEN;

CSE — WHcTutyT 6€30NacHOCTM KOMMYHUKaUnii (kaHaackas OpraHusaums no 6esonacHoctn UT);

CTCPEC — KaHafCKvne KpUTepmmn OLeHKV HaAeXHoro NnporpamMMHOro npoaykra (usgasaemble CSE);

ITSEC — eBpOoneiick1ii cTaHAapT OLEeHKM 6e30MacHOCTM KOMMNbIOTEPHbIX CUCTEM;

ITSEM — MeToA0/10r1sl OLEeHKM 6e30MacHOCTY NHOPMALMOHHBIX TEXHOJIOTUIA;

HCD — MPOEKTUPOBaHNe, OCHOBAHHOE Ha Y4acTUUN YesloBeKa;

NSA — ATeHTCTBO HaluuMoHanbHol 6e3onacHocTn (CLUA);

SE-CMM —e MOJe/1b 3PESIOCTU CUCTEMHOTO NPOEKTUPOBaHUS (MOAESb TEXHOMIOTMYECKON 3penocTu ABsA-
eTcs TOProBbIM 3HaKoM yHuBepcuTteTa KapHern MesnoHa);

SSAM® — MeTOo0/10T1A OLEHKN B COOTBETCTBUM ¢ SSE-CMM;

SSE-CMM® — lNpoekTupoBaHue cuctem 6esonacHocTn — Mogenb 3penoctu npouecca NCO/M3K 21827;

TCSEC — KPUTEPUU OLEHKN [OBEPEHHbLIX KOMMbIOTEPHbLIX CUCTEM;

TREP — [0BEpPEHHasA nporpaMmMa oueHvnBaHusa npogykrta (ctaHgapTel TCSEC n CTCPEC);

A3B (AST) — abcTpakTHOe 3ajaHve nNo 6e30MacHoCTY;

MCO (ISO) — MexayHapoHas opraHu3sauus no ctaHgaptmsauum,

T (IT) — WHOpMaLNOHHas TEXHOOTUS;

3B (ST) — 3afaHue no 6esonacHocTu (onpegeneHo B8 NCO/M3IK 15408-1);

M3K (IEC) — mMexayHapoAHas 3neKTpoTexHuyeckass KOMUccus;

OO (TOE) — 06bekT oueHkn (TepMmuH, cneuuduyHblini ans WCO/M3K 15408 u onpefeneHHblii B
MCO/M3K 15408-1);

n3 (PP) — npocuab 3awuTsl (onpegeneHo 8 MCO/M3IK 15408-1);

CTC (SCT) — cTporoe TecTMpoBaHu/e Ha COOTBETCTBME (TpeboBaHMAM 6e30nacHoCTy).

4 O6wue NoHATUA

HacTosawwii pasgen cogepXxuT obLume NoHATMS obecneveHns AoBepus U NpeAHasHaveH s onpegene-
HUSi NPUMEHMMOCTU 3TUX NOHATUI K 06ecneyeHuto foBepusi k 6esonacHocTn UT B Lenom. MpuBeaeHHbIE B Ha-
cTosiLieM pasfgene MOHATUSA WUCNOMb3YKTCA B LUMPOKOM CMbIC/Ie, a He OTHOCATCA HENoCPefCTBEHHO K
obecneueHuto 6e3onacHocT AT nnu oLeHKe COOTBETCTBYUS.

4.1 HeobxogumocTb goBepus

Cuctembl VT BCeacTBME OLWIMGOK M YA3BMMOCTEN NogBeEpPXeHbl CO0AM 1 HapyLleHusM B obecneyveHnn
6e30MnacHOCTW. 3TV OLWNGKM 1 YA3BUMOCTUN MOTYT ObITb C/IEACTBMEM YACTOr0 N3MEHEHUSA TEXHOOMMIA, OLLINGOK
oneparopa, Hey[0B/1eTBOPUTE/IbHbIX TEXHNYECKMX TPeboBaHUii 1 opraHM3auuy NpoLeccoB paspaboTkn nuam
pesynbTaToM HeAooLueHKn yrpo3. Kpome TOro, npoBOAATCA MOAMMKaLMm CMCTEM, MOSBAIOTCS HOBble Ae-
dhekTbl 1 aTaknm Ha CUCTeMbI, CNOCOOCTBYIOLLME YBE/IMYEHUIO YnCna YI3BMMOCTE, C60eB 1 HapyLLeHunin obec-
neyeHnsa 6e30NacHOCTV B TeYEHWE BCEro XM3HEHHOTO Lukna cuctembl UT.

O6bI4HO 6e30LWMB0UHOE 1 yCTONUMBOE (PYHKLNOHNPOBaHne cucteMbl AT B paMKax npuemsiemMbix orpa-
HUYeHWH MO CTOMMOCTU 1 BPEMEHN HEBO3MOXHO OCYLLLECTBUTL B TEUEHWE BCETO €€ XXU3HEHHOTO LMKia BCnes-
cTBMe OWWBOK uAM HeAgocMOTpa onepartopa, OTkasa Kakoro-imbo KOMMOHeHTa 060pyAoBaHUs wUu
HecoBepLUeHCTBa MeXxaHn3MoB obecneyeHns 6e30nacHOCTW. B AaHHOl cuTyauuyn novTM HEBO3MOXHO rapaH-
TMpOBaThb 6€30WNB60YHOCTb, YCTONUNBOCTb U 6€30NacHOCTb (PYHKLMOHUPOBaHNA cuctemsl AT.

B cOOTBETCTBUM C BbILLEU3TOXEHHLIM OYEBUAHO, YTO OWWGKM, YA3BMUMOCTU U PUCKK, NO-BUANMOMY, By-
AyT BCerga cylwecTBoBaTh U U3MEHATLCA Ha BCEX CTaAMAX XMU3HEHHOTo LuKna oueHnBaeMoro obbekra. Cne-
JoBaTtesibHO. omnbkamu, ya3BUMOCTSAMU U pucKaMu HafAo ynpasnaTb B Nnpefenax AonyCTUMbIX NapameTpoBs B
TeueHve XN3HEHHOTo LuKa OLeHnBaeMoro o6bekTa, uHave gosepue Kk Hemy byfeT UsMeHATbCA. 3agadamu
npu NPOEKTUPOBaHUN 1 yripasneHun 6e3onacHocTbio T AaBnsA0TCS obecneveHne MeHegKMeHTa pUckos 6e30-
NMacHOCTU NOCpefAcTBOM OcnabneHust ya3BMMOCTEN M yrpo3, UCMob3ys TEXHUYECKME U OpraHu3aunoHHbIe
Mepbl 6€30NacHOCTM C Lienbio o6ecneyeHunss 4OCTaToOuHO NPUEMIEMOro YPOBHS [0Bepys kK 6€30MacHOCTH oLe-
HMBaemoro o6bekTa. [lononHUTeNnbHON 3aAaveli ynpasnennsa 6e3onacHocTblo VT siBnseTca ycTaHoBNeHWe
nprvemMIemMoro ypoBHs floBepus obecneyveHns meHegxMeHTa pucka. Takum obpasom, npasoobnagarenu, ces-

5
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3aHHble ¢ cucTemoii UT, nonyyaT 060CHOBaHHY YBEPEHHOCTL B TOM, UTO OLEHMBaeMblii 06beKT 6yAeT pyHK-
LIMOHMPOBATL B COOTBETCTBUM C HAMEYEHHBIM 1 YTBEPXKAEHHBIM N/IAHOM, C MPUEMJIEMbIM PUCKOM U B pamMkax
6lomxeTa. C TOUKM 3peHnsi 6e30MacHOCTH 3TO 03HAYaeT YBEPEHHOCTb B OCYLLECTB/IEHUN OLeHMBAEMbIM 06b-
€KTOM MPUHSATON NoNMTUKM 6e30MacHoCTy.

4.2 OTnuuyne fosBepuns OT YBEPEHHOCTH

CnepyeT OTMeTUTb, YTO «[A0BEpre» U «YBEPEHHOCTb» He ABMSATCS UAEHTUYHbIMK U B3aMO3aMeHsie-
MbIMK. OYeHb 4acTO K3-3a UX TECHOW B3aMMOCBSA3W MOHATUS UCMONbL3YITCS HenpasBuIbHO. BaxHO, 4TOGbI
nosib3oBaTe b NOHMMaU passiyme Mexay 3TUMU NOHATUSIMU. YBEPEHHOCTb C TOUYKM 3pEHUS OTAENMBHOIO /inua
cBsi3aHa ¢ y6exaeHmem, 4to oH o6/1agaeT JoBepueM K oLeHrBaeMomy 06beKTY, Torga Kak JoBepue CBA3aHo C
[l0Ka3aHHOI CNoCOGHOCTLI0 aHHOTO 06bekTa 06ecneynBaTh BbINOMHEHVE Lenn 6e3onacHocTh. Takum obpa-
30M. YBEPEHHOCTb HE ABNSAETCS HECOMHEHHbIM (DAKTOM, @ BblpaXeHUEM YOEXAEHHOCTU, NOJSTyYeHHOl yepes
OLleHKy AoBepus.

LloBepvie onpepensieTcs CBMAETENLCTBOM, MOJIYYEHHbIM B pe3y/nbTaTe OLEHkM o6bekta. Csupae-
TENbCTBO, 06bIYHO BKOUatoLee B ceba apryMeHT [OBEPUS, AOKYMEHTALMIO U Apyrie COOTBETCTBYHOLME pa-
604ne mMaTepuasbl, CAYXUT OCHOBAHUEM [A/18 YTBEPXAEHUs [0Bepusi, KOTOpoe OCHOBAHO Ha pesysfibTaTax
[OelicTBUiA, CBA3aHHbIX C NPOEKTMPOBaHNEM U OLLEeHKOI 6e3onacHoCTy.

YBEPEHHOCTb ABMSETCA NPEAMETOM BOCMNPUSATUSA OTAE/bHBIM JIMLOM crieuudmnyecknx TpeboBaHuin 6e3o-
nacHoOCTV 1 UHOpMaLMK, NOYYEHHOIR 8 pe3ynibTaTe OLEeHKW, O TOM. YTO OLEeHNBAEMbIl 06BLEKT BYAET PyHK-
LMOHMpOBaTb B COOTBETCTBUU C YCTAHOB/IEHHbIMW TPe6GOBaHMSIMU. YBEPEHHOCTb NoApasyMeBaeT 3HaHue
KpUTEPMEB, METOAA, CUCTEMbI 06ECNEeYeHNa AOBEPUS N UCNOJIb3YEMbIX NpoLeayp oueHkn. Bonee Toro, peny-
TauuWs OLEHLLMKOB 1 0NepaTopoB sIBAAETCA BaXHbIM (pakTopoM hopMUpOBaHMS YBEPEHHOCTY B OLlEeHNBAEMOM
06bekTe, NOCKOSIbKY MX KBaMmKaLma 1 onbiT MOTyT 6biTb BOCTPeGOBaHbI. B pesynbraTe MHAUBUAYAILHOIO
BOCNPUATUS Y NpaBoo6iiagatesieil MoryT BO3HUKHYTb pas/inyHble CTENEHW YBEPEHHOCTU B pesysbTare uc-
Nnosib30BaHNA COOTBETCTBYIOLEro MeToa o6ecrneyeHns 4OBEpUst Kak OTAEbHbIM NULOM, Tak U opraHm3auueit
B L|e/I0M.

4.3 Y10 Takoe «OLEeHNBAEMbIN 06BEKT»

TpagnLUMOHHO TEPMUH «J0BEPME» aCcCOLMMPOBAsICA TOMILKO C NPoAyKTamu ncuctemammn VT, cocToawm-
MW 13 annapaTtHbIX CpeAcTB U nporpammMHoro obecneyveHus (MO), n paccMmaTpuBasiCa Kak fO0BepUE K NPOAYKTY
nnu cucteme. Tenepb 06LLENPU3HAHO, YTO A1 PACCMOTPEHUS 60/1ee LWVMPOKOro Anana3oHa pUCKOB CyLLecTBY-
eT NoTpebHOCTb B AOBEPUN K APYTMM 06BEKTaM, Takum Kak ycnyra obecneyenuns 6esonacHocTy, npouecc, nep-
COHasl. opraHusauma u apyrue akTopbl BHELWHel cpefbl, BAusLWMe Ha 6e3onacHocTb. C y4yeTOM 3TOro
HOBOrO hakTopa v MCnonb3yeTca TEPMUH «OLLeHNBAeMbIl 06bEKT» AN CCbINIKM Ha 06BEKT OLeHkn 6e3onac-
HOCTW.

MoHATME «OLeHNBaAEMBI 06BEKT» (fanee — 0OBEKT) B LLMPOKOM CMbIC/1E OXBATbIBAET 3/1EMEHTbI 6€30-
NacHOCTW, MepeyncsieHHble B 4OroBope 1 o6a3aTtesibHble 419 BbINOSHEHNS UK NpefoCcTaBeHUs KNNEHTY (Ha-
npumMep. ycnyru) B 3aBUCUMOCTU OT OBGCTOATENIbCTB WM YCNOBWIA. B NyHKTbI JOroBopa MOryT BKIOYaTbCA
npoAykTbl 6e3onacHocTn UT, ycnyrn n niobble gpyrne mMatepuasibHble U HemaTtepuasbHble 3/1eMeHTbl 6e30-
nacHocTy, npoAasaemble (NPov3BeeHHbIe MOLWTYYHO UM B MAacCOBOM MOpsfKe), caaBaemMble B apeHay win
ncnonb3yemble Ana 0byyeHus. bonee Toro, ykasaHHble cocTaBnsolme Aorosopa nogpasyMmesaroT no6oi
06bEKT, NPeACTaBNEHHbI ycnyroi, ycnoBHo-6ecnnatHbiM MO. cBo60AHO pacnpocTpaHsieMbiM MO. o6pas-
uaMmnm unu Apyrumun cpefcteaMy M nocTaBnsieMblli NPAMO WAM ONocpefoBaHHO (rapaHTuiiHoe o06s3a-
TeNbCTBO, MNOPYUYUTENbCTBO, NpeabicTopus W T. A.) WAW npegnaraemblii NOCTaBLMKOM AN NOCTaBKM
(npeabicTOpUs, rapaHTUitHoe 06A3aTeNbCTBO UT. 4.). O6BbEKTLI UMEIOT N3MeEpPSeMble aTpMbyThl 6e3onacHoc-
T, KOTOpble MOXHO BepudunLMpoBaTh Ha NpeaMeT NX COOTBETCTBMA NonuTuke 6esonacHocTn. Hanpumep,
06BEKT MOXET CCbIIAaTbCA Ha YCNyry No OLEeHKe PUCKOB U YrPo3, OCYLLECTBASEMYIO KaKoli-nnbo opraHu3auu-
eii. unn Ha cepTudmkaLmio nepcoHana, KOMNETEHTHOTO B BbIMO/IHEHUM OLLEHOK C MOMOLLbI0 KpUTEpMeB
MCO/M3K 15408. MepcoHan, NpefoCcTaBNAWLWUIA YyCNyry Unn BbINONHAKWMI 3a4a4vy no obecnevyeHunto be-
30MacHoCTK, Takxe cunTaetca o6bekTom. Hanpumep, nuua, obyyaemble No cneunanbHOCTH OLeHLLMKa, 3a-
K/H0YaloT KOHTPAKT C 06yyaloLeil opraHusalmeii 1 oLeHMBaKTCA N0 UX CNOCOGHOCTM BOCNPUHUMATbL 3HAHUSA
N BbINOMHATL KOHKPETHble AelcTBMA. KOHCYNbTaHTbl B 0611acTM 6e30nacHOCTU, nNpeAocTaBnstowme ycnyry
Wn BbINOJHAOLWME 3a4ady, Takke padboTatT No KOHTPaKTy.

HekoTopble 06bekThbl He Bcerga ABMAAITCA OTAENbHbIMU 3/IeMEeHTaMu, X0TA 0b6ecneunsatoT pasnyHble
CTeneHun foBepus K opraHam obecneyeHuns foBepus, U. cnefoBaTenbHo, 0/MKHbI NoABepraTbCs oLeHke 6e30-
nacHoOCTV No YacTsam. Hanpumep, rapaHTuiiHble 0683aTebCTBa M NOPYUUTENLCTBA ABAAIOTCA CNeLntUyYHbIMM
ycnyramu, npefoctasnsseMbiMU NOCTaBLLUKOM OTAENbHO UK B Ka4ecTBe AOMNOHUTENbHOM DYHKUUK, Uaun no-
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CTaBNSIEMOI B KOMM/IEKTE C OOBEKTOM. YCNyrn No npefocTaBfeHno rapaHTUiiHOro o6si3atenbcTBa Cnoco-
6CTBYIOT KOPPEKTUPOBAHUIO UM CHUXKEHUIO TpeboBaHUi K OyHKLMOHNPOBaHMIO 06bekTa (BBOA B AelCTBUE,
(PYHKLMOHMPOBaAHME WM [OCTaBKa), €C/IM OH HE COOTBETCTBYET TpebOoBaHNSAM ero noanTuke 6es3onacHocTy.
MpeppicTopusa ABNSeTCA (PaKTOPOM BUSHUSA BHELUHEl cpefbl, CBA3aHHbIM C MOCTaBLUMKOM WM O6LEKTOM.
JTOT (hakTop, HECMOTPS Ha €ro HEKOTOPYHO pacn/bIBY4aTOCTb, HE/Tb3s UTHOPUPOBATb M3-3a NPeAbICTOpUM cre-
LMdunyeckoro yHKLMOHMPOBaHMA 06bekTa, Hanpumep, HenpepbIBHOTO WU LMUKIUYECKOTO C TeM, YTOObI
COOTBETCTBOBATb NOINTUKE 6€30MAaCHOCTM UM YTBEPXKAEHNAM MOCTaBLYMKA.

NMpumeuyaHune — laHHoe onpeaeneHne 06bekTa NOAOGHO ONpeAeneHnio NOHATUA «0BbEeKT OLEHKN», NpuBe-
AeHHomy e NCO/M3K 15408-1. 3a UCK/IIOYEHMEM TOr0, 4TO 06BEKT MMeeT 60/1ee WMPOKoe NMPUMEHEHHUE.

4.4 MpaBoobnagatenu

B cocTaB oLeHMBAEMOro 06bEKTa MOryT BXOAUTb NOABEPXKEHHBIE PUCKY aKTUBbI, MPUHAANEXaLLe pasiny-
HbIM NpaBoo6nagarensam. CnefosarenbHO, AnA NpaBoobnagareneli MOXeT NoTpeboBaTbCs onpeAeneHne npu-
emsieMoro metoga obecneyeHust 4OBEPUS 1 YPOBHA AoBepus. HeKOTopble 13 3TUX CTOPOH YKasaHbl HUXE:

a) opraHbl N0 CTaHAapTM3auuy;

b) HauWOHasIbHblE, MEXAYHAPO4HbIE 3aKOHbI U MOMIOXEHUS;

C) cneumasibHble opraHM3auun (Takme Kak npaBUTENbCTBO WM GAHKOBCKME OpraHusaummn);

d) nonHoMOouYHblE NOApa3feneHns BHYTPU OpraHusauuu;

e) Bnagenbubl NONUTKK (NOIMTUK 6€30MacHOCTW, NOJIMTUK B OTHOLLEHMM NepcoHana, 3akyrnok, Mapke-
TUHra. cepTudmkaumm n 7. 4.):

0 Bnagenbubl CUCTEMbI;

[0) opraHbl atTecTauum CUCTEMBI;

h) KoHeuHble nonb3oBaTenu;

i) 06LEeCTBEHHOCTb.

4.5 TpeboBaHusa gosepus

WNcxoaa n3 6esonacHoctn UT, npuemnemoe (afekBaTtHoe) foBepre 03HavaeT yAoBNeTBOPEHNe cnewm-
anbHbIX 3apaHee onpefefieHHbIX TpebGoBaHWA NocpesCcTBOM BbINOHEHWSI COOTBETCTBYOLWMX Mpoueayp M
feiicTBuii no obecneyeHnto JOBEPUA, TO €CTb B COOTBETCTBUM C BbIGPaHHBIM METOAOM 06ecneyeHns oBepus.
Tpeb6oBaHusi oBEpPUSA oNpeaensoTcs ucxoas us TpeboBaHuii 6e30MacHOCTY U ApYrMx hakTopos.

TpeboBaHusa goBepus k 6€30NacHOCTU oNpefensaTca aHaIM3oM TpeboBaHuii 6e3onacHoCT ANS 06b-
ekTa, )aKTopoB BNUSHNA, TpeboBaHuii 6e3onacHOCTU (MOAWTHK), pa3BUTMA GU3Heca 1 LesieBoi cpefbl 06bek-
Ta. PaKkTopamMn BAVAHUSA ABMAOTCSA NM06ble COOBpaXKeHWs, noasexaline U3yyeHuto, NOoCKOsIbKYy OHU MOryT
okasaTtb Bo3feicTBue Ha hopMmUpoBaHue TpeboBaHNA f0BEPUA K 06BEKTY. BnusHne MoxeT BkIOYaTh B ce6s1
Nobyto NpeAbICTOPUIO N Aaxe GblTb NPeACcTaB/EHO HEMaTepuasnbHO, HanpumMep, NOIMTUKON, KyNbTYPOiA, MecT-
HbIMW 3aKOHaMun 1 06sA3aTenbHbIMK (NpeanucaHHbIMK) TpeboBaHuAMK. OLeHKa pucka NPOBOAUTCS C Lefblo
TWAaTeNbHOr0 U3yYeHUs KOH(MAEHLMANLHOCTU akT1Ba, YA3BUMOCTEN W yrpos, a Takxe AnA onpegeneHns
0CTaTO4HOro puUcka ¥ pekomeHAaunii No NCNoNb30BaHMIO CYLLLECTBYIOLWMX 1 NpeanonaraemMbix Mep 6e3onac-
HoCTW. PeanusoBaHHble pekOMeHAaLMU BKIOYAOTCA B NepBUYHble TpebGoBaHUs 6e3onacHocTW Ana nepe-
cMoTpa TpeboBaHuii f,oBEpPUS K 6€30MacHOCTH.

O6Lme pekomMeHgaLMM N0 ynpasieHnto 6e30MacHOCTbI0 U NPOBEAEHNIO aHANN3a PUCKA MOXHO HaiiTh B
MCO/M3K TO 13335 n NICO/M3K 17799. NCO/M3I3K15408 coaepxuT MHhopmMaLmio 0 YHKLNOHANbHbIX Tpe-
60BaHMsAX 6€30MacHOCTY 1 TPe6OBAHUAX JOBEPUst K 6e30MaCHOCTW NPOAYKTOB U cucTem UT, xapakTepHbix 415
TPaAULMOHHbIX OLEeHOK 6e3onacHocTu UT. TpeboBaHus AOBEepUS YHUKabHbI A8 KaXA0W cpefbl BcieacTBue
Hanuuna MHoxecTBa TpeboBaHWil, NpeabaBnseMbIX K 6u3Hecy n 6e3onacHocTy kaxaol cpefpl. CnepoBa-
TE/IbHO. OAMH U TOT Xe 06BEKT MOXET He COOTBETCTBOBATL APYrMM cpejam 6e3 ero MogudmkaLmm, nockosnbKy
B 3TOM C/ly4ae 06bI4HO TpebyeTca yAoBNeTBOPeHWe ApYTnX TpeboBaHuii oBepus.

4.6 TIpUMEHUMOCTb MeTOA0B o6ecneyeHns 4oBepus kK 6e30MacHOCT MHPOPMALMOHHbIX

TexHonoruin

B HacToswem nogpasaene 6onee noapobHO packpbiBaeTCcsl onpefeneHne TepMruHa «4oBepres», npuse-
[leHHoe B cTaTbe 2.4. B HacTosilem nogpasgene paccMaTpyrBaloTCst pas/iyHble acnekTbl JOBEPUSA C LiENbo

[EeMOHCTpauny BO3MOXHbIX NMyTel NPYUMEHEHNS 3TUX acnekToB NPUMEHUTEsTbHO K obecneveHunio 6esonacHoc-
™ WT.

M3 onpeneneHns TepMuHa «40BepUe», OYEBUAHO, YTO MMEHHO BbIMOSIHEHWE COOTBETCTBYHLINX Aeli-
CTBWIA NO obecneyeHnto goBepus obecneyrBaeT YyBEPEHHOCTb 3aMHTEPECOBAHHOIO Nnua B TOM. YTO 0ObEKT
COOTBETCTBYET TpeboBaHMAM 6€30MacHOCTU. YBEPEHHOCTb nNpuobpeTaeTcs nNpu aHannse ceBmaeTenbcTBa 4o-
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BEpUA, NOYYEHHOro NPy NMOMOLLM NPOLeAyp OLEHKM B Npouecce paspaboTky, BBOAA B fleiCTBUE U PYHKLMO-
HUPOBaHNA 06bEKTA, a TaKxe onbiTa, NOlYYEHHOro Npu hakTUYeCKOM ero Ncnosib3osaHun. Mpu onpegeneHnn
foBepus K 6e30nacHOCTU nonesHa nobas fesATelbHOCTb, KOTopas MOXEeT CHU3UTb HeonpefeneHHOCTb No-
CpefCcTBOM NpeAcTaB/eHUs: CBUAETeNbCTBA, NOATBEPXAAIOLWEro NpaBuIbHOCTb, 3MEKTUBHOCTbL U KAYECTBO
KOMMOHeHTOB 06bekTa. MpusHaeas, 4To HEKOTOPbIE BUAbBI CBUAETENbCTB 60see YeTko, uem agpyrue, opmynu-
pYIOT yTBEPXAEHUS, OCHOBHOW 3afaueii ABnseTca hopmMvpoBaHMe MHOTOCTOPOHHEro apryMeHTa JoBepusi, Ko-
TOpbIi  hopmynupyeT BWA U CTeNeHb A0Bepus, MOJyYeHHble C MOMOLLbI0 ONnpeAenieHHbIX MeTOAOB
obecneyeHus gosepus. CyliecTByeT MHOTO MeTO0B 06ecneyeHns AOBEepUs, HO ML He6ObLIOE UX YNCO
cBfi3aHo ¢ 6e3onacHocTbio UT. OfHaKo He cBsidaHHble ¢ 6e30nacHOCTbio VT MeToAbl Takke MOryT cogepxatb
onpefeneHHble XxapakTepucTrkn, CBsi3aHHble C o6ecneveHnem goepus kK 6esonacHocTv UT. Becnegcteume Ha-
nnuma HebonbLOoro Yncna mMeTofoB obecnevyeHns [OBEpPUs, OTHOCALLMXCA K 6€30nacHOCTU, BaXHO yMeTb
onpefenuTb UX 3HAYMMOCTb, MOCKOMbKY B 06n1acTn AT MCNONb3YIOT MHOTME He CBA3aHHble ¢ 6e30NacHOCTbI0
T meToabl. CBrAeTeNnbLCTBa 4OBEPUS HACTO NpeacTaBneHbl JOKYMeHTauenl, paspaboTaHHol B Xxoge 06bIy-
HOW eATeNbHOCTM MO NpoekTupoBaHuto UT. Bosnbluoe 3HaYeHne uMeeT BCe. YTO MOXET UCMOo/b30BaTbCA AN
cO3/aHusi aprymeHTa AoBepusi U, TakuMm 06pasom, CHUXATb HeonpeaeneHHOCTb (PUCK), CBA3aHHYH(bI) ¢
onpeAeneHHbIM 06bEKTOM.

B faHHOM criyyae OCHOBHOI npeeli ABnseTcs BbiABNEHME MeTOA0B 06ecrneyeHns JOBepus, He CBA3aH-
HbIX ¢ 6e30nacHocTbio UT. 1 HegoNyCTUMOCTb HEAOOLEHKN 3HAYMMOCTU METO0B, CBA3AHHbIX C 6e3onacHoc-
Toto UT. HecomHeHHO, 6onee npepnoyTUTeNbHbl MeTOAbl, CBA3aHHble C 6e3onacHocTbio WT, ogHako
HEKOTOpPYI0 CTeNneHb [0Bepus K 6€30MacHOCT MOXHO MOMYYNTb U3 MHOTUX UCTOYHUKOB, U ee He credyeT UrHo-
puvpoBaTb. MOCKO/IbKY OHO He SABNSieTCA pe3ynbTaTtoM NpUMEHeHUs NpPU3HaHHOro Metoda obecnevyeHus fose-
pua k 6esonacHocTu. lMcxoas ©3 BbleCKa3aHHOro, OYeHb BaXKHO ONpPeAenunTb WCTOYHMK MOSYyYeHWs
CBMAETeNbCTBa M yunTbiBaTb €ro nNpu paspaboTke aprymeHTa fosepus. Bonee Toro, He06X0ANMO 3HaTb Tpe-
60BaHNa 6e3onacHOCTV 1 TpeboBaHWA [OBEPUS N MOHUMAaTb BaXHOCTb CBUAETENLCTBA M €70 UCTOYHMKA ANA
y£,0B/1IETBOPEHUS UMU HEOBXO4UMbIX NOTPe6GHOCTel obecneyeHns 6e3onacHoCTu.

Hanpumep. MCO 9000 siBnsieTcs AOKYMEHTOM No o6ecrneyeHnto JOBEPUS K KA4eCcTBY NPOAYKUUW, N3Ha-
YasnbHO pa3paboTaHHbIM A1 OpraHu3aLlmn NponM3BoOACTBA, OAHAKO OH TakKe COAEePXUT XapakTepucTukmn gose-
pus K npoueccy, npuemnemble gna MO u. Takum o6pasoMm, NS NPOrPamMMHbIX MPOAYKTOB W CUCTEM
obecneyeHus 6esonacHocTn UT. Hanpotne. SSE-CMM (MCO/M3K 21827) aBnsieTcs MeTo40M obecrneyeHuns
[oBepus K 6e30MacHOCTH, XOTA U He TPaAWULMOHHBLIM. [laHHbIil MeToa ob6ecneyunBaeT CBUMAETENLCTBO LOBEPUS
nocpesCcTBOM OLEHKM MPOLLECCOB NPOEKTUpoBaHus 6e30MacHOCTU B OpraHu3auuu, a He OLEeHKM Henoc-
peAcTBEHHO CaMuX 06BbEKTOB.

HekoTopble mMeTofbl o6ecrneyeHuns [oBepus crneunanbHo ChOoKycrpoBaHbl Ha OnpejeneHun coriaco-
BaHHOTO M NOJIHOrO Habopa xapakTepncTuk 6e30NacHOCTU, KOTOPble YaCcTOo CBA3aHbl CO CTaHAapTHbIMU CLeHa-
pVAMY Yrpo3 UM ¢ XOPOLUMMK MpakThkamu obecnevyeHns 6esonacHocTu. PasnnuHble MeToAbl obecnevyeHus
[0BeEpVa MOTyT MMeTb 06LMe KOMMNOHEHTbI UK acnekTbl AOBEpUS.

Bce aTu chakTopbl BANAIOT Ha 06LLY0 CTPYKTYpY 06ecneyeHuns OBEpPUs U. B YaCTHOCTW, Ha onpegeneHune
MeTpuK. laHHble drakTopbl AO/KHbI YUMTLIBATLCA NP COOTHECEHUN Pas3/IMyHbIX MeTOL0B ob6ecneyeHuns Jose-
pwsi.

4.7 Cuctembl obecneyeHuns gosepus

Cneyudpmyeckunini Metos o6ecneyeHns 4OBEPUs, KOTOPbI MOXHO peasin3oBaTh Tak. YTo6bl NpuaaTh 0CO-
60e 3HaYeHMe KOHTEKCTY, U B paMKax KOTOPOro OCYLLECTBSETCS AaHHbIA MEeTof, Ha3biBaeTCs «CUCTEMOWA
oueHky goBepusa». ObLenpu3HaHHble CUCTEMbI OLEHKU [LOBEPUS M OLLEHLLMKN MOTYT 06ecneynTb 60/1ee BbiCo-
Kyl CTeneHb fOBepUs, YeM MOJyYEeHHY NOCPeACcTBOM MUCMO/b30BaHMA COOTBETCTBYIOLWEro MeToaa obecne-
yeHusi foBepus. MNogobHas cucTemMa OLEHKN OBEPUS MOXET Takke NpeaocTaBnATb OCHOBY A8 NMPU3HaHUSA
pes3ynbTaToB UKW CYXAEHWIA, NOTYYEHHbIX MPUMEHEHEeM MeToAa obecneyeHus 4oBepus ans 6onee WMPOKoK
ayamTopun.

4.8 KonmuyecTBEHHOE onpefesieHne pucka 4OBEPUS M YCTOMUYMBOCTU MexaHn3Ma obecrneyeHus

6e3onacHocTun

[oBepue He obecneunBaeT NpefocTaB/ieHNe 06 EKTY KaKUX-1M60 AONOMHUTENbHBIX Mep 6e30nacHOCTK
unu ycnyr. NMoatomy nHorga nepcoHasy, He CBA3aHHOMY C 6€30MacHOCTbIO, TPYAHO OCO3HaTb NPenMMyLLecTBa,
KOTOpble OH MoJslydyaeT OT BJ/IOXEHUS pecypcoB B obecneuyeHue fosBepus. Hanpumep, B OTHOLUEHUWN Kako-
ro-nu6o npogykta 6esonacHocTu UT yTBepxAasnocb, YTO fOBEpME CNOCOBCTBYET YCTOMYMBOCTM MEXaHU3Ma
obecneyeHns 6e3onacHOCTW, Of4HAKO hakTMyecku foBepue cnocobCcTByeT MpuobpeTeHni0 YBEpPEeHHOCTU B
YCTOYMBOCTY 3TOr0 MEXaHn3Ma nyTemM CHUXEHUS HeonpeaeneHHOCTH (MM pucka) B OTHOLLEHUW BO3HUKHOBE-
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HMA yrposbl, NPUBOAALLEN K HapylweHuto 6e3onacHocT. HanpymMep, oWwnMG04YHO cumMTaeTcs, YTo AByXdakTop-
Haa ayTeHTUbukauna Bbi3biBaeT 60NbLUe [OBEpPUs, YeM MPOCTOM MexaHM3M NPUMEHEHUS Naposs, XOTA B
peasibHOCTM 3TO NPOCTO MexaHn3M 6osee CTporon ayteHTudmkaymm. [iByxdakropHas ayTeHTudnkauus aBns-
eTCsl MexaHW3MoM 60nee CTPOrol ayTeHTUUKaLmMm, Tak kak oHa BepudnumpyeT aBa atpubyTa nonb3oBarens
N0 CpaBHEHMIO C OAHWUM aTpubyTOM B C/lyHae NpYMEeHeHNsa MexaHn3ma c npumeHeHnemM napons. Cama no cebe
Takas ayTeHTudhmKaumsa He obGecrneynmBaeT AOBEPUS, NMOCKOMbLKY NPy pa3paboTke MexaHusMa obecneveHus
6e30MacHOCTU MMEHHO AeicTBMA Mo obecrneyeHnio A0Bepusi CNOCOBCTBYIOT CO3AaHWI0 [OBEPUS K 3TOMY
MexaHn3my.

CnepyeT NoHMMaTb, YTO AOBepMe aBTOMATUYECKM He nogpasymeBaeT AocTaTouHy 6e30nacHoCTb, a
TOMIbKO COOTBETCTBUE ee Lensam (nonutuke 6esonacHocTtu). [lpyrumun cnosamu, joBepue obecneynsaeT yBe-
PEHHOCTb B BbINOMHEHUN 06BEKTOM 3afaHHbIX Liefieil 6e3onacHocT 6e3 NPoBepKM TOro, YUYUTLIBAIOT /M 3TN
Lienn KOHKPEeTHbIe PUCKW 1 yrpo3bl. Hanpumep, xoTa npogaykty T MOXHO f0BEepSATb B 4acTu ero COOTBETCTBUA
uensm 6e30nacHOCTM, HO OT XapakTtepa 3Tux Leneli 3aBucuT 6e3onacHoe nosefeHne npodykta. HanpoTus,
NPOAYKT C HA3KOW CTeneHblo foBepus, HO ¢ 6onee COOTBETCTBYOLWUMY LenssMyu 6e30MacHOCTU, MOXeT ObITb
hakTnyeckn 6onee 6e30NacHbIM.

4.9 [loBepue CHUXaeT puck 6eszonacHocTu

JloBepre cnoco6CTBYET CHUXEHUIO PUCKA, MOCKOMbKY YMeHbLUaeT HeonpeaeneHHOCTb, CBS3aHHYH C
YSI3BUMOCTSIMM 06beKTa, Takum 06pa3om yMeHbLUasi ero NoTeHUMaibHy0 YSI3BUMOCTb U NPUBOASA K CHUXKEHUIO
o6Lero p1cka, CBA3aHHOTO ¢ 06bLEKTOM. B npeapiayliem nogpasgene ykasaHo, Yto joBepue He obecneymsa-
eT Kakux-nmbo AOO0NOJ/THUTENNbHbIX Mep 6e3onacHocTu AONA NPOTUBOCTOAHNA PUCKaM, CBA3aHHbIM C 6e3onacHoc-
Tbto. Ckopee AeaTesIbHOCTbI0 N0 CO3AaHnI0 A0BEepus fenaeTcsl NonbiTka AoKa3aTb COOTBETCTBME 06bEKTA Ero
uensim 6esonacHocTn. CooTBETCTBME 06BEKTA €0 Lie1IsiM 6e30MacHOCTM NogpasyMeBaeT npesbsiB/eHne CBu-
netenbcTBa 06 o6ecnevyeHnn COOTBETCTBYIOLLEr0 4OBEPMSA M 060CHOBaHMA AN 06ecneyeHnss yBepeHHOCTU B
TOM. YTO BHeApEeHHble Mepbl 6€30MacHOCTY CHU3SIT OXUAAEMbIii PUCK.

4.10 KonmuecTBeHHOE onpejesieHne aosepus

MpsiMoe onpegenieHne UM OLEHKY Bknaga o6ecrneyeHnst JOBEpPUS UM ero NMOBLILLEHNS B NpoLiecc Aes-
TeNbHOCTY OpraHn3aLMm ocyLecTBUTL HENPOCTO. TeM He MeHee MoBbILWeHKe A0BepUst K Kakoin-nn6o mepe Ge-
30MaCHOCTM CHMXAeT HeonpeaeneHHOCTb, CBA3aHHYI0 C KOHKPETHbIM PUCKOM, B YAaCTHOCTU, C 3/IeMeHTamu
pucka, OTHOCALMMMCS K YSI3BUMOCTSIM, MO OTHOLLEHWIO K KOTOPbIM BHeApPEHA faHHas Mepa 6e3onacHocTu. Ta-
KUM 06pa3oMm, B 3TOM C/lyyae 3HAYMMOCTb JOBEPUSI MOXHO BbIBECTU W3 CTENEHU CHUXEHUS HEOMPEEIeHHOC-
TW. CBSI3aHHOI C pPUCKOM. YCTaHOB/EHWe CBS3W [OBEpPUS C HeonpeAeseHHOCTbI pucka Wan ero
COCTaBNAOWMUMI 3NIEMEHTaMK YNPOLLaeT N3MEPEHUE CTENEHN A0BEPWs, NOCKOIbKY HeonpeneneHHoCTb BO3-
HWKHOBEHUSI pUCKa KOMMUYECTBEHHO OMpefennTh fierye, YeM camo JoBepue. VI3MepeHune CTENEHN A0Bepust
MOXXHO NPOBECTN KOCBEHHO, M3MepeHremM BEPOSITHOCTM BO3HUKHOBEHUSI pycKa 1 Nocneaytouei ero KoppekTu-
POBKU, TaK Kak 3Ta BEPOSITHOCTb 06paTHO NPONopLMoHasibHa AOBEPULD.

4.11 OpraH obecnevyeHus gosepus

OpraHom o6ecneyeHus foBepusi ABASETCA NIMLO (UK opraHn3auus), OTBETCTBEHHOE 3a NpUHATHE pe-
LWEHWIA. UMEILMX OTHOLIEHNE K 06BEKTY Ha KOHKPETHOW CTaAun ero XM3HEeHHOro uvkna. Mpu Hanuumm He-
CKOJIbKUX CTafuiAi XWU3HEHHOrO LMKIa WU HEeCKONbKUX npaBoobGnafateneli CyLlecTBYOT pas/ivyHble OpraHbl
o6ecneyeHns [oBepus, Kaxablii CO CBOMMM NpaBamu 1 0653aHHOCTAMKU. Hanpumep, Ha cTagun paspaboTku
opraHoM o6ecneyeHuns fOBepUs MOXET OblTb Pa3paboTUuK, OTBETCTBEHHbIV 3a 06ecrneyeHne foBepus K 06b-
KTy opraHusauunu-nocTtaswmka. OAHOBPEMEHHO Y OpraHm3aunun-kaMeHTa MoXeT 6bITb COGCTBEHHbI opraH
o6ecneyeHns AoBepusi, OTBETCTBEHHbI 3a paccMoTpeHne TpeboBaHWii foBepus, NpeabsBAsSEeMbIX K opraHu-
3aumun-nocTaBLmnky. Kpome Toro, ewie oguH opraH o6ecrneyeHunsi JOBEpUsi MOXET CyLLecTBOBaTb B OpraHu3a-
LMK, NpoBOAsALLEN OLEHKY, KOTOPbIA SIBNSIETCA OTBETCTBEHHLIM 3a COOTBETCTBUE 06bEKTA CUCTEME OLEHKU
foBepus. Kaxablli n3 ynoMsiHyTbIX OpraHoB 06ecrneyeHmns fOBEPUsSi HECET OTBETCTBEHHOCTb 3a ONpPeesIeHHY0
CTaAMI0 XMU3HEHHOTO LUKna o6bekTa. Bosee Toro, opraH o6ecneyeHnss JOBEPUS MOXET HECTU OTBETCTBEH-
HOCTb 3a HECKOJIbKO cTaguii. MpUMepoM MOXET C/YXUTb OpraH 0GecneyeHunst foBepus KINeHTa, KOTopbli
Takke oTBeYaeT 3a NpuHATNE oTyeTa O cepTubmkauumn, NpeacTaB/IEHHOIO OPraHoM Mo cepTudnkaLuu.

OpraHbl 06ecneyeHns 4OBEPUS CYLLECTBYHOT A/ BCEX BUAOB 3alULLEHHbIX 06EKTOB, HE3AaBUCUMO OT
TOrO, SIBNIAOTCS /N OHW NPOAYKTOM, CUCTEMOIA, YCNyroid, NpoLeccoMm, NnepcoHanom u T. 4. OpraH o6ecneyeHus
[loBepus HeceT OTBETCTBEHHOCTb 3a MPUHSITUE PELUeHWId B OTHOLEHUM OGBbEKTa C Y4eToM ero uenei
6e30nacHOCTH.
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B 3aBMCMMOCTM OT opraHusaLum 1 ee Buga opraH obecneyeHns 4oBepnsa MOXET MMeTb MHOXECTBO 065-
3aHHOCTeli. HekoTopble 13 ero 3afjay MoryT Bk1oYaTh B ceb65 BbIOOP COOTBETCTBYIOLEro MeTofa obecneuve-
HUS OOBepusi U onpegeneHve HeobGXOAMMOW CTeneHu u Buaa A0Bepusi, TpebyeMmbiX A8 COOTBETCTBUSA
onpegeneHHbiM TpeboBaHusaM. OpraH obecneyeHns f0BepUa TakKe OTBeYaeT 3a yCTaHOB/EHNE CBA3MN C ApY-
TMMK opraHnsauamm obecneveHns AoBepus, TakuMm Kak OpraHnsauys no oLeHke JoBepusi, CBA3aHHas € cuC-
TEMOW oueHKu GesonacHocT WT, Hanpumep, B c/lyyae npuMeHeHus Tpe6oBaHuii MCO/MIK 15408 un
MCNO/Ib30BaHNA €ro CUCTEMbI OLLEHKU.

B pamkax HeKoTOpbIX OopraHu3auuii, B 0CO6EHHOCTN roCyAapCTBEHHbIX U BOEHHbIX, CTENeHb foBepus
MOXHO perynvpoBsartb, oOrpaHuymMBas BO3MOXHOCTb BblGOpa opraHa ob6ecneveHns JOBEPUS U OLHOBPEMEHHO
orpaHuumBas puck Ans Hero. OpraHusauuy MoryT urpatb pas/ivyHble ponn B KayecTse opraHa obecneyeHus
[oBepus, 1 ero 0693aHHOCTY MOTYT 6blTb Pa3/IMYHBIMK B 3aBUCUMOCTM OT X YHUKa bHbIX 3KCNyaTaLMOHHbIX
mMogeneii; TeM He MeHee opraH obecneyeHns 4OBepus HeCeT OTBETCTBEHHOCTb 3a BbIMO/IHEHWNE YCTaHOBEH-
HbIX 06513aHHOCTE. B HEBGONbLINX OpraHM3aLusix paboTHNK 0ObIYHO BbINOJIHSAET AONONHUTE NbHbIE 06513aH-
HOCTM B KauyecTBe opraHa obecneyeHuss [oBepus, TorAa Kak KpymHble oOpraHusauum Moryt umeTb
cneumanbHOro paboTHMKa ¢ 0653aHHOCTAMY, BO3/I0XEHHbIMU TO/IbKO Ha OpraH obecneyexuns fosepus. bonee
KpYMHble opraHn3aLum 06bIYHO Ha3Ha4YalT O4HOI0 13 pyKoBOAUTENEl BbINOMHATL (DYHKL MK OpraHa obecneye-
HUSA JOBEpMA 1 0TBeYaTb 3a BHeApeHVe meTofa o6ecrneyeHunss JOBEPUs U NPUHATNE pe3yibTaToB OLEHKN f40-
BEpYUS.

B 3aBMCUMOCTY OT opraHu3aLumn NnLo, OTBETCTBEHHOE 3a OKOHYaTe/IbHOe NPUHATUE pe3yibTaToB AoBe-
pvsa. MOXeT Takke oTBeyaTb U 3a PYHKUMOHMPOBaHME 06bekTa (TO ecTb 3a BBOJ CUCTEMbI B 3KCMyaTauuio
Wn 3a NpUHATUE nNpeAocTaBneHHon ycnyrv). CnegoBaTtenibHO, opraHy obecneyeHns AOBEPUs 4acTo NPUXo-
ANTCA BbINONHATL AENCTBUSA, Hanpas/ieHHble HA 0COOEHHOCTN PaBHOBECUA MeX[y CTeneHblo, rnyouHoi pea-
nu3auvm AoBepus N CTOMMOCTbIO, @ Takke NPOAO/MKUTENIbHOCTbIO OLEHOYHONU AeATeNbHOCTU, CBA3aHHOW C
37Ol peanusauuei.

5 BblGop AoBepuss K 6e30nacHOCTU

Bbi6op meToga obecneverHuns osepust K 6€30MacHOCTV 1 COOTBETCTBYIOLLEN CTENEHN [JOBEpUS ABNAET-
CA pelleHnem, KOTOpoe OCHOBbLIBAETCS Ha U3YyYeHUN MONUTUKM f0BepUs K 6e3onacHoCTV opraHu3auum, 6ums-
Hec-Tpe6oBaHMii 1 Buaa ob6bekTa (NpoaykTa, npouecca, OKpyxXalolweid cpefbl, CUCTEMbI, YCAyrn wnu
nepcoHana). Hanpumep, HekoTopble MeToAbl 0becneyeHns [OBepus NPYMEeHUMbI TO/IbKO K npoueccam [Ha-
npumep. SSE-CMM (cm. NCO/M3K 21827)], B TO Bpems kak gpyrne — k npogykram (cMm. MCO/M3K 15408).

Bbi6paHHbIli MeToa o6ecneyeHnst 4OBEPUS L0/TKEH ObiTb COBMECTUM C OKpYXXatoLeil cpefoi opraHmaa-
Luun 1 obnagaTb CNOCOBHOCTLIO NPOBEPATL TPEbyeMble XapakTePUCTUKN Ha CTAAUAX XKU3HEHHOTO LKA 06b-
ekta. [Mpy BbIGOpe MeToga obecneyeHns [OBepus HEOOXOAMMO YuMTbiBaTb UMELWMECA pecypcbl
(BpemeHHble, KafpoBble, hMHaHCOBbIE U T. 4.) ANA 06ecneyeHns COOTBETCTBUSA UCMNONb30BaHHbBIX PECYPCOB
BUAY ¥ CTEMEHMN NOSTyYEHHOro AoBepusi. Hanpumep, o6ecneyeHne 06beKTa C HU3KOM cTeneHbio 4oBepus mepa-
My 6€30MacHOCTN CTOMMOCTbBIO NATbAECAT ThICAY A40/11apoB Obl10 Obl HelenecoobpasHo. AHaIOTUYHO, HET
Heo6Xxo04MMOCTH BblGUPaTh OLEHOYHbI MeTog obecneyeHus foeepus (To ecTb TCSEC, ITSEC, CTCPEC,
cM. MICO/M3K 15408), koraa BnosiHe npremnem 6osiee KOpPOTKMii MeToa (Mpu YyCnoBUM Heobs3aTenlbHOCTH
npUMeHeHns MeToAa obecrneyeHns 4oBEPUS K OLEHKe), NO3BOMSAIOLLMIA COKOHOMUTL MecsLbl paboyero rpadu-
ka'). NS HEKOTOPbIX OpraHM3aLmii (HanpymMep, rocyAapCTBEHHbIX yUpexaeHuil) TpebyeTcs BbIGOP NoCTaBLLN-
KOB. paspaboTaBLUMX OLEeHEeHHble NPOAYKTbl 6€30MNacHOCTU, a Takxe WUCNoJfb30BaHWe 3TUX NPOAYKTOB AN
nonyyeHus gosepus. TpeboBaHWi N0 NPUHATUIO PELLEHNA B OTHOLLEHWM BblGOpa NOCTaBLMKOB MOXET ObiTb
HEMHOr0, 4YTO MO3BONSET CIKOHOMUTbL GOJbLUYI0 YacTb PECYPCOB NPU PACCMOTPEHUM BapUaHTOB NOCTaBLLK-
KOB.

Hanpumep, yacTHaa opraHusaLma MOXeT ucnonb3oBatb metog SSE-CMM(HCO/M3K 21827) gns co-
3[laHnA 4OBEPUA K ee KOpnopaTMBHOMY Be6-CaiTy € Liefibio NpeoTBpalleHnst HeCaHKLMOHMPOBAHHOTO JOCTY-
na K ero 4acTHOW NnokanbHOW cetn. [na 3Toro TpebyeTcsA OLeHka MpoLeccoB, CBA3aHHbLIX C pa3paboTKoii,
BBOZAOM B AeiicTBUe 1 (DYHKLMOHNpOBaHeMm Beb-caiiTa, BK/IYas NpoLecchl akcnayarauum v peaaimsauum no-
nnMTUK 6e30nacHOCT. Ha OCHOBE MO/yYeHHbIX faHHbIX (PopMupyeTcsa apryMeHT [JOBepUs BMECTE C YyPOBHEM
3peniocTn BO3MOXHOCTeli opraHusaummn [SSE-CMM (MCO/M3K 21827)]. ,na 3Toro 4oCTaToOMHO MCMO/b30BaTh

" YnpoweHHble MeToAbl AeMOHCTPaLnn cyTn 6e3 ykasaHns hakTU4eCcKknux CyMm v nepmogoB BPEMEHUN B OTHOLLIEHUN
onpenesieHHoOro metToga ob6ecneveHus pAosepusa.
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MeToA oGecrneyeHns [oBepusi, NOCKOJSIbKYy opraHy oGecrneuyeHuss foBepus TpebyeTcs pacCMOTpPeTb TONbKO
BHYTPEHHIOI NOMIUTUKY AOBEPUS OpraHn3aummn Kk 6esonacHocT. BTopbIM NpuMepoM ABASieTCS ToCyAapCTBEH-
HOe yypexaeHune, KOTopoe UCNo/b30Basio MeTos obecneveHus gosepusa no MCO/M3K 15408 gns dhopmumpo-
BaHWs1 BbICOKOV CTENeHN f0Bepus, Tak kak OT Hero Tpe6oBasiocb UCMOb30BaHNE MMEHHO 3TOro NoAxoAa AN
BbINOJIHEHUSI CMeuuasbHbIX Tpe6GoBaHuii rocygapctea no obecneyeHnto 6e3onacHoOCTH. [aHHblli npumep ae-
MOHCTPUpPYET CTeNeHb 3aBUCUMOCTH opraHa obecneyeHunst fOBepusa OT TUMa opraHn3auum 1 ee NoauTUK 6e3o-
nacHocTu. He genaeTcst HUKaKnX yTBEPXAEHUI OTHOCUTE IbHO TOro, Kakoit MeTog nydwe unm obecneymBaeT
60/bLIYI0 CTENEHb AOBEpUS. B cnyyae, ecnu cywecTBytollas NnoanTMKa Wam pernaMmeHT He NpeanucbIBatoT uc-
nosb30BaHMe onpeAesieHHOro MeToga 1 He 3a4atT YPOBEHb JOBEPUS, UX BbIGOP NMPUXOAUTCS OCYLLECTBNATL B
npouecce BbINO/HEHUA TpeboBaHWii foBepus, KOTOpPble COOTBETCTBYHOT 3a4aHHbIM TPE6OBaHUSIM U SBNIAOTCS
dhyHKUMe ueneit 6e3onacHocTU. O4HAKO CyLeCcTBYET BEPOATHOCTb BbISIBNIEHUS CUTYyaLun Npu MeHegKMeHTe
puckoB 6e30nacHoOCTH, korga TpebyeTtca obecneunsaTb 60/bLUYIO CTENEHbL A0BEPUA. ECIM MEHEeXMEHTY puc-
KOB 6€30MacHOCTN NPUXOAUTCA UMETb A0 C BbICOKMMUW YPOBHAMW HEONPEAEIEHHOCTU, TO NOBbILWEHHOE A0-
BEpMe MOXEeT CNMoCcO6CTBOBATL CHKEHWIO 06LLeli HeonpeaeleHHOCTU . TakKUM 06pa3oM, 06LLEMY CHUKEHUIO
pucka 6e3onacHocTu.

CnepyeT OTMETUTb, YTO Aaxe B ciyyae 06s13aTeIbHOro NpMMeHeHUst MeToga o6ecneyeHns 4oBepus mMo-
ryT 6bITb NOJSIE3HbI HEKOTOPbLIE BOMPOCHI, HANpUMep:

a) yemy [0BepsATh;

b) KakoBa CTeneHb JoBepus;

C) Kakylo n1abopaTtopuio OLLEHKN UCNONb30BaThb;

d) kakue ycnyru no ceptudpukaummn n aTtectaumm Mcnonb3oBatb?

CylecTByeT MHOIO pas/inyHbIX NOAX0A0B U MeTOA0B 06ecneyeHunsi JOBEPUs 1 NNLWb HEKOTOPbIE N3 HUX
pernaMmeHTupoBaHbl U MPUHATBLI NOBCEMECTHO. CﬂeAOBaTEI'IbHO, ana Bbl60pa N NpUMeHeHus Kakoro-nm6o me-
Tofa o6ecneyeHust AoBepusi NnpaBoob6nagaTensm noTpebyoTcs pekoMeHgauum.

5.1 Cneyudurkauma TpeboBaHnin gosepus

Mepep BbIGOPOM W/MNKN MPUMEHEHWEM METOAO0B obecrneyeHus foBepus cnegyeT cneuuuumnposatb
TpeboBaHusa gosepus. Mog aTu cneymndmkauuy nognagaoT pasnuyHblie MeToabl. MNpoueaype Bbibopa meToga
obecneyeHuns foBepusa npeplwecTsyeT aHann3 TpebosaHnii foBepusa kK 6e30NacHOCTN opraHnsaumm, a Takke
TpeboBaHuWii, NpeabsABNSEMbIX K OLLEeHKe PUCKOB U yrpo3. TpeboBaHWsA MOTyT Takxe Bk/oUaTb B cebs aHanms
pernoHasbHbIX acrnekToB ¥ HEKOTOPbIX acnekToB 6u3Heca, Hanpumep, ecnu noTpebuTento TpebyeTca Takol
cneundmnyeckuin noaxoa k obecneyeHnto 4oBepPUs, kak ncnonb3oBaHue TpebosaHnii MICO/M3K 15408 B uensax
Y[0BNEeTBOPEHNS BHYTPEHHUX TpeBOBaHW opraH13aunm nnm Tpe6oBaHmnii K NoCTaBkam Ha PbIHOK.

[na n3yyeHuns TpeboBaHuiAi opraHm3aLnm unm pbiHka cneundmrkauus TpeboBaHnili 4OBEPUS MOXET BK/IIO-
yaTb B cebs BapuaHTbl, Takme Kak NMpusHaHne uan nNpuHATME meTofa obecrnevyeHus [OBEPUS UM CUCTEMBI
OLleHKM A0BEPUsi, B3aMMHOE NpuU3HaHWe MeTosa Win CUCTEMbI OLEHKA U MUHUMAsTbHbIV YPOBEHb [OBEPUS.

Hanpumep, TpeboBaH/a MOryT BK/IOYaTb B Ce651 orpaHnyeHmns No CTPOrocTu BbINOSIHEHUS NpoLecca pas-
paboTkn n/unn TpeboBaHUSA K MOUCKY NOTEHLMaNbHbIX YA3BMMOCTE 6€30MacHOCT W aHanu3y WX BO3Aei-
CTBUS.

Korga o6bekT uMeeT Takme MexaHu3mbl 6e30MacHOCTH, Kak Naposb Uau Xaw-pyHKUus, TpebosaHns 4o-
Bepvs MOryT cneuuduumMpoBaTb MAHUMasbHbIA YPOBEHb CTOMKOCTW, COOTBETCTBYHIOLWMIA 3asABNIEHHbIM LieNsm
6e3onacHocCTy.

Creundvkauuy TpeboBaHWil 4OBepUs A0/MKHbI yUnTbiBaTh BCce TpeboBaHUSA OpraHusauum u cogepxartb
BCE B3aMMHO NoAJAepX1BatoLLMe KOMNOHEHTbI 0BEPUS, Takne Kak AoBepue K KOPPeKTHOCTY 1 foBepue K adhdhek-
TMBHOCTW. Bonee TOro, cnegyet AeTann3npoBaTb COOTBETCTBYIOLWWME NOAXOAbl M MeToAbl o6ecneyeHns foBe-
pvsi. a TaKKe y4YuTbiBaTb OpraHbl 06ecneyeHust oBepus, UX 06A3aHHOCTM 1 UCMOJIb3yeMble KaHaslbl CBA3M.

5.2 3KoHOMMYeckne BONpPOChHI

O6bI4YHO JOBEPYE ABMSIETCA 3aTPATHLIM PECYPCOM, BEAYLLUM K 3gepkkaM. Bonee Toro, foBepue cBsi3a-
HO CKOpee C NoTepsiMu, Yem C AOXOAaMU UK Kakoi-nn6o Bbirogoi. CnefoBaTeslbHO, peHTabebHOCTL MHBEC-
TUPOBaHUSA B HEro SIBASETCS HE M3MEpsieMOoii, a rMNoTEeTUYECKOlH BefMUMHOW, U ee MOXHO CPaBHWUTb CO
CTPaxoBbIMU NOTepsiMU. [laxe Cnv NOCTaBLLMK aMOPTU3MPYET N3JepPXKKn Ha o6ecnedeHne 4OBepUs K HeKoTo-
pbiM NpoAykTam 6e3onacHocTi UT. To MOXeT NoTpe6oBaTLCS HECKO/LKO /1T /15 BO3MEeLL,eHUsi CTOUMOCTU UH-
BECTULMII B 3aBUCUMOCTM OT BbIGpAHHOTO MeToga o6ecneuyeHus M TpeGyemMoro YpOoBHS [0Bepus.
MpeuMyLLecTBo, NnoslyyaemMoe opraHu3almeil OT B/IOXEHUS PECYPCOB B 06ecrnedeHne fOBepUsi, He ABNSeTCS
04YeBUAHLIM A/151 TI0AEN, HE3HAKOMbIX C Bonpocamu 6e30MacHOCTY 1. ciefloBaTeslbHO, MOXET noTpe6oBaThes
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ncuepnbiBaloLee 060CHOBaHNe, KOTOPOe J0/MKHO GbiTb NPeACTaBNEHO B HaA/1eXalleM Buae AN nosyyeHns
0406peHNs pyKOBOACTBOM OpraHu3aLuu.

[ns pasHbix ayguTopurii NCNONb3YTCA pasnunyHble TuMbl Josepus. Hanpumep, gosepue, obecneunsae-
MOe rapaHTuiiHbIM 0643aTeNbCTBOM, ABNSETCA He3HAUUTeNbHbIM ANA No/b30BaTeNs CUCTEMbI NpY ee ocTa-
HOBKE, HO MMeeT 3HayeHune 4719 PyKOBOAWUTENSA, ONadynBatoLLero CTOMMOCTb MPOCTOS CUCTEMbl. AHANOTNYHO,
JoBepue, obecrneynBaemMoe rapaHTueli TEXHUYECKO NoaaepXKu CUCTEMbI B C/lyYae ee BbiIXxoda 13 cTpos, SB-
NAeTCs He3HauuTe bHbIM NPU HOpMaslbHOM ee (PYHKLMOHUPOBaHNM, HO ByAeT UMETb CyLLecTBEHHOe 3Have-
HVe ANA NPOM3BOACTBEHHOIO NpoLecca B cilyyae HapyleHus ee oyHKLMOHUPOBaHUS.

Bce Tunbl foBepusa ob6ecneunsaloT pasnnyHbie NpenmyLLecTBa pasHbiM NogpasgeneHnam opraHnsasmm.
OTCyTCTBME OLEHKN 3TUX Pas/INYHbIX MpenmyLLecTs obecueHnBaeT pesysbTaTbl N0y4aeMoro J0Bepus.

dakTnyeckn foBepre ymeHbLIaeT HeonpeaeneHHoCTb, No KpaliHeli mepe, B OTHOLUEHWUW YA3BMMOCTEN
NPOAYKTOB UM YCAYT, CBA3aHHbIX C 06ecneyeHnem 6e3onacHocTn UT. HeonpeaeneHHOCTb MMeeT OTHOLIEHWEe
KO BCeM chakTopam, UCMONb3yeMbIM B OLlEHKEe pucka 6e3onacHocTu. Takum obpas3oM, CHUXEHWE Heonpege-
NIeHHOCTN obneryaeT cocpefoToueHne Ha acnekTax, NpeAcTaBAaoLWUX HaMboNbLWNIA PUCK ANA OpraHM3anuu,
4TO faeT CyleCTBEHHOE NPeVMYyLLEeCTBO OpraHnsaunm n obecneymsaeT BbIFO4HOE B/IOXKEHWE ee pecypcoB.

5.3 OpraHusaunoHHble BONPOCHI

BaxHo ymeTb pacno3HasaTb cpegy 6e30nacHOCTM U. B HaCTHOCTU, NOHMMaTb, YTO TpeboBaHUs JoBepUs
oTpaXxatoT Ky/bTypy 1 6usHec-TpeboBaHusA opraHmsauun. NMoHMmMmaHne TpeboBaHUn opraHn3aunm Heo6xogMMo
ONS NMPUHATUA peLleHns 0 NpUeMsIeMoCTH onpeAesieHHoro MetoAa obecneyeHus foBepus MYwwm ocrtatou-
HOCTK foBepusa. MonuTrka opraHn3aummn fo/mKHa pernaMeHTMpoBaTh:

a) crnocob onpefenaTb TpeboBaHNs 6e30nacHOCTU:

b) ob6cTOATENBCTBA, NPU KOTOPbIX 06BEKT AO/MKEH ObITb CEPTUDMLMPOBAH HA COOTBETCTBUE TpeboBa-
HUSAM KOHKPETHOro cTaHaapTa;

C) cTaHAapTbl, Ha COOTBETCTBME TPE6OBaHNAM KOTOPbIX [O/MKHbI CEpTURULMPOBATLCS 06 BEKTHI;

d) cTeneHb foBepus, Heo6Xo04MMYIO ANS NPoLeAyp cepTuukaum Npu 3agaHHbIX YCIOBUAX;

e) 06s3aHHOCTU opraHa obecneyeHns fOBEPUS:

f) obcTosATenLCcTBA, NPU KOTOPbLIX HEOO6X0AMMAa aTTecTalms 06HEKTOB.

Hanpumep, rocyfapcTBeHHas opraHv3anus MOXeT NPUHATL peLleHmne o cneumdurkalum n KOHTpose npo-
Liecca ceptudukaummn B KOHKPETHbIX ycnosusax. OHa MoxeT pa3paboTaTb BCe acnekTbl 3TOr0 npouecca, Takue,
HanpvMep, Kak MeToAbl 06ecneyeHuns foBepus, Kputepuu (CTaHAapT), PyKOBOACTBO NO UCMNO/Ib30BaHNIO CTaH-
JapTa ugaxe ypoBeHb Tpebyemoro gosepusi. OgHako opraHy obecneyeHns OBEpPUS K akkpeamTauum, Tem He
MeHee, NpPUAETCA NPUHMMATbL OKOHYaTe /IbHOE peLleHne No NpueMsIeMoMy OBEPUIO U HECTU OTBETCTBEHHOCTb
3a pecypchbl 1 rpadink BbINoSIHEHWS paboT. o cpaBHEHMIO € roCyAapCTBEHHO opraHusauuet Ans npoBeeHus
pa3paboTok YacTHas opraHn3auuns B pamkax CBOel opraHu3aLmmn MoxeT npegnoyvecTb HeddopMasibHbI MeTos
obecneyeHns [OBeEPUs, eCIM OT ee opraHa obecrneyeHns osepus He TpebyeTcs BbINOSIHEHWE COOTBETCTBUSA
BHELWHNM TpeboBaHuAM 6e3onacHoCTU. [1OAMTUKM OpraHusauun BadKHbl ANA OnpefenieHns Toro, 4To
noTpebyeTcs opraHv3aumn npu BepudukaLn npuemMnemMocTi Ana Hee Mop 6e3onacHocTu.

5.4 Twn posepus

Mpu paccMOTPeHNn KOMOBUHALMN HECKONbKNX MeTOA0B obecneyeHns oBepus AN KOHKPETHOrO 06bek-
Ta flyylle BCcero NocTpouTb MoAeNb f0Bepus K 6€30NacHOCTU 4719 4eMOHCTPaL MM TOro, Kak pasinyHble TuMbl
[oBepusa 6yayT B3avMofeincTBoBath 415 obecneyeHns obLero 4oBepus, CBA3aHHOro ¢ 06beKkTom. 3atem mo-
fenb fosepus K 6€30MacHOCTM MOXHO MOCTPOUTL M3 Pas3/IMyYHbIX COCTaBHbIX 3/1IEMEHTOB MOAENN A0BEPUS,
Kaxgas 13 KOTOPbIX COOTBETCTBYET KOHKPETHOMY MoAxoAy k o6ecneyeHunto 4oBepus (To eCTb f0Bepure K OLeH-
Ke, AoBepue K npoueccy, foBepue Kk paspaboTke). Takum 06pa3om, B MOAENN AOBEpUSA K 00BbEKTY, NpeacTas-
NeHHON KoMBMHaLMen HeCKONbKUX OTAENbHbIX Mofeneil 4oBepUsi, pacCMaTpMBaloT TO, Kak COCTaB/EHbI 3TK
mMogenu, He3aBnUCMMO OT CTafun obecneyeHuns fOBepUs, K KOTOPOI OHW NPUMEHSNCE. [lanee MOXeT CNyYnTb-
€A Tak, 4To Kakoi-nnbo Tmn gosepuns K 6e30macHOCTH, CBA3aHHbIN C 06BEKTOM, He NpeAHa3HayYeH Hanpsmyo
crnepytolemy nosydyarenio 06bEKTa, a UCnonb3yeTca hakTMyeckn A KOHe4yHoro nonyvatens. Mogenb mo-
XeT YeTKOo YCTaHOBUTb 3TO 1 NOMOYb 06ecneynTb opMnpoBaHe TOHHON KapTUHbI 0Bepus K 6e30nacHoOCTm
AN KOHEeYHOoro nonyyaTens.

3atem 415 ynpoLeHns cpaBHeEHUS MoJeneli foBepusa Kaxaas u3 mMogeneii MoxeT cneuumduuposatb
TUN ¥ CTENEHb J0BEpUA ANA KOHKPETHOW CTafuu XU3HEHHOTO Uukna obbekta. Mogenb foBepus K 06beKTy
06beAnHAeT OTAeNbHble MOAEeNN NOCPEeACTBOM U3NOXEHUS aflbTEPHATUB W NPefoCcTaB/IeHNs N0rNYecKoro
060CHOBaHUA 419 ONUCaHUA NOJTYYEHHOTO [0BEPUS K 06BEKTY.
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5.5 TexHuyeckue BOMPOChHI

CyulectByeT 60MbLUOl BbIGOP METOAOB obecneyeHus [OBepus, KOTOpble npegnaraloT BO3MOXHOCTb
onTUMM3aLMKN 3ajaHHBIX NHTEPBa/IOB BPEMEHM U UCMOIb30BaHMA pecypcoB. MeTog obecneyenHuns fosepus,
noaxoaawmii Ana obbekTa unn ero aTpubyToB ¥ NpeAHasHauyeHHbIn ANS OUeHKW, cnegyeT Bblonpatb us:

a) MeToAoB obecneyeHns AoBepus, NPUMEHUMbIX UCKTIOUYUTENBHO ANA KOHKPETHbIX 06bekToB UT, Ta-
KMX kak 6esonacHble annapartHble cpefcTBa WM nNporpammHbie npoaykTbl UT. cucTembl, ceTn, nepcoHan,
ycnyrm u T. 4.;

b) MeToA0B obecneyveHns foBepus, NpefHasHauYeHHbIX cneynasnbHo 415 NpoLecca XU3HEHHOTo LMKNa,;

C) mMeTofoB obecneyeHns fOBepUs, OCHOBAHHbIX Ha NPaKTUYeCKOM OnbiTe U (hakTMYeCKOM NpUMeHe-
HUN.

MpumeHeHne meTofa obecneyveHns fOBEPUS 415 OLEHKM 06bekTa MOXEeT MPMBECTMU K NOSyYEHWIO pas-
HbIX TUNOB WUNW CTeneHel (ypoBHeli) AOBEpUs BCNeLCTBME BO3AENCTBMA Creaylowmnx hakTopos, KOTOpble He-
06X0AVMMO YyUNTbIBATD:!

a) MMeroLmecs HefoCcTaTku 06beKTa WU ero XxapakTepucTuku;

b) pasMepbl U C/IOXHOCTb 00BEKTA;

C) pasnmuus B NPUMEHSAEMbIX MeToAax obecneyeHuns AoBepus;

d) cBA3b NpMMeHeHnsA MeToga obecneyeHns AOBEPUs C OrpaHNYeHUs MU No CTPOrocTy unn ob6bLemy pa-
60T;

e) uenu 6e30nacHoOCTH,

f) KOHKpeTHble ycnoBus;

) KOHKpPEeTHble CTagun XU3HEHHOro umkna UT;

h) BO3MOXHOCTb KOMOMHALMW C A4pYTUMU MeTodamu.

[JononHutensHoe fosepre K 06beKTY MOXHO MOYUYUTb MyTEM:

a) yrny6neHHbIX 3HaHuii 0 NpeAblAyLW X YHKLMOHANbHbBIX BO3MOXHOCTAX UT;

b) n3yyeHuss nHgopmauun 06 yaydleHHbIX OYyHKLVOHaNbHbIX BO3MOXHOCTAX MexaHu3MoB obecneve-
Hua 6e3onacHocTn UT.

Kaxablii meTog ob6ecneveHnss 4OBEPUSI NPUMEHSAETCS B 3aBUCMMOCTU OT MMEIOLLMXCA MPeUMYLLECTB U
HefoCcTaTkoB, @ Takke OT yyeTa UHAMBUAYaNbHbIX TPe6oBaHun 6e3onacHocTn. Heo6Xx04MMO NOHATL, Kak Me-
ToA, obecneyeHns f0BepUS ycTaHaBAMBaET AOBEPYME C Lie/ibio NPUHATUS peLLeHnsl, COOTBETCTBYET 11 TOT Uimn
UHOIi MeToq, obecneyeHns foBepns TpeboBaHMAM AoBepPUs kK 6e30NacHOCTY.

Hanpvimep, npu NCNonb30BaHWM CUCTEMbI, COCTOSALLEl U3 Habopa NPoAyKTOB (YPOBEHb AOBEPUSA K KOTO-
pOMYy MOXeT 6bITb U3BECTEH WY HE N3BECTEH, UMW NPUHAT 13-3a UCNONb3YOMOro MeToAa obecneyeHns gose-
pus). MaeHTUULMpPYeMbIi ypoBEHb A0BEpuUs 0ObIYHO OnpeaensieTcs NocpefcTBOM cepTudhmkauum 3Toik
cucTeMbl nepeg akcnayartaumen.

Ha npuHATHe pelueHns BAMAIOT Takke TEXHNYeCKne acnekTbl, NOCKO/IbKY HEKOTOPblE MeToAbl obecneve-
HVA fosepus 6onee NoAXOAAT 415 MPOCTbIX, YHEM COXHbIX 06BEKTOB. Hanpumep, 06bI4HO ferye sepndunum-
poBaTb 06BEKT C MUHMMaSIbHLIMU DYHKLMOHAbHBIMA BO3MOXHOCTAMU (TO €CTb ThICAYM KOLOBbIX CTPOK) M
nonyyYnTb pesynbTaT C BbICOKON CTeneHbio JOBepus, YeM BepudunuympoBaTb 06bEKT 4OBEPUA C MHOXECTBEH-
HbIMU (DYHKLMOHAbHBIMU BO3MOXHOCTSIMUW, NPeACTaB/IeHHbIi MUIIMOHAMUN KOAOBbIX CTPOK.

Tun v ypoBeHb f0BEpPUS, NONTyYEeHHbIe onpeAenieHHbIM MeTOA0M, ONpeaensatoTCa XxapakTepucTkaMmm no-
CNnefHero. To eCTb KOHKPETHO TeM, Kakue CTafuu XW3HEHHOro UMKIa U aieMeHTbl 6e30MacHOCTV oueHuBa-
Cb.

5.6 PaccmoTpeHne BonNpocoB onTumu3saLmnm

PelueHnsi no BbIGOPY HEOGX0AMMbIX METOA0B 06ecneyeHuns 4oBepus U CTeneHn 4OBepust He NpUHUMAa-
€TCs NO/IHOCTLIO HA HAy4YHO OCHOBE, MO3TOMY OpraHy o6ecnedyeHust LOBepus 415 onpeaeneHnst payuoHasib-
HOM KOMGMHAUMW MeTof0B o6ecredyeHus [OBEpUsi U CTENeHn JoBepusi TpebyeTcs pellatb BOMPoC 06 ux
[0CTATOYHOCTU f/151 COOTBETCTBUS Tpe6oBaHMAM opraHusaLumn. B aTom ciyyae HEO6X0AMMO YUUTLIBATL ATPU-
6yTbl cuctem UT 1 MeToa0B o6ecnedeHns JoBepus.

Mp1 NpUMEHeHUN HECKO/IbKIUX METOA0B 06ecrnedeHnst AoBepus 60/bluee 3HaYeHUe UMeIoT pesy/bTaThl,
NosyYyeHHble Npy UCNoJb30BaHUM NocieAHero Metoga o6ecneyeHns AoBepus, MPUMEHEHHOTO HEeMoCPeacT-
BEHHO Nepej OKOHuYaTeslbHOW Mpuemkoil o6bekTa. CnefoBaTeNibHO, opraH o6ecnedyeHvsi AOBepUs LO/MKEeH
OLEHMBATb TEKYLLME pe3y/ibTaTbl MPUMEHEHUs NOC/eAHEro MeToaa o6ecnedeHuns AOBEPUs, U MY MOXET No-
Tpe6oBaTLCs 3anpoc No 060CHOBAHMIO MPUMEHEHWS, €C/IN Pe3yNbTaTbl NPUMEHeHNst NpeabiayLero MeToga
obecrneueHnsi OBepUs Okas3asUCb HeyAoBNeTBOPUTE/IbHLIMU. Bofiee Toro, B KAUECTBE OCHOBAHWS AN N10-
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CNnofHoro aeiicTena no obecneyeHnio AoBepus 3T pesysnbTaTbl 6yAyT NOMHOCTLI0 ONpefensaTbCcs XxapakTe-
pucTMKaMn yHKLMOHNPOBaHNSA 06bekTa.

[JloBepue gonyckaetcs obecneumsartb N03TaNHO, HaNpUMep, Yepes nocTasLynka NpoAykTa 6esonacHoc-
™ UT, nHTErpaTopa cuUCTeM WM npoBaiiepa ycnyr, B BUAE Kakoi-nn6o rapaHTum Uam rapaHTuiiHoro o6s3a-
TenbCcTBa Mo (hyHKLMOHMPOBAHUIO NPOAYKTA WU YCyTW.

B oTHOLWEHUN OTAENbHBIX 06 LEKTOB C COOTBETCTBYIOLLMM YPOBHEM A0BEPUS cnegyeT OTMETUTb, YTO UX
MHTerpawuusi B X OKOHYaTesIbHYH0 LiefIeBylo cpedy, Kak npasuio, oTpuuaTebHO BO3AEelCTBYET Ha UTOroBbIi
ypoBeHb AoBepus K 6esonacHocTu. CnegosaTtenibHO, MOTyT NOTpe6oBaThCs AONOHUTE NbHbIE AEACTBUA ANA
obecneyeHns gosepus.

6 bBasoBas CTpyKTypa AoBepus

6.1 Mopaxon K obecnevyeHno JoBepus

MeToabl o6ecneyeHns AOBEpUs MOXHO KnaccuguuupoBaTb Mo TPEM C/eAYHLMM BbICOKOYPOBHEBbLIM
noaxogam k obecnevyeHvo 4OBepus:

a) olueHka o6bekTa AoBepus NOCPeACTBOM OLLEeHMBAHWA Y TECTUPOBaHUS;

b) OLleHKa MpoLeccoB, MCNOb3yeMbIX A5 pa3paboTku 1 co3faHus obbekTa:

C) oueHka cpefbl, Takoi, Hanpumep, kak nepcoHan u o6opygoBaHue.

OueHka 06bekTa (NPoAyKT, cucTema, ycnyra) BkitoyaeT B cebs npoueaypy ero nposepku. B gaHHom cny-
Yyae aTMMu MeTogamMmn obecneyveHuns 4oBepus NpoBepseTcs 06bEKT U CBSA3aHHAsA C HUM NPOeKTHas AOKyMeHTa-
uus no 6e3onacHoOCTX, He3aBMCMMO OT MPOLLECCOB pa3paboTky.

OLueHKa TeXHOMIOrMYECKOro npolecca BKIKYaeT B ce65 NPOBEPKY OpraHun3alMOHHbIX NPOLEeCccoB, uUC-
nonb3yembIX AN NPOU3BOACTBA U 3KCMAyaTaunn o6bekTa B TeYEeHWe ero XM3HEeHHOro Lukna (paspaboTka,
BBO/, B AieiicTBMe (pa3BepTbiBaHne), JOCTaBka, TecTMpoBaHue, o6cnyxnBaHve, nukengaumsa v T. 4.). losepme
JocTuraeTcsa nocpeAcTBOM AONYLLEHUS, YTO OpraHn3yemsble filo4bMU NPOLECChl B/IUAIOT Ha KayecTBO paspa-
60TKM 1 BHeApeHuWs obbekTa W. cnefoBaTeslbHO, B pe3ynbTaTe obecnevyeHuss AoBepusi K 6esonacHoCTu
peanun3yloTcs B 06bekTax 6e3onacHocTn UT 1 ero npuioxeHusx.

OueHKa BHeLHMX (hakTOPOB BKIKOYAET B Ce6si MPOBEPKY BANSIHUSI YCNOBWIA OKpYXXatoLwein cpeabl, BHOCS-
LWMX BK/1aA B KA4eCcTBO NPOLEeccoB NPOM3BOACTBA O6BHLEKTOB (HEMOCPEACTBEHHON NPOBEPKM 06bEKTa UK Npo-
uecca He npoucxoguT). K aTum dpakTopam OTHOCATCA MepcoHan u dusnyeckoe obopypoBaHve (ons
pa3paboTku, NPOM3BOACTBA, AOCTABKM, aKCNayaTaumm n T. 4.).

MpumeuyaHne — o CpaBHEHNIO C BblWEN3TOKEHHBIM Takue NoaxoAbl k o6ecnevyeHunto 4OBEPUS, Kak JoBepue
yepes OUEHKy, NONyYeHHOe npu npuMeHeHun kputepues no MCO/MOK 15408, npegycmaTtpuBaloT HENOCPEACTBEHHYIO
OL,eHKY KOHKPEeTHOro o6bekTa 3awmnTbl NPUMEHUTENBHO K €70 XU3HEHHOMY LMKy 1 npejnaraT YHUKa/bHY0 KOMOGUHaL M0
TUNOB 0BEPUA.

NMpumep — NCO/MIK 15408 npegycmaTpuBaeT HenocpejcTBEHHOE MccnefoBaHne 06beKTa OLEHKW K
obecneunsaeT B pe3ynbTaTe JoBepue yepes OUueHKY, KOTOpoe ABNAET CA COrnacoBaHHbIM Ha6bopoM TuWNOB
nosepusa K paspaboTke, oleHKe U TecTuUpoBaHuio, Torga kak MCO 9001 opmeHTHUPOBAH Ha uccnefoBaHne npo-
M3BOACTBEHHbIX NPOLECCOB.

6.2 MeToAbl obecneyeHna goBepus

MNCO/M3KTO 15443 paccmaTpuBaeT LLUMPOKWIA AnanasoH CyLecTBYOLWMX METOA0B 06ecneyeHms foBe-
pusi. MeTofbl obecneyeHVs A0Bepus BKIOYAOT B ceba oduumasnbHble HauMoHasIbHble N MeXAyHapoaHble
cTaHAapThl, CTaHjapThl «ge-hakTo» U Apyrue o6 enpuHATLIE METO/bI, UMEIoLL e UK UCNOMb3YoLL e onpe-
[JeneHHbIli N cucTemaTnyeckunii MeToa.

Mpumepom cTaHdapTa «ae-hakTo» ABnseTcs meTog oueHkn SSE-CMM (SSAM), koTopbiii sBnseTcs ge-
TaNbHO AOKYMEHTMPOBAHHLIM METOAOM Ob6ecneyeHus [OBEPUs; OfHAKO OH He SABNSETCS HauMOHasbHbIM 1
MexAyHapoAHbIM cTaHgapTom. Mpumepom Apyroro ctaHgaprta fe-akrto sensetcsa metof obecneyeHms [o0-
Bepua TPEP (HagexXHbIii npouecc oueHuBaHns npogykra). HecmoTps Ha 1o, uto TPEP ABnseTtcs pacnpocTtpa-
HEHHbIM CTaHAapTOM, YCMELWHO WCMOMb3YEMbIM HEKOTOPbIMU [OCYAAPCTBEHHBIMU yupexaeHusamu Ans
oLeHMBaHusA NpoaykTosB 6e3onacHocT UT. OH Takxe ABNseTcsa HeJOKYMEHTUPOBAHHLIM ChneunannsmpoBaH-
HbIM METOZOM OLEeHVNBaHUA.

PesynbTaTtom npuMeHeHns MeTof0B obecneyeHuns AoBepus ABASETCSA BbIGOP KOHKPETHbIX TUNOB AoBe-
pva B 3aBUCUMOCTUN OT Hanpas/IEHHOCTN 3TUX METOA0B Ha TEXHMYECKMEe TpeboBaHNSA 1 acneKTbl XU3HEHHOro
LvKna, 4to obneryaeT mUx KnaccuuuposaHme no nogxofam K obecneyeHnto gosepus. Mpumepbl HEKOTOPbIX
13 Hanborsee LWMPOKO M3BECTHLIX METOA0B 06ecneyeHuns JOBEPUS B COOTBETCTBUM C UX HAMNpPaB/IeHHOCTLIO U1
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noaxofom npefcTaBneHbl B Tabnuue 1. Bonee nonHbIli NepeyeHb MeToAoB obecneveHns foBepus byget
npeacTtassieH B nocreayowmx yactax MCO/M3K TO 15443. B KOTOPbIX 6yAyT paccMaTprBaTbCs TEXHUYECKNe
nogpo6HOCTU U UX CPpaBHEHME.

Tab6bnunuya 1— Mpumepbl MeToaoB ob6ecnevyeHns foBepus

MoaxoA K obecneyeHnio MpuMepbl METOA0B 06ecTeyeHNst [OBepUst

HanpasneHHOCTb foBepus

nosepust (cooTBETCTBYIOLLME KPUTEPUM NN MOAENb)
Mpouecc Mpouecc «kayecTBO n pa3paboTka» MCO 9000.
NCO/M3K 15504.
HCD.

SSAM (SSE-CMM(UCO/M3K 21827))

O61bekT, npoyecc, BpeHAUHr — npusHaHne pupmbl, npous-  MpegbicTopus paspaboTunka
BHELHWe ycnoBus BOAsiLEll KaUeCTBEHHble 06bEeKTbI (Ha

OCHOBE MCTOPUYECKUX B3aMMOCBA3ei

NN BaHHbIX)

O6bekT CTtpaxoBaHue (nogaepxaHHoe o6s3a- FapaHTuiiHoe 065A3aTenbLCTBO
TenbCTBOM M3roTOBUTENS MCNPaBNATb
nedekTbl 06beEKTa)

O6beKT Co6cTBeHHas geknapauus [eknapauusi nocrasLyuka
BHelwwHWe ycnoeus KBanudukaums 1 3HaHus nepcoHana MpodeccmoHanbHas cepTudUKaLUa v NTMLEH3N-
poBaHue.

CpepgctBa 6€30MacHOCTH

O6beKT HenocpefcTBeHHas oleHka ob6bekTa CEM (MCO/M3K 18045).
ITSEM (ITSEC).
TPEP (TCSEC).
TPEP (CTCPEC).
HomunHanbHoe o6cnyxusanne (RAMP (TCSEC)).
HomuHanbHoe o6cnyxunsanve [RM (CTCPEC)).
[loBepue k cepTudpmnkaLum n akkpegmtayum.
NCO/M3K 14598-1 OueHnBaHMe NporpaMMHoOro

npoaykta
O61bekT, npouecc, YnpaBneHne 6e30NacHOCTbIO Cuctembl MeHeXMeHTa nHopmaynoHHol Ge-
BHELWHNE yCcnoBus 30NacHOCTU — cneyuduKauns n pykoBoacTBo no

npumeHenuio (BS 7799.2).

GISA/BSA PykoBOACTBO No 3awute 6a3oBoii nu-
HUN.

MNCO/M3K 13335.

NCO/M3IK 17799

6.3 ACNEeKTbl XU3HEHHOro uukKia

MockonbKy oWwnbkM oneparopa, 0Tkasbl 060pyj0BaHNSA, HOBbIE YA3BMMOCTM 1 YIPO3bl MOTYT BO3HUKHYTb
Ha N6oI CTagnN XN3HEHHOTO LUKIa 00beKTa, A9 KaXAoW U3 cTaguii XXM3HEHHOTOo Lukia o6bekTa (To ecTb
naes, paspaboTtka, nHTerpauus, BBoj B AeCTBME, IKCM/IyaTauns u yganeHune (nvkemgauus) tpebyertcsa obec-
neyeHme cooTBETCTBYIOLLEro gosepusi. CnegosartesibHO, MeToAbl 06ecneyeHnst oBepusa LO/MKHbI COOTBET-
CTBOBAaTb KOHKPETHbIM CTaZMAM XWU3HEHHOrO LMKIa 06bekTa.

®yHKLMOHaNbHbIE AedekTbl, U3MEHEHNS B TpebOBaHMAX U HOBble YA3BMMOCTM BAUSIOT Ha AoBepue u
TpebyloT BOCNPOM3BEeAEHUS NX HA 60/lee paHHUX CTaANAX XXUSHEHHOTO LKka o6bekTa. CnefoBaTesibHO, B MO-
[enn XN3HEHHOro Uukna 06bekTa cnefyeT BBOAUTb MONPAaBKY Ha Ha/loXeHMEe MOBTOPSIOLWUXCS CTaanid unm
nTepaTMBHYH0 B3aMMOCBSA3b MEXAY HUMW.

[ns gemoHcTpauun cBsi3M MeTof0B obecrneyeHnss 4OBEPUS C TOW AW UHOWN CTaanen XXN3HEHHOTO LyKia
06beKTa NCNo/b3yT TUMOBYIO MOAENb XU3HEHHOTO LKA, NpesCcTaBNeHHY0 Ha pucyHke 1. 9Ta mogenb co-
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CTOMT W3 YeTblpex OCHOBHbIX CTaAuWiA, AOCTATOUYHO 06LMX 418 CONOCTaBNEHUS C 06O KOHKPETHOW MoAeNbio
XW3HEHHOTO LyKna. XoTa rpaduyeckne npeactaBieHns Kaxaol ctagmm, npefctasneHHoln Ha pucyHke 1. cxo-
XW. BUAbI AeATeNbHOCTN U 06paTHas cBA3b OyAyT U3MEHSATLCS BCNEACTBME YHUKA/TbHOCTU MPUMEHAEMOrO Me-
ToAaa obecneyeHns fgosepus. Hanpumep, HekoTopble MeToAbl O6ecneyvyeHus [OBEepus MCNoNb3ylT dasy
ob6cnyxmBaHua (To eCTb HOMUHaNbHOE 06cnyxuBaHne TPEP) Ha cTagum akcnnyarauum gns obHapyXeHus oT-
Ka30B 1 M3MeHEeHUsi TPe60BaHWIA, KOTOPbIE BIMSIIOT TO/IbKO Ha floBepUe K3Tol cTaauu. JaHHbIi NoAX04 4EMOH-
CTpMpyeT BO3MOXHOCTb MNOAAEPXKA MOZAENbI0 XKW3HEHHOro LMKIa KOHKpPeTHoro metoda obecneyeHus
[0oBepus, KOTOpbIi ByaeT onpeAensATb, AO/HKHA NN obpaTHas CBA3b OCYLLECTBAATLCA C ero COOCTBEHHOM
cTagueli Uy ¢ HavyasoM CTagun NPOoeKTUpoBaHMA/pa3paboTKM 06 BEKTA.

NMpumeyaHune — Mofenb XU3HEHHOTO LuUkNa, NnpeAcTaBnieHHas Ha pucyHke 1. sBnseTcs NpMMepoMm Mogenwu,
[EMOHCTPUPYOLWER COBMECTUMOCTb C APYTMMU MOAENSAMU XU3HEHHOTO UUKAA U CTPYKTypamu Ans o61eryeHuns aHanmsa
MeTof0B 06ecneyeHns ,OBepust B pamkax ctaHgapToB cepun WCO/M3K TO 15443. MNpegnucaHne nav pekomeHgauum mnc-
nonb30BaHNs onpefeneHHoll Moaenn XN3HEHHOTO UnKa He NpeaycMOTpEeHbI.

PucyHok 1 — MeToabl 06ecneyeHns JOBEPUS TUMOBON MOAENN CTaAuii XU3HEHHOTO LuKna

MeToabl obecneyeHns 4oBepus MOryT ObiTb CNeLMdUUYHBIMU 419 KOHKPETHON cTaguun (Hanpumep, Ans
aTtTecTaumm CUCTEMbI) UV NPUMEHATLCS A1 HECKOSTbKUX CTaAMNiA XXU3HEHHOTO Lukna 06bekTa AJoBepus, B CO-
OTBETCTBMM €O cTaHgaptamu cepun WCO 9000, WCO/M3BK 15408 wn craHgaptom SSE-CMM
(MCO/M3K 21827).

[nsa nonyyeHns NHTerpanbHoro pesynbTaTa foBepre, NoayYeHHOe Ha Kaxaol cTagun, A0/MKHO NepeHo-
CUTbCA Ha cnefyloLLyto CTaaunio, rae OHo fOoNOJHAET foBepue 3ToW cTaann. MeTog AONOHEHUS [0BEpUsA Npu-
MEHSAIT A0 nocnefdHei cTagunm MOAENN >XU3HEHHOTrOo LWKNa, KOTOpoW fABNsSeTCcs CTafusa akcnayatauuu,
npeAcTasfieHHas B TUMOBOW MOAenu cTaanii XXU3HEHHOTO LuKNa, NpUBeAeHHON Ha pucyHke 1.

6.4 ConocTaBneHne «aoBepusi K ahHeKTUBHOCTU» C «JO0BEPUEM K KOPPEKTHOCTU»

Mpn o6ecneyeHnn JOBEPUS K KOPPEKTHOCTM JaeTCsa CCblska Ha OLEeHKy 06bekTa c Lesnbio BepudmkaLum
KOPPEKTHOCTU ero BHeAPEeHNs B COOTBETCTBUM C NpoekToM. Hanpotus, goBepue K apeKTUBHOCTN OTHOCUTCS
K CNOCOGHOCTM (DYHKLMIF 6€30MacHOCTU 06bekTa NPOTUBOCTOATb OCO3HAHHLIM UN MAEHTUULVPOBAHHbLIM
yrposam. B cnegytowem nogpasgesne nokasaHo, 4To kak JoBepue K KOpPEKTHOCTU, Tak 1 foBepure K achpeKTns-
HOCTW SIBMIAIOTCA BaXKHbIMU XapaKTepUCTUKaMU, 1 HU OfHa U3 HUX He 06n1ajaeT NPenMyLecTBOM, NOCKO/IbKY
0b6a Tvna foBepuUs ONepupyroT 3HaYNMbIMU acnekTamu o6bekTa.

Ecnu pyHKLMOHaNbHbIE BO3MOXHOCTU 06ecneyeHnss 6e30nacHOCTM 06beKTa yUnTbIBaOT NOTeHUanb-
Hble Yrpo3bl 1 3TV BO3MOXHOCTMN He BGbl/IN MPOaHaM3npoBaHbl OTHOCUTE/TbHO YCTaHOB/IEHWUA KOPPEKTHOCTU U
peanusaunm NpoekTa, To HeNb3s ObITb YBEPEHHLIM B yCnexe NPOTUBOCTOSIHUSA 06beKTa aTake. V3 aToro npu-
Mepa BUAHO, 4TO foBepue K 3hheKTUBHOCTH BbINIo 06ecneyeHo, HO OBEPUE K KOPPEKTHOCTU BCNeACTBUE OT-
CYTCTBMA Bepudukaumm yHKLMOHaNbHbIX BO3MOXHOCTeR 6e3onacHoCT obecneyeHo He 6b110. AHaNorMyHo,
ec/v aHaIn3 yCTaHOoBW/ KOPPEKTHOCTb NPOeKTa 1 NpaBu/ibHOCTb peasin3aunm MyHKLUOHaIbHbIX BO3MOXHOC-
Teli o6ecneueHuns 6e3onacHOCTV 06beKTa, a B MPOEKTe He NpeAyCMOTPeHbl COOTBETCTBYOLME DYHKLUN 6e30-
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NacHOCTU A1 NPOTUBOCTOSHNA BEPOATHLIM Yrpo3aM, TO HeNb3s1 ObiTb YBEPEHHBLIM, YTO 06BEKT YCTOUT nepef,
3TVMMK yrpo3amu. B gaHHOM npumMepe Npu HannymMmn foBepus K KOPPEKTHOCTU OTCYTCTBYET AoBepue K adhdek-
TUBHOCTUN BC/eACTBUE peann3auuy HeadheKTUBHbIX YHKLMOHAIbHbLIX BO3SMOXHOCTEH NPOTUBOCTOAHMSA Be-
poATHbIM yrpo3am. C uefblo MoslydyeHus obuiero foBepus 0OBbEKT AO0/MKEeH ObiTb OLEHEeH Ha npegmet
KOPPEKTHOCTV MpoekTa, BHeAPeHWs K1 aKchnayatauun (3N1eMeHT KOPPEeKTHOCTM) W [o/keH obnagatb
COOTBETCTBYOWMUMUN (PYHKLUMOHANBHBIMU BO3MOXHOCTAMN 06ecneyeHns 6e3o0nacHoCTU ANA NPpOTUBOCTOAHUSA
MAEHTUPULNPOBAHHBIM Yrpo3am (3/1eMeHT 3a(hheKTUBHOCTH).

6.5 Knaccudgmkaumna metogos obecneyeHus josepus

MeToabl o6ecneyeHuns AOBEPUS MOXHO KnaccuuumposaTb Mo TPEM BbICOKOYPOBHEBLIM nofxojam K
obecneyeHunio oBepust B COOTBETCTBUM € 6.1. B pamKax kaxoro nogxofa k obecneyeHunto josepus MeTon
obecneyeHns foBepuns MOXeT NpeAHa3HavyaTbCs AN KOHKPETHOW CTaAnn U HECKObKUX CTaANA XU3HEHHO-
ro uyKna B 3aBMCMMOCTY OT XapakTePUCTUK KOHKPETHOro MeToa.

3 T1Tn oflacsauBLuAa gosapun

B 3aBMCMMOCTM OT TUNa MeTofa o6ecneyeHnst 4OBEPUs NMOJyHeHHOe J0BEPUE OCHOBLIBAETCA Ha Oue-
HEHHOM acrekTe 1 CTafuM XN3HEHHOTo Lyukna. Hanpumep, MeTosl o6ecnedeHmns 1oBepus Yepes oLeHKy op-
MUPYIOT [lOBEpUE, CBA3AHHOE CO CTaAusMU MPOEKTUPOBAHWA, PaspaboTkn U (PYHKLMOHUPOBAHUA: METO/bI
obecneyueHns AoBepus K paspaboTke CO34aloT JOBEpUe, CBA3AHHOE KOHKPETHO CO CTafuneli paspaboTku; MeTo-
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bl 0obecneyeHns OBEpPUs K TeCTUPOBaHNIO (DOPMUPYIOT AOBEPHE, CBA3AHHOE KOHKPETHO C acnekTaMu Tectu-
poBaHMA Ha pas3nyHbIX CTaAnaX B 3aBUCYMOCTM OT MeToAa obecneyeHns foBepus.

Knaccudukauus cywecTByoLwwmnx MeTo40B o6ecneyeHns 4OBepUs, a Takke BO3SMOXHOCTb NMPUMEHEHUS
noAXxoA0B K 06ecneyeHunto fOBEPUS HA HECKOTbKUX CTafMAX NokasaHa Ha pucyHke 2. MNMoaxoabl K obecneyveHnto
[oBepusa yTouHsatoTes B yacTax 2 u 3 MCO/M3K TO 15443, a BYacTu 2 Takke NpuBefeHbl KOHKPETHbIE NpuMe-
pbl METOL0B 06ecneveHns fOBepus.

MeToabl obecneyeHns [OBEPUS U3 Pa3/IMYHbIX BbICOKOYPOBHEBbLIX NMOAXOA0B K 06ecneyveHnto josepus
CO3[,al0T pa3NnyHble TUMbl JOBEPUS BCIeACTBUE X PasHoi HanpaBneHHocTM. OAHaKo faxke B pamkax npuse-
JEeHHbIX BbICOKOYPOBHEBBIX MOAX0OA0B K 06ecneyeHnto oBepus MeTofbl obecneyeHns gosepusa 6ygyT dop-
MUpOBaTb pasfivyHbie TUMbl AOBEPUS BCMAEACTBME Pas3nyvii Mexay NpoBepsieMbiMK acnektamy obbekTa
(komnoHeHTamu UT nnu ycnyramu).

MoaxoApl k 06ecneveHmnto fosepus 6yayT hopMmpoBaTh pasnyHble TUNbl 4OBEPUA BCNeACTBME pasnu-
yunii Mexay npoeepsieMbiMU acnekTamu o6bekta (komnoHeHTamu UT nnn ycnyramu). HekoTopble noaxogs! vc-
CnefyloT pasfiMyHble CTaAun XU3HEHHOro uukna ob6bekTa, Torga Kak Apyrne — npoueccbl Npou3BoAcTBa
06bekTa (kocBEHHOe nccnegoBaHne obbekTa). Moaxoabl k obecneyeHuno foBepus BKAYalT B cebsa paspa-
60TKy, aHann3, TecTupoBaHve, ucnpasnexHne aedekTos, PYHKLNOHNPOBaHUe, rapaHTuiiHble 0653aTenbLCTBa,
nepcoHan n obopygosaHue n T. 4. OTU BbICOKOYPOBHEBbIE MOAXOAbl K 06ecneyeHunto oBEPUS MOXHO Aanee
JeTanu3npoBartb, Hanpumep, nNoaxos obecneyeHns 4oBepUst K TECTUPOBaHNIO MOXET BK1toYaTh B cebs obLiee
TecTupoBaHue 1 MeTofbl ob6ecneyeHns AOBEPUs K CTPOrOMY TECTUPOBAHMUIO HA COBMECTUMOCTb.

Mcnonb3ys nofo6Hble CTPYKTYPbl, MOXHO MPOBEPSTb cneuuduryeckme mMetodbl o6ecneyeHuns fosepus
O/]HOTO M TOr0 K€ BbICOKOYPOBHEBOrO NOAX0AA Ha Hanuune n3BbITOUHbIX MU CUHEPTreTUYeCKUX XapaKkTepuc-
TUK. MeTogpl o6ecneyeHns AOBepPUs pasHbIX K1ACCOB MOXHO pas/inyaTh Mo UX AONOHUTENIbHBIM XapakTepuc-
TMKaM. HekoTopble MeToAbl MOryT OXBaTblBaTb HECKO/IbKO K/1ACCOB MOJIHOCTBIO WM YaCTUYHO, Torga Kak
Apyrme — ToNbKO YacTUYHO.

6.6 CocTtaBHOe foBepue

PesynbTaTtom 06beANHEHNS UM KOMOVHaLUMN pa3nyHbiX METOA0B o6ecneyveHns foBepus, NpuMeHse-
MbIX Ha pa3NNyHbIX CTAANAX KU3HEHHOTO LMk1a 06bekTa, 006bIYHO ABNIAETCA COCTaBHOE AOBEPUE, NOSTy4YeHHOoe
ans o6bekTa. [loBepme MoxeT 6bITb NPeACcTaBEHO B BUE BXHOCTW, TUNa WK 4PYroro COOTBETCTBYIOLLErO
[loBepuio nokasaresns.

MonyyeHne cocTaBHOrO fOBEPUS TPYAHO OCYLLECTBMMO MO NPUYNHE YNOPSAA0YEHUSA MaNOro Yncna MeTo-
[0B obecneyeHns [OBEPUS N OTCYTCTBMSA METPUYECKNX LLKaUT M BO3MOXHOCTY N3MEPEHNA f0BEpUS MeToA4amMu
obecneyeHns gosepusi. B HacTOAWMIA MOMEHT COCTaB/ieHNe A0BEPUS BO3MOXHO TO/IbKO NyTeM chopmumpoBa-
HUA aprymMeHTa foBepusa U Cy6beKTUBHOIO CYyXAeHUs KBannuumpoBaHHOro cneyvanucta B o6nactn 6e3o-
nacHoct AT. Bonee TOro, B KOHEYHOM CHeTe NPMEMIEMOCTb A0BEPUS ONpeaensieTca opraHom obecneyeHus
fosepus.

B HacToslLee Bpemsi cOCTaBHOE A0Bepue ABNSETCS pe3ybTaToM NocTaguitHoro hopmMmnpoBaHus fose-
pus B TEYEHMWE XMN3HEHHOTO LuKa C MPUMEHEHNEM Pa3/IMYHbIX MeTOL0B 06ecneyeHns gosepusi. BoamMoxHble
cueHapun obecneyeHuss gosBepus U NPo6aembl, KOTOpPble OHM MNOAHMMAKT MNPOAEMOHCTPUPOBAaHbI Ha
cnegyoLwux npumepax:

1) cpegn mMeTof0B 06ecneveHNs [0Bepus CyLLECTBYIOT METO/ MPOBEPKU MPoLLEeccoB NpPou3BoACcTBa
06beKTa 1 MeTog NPOBEPKMN HenocpeACcTBEHHO 06beKTa B Pas/IMuHbIX TOUKax O4HOW W TOW Xe cTagunn Xus-
HEHHOrO UWKna;

2) pBa MeTOo4a M3 O4HOrO M TOTO Xe NoAxoAa, NpUMeHsieMble K 06ecneyeHmnto 4oBEepPUs Ha pasnyHbIX
CTafMNsX XN3HEHHOro LuKNa 06bekTa,;

3) cnoxHasa cuctema UT (a5 KOHKPETHOW akcnayaTaunoHHON cpefbl), COCTaB/IeHHasA U3 MHOTOUYUC/IEeH-
HbIX NPOAYKTOB UT M ycnyr, ¢ pasHbiMy CTENEHAMU JOBEPUS, YCTAHOB/IEHHbIMI METOA0M o6ecneyeHuns foBe-
pus K OLEHUBaHMWIO, rapaHTuiiHOMy o06a3aTenbCcTBy, cepTudmKaumm W akkpeauTaumm  (OLEHOYHbIMM,
rapaHTUiHbIMK, CEPTUDUKALMOHHBIMY N aTTECTaLMOHHBIMU MeToAamMMu).

Ha npumepe 1 npepacTaBneHa npocTeiiwasn npobnema, rae coctaBHoe gosepue onpegenserca obbean-
HEHMEM pas/INyHbIX TUNOB AOBEPUS N3 COOTBETCTBYHIOLLMX METOAOB.

Mpumep 2. HECMOTPA Ha Ero KaxyLLyrocsl MPOCTOTY, MNOCKONbKY MeTofbl o6ecneyeHns foBepusa NnpuHag-
nexar K 0guHakoBOMY Noaxofay, ABNSETCA CNOXHbIM, Tak Kak MAEHTUYHOCTb MeToA0B obecneyeHuns fJosepus
OC/I0XHSIeT pacCMOTPEHMe BONpoca 0 3HaYMMOCTU NoAxoAa K o6ecneyeHunto JOBeprs, YTO NPONCXOANT Ha 60-
Nee nosfHel cTaAnmn XU3HEHHOTO LMKNa o6bekTa.
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Mpumep 3 ABnAeTcA ele 601€e C0XHLIM, TaK Kak pas/inyHblie MeTobl o6ecneyeHns fosepus npuMe-
HAIOTCA Ha pasHbIX CTaANAX XU3HEHHOTO UMKa, U MeTos obecneveHmns 4oBepus K aTTrectalmmn SsBAsSeTca OCHO-
BOW AN151 pelleHnst Bonpoca O NPUHATMN CUCTEMbI. [laxe HECMOTPSA Ha TO, YTO NpU cepTUdMKaLUN CUCTEMbI
yunTblBAETCA paHHee CBUAETENbCTBO AOBEPUSA, MOXET OTCYTCTBOBATbL NOTPEBHOCTL B ONpefesieHHOM NoAXo-
Je Kk goseputo. 3To npegnonaraeTt npugaHme 60bLWero 3Ha4YeHns metogam obecneyeHns 4oBepust, NPUMeHs-
eMbIM Ha 60nee No3gHUX CTaAnaX XXU3HEHHOTO LmKia.

CnepyeT OTMETUTb, YTO B HACTOsLLEe BPeEMS CYLLEeCTBYeT TeHAeHLMS K MCNO/Ib30BaHWI0 TUMOBOW 6a30-
BOW MOZeNn HenpepbIBHOTO y/y4LLEHNS MPOLECCOB, N3M0XEHHbIX B MOAX0AaX K 06ecneyeHunto [oBepns K npo-
ueccam U OCHOBaHHbIX Ha cTaHgaptax. [pumepom nBnsetca wmogens POCA (nnaHupoBaHue,
ocyLlecTB/IeHUE, NPOBEpPKa, AelicTBrE), ncnosblyemas kak B ICO 9001 k kauyecTBy NpoayKumu, Tak u BS 7799
no ynpasneHunio 6e3onacHocTbio nHgopmaumu. B UCO/M3IK TO 15443-2 n UCO/MIK TO 15443-3 6ygeT pac-
CMOTPEH BOMpPOC, kacawwwuiica noaxoaa k obecneyeHnto LOBEpUs € TOUKM 3PEHUS MOBbILLEHNS ero 3Ha4YMmoc-
TV UK foBepus Ha 6onee No3aHeR CTagnmn XU3HEHHOTO LMKNa 06bekTa.

6.7 Knaccudpukauma gosepus

AHanus metonoB obecneyeHns gosepus B MCO/M3K TO 15443-3 ocHOBaH Ha cMCTEME nokasartenei
[oBepusa kak cnocoba knaccuuympoBaHua MeToA40B o6ecneyeHns JOBEPUS N U3MEPEHUs CTENEHN AoBepUs,
nony4yaemoro npu NPUMMEHEHUN TOTro MK MHOTO MeToAa (To ecTb YpOBHeli oBepus K pa3paboTke). Pernamen-
Tauua cucTembl Nnokasateneii 4oBepUs Takxe ob6neryaeT onvcaHve B3aMMOCBA3EH Mexay MeTogamu.

Hwxe npvBefeHbl HEKOTOPbIE MOMOXEHUS, CBA3aHHbIE C aHa/IM30M 1 KnaccuvympoBaHem MeTo40B
obecneyeHus gosepus, kotopsle 6yayT paccmoTpeHbl B UICO/M3K TO 15443-3:

a) CpaBHeHWe pas/IMyHbIX METOA0B 0becrneyeHns JoBepus;

b) onpegeneHve meTofoB obecneyeHns f0BEPUSA B KOIMYECTBEHHOM OTHOLLIEHWU;

C) BbIOOP NOAXOAALMNX METOA0B 0becneyveHns AoBepuUs;

d) B3aMMOCBA3M MexAy pasNyHbIMU MeTofaMun obecrneyeHns JoBepus;

e) onpefeneHne BO3MOXHOCTU 06bejMHEHNS HEKOTOPbIX METOL0B 0becneyeHnsa AoBepus;

0 onpepgeneHne BpeMeHN 1 cnocoboB 06beANHEHNA METOA0B Ob6ecneyeHuns oBepus;

) onpepeneHve cnocobHOCTU BO3AENCTBUS NOC/Nef0BaTeNlbHOCTU NPUMEHEHUS MeToAoB obecneve-
HMA AoBepus Ha obLiee foBepre 1 TO. KakuM 06pa3omM OCYLLECTBNAETCA 3TO B3AeCTBUE;

h) onpeneneHune TexHnyYeckux npobnem Ansa obecneyeHus pesynbTaToB f0BepuUs (M YCNOBUIA) U BbINOSI-
HeHus Banngauumn Bo BPEMS XU3HEHHOTO LMKIa 06bekTa (3Kkcnayarauun n o6CnyxnsaHus) B cnyyae npume-
HEeHWS HeCKO/IbKUX NOAXOA0B K 06ecneyeHunio 4oBepus.
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