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BeepeHve

B HacTosilem cTaHgapTe npeAcTaB/ieHo onMcaHne MeToAoB obecneyeHns 4oBepUs 1 Noaxoa0B, KOTO-
pbl€ MOXHO NMPYMEHUTb K6e30MacHOCTN MHOPMALMOHHbIX M KOMMYHUKaLMOHHbIX TexHonoruii (MKT), npegno-
XEHHbIX UM UCMNOMb3YEMbIX PA3/IMYHBIMK TUNAMMN OpraHn3aLuii, He3aBUCKMO OT TOro, YTBEPXAEHbI /TN OHW,
04,06peHbl HeohuUuManbHO WM CTaHAAPTU3MPOBaHbl, a Takke WX MpuBA3Ka K MOAENN [OBepus no
FOCT P 54581—2011/ISO/IEC/TR 15443-1:2005. AKUEHT fenaeTcs Ha WAeHTUdMKaLMI0 KayeCTBEHHbIX
XapakTepUCTUK MEeToA0B, CNOCO6GCTBYOLMUX 06ecnevyeHno OBEPUsi, U Ha UX paHxumpoBaHue. HacToswmii
cTaHgapT npeAHa3HayeH AN pa3bsacHeHNs cneyyanuctam B o6nactn 6esonacHoctn MKT cnoco6os nonyue-
HVA f0BEPUSA Ha 1I06OM 3Tane XXU3HEHHOTO LMKIa NPoAyKTa uan ycnyriu.

B HacToslLem cTaHAapTe Takke NPUBOASATCA Lefb Y onicaHue MeTo0B obecneyeHns 4OBepUs, a Takke
yKasblBaeTCs UX MECTO B CTPYKTYpe, onpegeneHHoin B FOCT P 54581—2011/ISO/IEC/TR 15443-1:2005.

CuunTaeTcs, 4TO MeToAbl 06ecneyeHns OBEPUS, YKa3aHHble B HACTOSALLLEM cTaHAapTe, cofepxar oblLue-
N3BECTHble 3/IeMeHTbl. MoryT NosIBNIATLCA HOBblE METOAbI 0b6ecneyeHns foBepus, a Takke mogndurumposaTb-
CA 1 COBEPLUEHCTBOBATBLCS YXXE CyLLecTByoLme.

M3 HacToslwero ctaHaapTa pa3paboTyuky, OLEHLLUKM, MeHe[Xepbl Mo Ka4ecTBY ¥ NMokynatenu MoryTt
Bbl6UpaTh MeToabl o6ecneyeHus 4oBepust K NPorpaMmMHOMY o6ecrnedyeHnto n cuctemam 6esonacHoctn VKT,
onpefenss TpeboBaHua AOBEpPUs, OLEeHUBas NPOAYKTbl, M3Mepss acrnekTbl 6e3onacHocTn 1 1. 4. Kpome Toro,
OHW MOTYT MCMO/Ib30BaTh MeToAbl 06ecneyYeHns OBEPUS, He BK/TIOYEHHbIE B HACTOALNIA CTaHAAapT, KOTOopble
NPYMEHUMbI K MeTofaM obecneyeHns f0Bepus B OTHOLLEHMUN acnekToB 6e30MacHOCTU, XOTS MHOTMe U3 3TUX
MEeTOA0B MOTyT Takxe NMPUMEHATLCS B MHTepecax obecrneyeHns 4OBEPUS K APYTUM KPUTMYECKUM acrnektam
nporpamMmMHOro o6ecneyeHns u CUCTeM.

HacToswuii ctaHgapT npegHasHayeH ans COBMECTHOr0 MCcnonb3oBaHuA c
FOCT P 54581—2011/ISO/IEC/TR 15443-1:2005.

B HacTosLeM cTaHAapTe Takke NpoBefeH aHan3 MeTof0B 06ecneyeHuns AoBepUs, He YHUKasIbHbIX AN
6e3onacHocTu UKT: ogHako pykoBOACTBO, MpUBEAEHHOE B HACTOSIWEM CTaHAapTe, orpaHuyeHo TpeboBaHus-
MU 6e3onacHocTn MKT. B Hero BKOUYEHbI TaKXe TEPMUHbI Y MOHATUSA, MOMTYUYUBLLME ONpeAesieHmne B 4pYyruxX UHU-
umatMBax MexAayHapogfHoi ctaHfapTusauun (Hanpumep. CASCO) 1 MexAyHapoAHbIX ChnpaBOYHUKaX
(MCO/M3K PykoBOACTBO 2); 0fHaKO PyKOBOACTBO, MPMBEAEHHOE B HACTOALEM cTaHAapTe, 6yaeT cBA3aHO
NCKNoUYMTENBbHO € 06nacTbio 6e3onacHocTn VKT 1 He npefHa3HayeHo ANA 06Lero MeHepKMeHTa 1 OLLEHKN
KayecTBa, a Takke cornacosaHHoCcTu VKT,
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HALULMWOHANBHBIN CTAHAAPT POCCUWNCKOWN GENLEPALUMN

WNHopmMaLMoHHast TeXHONorus
METO/bl N CPEACTBA OBECNEYEHWA BE3OMNACHOCTN
OCHOBbI f0BEpPUS K 6€30MaCHOCTM MHPOPMALMOHHbIX TEXHOMOTNIA

Yactb 2

MeTogabl foBepuUst

Information technology. Security techniques. A framework for IT security assurance. Part 2. Assurance methods

farta BBegeHna — 2012—12—01

1 O6acTb NPUMEHEHNS

1.1 HasHauyeHue

B HacTosLwem cTaHAapTe npeAcTaB/ieHa COBOKYNHOCTb METOA0B 06ecneyeHmns oBepus, BKIOYas MeTo-
[bl. He ABNAIOLWMECH YHUKaIbHbIMY ANS 6€30MacHOCTU MHPOPMALMOHHBLIX U KOMMYHUKALMOHHbIX TEXHOOTWiA
(MKT). nockonbKy OHM cNOCO6CTBYHOT 06ecneyeHuto o6ueli 6esonacHocT UKT. B HacToslLwem cTaHaapTe npu-
Be/ieH KpaTKMii 0630p MX HA3HAYEHUS, ONNCaHNE, CCbI/IKN Ha AOKYMEHTbI U acnekTbl CTaHJapTU3aumm.

B npuHuune pesynstupytouiee gosepue k 6esonacHoctn VKT aBnseTcsa goBepuem K NpoaykTy, cucteme
unu npegocTaenexHol ycnyre. CnegosaTesibHO, pe3y/ibTupyloLiee foBepre SBASETCA CYMMO npupaLeHnii
[0Bepus, NoyYEeHHbIX KaxXAbIM 13 MeTOL0B obecrneyeHuns oBepUs, NPUMEHEHHbLIM K NPOAYKTY, CUCTEME UNn
ycnyre Ha cTafusx UX XU3HeHHbIX LMKI0B. bofblloe KoimyecTBO METOA0B AenaeT Heob6Xxo4MMbIM co3gaHne
pyKOBOACTBa B OTHOLUEHWW TOro, Kakoli MeTof MpMMeHATb K AaHHoi obnactm WKT gna obecneuveHus
o6LLenpmM3HaHHOro JoBepus.

Kax bl a1eMeHT COBOKYMHOCTV MEeTOL,0B 0becneyeHns foBepus, NpeAcTaBeHHON B HACTOSALLEM CTaH-
fapTe, knaccuduumpyeTcs B BUAE KpaTkoro 063opa € NOMOLLbI OCHOBHbIX TEPMUHOB M NOHATWIA 0 floBEPUMN,
pa3paboTaHHbix B MICO/M3K TO 15443-1.

[MocpeACTBOM Takoro pacnpefesieHnss no KaTeropusim HacTosiWwmii cTaH4apT OkasblBaeT cogeictaue
cneymnanucty no VKT npu Bbi6ope 1 BO3MOXHOM KOMOWHMPOBaHNM METOA0B 06ecneyeHuns foBepus, COOTBET-
CTBYIOLLUX AaHHOMY NPoAYyKTYy 6e3onacHocTn VIKT. cucteme unm ycnyre unmux cneumduyHbIM cpegam.

1.2 O6nacTb NPUMEHEHMSA

HacToawwuii ctaHgapT npegctaBnseT cob6oil pykoBOACTBO B COKpalleHHOM 0630pHOM BapuaHTe. Ero
[ocTaTtoyHo AN hopMnpoBaHUSA 13 NpeaCcTaB/IeHHOW COBOKYMHOCTY MeTOA0B obecneyeHns 40BEPUS Cokpa-
LLleHHOro Habopa MeTo/0B, NPUMEHUMbIX MPOAYKTY, CUCTEME UK yCnyre.

KpaTkoe n3noxeHve npumMeHUMbIX METOA0B 06ecneyeHns foBeprsa ABNSETCS MHAOPMATUBHbLIM, NPes-
CTaB/ALW MM OCHOBbI /1 061er4eHns ero NoHNMMaHus 6e3 obpalleHuns K NepBONCTOYHUKAM.

MpegnonaraemMbiMy MOIb30BaTENSIMU HACTOALEr0O CTaHAapTa ABNAIOTCA:

1) nokynaTesib (KOHKPETHOE NINLI0 UK OpraHu3auuns, npuobpeTaroLias uan nokynawoLLas cuctemy, npo-
rpamMMHbIA NPOAYKT UK YCNYTY Yy NOCTaBLLMKA):

2) oueHLWKK (KOHKpPeTHOe NNL0 N opraHn3auns, NPOBOAALLAA OLEHKY; OLeHLLMKOM MOXeT ObITb UCMbI-
TaTesibHas nabopatopus, OTAeN TeEXHUYECKOro KOHTPO/IA opraHu3auuu, paspabartbiBatoLieil nporpammHoe
o6ecneyeHue (MO), rocygapcTBeHHasa opraHm3aLlmsa nam nob3oBaTesb);

3) pa3paboTumnk (KOHKpeTHOE NNLL0 UM OpraHn3aLns, ocyLecTBAsaoWasn AesaTelbHOCTb Mo paspaboTke,
BK/lOYaA aHann3 Tpe6oBaHuWii, NPOEKTNPOBaHNe N TeCTUPOBaHMe NOCPEACTBOM NPUEMKM BO BPEMS npoLiecca
XW3HeHHoro uukna Moy);

N3paHne opuymnansHoe
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4) ob6cnyxusatouiee nmLo (KOHKPETHOe SIMLL0 WK opraHu3aums, ocyLecTBasAwWan AesaTelbHOCTb No
06CNyX1BaHNIO);

5) nocTaBLuK (KOHKPETHOE NIML0 UKW OpraHn3aLnms, 3ak/ioyalollas 4oroBop ¢ nokynaresiem o noctaske
CMCTEMbI, NPOrpaMMHOro NPoAyKTa Uan yCayr no NporpaMMmnpoBaHunio Ha YC/10BUAX A0OroBOpa);

6) nonb3oBaTtefb (KOHKPETHOe NMLO WAW opraHu3auuns, NPUMEeHAWas nNporpaMmMHbIA NPOAYKT Ans
BbIMO/IHEHMA CNeLM{UYHOV PyHKLMM) NPU OLLEHKe KayecTBa Kakoro-m6o NnporpaMMHOro NpoAyKTa Bo BpeMs
NPMEMOo-CAATOUHbIX UCMbITAHWIA;

7) paboTHUK N oTaen cnyxbbl 6e3onacHoCTM (KOHKPETHOE NML0 WK OpraHu3aLms, NpoBoaaLLas cuc-
TEMHYI0 NPOBEPKY NPOrpamMmMHOro NpoAykTa uam ycnyr no nporpammMmmpoBaHuio) npu oueHke kayectsa MO Bo
BpeMs KBaIMMKaLMOHHbIX UCMbITAHWIA.

1.3 OrpaHnyeHus

HacToswmiAi  cTtaHgapT npeactaBnseT co6oi  pykoBOACTBO B BMAE  KpaTkoro  o63opa.
MCO/M3KT 0 15443-3 onpefenset Hanpas/ieHNs COBEPLUEHCTBOBAHUSA 3TOr0 BbiIbopa MeToA0B o6ecneyeHns
6€30MacHOCTM B Lenax nydyweli peanusanun TpeboBaHunii foBepus, fenas BO3MOXHbIM aHan3 UX CpaBHM-
TeJIbHbIX Y CUHEePreTUYEeCKUX XapakTepucTuK.

TpeboBaHus K MHPaCcTPYKType NoAAEPXKKM BepudmKkauny nogxoaa kK obecneveHnto gosepus n tpebo-
BaHWA K NnepcoHasy NpoBefeHns BepuimnkaLmm B HacToSILLLEM CTaHAapTe He paccMaTpuBatoTes.

2 HopmaTuBHbIe CCbIIKM

[na npumeHeHnsa HacTosiLlero craHgapTa HeobXoAuMbl cnefytoline CCbl/IOYHble JOKYMEeHTaslbHble
UCTOYHVKN. [iNA HeJaTUpOBaHHbIX CCbIIOK NPUMEHAIOT NocnefHee nsfaHne ynoMsHYTOro Huxe AOKyMeHTa
(BKNOYasA ony6MKOBaHHbIE U3MEHEHUS).

MNCO 9000 CucTtembl MeHemkMeHTa kadyectBa. OCHOBHble NonioxeHus u cnosapb (ISO 9000, Quality
management systems — Fundamentals and vocabulary)

MCO 9001 CwucteMbl MeHeLxMeHTa kadecTBa. Tpeb6oBaHus (ISO 9001, Quality management
systems — Requirements)

MCO/M3K 9126-11> MNMporpammoTexHuka. KavectBo npogykta. Yactb 1. Mogenb kavecTBa
(ISO/IEC 9126-1, Software engineering — Product quality — Part 1: Quality model)

NCO/M3K 122072> NHbopmaumnoHHas TexHonorusa. [lpoueccbl XW3HEHHOro LMKNa nporpaMmHoro
ob6ecneueHus (ISO/IEC 12207, Information technology — Software life cycle processes)

MCO/M3K 13335-13> MHhopmaunoHHas TexHonorusa. Metogpl 1 cpefcTea obecneyeHmsa 6e3onacHoc-
™. MeHeKMeHT 6€30NaCHOCTM UH(DOPMAaLMOHHBIX N TENEKOMMYHUKaLUMOHHBIX TEXHONOorMin. YacTb 1. KoHuen-
uMa 1 mMopdenn ynpasneHuss 6e30MNacHOCTbI0 WH(OPMALMOHHBIX W KOMMYHUKALMOHHbBIX TEXHOOrni
(ISO/IEC 13335-1, information technology — Security techniques — Management of information and
communications technology security — Part 1: Concepts and models for information and communications
technology security management)

MCO/M3K TO 13335-24! NHdopMaLmoHHasa TexHosorua. PykoBoACTBO N0 MeHemKMeHTy 6e3onac-
HOCTU MHDOPMALMOHHBIX TEXHOMOTNIA. YacTb 2. MnaHnpoBaHve N MeHeAXMeHT 6e30NacHOCTV MHOpMaLMOH-
Hbix TexHonoruii (ISO/IEC TR 13335-2. Information technology — Guidelines for the management of IT
Security — Part 2; Managing and planning IT Security)

MCO/M3K TO 13335-35» NHhopmaymnoHHas TexHonorus. PykoBOACTBO NO MeHeXMeHTy 6e3onac-
HOCTW MHOPMALMOHHBIX TEXHONOIMIA. YacTb 3. MeToAbl MeHeAXMeHTa 6e30nacHOCTU MHPOPMALMOHHBIXTEX-
Honoruin  (ISO/IEC TR 13335-3, Information technology — Guidelines for the management of IT
Security — Part 3; Techniques for the management of IT Security)

3ameHeH Ha WCO/M3K 25010—2011 «MpoekTupoBaHne cuctem n paspaboTka NporpamMHOro obecnevyeHus.
TpeboBaHUs K Ka4eCTBY CUCTEM M NporpaMMHOro o6ecneveHuns un ux ouexHka (SQuaRE). Mogenn kauyecTBa CUCTEM U NPoO-
rpammHoro o6ecneveHusa (ISO/IEC 25010 Systems and software engineering — Systems and software Quality
Requirements and Evaluation (SQuaRE) — System and software quality models)».

21 3ameHeH Ha WCO/M3K 12207 «WHbopmaunoHHble TeXHoNoruu. NMpouecchbl XU3HEHHOTO LuKaa NporpaMMHoOro
o6ecneyeHuna» (ISO/IEC 12207. Systems and software engineering — Software life cycle processes).

OTMeHeH.

4] OTMeHeH.

5> 3ameHeH Ha NCO/M3K 27005 «/HchopmaumoHHan TexHonorns. Metoabl u cpegctea ob6ecneyeHua 6e3onacHoc-
TN. MeHefXMeHT pucka wuHpopmaynoHHo 6e3zonacHocTu» (ISO/IEC 27005 Information technology — Security
techniqgues — Information security risk management).

2
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NCO/M3K TO 13335-41) WNHchbopmauuoHHasa TexHonorusa. PykoBoACTBO MO MeHefXMeHTy 6e3onac-
HOCTW MH)OPMALMOHHBLIX TeXHOMOrMn. YacTb 4. Bbibop 3awuTHbix Mep (ISO/IEC TR 13335-4. Information
technology — Guidelines for the management of IT Security — Part 4: Selection of safeguards)

MCO/M3K TO 13335-52> VHdhopmaLumoHHas TexHonorus. PyKOBOACTBO MO MeHe[XMeHTy 6e3onac-
HOCTU WHGOPMALMOHHBIX TexHonormin. Yactb 5. PyKoBOACTBO MO MeHeLKMEHTy 6e30macHOCTU CceTu
(ISO/IEC TR 13335-5, Information technobgy — Guidelines for the management of IT Security — Part 5:
Management guidance on network security)

NCO/M3K TO 14598-1 WHdopmaunoHHas TexHonorusa. OueHka nporpaMMHoro npogykra. Yactb 1.
O6wuin 0630p (ISO/IEC 14598-1, Information technology — Software product evaluation — Part 1: General
overview)

MCO/M3K 15939 TexHonorus nporpammHoro obecnevenus. MNpouecc nsmepeHus (ISO/IEC 15939,
Software engineering — Software measurement process)

MCO/M3K 15288 CuctemHoe npoektupoBaHue. lpoueccbl  XWU3HEHHOro uMKna  cuctem
(ISO/IEC 15288. Systems engineering — System life cycle processes)

NCO/M3K 15408-1 WHdopmaumoHHas TexHonorusa. Metofpl ncpeacteaobecneyeHns 6e30nacHocTu.
KpuTepun oueHkn 6e30nacHOCTM MHOPMAaLMOHHbIX TexHonorniki. Yacte 1. BBegeHnne un obuwas mogenb
(ISO/EC15408-1, Information technology — Security techniques — Evaluation criteria for IT security — Parti:
Introduction and general model)

NCO/M3K 15408-23) VHdopmaunoHHasa TexHonorusa. Metogpl u cpefctsa obecneyeHmns 6e3onacHoc-
1. Kputepmu oueHkn 6€30nacHOCTU MHDOPMAaLMOHHBLIX TEXHONOTMIA. YacTb 2. PyHKLMOHANbHbIE TpeboBaHWSA
6e3onacHocTn (ISO/EC 15408-2. Information technology — Security techniques — Evaluation criteria for IT
security — Part 2: Security functional requirements)

NCO/M3K 15408-3 WHpopMaLmoHHas TexHonorusa. Metoapl ucpeacteaobecneyeHns 6e30nacHoCTy.
Kputepun oueHkn 6e30nacHOCT MHOPMAaLMOHHbIX TexHonoruin. Yactb 3. TpeboBaHua fosepus K 6esonac-
HocTn (ISO/EC 15408-3, Information technology — Security techniques — Evaluation criteria for IT
security — Part 3: Security assurance requirements)

NCO/M3K 15504-1 WHdopmalmoHHasa TexHonorua. OueHka npoueccos. YacTb 1. KoHuenuuun u cno-
Bapb (ISO/EC 15504-1, Information technology — Process assessment — Part 1: Concepts and vocabulary)

NCO/M3K 15504-2 WHdopmaumoHHas TexHonorusa. OueHka npoueccos. YacTb 2. lMpoBefeHne oueH-
kv (ISO/EC 15504-2, Information technology — Process assessment — Part 2: Performing and assessment)

NCO/M3K 15504-3 WHdopmaunoHHaa TexHonormsa. OueHka npoueccos. YacTb 3. PykoBoAcTBO Mo
nposegeHuto ouexkn (ISO/EC 15504-3, Information technology — Process assessment — Part 3: Guidance
on performing an assessment)

NCO/M3K 15504-4 WHdopmaunoHHaa TexHonormsa. OueHka npoueccos. YacTbe 4. PykoBoACTBO MO
MCNoNb30BaHMID [/1S YCOBEPLUEHCTBOBAHUA U onpefenieHns Bo3MOXHocTeli npouecca (ISO/EC 15504-4,
Information technology — Process assessment — Part 4: Guidance on use for process improvement and
process capability determination)

NCO/M3K 15504-5 WHdopmMaLumoHHas TexHonorus. OLeHka NnpoLeccoB NporpaMMHOro obecneyeHus.
Yacte 5. lMpumep Mogenun OueHKM M pykoBoAcTBO no ykasatensm (ISO/IEC TR 15504-5, Information
technology — Software Process Assessment — Part5: An assessment model and indicator guidance)

NCO/M3K 1779941 NHcpopmaumoHHasa TexHonornsa. MeTogbl U cpeacTBa o6ecneyeHns 6e3o0nacHoCTy.
MpakTnyeckue npaBuna ynpasfeHUs UMHGOPMaUUOHHON 6e3onacHocTbio (ISO/EC 17799, Information
technology — Security techniques — Code of practice for information security management)

NCO/M3K 21827 WHdopmaumoHHasa TexHonorus. MNpoekTnposaHne 6e30nacHOCTU paboTbl CUCTEM.
Mogenb TexHonoruyeckol 3penoctn (SSE-CMM®) (ISO/EC 21827, Information technology — Systems
Security Engineering —aCapability Maturity Model (SSE-CMM®))

MCO/M3K 90003 TexHuka nporpammHOro obecnedvyeHus. PekomeHjauuM N0 NPUMEHEHUIO
MCO 9001:2000 Kk KkOMMNblOTEPHOMY mnporpamMMHomy obecneyenutio (ISO/EC  90003. Software
engineering — Guidelines for the application of ISO 9001:2000 to computer software)

1' 3ameHeH Ha ICO/M3K 27005 «HthopmayoHHasa TexHonorusa. Metoabl u cpeacTtsa obecneveHns 6e3onacHoc-
TM. MeHepXMeHT pucka uHdopmauuoHHoi 6esonacHocTu» (ISO/IEC 27005 Information technology — Security
techniques — Information security risk management).

21 OTMEeHeH.

3l 3ameHeH Ha NICO/M3K 15504-2 NHbopmaynoHHaa TexHonorua. Metoabl v cpefctea obecneyeHns 6esonacHoc-
TM. MeHeAXMeHT pucka WHGoOpMaunoHHo 6e3onacHocTn (ISO/IEC 27005 Information technology — Security
techniques — Information security risk management).

41 3ameHeH Ha MCO/M3K 27002 NHopmaLMoHHble TexHonorum. Ceog npaBua No ynpaB/ieHuio 3awnTtoin nHgopma-

uuu. ((ISO/IEC Information technology — Security techniques — Code of practice forinformation security management).
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3 TepMuHbI, onpeaesnieHnsa N cokpalleHus
BHacTosiWweM cTaHgapTe NpyMeHeHbl TEpMUHbI, onpegenexus ncokpatieHna noMCO/MIKT015443-1.

4 KpaTkuii 0630p 1 npeacTaBsieHne MeToA0B obecneyveHnst [oBepus

B NCO/M3KTO 15443-1 npefcTaB/sieHa cxeMa pacnpegeneHus no kateropusmM CyLecTByoLWmx MeTo-
[0B obecneyeHns foBepPUs, NepeyncieHbl N NpeacTaBieHbl CYLLeCTBYIOLMe MeTobl 06ecneyeHns Aosepus,
npeAcTaBnsoLMe UHTEPEC N HEMOCPECTBEHHO CBA3aHHble ¢ 06nacTbio 6e3onacHocTu VIKT. B HacTosLweM
pasgesne aTu MeToAbl KnaccudunumnpyoTcs nNo cneayiolleli cxeme:

- BCOOTBETCTBUY C pa3NnyHbiMu hazamMm JOBEPUS — ONMMCaHMe acnekTOB XXU3HEHHOTO LiMkia: MPoeKkTyu-
poBaHve. peanu3auus, nHTerpauuns, sepudukanns, BBoA B ecTBMe, NnepemMeLLeHne nam akcnayaraums;

- BCOOTBETCTBUM C Pa3NIMYHbIM NOAXOA0M K 06ecrneyeHnto JoBepUs: NPOAYKT, MPOLLeCC WK cpeaa.

B MCO/M3K TO 15443-1 yka3aHo, 4TO MeTog, o6ecneveHns oBepus MOXeT BK/1lo4aTb B ce6s KOMOUMHa-
Lm0 noaxoaa K osepuio 1 hasbl fOBEPUS.

B kauecTBe ONOIHUTE/ILHOIO PYKOBOACTBA [i/151 NONIb30BaTeNs B Tabnuue 2 nogpasgena 5.4 HacTosLe-
ro ctaHgapTta npefcraB/ieHO pacnpejesieHme rno kateropusam:

- €O 3HAYMMOCTbIO OTAE/bHbIX MeToA0B 418 6e3onacHocTu UKT.

- C aKTyaslbHOCTbIO OTAENbHbIX METOAOB.

5 ®da3aXM3HEHHOro uyKna 4OBepPUst U YC/IOBHblE 0O03Ha4YeHUSA

B Tabnuue 2 nogpasgena 5.4 HacTosiLero ctaHjapTa nepeyncsieHbl NnpeAcTaBneHHbIe HUXe MeToapbl,
KknaccmgurumMpoBaHHble B COOTBETCTBUM C ha3oi XXM3HEHHOTO LyKNa. B Ha3BaHMmM Kaxgoro oTaebHOro nepe-
yucneHns NoBTOpseTCs ero knaccugurkayms.

Mpegctasnswowme Hanbonblnii MHTepec asbl XU3HEHHOTO LUMkNa npeAcTaBieHbl rpaduyeckm
yeTbipbMA cTON6LamMu Tabnnubl. B cooTBeTcTBUM € TpeboBaHnsamm MCO/M3K 15288 n NICO 9000 TexHonoru-
yeckme MpoLLecChl XM3HEHHOrO Lukna CrpynnupoBaHbl B YeTblpe cTafuu, Mo OAHOW Ha KaxAblii cTtonbew, 1
coKpaleHHO 0603Hau€eHbl:

- D (Design) — npoekTupoBaHuWe, BKIOYas NpoLecchl onpeaeneHns TpeboBaHmnii 3auHTePecoBaHHbIX
CTOPOH, aHanm3a TpeboBaHuii, apxXMTEKTYPHOro MPOEKTMPOBAHMUSA 1 peanusauum;

- I(Integration) — nHTerpaums, BKAOYaA NPOLLECChl MHTErpauunmn n sepudmkalum:

- T (Transition) — nepexof, BKAOYaa npouecchl Ay6npoBaHns, NnepeMelleHns, BBoja B feiicTeue un
NPUEMOYHbIE UCMbITaHNS;

- O (Operation) — akcnayatauus, BKAKYasi NPOLLECCHI 3KCMyaTauumn, 06CAyXMBaHUA N IMKBUAALNN.

MpumevaHnwns

1 KoHKpeTHbIi meToa 06ecrnedyeHnsa JOBEPUA MOXET 0XBaTbiBaTb KaKyl-TO a3y XU3HEHHOTOo Lukia TONbKO Npu-
6n1n3nTensHo. B aTom cnyvyae aTa ha3a OTCYTCTBYeT B rpatyeckom npejcTaB/ieHnn.

2 Tlpouecchl XM3HEeHHOro yukna 0-1-T-0 npuMeHnMbl K Nt0607 KOHKpeTHOW cucteme VKT 1 ee KOMNOHEHTaM, T. €.K
annapaTtHbiM cpegcTeam v MNO. Pa3paboTka vynyylweHne NnpoLeccoB XM3HEHHOTO LuKa ABNAIOTCA BTOPbIM U3MEPEHUEM,
KOTOpOe MOXHO npejcTaBuTb rpachMyecku, Ho a HacTosil,ee BpeMs 3TO M3MepeHne He npeacTaBneHo. Bo6nactn 6e3onac-
HoCTK WIKT aTo n3mepeHue nmeet ocoboe 3HayeHune 13-3a MeTO/0B ynpaBieHnsa 6€30NacHOCTbI0, MPUMEHEHHbIX K CUCTE-
mMaMm WKT Ha chase dpyHKUMOHUpOBaHUA B cooTBeTcTBUM ¢ MCO/MIK 17799 n BS 7799-2. Mo cywectBy paspaboTka u
ynydlweHne NpoLeccoB XN3HEHHOTO LKA BKNOYaeT B cebs OLeHKy N J0KyMeHTupoBaHue, pa3paboTky, U3MepeHune, yayu-
weHne n cepTudmkaymio npoLeccos. T0 BTOPOe U3MepeHne ABASETCA NPAMOYTO/bHbIM (OPTOrOHaIbHbLIM) N0 OTHOLWE-
HUIO Kn3mepeHuto D-I-T-O.

5.1 Mopxopn kobecneyeHno J,OBEPUS N YCOBHbIe 0603HaYEHMSA

B Tabnumue 2 nogpasgena 5.4 HacTosLWero ctaHaapTa nepeyncnieHbl NpeacTaB/IeHHbIe HUXKE MeToAbl,
pacnpegfeneHHble No KaTeropusim B COOTBETCTBUM C UX NOAXOA0M K 06ecrneyeHuto oBepus. B HasBaHmM Kax-
A0ro oTAesibHOro MeTofa oTpaXkaeTca ero CoOoTBeTCTBMeE NO KaTeropun.

KaTeI’OpVII/I mMeToaoB obecneyeHus AoBepud HarndagHo npeacTtaB/eHbl B Ta6]'ll/ILl,e 1

- [0Bepue K NpoAyKTy: 0603HAYEeHO 3arfiaBHOl OYKBOW Ha3BaHWUSI dasbl XM3HEHHOrO LMKIa Mexay
cTpenkamu, Hanpumep. -H0->;

- [oBepue Knpoueccy: 0603Ha4YeHO 3ar1aBHON 6yKBOI Ha3BaHMs dhasbl XXM3HEHHOTO LMKIa HA TEMHOM
hoHe, Hanpumep, D;

- AoBepue Kcpepe: 0603Ha4YeHo 3arnaBHoO 6yKBOVI Ha3BaHUA (*Ja3b| XWU3HEHHOro yukna ¢ nosaockamm
cnesaucnpasa. Hanpumep.|01.
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Tab6bnuuya 1— CTpykTypa meToAoB obecnevyeHns foBepusi — YyCNOBHble 0603HaYeHNSA

Nosepue — chaza * Mpoext/ WnTerpaums/ Beog BAeiictaue!l
Pasgen
A — nogxop 4 peanusaums Bepudmkaums nepexoj SKennyarayms
MpoaykT ->D-» -Y-» -»T-> ->0->
(/ICuctemal/Ycnyrall é )
Mpouyecc(§) D | T
Cpega
(/Opranusauusa/

MepcoHan)(é) | I ° IL J L \] 1 °

MpumevyaHwusn

1 MockoNbKy MeToAbl o6ecnevyeHns AOBEPUS MOTYT XxapakTepu3oBaTb KOMOGUHALMIO NOAXOA0B, CUMBO/bI MOXHO
06beanHUTL, HanpumMep, MeTog, obecneunBal L nii Kak foBEPUe K Npoueccy, Tak n foBepue K cpeae, MOXeT 6biTb Npes-
cTaBneH 6ykBoil Ha TEMHOM (DOHe C MosI0CKamMu cneBa u cnpasa.

2 KOHKpeTHbI MeTof MOXeT 0XxBaTbiBaTh 60/1€e UK MeHee NOJIHO OAUH NoaxoA. Mpe3eHTaumsa B BUje BU3yanbHO-
ro o63opa He rognTcAa ANA NpefcTaB/eHNsa CTeNeHn oxBaTa pas/IMyHbIX NOAX0A0B K06ecneyeHnto J0BePUSA AaHHbBIM METO-
Aom.

3 KoHKpeTHbIli MeTos o6ecneyeHns AOBEpPUA MOXET OXBaTbiBaTb KakoW-TO MOAXO0J TONbKO Npu6An3nTenbHo. B
3TOM cnyvae B rpauyeckom npeacTaB/ieHNN AaHHbIA NOAXOS OTCYTCTBYeT.

5.2 AKTYa/IbHOCTb M YC/I0BHble 0603Ha4YeHUs
BcnepacTeue 60/1bLLIONO YMC/1a METO0B NO/Ib30BATE/I0 HACTOSILLETO CTaHAapTa JaeTcs ykasaHne BOTHO-
LUEHNU UX COCTOAHUSA. B TabnuLe 2 3T1 COCTOAHUSA OTPAXEHbI CIeAyH0LIMM 06pa3oM:

- B HacTosiliee BpeMsi AeiCTBYLME U LWMPOKO NPUMEHAeMble MeTobl NpescTaBfeHbl B Tabnuue 2
MONYXVPHbBIM LUPNPTOM:

- ycTapeBaiol1e, BbiITECHSEMble, 06beAVHAIOLMECS UIU UHBIM 06pa3oM yTpauvBaloLlue CBOK akTy-
a/IbHOCTb MeTO/bl NPeACcTaB/eHbl B Ta6/MLE 2 CBET/IbIM LIPUETOM.

MpumeyaHune — ITanereHja He NOBTOPAETCA BHa3BaHUM OTAENbHOTO NEePeYHA AaHHOro nojpasaena.

5.3 3HaunmmocTb 6e3onacHoCTU U YCNnoBHblE o603HauveHus

M3-3a 04eHb 60/1bLLIOT0 Ycna MeTOA0B N0/b30BaTE/I0 HACTOSALWEro cTaHjapTa faHo ykasaHue B OTHO-
LeHnn 6e3onacHocTun nx MIKT. B Tabnuue 2 3T0 COCTOSHME OTPaXEHO cneayoLw M o6pa3om:

- OpPMEHTMPOBaHHbIE HEMOCPEACTBEHHO Ha 06ecneyeHne 6esonacHocTn UKT MeToAbl 0603HaYEHbI CUM-
BOJIOM (%) («3aMOK»),

5.4 O630p meTo40B 06ecnevyeHns gosepus

B tabnuue 2 npegctasneH 0630p paccmaTprBaeMbiX METOA0B 06ecneyeHns [oBepus Hapsay € X kiac-
cudomkaLmein B COOTBETCTBUM CO CTPYKTYPOIA, padpaboTaHHoii B UICO/MIK TO 15443-1.

Ta6nuya 2— CTpykTypa meTonoB o6ecneyeHus goesepus. KpaTtkuiti 063op

Pasge [Josepne — hasa » Mpoekt/ WHTerpaums/ BBop e geiictBne/  ®yHKUMOHMPOBA-
Aen — noaxog i peanusaums Bepuchnkaumsa nepexog, Hvie
6.1 NCO/M3K 15408— Kpmep@m 50-> Ry >0->
oueHkn 6esonacHocTn UT &
6.2 TCSEC — KpUTepuun OLeHKN
[OBEPEeHHOW KoMNbloTEpPHOM -*D-+ Y ->0->
cncTembl B
6.3 ITSEC/ITSEM — kputepuu OLl,eHKl/I" _sD—> >0->
6esonacHocTn UT n meTopgonorns &
6.4 CTCPEC — KaHagckue kputepun »D->
OLeHKV JOBEPEHHOTrO NpoAykTa &
6.5 KISEC/KISEM — KpuTepuun oueHKK
MH(pOPMaLMOHHOW 6e30nNacHoCTn 1 -*D-> -»0-»

meTtogonorus Kopeun é
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MpogonxeHnne Tabnuubl 2

Pazgen

6.6

6.7

6.8

6.9

6.10

6.12

6.13

6.14

6.15

6.16

6.17

6.18

6.19

6.21

6.22

6.26

[osepne — haza k
— noaxop ¢

RAMP — dhasa noggepxku
knaccudpmkauum §

ERM — nopgpepxka knaccudukayuv
oueHKkn (a obuiem) ft

TTAP — nporpamma oueHKun
AoOBepeHHOI TexHonoruu ft

TPEP — nporpamma oueHku
floBepeHHOro npoaykra ft

PaunoHanbHbIil KOMNAEKCHbI |
npouecc® (RUP®) |

MCO/M3IK 15288 — npouecchl
XW3HEHHOr0 LuKna CMcTeMbl

NCO/M3K 12207 — npouecchl
XW3HEeHHOoro umukna Mo

V — mopenb

NCO/M3K 14598 — oueHka
nporpamMHOro npoaykra

Ycnyrn no obecneyeHunto 6a3oBoii
6e3onacHocTn X/Open ft

SCT — TecTupoBaHue CTpororo
COOTBETCTBUA

NCO/M3K 21827 — npoekTuposaHue
6e3onacHoCcTu paboThbl
cucTeM — MoAesnb 3penocTu
(SSE-CMM®) ft

TCMM — pgoBsepeHHast Mojesb
TexHonornyeckoi 3penoctu ft

CMM1 — wuHTerpauus mogenun
TEXHO/I0rnYeckoi 3penocTu®

NCO/M3K 15504 — oueHka
nporpamMMHOro npouecca

CCM — mopenb TEXHONOTMYECKON
3penoctu® (gnsa o)

SE-CMM® — mopgenb
TEXHO/I0TMYeCcKoi 3penocTun
CUCTEMHOTO NMPOEKTUPOBAHUA®

TSDM — wmeTogonorus paspaboTku
BblBEpEHHOTO MO

SdoC — 3asBneHue nocTaslimka O
COOTBETCTBUYU

SA-CMM® — mopens 3penoctun
BO3MOXHOCTelW npuobpeteHns
nporpamMHoro o6ecne4yeHna®

NCO cepusa 9000 — meHegXMeHT 1
KayecTBa 1
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OKOoHYaHue Tabnuubl 2

pasaen [Losepue — pasa * MpoekTt/ WHTerpaums/ BBog B geiicTBne/  dyHKUMOHMpOBaA-
A — NoAxog, i peanusauus Bepuukaums nepexog, Hve
6.27 NCO 13407— CKOHLEHTPUPOBaHHbI D
Ha YyenoBeke NpPoekT
6.28 FeHeanornsa paspa6oTumka b
(B 06w em)
6.29 NCO/M3K 17025 — pgoBepue K D .
akkpeauTayum [ J II
6.30 MCO/M3K 13335 — pykoBogCcTBa no
ynpaBneHuto 6esonacHocTbio UT | T 0
(GMITS) »
6.31 BS 7799-2 — cuctembl ynpasneHus
MH(OPMALMOHHOI 6€30NacHOCTbI0. 0
Cneundmkauus c pykosogctsom €
6.32 MCO/M3K 17799— npakTtunuyeckue
npasuna ynpasneHuns O
MHhOpMaLNOHHOM 6e30NacHOCTbI0
6.33 FR — ucnpasneHne aedektos 0
(B 06w em)
6.34 6a30B80€e pPyKOBOACTBO 50->
no sawmute UT §
6.35 TecTupoBaHue NPOHUKHOBEHUSA é ->0->
6.36 ATTecTauua nepcoHana (He
cBsizaHHas ¢ 6e30NacHOCTbIO) I I II
6.37 ATTecTauus nepcoHana (cesizaHHasi ¢

7
6e3onacHocTbio) € O I J I
L |

5.5 MeTtogonorusa npeacrasreHns

B pasgene 6 npeAcTaBieH aHann3 ngeHTMULMPOBaHHbLIX METOA0B 06ecneyeHuns foBepus. MocKobKy
MHOrvie MeTofbl 06ecneyeHns 40BepUsi CBSA3aHbI CPa3/IMYHbIMU NOAX0AaMM KOBecneueHuo JOBepust, Kaxaplii
MeToj A0/MKeH 6biTh NpeacTaB/ieH co CBOMM onucaHueM. Ha AaHHOM aTane cpaBHeHWe MeTofoB He npes-
YCMOTPEHO.

B nogpasgenax pasgena 6 npeActaBfieH CTPYKTYpUpOBaHHbIi KpaTkuii 0630p Kaxaoro metoga o6ecne-
UeHUs foBepUs. NAEHTU(ULMPOBAHHOTO B JaHHO TEXHOMOTMYECKO cxeme.

HaumeHoBaHWe MeTofa OTpaxaeT ero CyTb W IBASIETCS MOMHbLIM U 0huLMaibHLIM Ha3BaHMEM MeToaa
o6ecneyeHuns JOBepUsi NPU CChiJIKE HA HEro, a Takke Npy HEO6XOAMMOCTH UCNO/b30BaHUSA B KAUECTBE CCbil-
KN — CHMBOJIMYECKNM.

Kaxaplii kpaTkuii 0630p NoApasaensioT Ha ciefytoLe COCTaBHbIe YacTu:

- Lefb: KpaTKoe OTIMUUTEIbHOE Ha3HaYeHe MeToaa;

- onvcaHue: KpaTKoe onvcaHve MeToaa:

- MCTOYHMKM, ONUCLIBAKOLLME: aAPEC/CChINIKY HA KOMUTETbI U/UKM OpraHn3aLmMmn U AOKYMEHTLI N0 MeToay
nnu ctaHgapTusayum.

6 MeToabl 06ecrnevyeHnst oBepus

6.1 NCO/M3K15408 — kpuUTepumn oL,eHk 6€30NacHOCTM MHPOPMALMOHHbBIX TEXHONOTUIA £

*T-» -»0->
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6.1.1 Uenb

O6ecneyeHne cornacoBaHHON CXeMbl U ﬂO,EI,pOﬁHbIX KputTepmes OLEHKN 6e3onacHocTn UT. NPUrogHbIX
A4 NCNONb30BaHUA KaK B roCyAapCTBEHHbIX CTPYKTYpPax, Tak N ans o6u4ero noNb30BaHUA.

6.1.2 OnuncaHue

O6LWue KpuTepun paspaboTaHbl N0 NOPYYEHWIO NPABUTE/TbCTBEHHbIX YUPEXAEeHNI, CBA3AHHbIX C MHOp-
MaLMOHHOI 6€30MacHOCTbIO, Kak CMoco6 He3aBMCMMOW OLeHKN xapakTepucTuk 6e3onacHoOCT NPOAYKTOB U
cuctem UKT. Kputepum 6bian paspaboTaHbl BO B3avMOAEWCTBAN C COBMECTHbIM TEXHUYECKUM KOMUTETOM 1,
nogkomuTeT 27. «MeToabl UcpeacTBa obecneveHns 6esonacHocTu» (CTK1MK27) nony6ankosaHbl Kak Mex-
AyHapogaHbiin ctaHgapT MCO/M3K15408.

O6Lwure KpuTepun pasgensaT NOHATUSA «YHKLMOHaIbHbIe BO3MOXHOCTU 6€30MacHOCTU» U «[0Bepue K
6e3onacHoCTV» naeTanbHO cneunuumpyroT MeTobl, CpeacTBa 1 (PYHKLUNUU, KOTOPble MOryT CnocobCcTBOBAaTL
CO3/1aHuN0 YBEPEHHOCTN B COOTBETCTBUM NpofykTa 6e3onacHocTun Lenam 6esonacHocT. KoHKpeTHble MeTo-
Abl. cpeAcTBa v PyHKuun fosepusa onpegenersl B UICO/M3K 15408-3 1 B nepByto ouepefb (HO He UCKYN-
TeNbHO B 3TUX LEeNax) npefHasHavyeHbl 418 NOyYeHUs A0Bepus NOCPeACTBOM He3aBUCKMMOW OLEHKN Uin
Bepudmkaymmn. NnaHnpyeTcs BO3MOXHOCTb BepndmKaLMm cornacoBaHHOro NPUMEHEHUs KpUTEPUEB OLLEHKM
nocpesCcTBOM CXeM HaLMOHaNbHOW cepTudmKauuu.

B pamkax MCO/M3K 15408-3 meToapl 1 cpefcTBa obecneveHns [OBeEpPUS pa3fesieHbl Ha YeTbipe obiac-
TV NPUMEHEeHNs, Ha3blBaeMble «knaccamn». B npegenax Kaxaoro knacca onpejesieHbl pasfiniyHbie MeTobl,
Ha3blBaeMble «cemMeincTBaMu». B kaxaom cemeiicTBe MMeTCA 04UH Uy 601ee ypoBHeR CTPOrocTu. YpoBHU
CTPOrocTH, Mo KOTOPbIM MOTYT MPUMEHATLCA METO/bl, Ha3blBATCA «KOMMNOHEHTaMm». Kaxablii KOMNOHEHT
0603Ha4YaeT Heo6X0AMMble TOYHbIE [,eICTBUS U 3/1IeMEHTbI foKa3aTeNbCTBa.

B pamkax ICO/M3K 15408-3 onpegfesnieHbl HECKOMIbKO MakeTOB KOMMOHEHTOB A0BepUs, paboTarLnx
BMECTe Ha B3aVMHO 10N0/IHALLE OCHOBE. NakeTbl KOMNOHEHTOB ,OBEPUS, paboTalLLUX BMECTE Ha B3aUMHO
[ONOSHAKLWEe 0CHOBE, Ha3biBaT «OLLEeHOYHbIMU YPOBHSMMW AOBEPUS».

BcnomoraTenbHas MeToA0/10r1s No NPUMEHEHUNIO 3TUX KpUTEpUEB, obLas MeTo40M10rMsa OLEHKN paspa-
6aTtbiBaloTCA paboyeii rpynnoi no o6Lieil MeTo010rMN OLEHKN, ABNSIOLWEeACs NoArpynnoli npoekTa o6Lmx
KpuTepues.

6.1.3 NcToYHUKNK
MCO/M3K 15408-1; NCO/M3OK 15408-2; NCO/M3IK 15408-3.

NMpumevyaHnne — NCO/M3IK 15408 asnsaetcs pesynbrtatom gestenbHoctn MCO/MIK ¢ COBMECTHbIM TEXHU-
Yyeckum komuteTom 1. nogkomuteT 27. paboyada rpynna 3 (CTK UMK 27/PT 3) «NHopmaLmoHHas TexHonorna. Metoasl
cpepcTBa obecneveHns 6esonacHocTu. Kputepuu ouyeHkn 6ezonacHocTm»

6.2 TCSEC — KpuTepumn ou,eHKn 6e30MacHOCTN JlOBEPEHHbLIX KOMMbIOTEPHBLIX CUCTEM %

-*D-> -»|-> -¢+0.

6.2.1 Uenb
Knaccudpmkauus v onpegeneHme knacca 6€30nacHoCTy NPoAyKTa KOMMNbHTEPHOW CUCTEMBI.
6.2.2 OnuncaHue

Kputepum oueHkn 6e30nacHOCTU OBEPEHHbIX KOMMbOTEPHbIX cucTem (TCSEC) ABNAIOTCA COBOKYNHOC-
Tbi0 KpUTEPUEB, paHee UCNo/b30BaBLUUXCA A1 Knaccudukauuy unu onpepeneHmsa knacca 6e3onacHocTy,
obecneynBaemMoin NPOAYKTOM KOMMbIOTEPHOL cucTeMbl. HoBble OLeHkM ¢ ncnosnb3oBaHmem TCSEC B HacTos-
Lee Bpemsi He NPOBOAATCA, XOTSA pa3paboTkm ux BegyTcs. MHorga TCSEC HasbiBaloT «OpaHXeBOW KHUToN»
13-3a OpaHXeBOoro LBeTa ee 06/10XKKH.

MpoaykT «cooTBeTcTBYeT» TCSEC npu yc/ioBun erooueHkn no «fporpamMmme oueHMBaHs JOBEPEHHOIO
npoaykta» (TPEP) unn «Mporpamme oLeHk/ f,oBEPEHHOI TexHonorum» (TTAP) Ha cooTBeTCTBUE TpeboBaHU-
AM yCcTaHoB/IeHHOro Knacca TCSEC vnn ecnu HesaBucHMas OLieHKa BbiBU/IA Y MPOAYKTa Ha/imume xapakre-
PUCTUK 1 40BEPUS ITOrO Kacca.

Knacc saBnsieTcs cneumdunyeckoli COBOKYMHOCTb0 TpeboBaHuii TCSEC, KOTOPbIM COOTBETCTBYET OLLeHU-
Baemas cuctema. B TCSEC nmeeTtcs ceMb KnaccoB B nopsgke yobiBaHUS XxapakTepucTuk n gosepus: Al. B3.
B2.B1.C2.C1 nD.CnepoBaTefnbHO, cUCTEMA, OL,eHEHHas Mo knaccy B3. nmeeT 60/bLue XxapakTepucTuk 6e30-
nacHoOCTN W/unm 60/blue YBEPEHHOCTN B AO/HKHOM (PYHKLMOHMPOBaAHNN XapakTepucTuk 6e30nacHocTu, Yem
cucTema, oLleHeHHas no knaccy B1. Tpe6osaHus 415 60/1ee BbICOKOrO Kiacca BCerfa aBnsatoTCcs pacLluMpeHHoii
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Bepcueln 6onee Hu3wWero knacca. Takum obpasom, cuctema knacca B2 cooTBETCTBYET KaxoMy oyHKLMO-
HanbHOMY Tpe6oBaHuto knacca C2 1 umeeT 60n1ee BbICOKWI YPOBEHb lOBEPUS.

YpoBHEM ,0BepUA ABNAETCA COBOKYMHOCTb Kniaccos (cM. Bonpoc 11) us TCSEC [cm. FAQ (yacTo 3agaBa-
eMble BOMpocChl) KOHLenuuii kputepunes, Bonpoc 1). B «OpaHxeBoii KH1re» onpegeneHbl YeTbipe YPOBHS AOBe-
pua B nopsifke ybbiBaHUA f0Bepus 1 yMeHblueHus xapaktepuctuk: A. B. C n D. CnegosartesnibHo, cuctema,
oLeHeHHas Nno KOHKPeTHOMY Kiaccy ypoBHS foBepus B. nmeeT 60/blue xapakTepucTuk 6e3onacHocT nywm
60/bLUe YBEPEHHOCTUN B AO/HKHOM PYHKLMOHUPOBAHUN XapakTepucTuk 6€30nacHOCTU, YeM CUCTEMA, OLLEHEH-
Has Mo KOHKPeTHOMY knaccy ypoBHsi fosepusi C. XoTA MHTepnpeTayusa nogcuctemM KoMnbloTepHo 6e3onac-
HocTu (CSSI) TCSEC cneundmympyeTt KpUTepumn AN pas/ivyHbliX KnaccoB D. OHM He OTpaxeHbl B cammux
TCSEC. KoTopble He npeAbsABAsOT TpeboBaHMil K cucTemam ypoBHS posepus D. [Mo ymonuaHuio
HeknaccuduLMpoBaHHON CCTEeMON ABNAETCA ypOBeHb foBepus D.

Tpe6oBaHMAMM K pa3NYHbIM Knaccam SBASTCA:

Knacc D: MMHUManbHas 3awmTa — pe3epBUpyoT OLLEHEHHbIE CUCTEMBI, KOTOPbIE He OTBevatoT Tpebo-
BaHNAM 60/1ee BbICOKOTO Kfacca.

Knacc C1:Heobs3aTenbHas 3awuta — foBepeHHas BbluncamTensHas 6asa (TCB) cuctemsl knacca Cl
HOMVHaNbHO yaoBeTBOpsieT TpeboBaHNa Heoba3aTeNbHON 3alMTbl NOCPEeACTBOM pa3feneHns nonb3osaTe-
neii n gaHHbIX. TCB 06beAnHAET HECKOMbKO BUAOB HafeXHbIX Mep yrnpas/ieHuUsl, CNOCOOHbIX OCYLLECTBATb
orpaHvMyeHns Aoctyna Ha MHAMBUAYa/IbHON OCHOBE, T. €. MO3BONAILWMX NOb30BATENAM 3aluwaTb NHop-
MaLMio 0 NPoeKTe UM NepCcoHasbHbIE AaHHble NN NpeaoTBpaLlaTh CyyanHoe CUnTbiIBaHNe UK paspyLueHne
CBOMX [l@aHHbIX ApYyrMMu nonb3osatensmu. Mpegnonaraetcs, 4to knacc Cl1 o6beauHAeT nosnb3oBaTeneil,
o6pabaTtbiBaloLLNX AaHHbIE HA OANHAKOBOM YPOBHE KOH(UAEHLMANBHOCTY.

Knacc C2: ynpasnsemas 3alura foctyna — CUCTEMbl 3TOr0 K/acca ocyLwecTBNAT 6oee TuwaTesnb-
Hoe Heobs13aTeNbHOe ynpaB/ieHne oCTynoM, YeM cuctembl knacca Cl. fenas nonb3oBaTenein MHANBMUAyab-
HO OTBETCTBEHHbIMW 3a CBOW AeiiCTBUS MOCPeACTBOM PerncTpauroHHbIX Npoueayp, NpoBEpKn COO6bITUIA,
CBSA3aHHbIX C 6€30NacHOCTbIO, U U30MALNN PECYPCOB.

Knacc Bl: maHfaTHas 3awmTta — A/19 cUCTEM Knacca Bl TpebytoTcs BCce XapakTepucTukm, Heobxoam-
Mble Ans knacca C2. Kpome T0ro, 40/HKHbI ObITb B HAIMUMK: HeodrLmanbHas Mogenb NoNNTUKM 6e30nacHoCTy,
MapK1poBKa AaHHbIX (Hanpumep, CEKPETHOI U YacTHOM MHhopmaLmn) nobs3aTenbHbI KOHTPOIbL AOCTYNa K
yKkasaHHbIM CybbekTam uam o6bektam. Heob6xoAMmo cylecTBoBaHe NoTeHLMaIbHbIX BO3MOXHOCTEW TOYHO
MapK/MpoOBKM BblAaBaeMoi MHopmaLuu.

Knacc B2: cTpykTypupoBaHHas 3alwmrta — B cuctemax knacca B2 TCB ocHoBaHa Ha YeTKo onpejeneH-
HOIi 1 AOKYMEHTUPOBAaHHOW oduunanbHO Mogenn NonuTukM 6esonacHocTw, 415 KOTOpol TpebyeTtcs pac-
npocTpaHeHne AUCKPEeLMOHHOIo U MaHAaTHOro KOHTPO/IA AocTyna knacca Bl Ha Bce Cy6bekTbl 1 06BEKTLI B
aBTOMAaTM3VPOBaHHOW cucTeme 06paboTkun AaHHbIX. KpoMe TOro, y4nTbiBalOTCA CKpbIThle kaHanbl. TCB gon-
XHa 6bITb TWaTe/lbHbIM 06pa3oM CTPYKTYpMpOBaHa Ha KPUTUYECKN U HEKPUTUYECKN BaXKHble B OTHOLUEHWM
3aWmnThl 371eMeHTbI. VIHTepdelic TCB gomkeH 6biTh onpefeneH A0CTaTOYHO XOpoLLo, a npoekT TCB nero pea-
nnM3aums Ao/KHbI NO3BONATL NoABepraTh ee 6o/ee TwaTe/IbHOMY TeCTUPOBaHWIo 1 6051ee AeTanbHo NpoBep-
Ke. MexaHu3mbl ayTeHTUdMKaLMnM  [OSDKHbI 6bITb  YCW/EHbI. AoBepeHHas opraHusauns
npoun3BoOACTBa — NpejcTaBnieHa B BUAe NOAAEPXKU (DYHKLMIA CMCTEMHOro agMuHUCTpaTopa 1 oneparopa
CUCTEMBbI, a TaKKe NpeycMOTPeHbI CTPOrne Mepbl KOHTPOS 3a KOHUTypauoHHbIM ynpasieHnem. Cuctema
[0/XHa 6bITb OTHOCUTESILHO 3aLluLLeHa OT MPOHUKHOBEHUS.

Knacc B3: gomeHbl 6e3onacHocTn — TCB knacca B3 goskHa cooTBeTCTBOBaTb Tpeb6oBaHUAM TOro,
4YTOObI OHa C/TYXW/1a CBA3YOLW MM 3BEHOM MeXy BCeMU foCTynaMu Cy6bEeKTOB M 06bekTamu, 6bin1a 3atmieHa
OT Heymesioro ob6paLleHuns 1 6bina JOCTaToOUHO NMPOCTa, YTOObI NOABEPrHYTh €e aHannu3y nTecTuposaHuto. TCB
CTPYKTypMpOBaHa Tak. YTo6bl UCKIOUNTL KOA. He06A3aTeNbHbI 419 0CYLWeCTBAEHNA NOMTUKM 6e3onacHoc-
T, C MPUMEHEHMNEM CYLLLECTBEHHOIO CUCTEMHOIO NPOEKTUPOBaHNS BO BpeMs pa3paboTku NnpoekTa u peanusa-
uun TCB. Hanpas/ieHHbIX Ha MUHUMU3ALUIO €€ C/I0OKHOCTU. [lo/mKHa NPoBOAUTLCA NOAAEPXKKA CUCTEMHOIO
agMUHUCTPaTopa, MexaH13mbl MPOBEPKN AO/KHbI PACMPOCTPAHATLECA HA CUTHasIbHbIE, CBA3aHHbIe ¢ 6e3onac-
HOCTbIO COObITWA, U AO/MKHA BO3HMKATb NOTPEBHOCTL B MpoLefypax BOCCTaHOBMNEHUA cucTtem. Cuctema B
3HAYMTENbHON CTENEHN A0/MKHA ObIThb 3aLMLLEeHa OT MPOHUKHOBEHUS.

Knacc Al:BeputhuLMpOBaHHbI NPOEKT — cncTeMbl knacca Al hyHKLNOHAIbHO 3KBUBAJIEHTHbI CHUCTE-
MaMm knacca B3 B OTCYTCTBME [ONO/THUTENbHBIX apXUTEKTYPHbLIX 0COGEHHOCTEN nn TpeboBaHuii K NoNuTrKe
6e3onacHocTn. OTIMYUTENbHOW XapakTepnCcTUKON CUCTEM 3TOrO kacca SBNSeTCA aHanus, cneayowmin us
dhopmanbHoli cneundmkalmm npoekTa n MeToAoB BeputrkaLum, 1 nonyyeHHas BbiCOKas CTeneHb f0Bepus K
npasunbHocTH peanunsauun TCB. MNo cBoeMy xapakTepy 370 fOBEPUE ABAAETCH IKCNEPUMEHTasIbHbIM (ONbIT-
HbIM), Ha4YMHas ¢ ohuLanbHOK MoAeNn NOANTUKN 6€30NacHOCTU 1 0huLManbLHOW BbICOKOYPOBHEBOW cnewm-
dukaummn (FTLS) npoekta. FTLS siBNseTcs BbICOKOYPOBHEBOW creuudmkauneli cMCTeMbl, 3anMcaHHol Ha
hopmasibHOM MaTteMaTU4eckoM A3blke A8 (HOPMUPOBAHUSA TMNOTE3 M3 TEOPEM (4EMOHCTPUPYIOLLNX COOT-
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BETCTBME creuudmkaLmy cucTembl ee popMasibHbIM Tpe6GoBaHMSIM) U UX hopMasbHOro fJokasatenbcTea. s
COOTBETCTBYUS paclUvpeHHOMY NPOeKTYy 1 aHanuay npoekta TCB, He06X0ANMbIX A8 cucTeM knaccaAl, Tpeby-
eTca Goflee CcTporoe KOHGUrypaUWOHHOe YynpasreHne W opMUpoBaHWMe npouesyp 6Ge3onacHoro
pacnpepesieH1s CUCTeMbl N0 MecTaM aKcnayarauun. AGMUHUCTPATOPY 6e30MacHOCTM CUCTEMbI AO/IKHA 6biTh
oKazaHa noAfepxka.

6.2.3 WNCTO4YHUKN
Cwm. [45].

MpumeuyaHune — Bce TCSEC, ux nHTepnpetauum n pykoBojcTBa MUMelT pa3HOLBETHbIe 06/10XKN U nHOrga
HasblBaloTCcA «PaayxHoi cepuelii*. TCSEC ABNATCA BHYTPEHHUM CTaHAAPTOM WM NPOAYKTOM MuUHWCTepcTBa OGOPOHbI
CWA.

6.3 ITSEC/ITSEM — meTof0M10rMA U KpUTepun oueHnsaHns 6e3onacHocTv MHOPMAaLNOHHbIX
TexHonornin %

-*D-> -40-*

6.3.1 Uenb

MpefocTaBneHne CTPYKTYpbl KPMTEpUEB U METOA0/I0TMK OLeHNBaHua 6e3onacHocTu UT ans esponeit-
CKOTO PbIHKA.

6.3.2 OnucaHue

«KpnTepumn oueHnBaHns 6e30nacHOCTU MHPOPMaLNOoHHbIX TexHonoruii (ITSEC)» n «PykoBofcTBO Nno
oueHVBaHMo 6e3onacHoCTY NHOPMAaLMOHHbIX TexHonoruii (ITSEM)» HaxoAsaTca cpeav 4OKYMEHTOB, npej-
LIeCTBYHOLMUX 06LMM KpUTEPUSAM 1 06LLel MeTogonormy oueHkn. OHM 6bi1n pa3paboTaHbl YeTbipbMs €BpO-
neickumu ctpaHamu: @paHuveii. Frepmanvein, Hugepnangammn n BenukobputaHueii.

[oBepuve B ITSEC ocHOBaHO Ha noaxoAe, npeacrasneHHom B TCSEC. OgHako pasgeneHve mexay yHk-
LMOHaNbHbIMKN TpeboBaHuaMU 1 TpeboBaHuAMU fosepus B ITSEC gonyckaeT 60/bLY0 TM6KOCTb. TpeboBa-
HVWA [OBepusi, B CBOKD ouyepedb, AenATCA Ha fBa acnekta — appekTUBHOCTb W NpaBuNbHOCTb. OueHka
3(p(peKTMBHOCTU BKNOUAET B Ce6S pacCMOTpeHne cnenytoLmx acnektoB o6bekTa oueHku (00):

- npuemnemocTb hyHKLMl ob6ecneyeHns 6esonacHocT OO Ans NpoTUBOAENCTBMA yrpo3am 6esonac-
HocTu OO. naeHTUPMLMPOBaAHHBIM B HEM;

- CMOCOGHOCTb (PYHKLMIA N MexaHU3MoB obecneyeHns 6esonacHocT OO 06beANHATLCA HA OCHOBE B3a-
VMHOV NogaepXkn 1 hopmMrnposaTb UHTETPUPOBAHHOE 1 3hheKTUBHOE Liesoe;

- CNocobHOCTb MexaHM3mMoB obecneveHns 6esonacHocT OO NPOTMBOCTOATL NPAMbIM aTakam;

- BO3MOXHOCTb Ha MpakTyke KoMnpoMeTaLmn 6e30MacHOCT U3BECTHLIMU YA3BUMOCTAMY 6e3onacHoc-
TV B KOHCTPYKLUMK OO;

- HEBO3MOXHOCTb KOH(purypuposaHus uam ncnosb3osadma OO Heb6e3onacHbIM cnoco6oMm, HO cumTalo-
wmumcs 6e3onacHbIM agMUHNCTPATOPOM UM KOHEYHbIM nosib3oBartenem OO;

- BO3MOXHOCTb KOMNpOMeTaLMmn Ha NpakTyke 6e30MacHOCTN U3BECTHLIMU YA3BUMOCTSAAMY 6e30MmacHoC-
TV Npy pyHKUMOHUpoBaHum OO.

Tpeb6oBaHusa K3 heKTMBHOCTY JOBEPUS COCPEAOTOYEHbI BOCHOBHOM Ha Clyyasx, Korfa OLeHLL UKy npu-
XOAUTCA NPUMEHATL COGCTBEHHbIE 3HAHWA M ONbIT 4715 OL,EHKN 060CHOBAHHOCTUN Nogxofa k 6e3onacHocTu B
OLleHeHHOM npoAyKTe unmn cucteme UT.

Tpeb6oBaHus foBepus knpasnibHOCTH B ITSEC cocpeoToUeHbl BOCHOBHOM Ha acnekTtax, KoTopble f40/1-
XHbI MOATBEPXAaTb NPaBu/IbHOCTb MHhopMaLuun paspaboTymka OTHOCUTETbHO 6e3onacHocTn VT oLeHeHHo-
ro NpoAyKTa Uav CUCTEMBbI.

ITSEC pa3nuualoT TpeboBaHUS K NPaBUMbHOCTN KOHCTPYKUUKU U hyHKLumoHnpoBaHua OO. Kputepuu
KOHCTPYKUMW BK/IOYalOT B cebs npouecc pa3paboTky C pas/iMyHbIMU YPOBHAMU crnieunudukalmm, HaunuHas ¢
BbICOKOYPOBHEBOTO M3/10)XeHNA TPeboBaHWi, KOTOPbIE MOXHO NMPOW/ITIOCTPMPOBATL Ha NPUMepe apXUTeKkTyp-
HOro NpoekTa, 3aTem Ha npumepe paboyero NpoekTa u. HakoHew,, Ha npuMepe peanusaunn OO. KOHCTPYKTUB-
HbIMW acnektamu cpefbl paspaboTkn, oxsaTbiBaembiMn ITSEC, ABNSAOTCA ynpaBneHne KoHdurypaumei,
A3bIKW NPOrpamMMMpPOBaHNS U KOMNNASATOPSI, a Takke 6e30NacHOCTb pa3paboTku.

[Lanee TpeboBaHuWA K (DYHKLMOHMPOBAHWNIO NOAPA3AENAIOTCA HAa acNeKTbl IKCMyaTalMOHHOM [OKYMEH-
Tauum ¢ 4oOKyMeHTaumeln nonb3oBaTens u agMuHMcTpaTopa u cpefbl YHKLMOHNPOBAHNSA C AOCTaBKOM 1 KOH-
domrypavmeid, 3anyckom 1 yHKLUOHNPOBAHNEM.
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Tpeb6oBaHus foBepus k npaBunbHOCTH B ITSEC npefcTaBneHsbl B BUAE LECTU nepapxuyecku ynopsago-
YeHHbIX YpoBHeli goBepus oT E1 no E6. OT ypoBHA K YPOBHIO fONONHUTENbHbIE TpeboBaHNA obecneynBaloT
60nee CTPOroe oLieHNBaHne NpoaykTa n cuctemsl UT. B ypoBHK AoBepus TpeboBaHusa foBepus Kk adhdextuns-
HOCTU He BKNtoYeHbl. OgHaKo nHopmMaLms, noyyeHHas npu oLeHke NpaBunbHOCTU, KOTOPas AOMKHA NpuMe-
HATbCA ANS NPOBeeHNa aHannsa ya3sBuMocTeld, onpegenexa.

JononHutensHo ITSEC B 06Wmnx yepTax HameyaeT B3aMMOCBA3b YPOBHEN OLeHNBaHUS C knaccamu
ITSEC.

ITSEM ocHoBaHa Ha ITSEC, onucblBas, kak cnegyet oueHmatb OO B COOTBETCTBUU C 3TUMU KPUTEPUS-
mn. Cneundunyeckoin Lensto ITSEM aBnsieTcs obecneyeHne Haamunsi rapMoHU3nNpoBaHHOro Habopa MeTo40B
oueHnsaHua, gononHawwmx ITSEC.

ITSEM He ocHOBaHa Ha npefwecTBYOLWNX AOoKyMeHTax. OHa Bnepsblie nNpeAcTasuia MHOIO 4OMOSHU-
TeNbHOW MH(OpMaLMK Mo NPUMEHEHNI0 MeTOA0B o6ecnevyeHns A0Bepusi, B OOLLUX YepTax U3MOXKEHHbIX B
ITSEC. n, KOCBEHHO, MeTO/,0B 06ecrneyeHUs 4oBepus, Ucnonb3oBaHHbix B TCSEC n CTCPEC.

6.3.3 VICTOYHUKN
Cwm. [40]. [41].

MpumeyvyaHnune — ITSEC/ITSEM sBnsaTca pesynbTatom paspaboTok EBponeiickoili komuccuu. iupektopata
rNaBHOro MHOpPMaLNOHHOTo o6 ecTBa, OTAENEHUS NHopMaLun U KOMMYyHukaumun. BU 24 0/41. Rue de la Lot. B-1049
Bpioccens.

C AmpeKkTopaToM rnaBHOro MHGOPMaLMOHHOr0 061 ecTBa MOXHO CBSA3aTbCsl Yepes YHUBEPCa/lbHbIN yKa-
3atesib pecypca http:/europa.eu.int/pol/infso/index en.htm.

6.4 CTCPEC — kaHajcCKue KpUTepuu oueHMBaHnA OBEPEeHHOro npoaykra %

*D->

6.4.1 Uenb

MpefocTaBneHne CUCTEMbI U3MEPEHU, NPUMEHAEMO /151 OLeHNBaHUSI (DYHKLMOHAIbHbIX BO3MOXHOC-
Teil ngoBepust cepencoB 6e30nacHOCTU, NPeAOCTaBAAEMbIX MPOrPAMMHBLIM UK annapaTHbIM NPOAYKTOM Un
CUCTEMOIA.

6.4.2 OnncaHue

KaHajckue Kputepum oueHnBaHusa fgosepeHHoro npoaykra (CTCPEC) 6bi5in pa3paboTtaHbl o creyto-
LWUMU TPEMS LeNaMn:

1) npepocTaBneHne cpaBHUTENbHOW TabNuLbl 415 OLLEeHUBaHNSA KOMMEPYECKUX NPOAYKTOB;

2) npepocTaB/ieHVe OCHOBbI A/151 pa3paboTky cneumndukaunii 4na A0BEPEHHbIX KOMNbIOTEPHbIX NPOAYK-
TOB;

3) npepocTaBneHve metoga cneunuumpoBaHns 0BEPEHHbIX NPOAYKTOB NPY 3aKyrkKe.

Mpy foBepeHHOI 06paboTke AaeTcsa onpeaesieHne ABYM Tunam TpeboBaHuii:

1) cneyundmryeckue TpeboBaHNS K cepBrcam 6€30NacHOCTU:

2) TpeboBaHuA foBepUs.

CTCPEC cneuudumumnpytoT Tpe6oBaHnsa PyHKLMOHANbHbIX BO3MOXHOCTER 1 TpeboBaHus AoBepus Mo
[ABYM OTZAe/IbHbIM rpynnam ANS BblAeNEeHNS YHUKaIbHBIX YCAYr No obecneyeHunto 6e30nacHOCTH 418 Npoayk-
ToB. 'pynna Tpe6oBaHWil PYHKLMOHA/IbHLIX BO3MOXHOCTEN COCTOUT U3 KpUTEPMEB KOHMUAEHLMNANBHOCTM,
LLe/IOCTHOCTH, AOCTYNHOCTU 1 NOAOTYETHOCTH, TOrAa Kak rpynna TpeboBaHuii JOBEpUs COCTOUT U3 KpUTepres
fosepus.

HekoTopble Tpe6oBaHMA 40BEPMSA NO3BOAIOT ONpPeAeMTb BO BPEMS OLlEHUBAHWA Hanyme Tpebyembix
XapakTepucTuK (CBOWCTB) M UX (PYHKLMOHNPOBAHWE HaMeYeHHbIM 06pa3oM. DTN KpUTepun AO0KHbI NpuMe-
HATBCSA K COBOKYNMHOCTU KOMMNOHEHTOB, COCTaB/AOWMX [0BEPEHHbIA NPOAYKT, N HE06SA3aTebHO K KaXKAoMYy
KOMMOHEHTY NpogykTa B OTAeNbHOCTW. CrnefoBaTeslbHO, HEKOTOPble KOMMOHEHTbI NPOAyKTa MOryT ObiTb
COBEPLUEHHO HeHaZeXHbl, Tor4a Kak gpyrme MoryT oueHuBaTbCs UHAMBUAYANLHO NO 60/1ee BbICOKOMY WK
6051ee HM3KOMY Knaccy OLeHMBaHUs, YeM paccMaTpuBaeMblii B LLle/IOM A0BEPEHHbIA NpoayKT. B foBepeHHbIX
npoAyKTax Ha camoM BepXy paHXnpoBaHWs yCTONYMBOCTb MEXAHU3MOB N30SALMM U NOCPefHNYeCcTBa TakoBa,
4YTO MHOTVE M3 KOMMNOHEHTOB NPOAYKTa MOTyT 6bITb COBEPLUEHHO HEHAAEXHbI.

Tpeb6oBaHWA OBEPUS MOTYT NPUMEHATHLCA KO BCEMY CMEKTPY NPOAYKTOB 06paboTK/ 3/1eKTPOHHbIX AaH-
HbIX MK cpef 06paboTkM NpMKNagHbIX NporpaMmm 6e3 cneumanbHOR UHTepnpeTauum.
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6.4.3 WNCTOUYHUKN
Cwm. [31].

NMpumevyaHne — CTCPEC AansieTcAicTaHAapTOM A/ BHYTPEHHET0/10/1b30BaHUA U pe3ynbTaToM pa3paboTku
WNHCTUTYTa KOMMYHUKaLWOHHOI 6e3onacHocTn (CSE). P.O.Box 9703. Terminal. Ottawa. Ontario K1G 324. Canada.

6.5 KISEC/KISEM — kopeiickne KpuTepun 1 MeToL010rNs OL,eHMBaHNA NHhopMaLMOHHOV 6e30-
nacHocTu g

-+D-* -*0->

6.5.1 Uenb

MpefocTaBneHne CTPYKTYpbl KpUTEPUEB U METOLOJIONMN OLLeHMBaHNS 6€30NacHOCTY [/11 MEeXCeTeBbIX
3KpaHOB 1 cMCTEM 0GHapYXeHWsi BTOpXeHus B Kopee.

6.5.2 OnucaHune

«Kopelickvne kputepum oueHmBaHna 6esonacHocTv uHdopmauun» (KISEC) n «Kopelickaa metogonorms
oueHnBaHmA 6e3onacHocTu nHgopmaunm» (KISEM) 6b1nmn paspaboTaHbl B 1998 1. ¢ Tpems Lensamu:

- obecneyeHne nepapxmyeckoin OLLeHOUHOW LWKanbl ANS oueHnBaHus PyHKL A 6e30nacHOCTY MexceTe-
BbIX 9KPAHOB 1 CUCTEM 06HAPYXXEHUSA BTOPXKEHUS:

- obecneyeHne mMeToga crneunULMPOBaHNS BbICOKOHALEXHbBIX MEXCeTeBbIX 3KPAHOB 1 CUCTEM O6Ha-
PY>XEHWSA BTOPXEHUSA NPY 3aKyMKe;

- HakonieHue 3HaHWi, CBA3aHHbIX C OLLeHMBaHWeM 6e30MacHOCTU, NyTeM aKcnyaTauum CO6CTBEHHbIX
KpuTepres 1 MeTO0/1I0TUN OLLEHNBaHUA.

KISEC onpegenseT hyHKLMOHaNbHble TPe60BaHUSA 1 TPe60BaHNSA [OBEPUS K KAXKLOMY U3 CEMU YPOBHE
oueHunBanus (0T K1 go K7). Ha kaxgom ypoBHe nmeeTtca Habop PyHKLMOHaNbHbIX TpeboBaHuil 1 TpeboBaHuii
fosepusa KISEC, KOTOpbIM [,O/1)XHbl COOTBETCTBOBATL OLLeHMBAEMbIE MEXCeTeBble 3KpaHbl M CUCTEMbI 06HapY-
XeHus BTopxeHns. KISEC nmeeT HECKObKO APYTnX dhyHKUMOHaNbHbIX TPE6OBaHMA, 3aBUCALLMX OT TUNa Npo-
JYyKTa. TaKoro Kak MexceTeBble 3KpaHbl 1 CUCTEMbI OGHapYXXeHust BTopxeHns. OgHako TpebosaHns fosepus
06bIYHO NCMOML3YIOTCA Kak 4/19 MEeXCeTeBbIX 3KPAHOB, Tak 1 /19 CUCTEM OOHapYXeHNs BTOPXeHns. PyHKLMO-
HanbHble TpeboBaHUs BKIOYAIOT B Ce65 nageHTuukaumio n ayTeHTudmkaLmio, LenocTHOCTb, MPoBepKy 6e30-
nacHOCTW. MeHe[XMeHT 6e3onacHocTM U T. 4. TpebosBaHua [0Bepus BKIOYaAOT B cebs paspaboTky,
ynpasfieHne KoHdurypaumeid, TeCTupoBaHue, akcnayaTalMoHHY0 cpeay, PyKoBOAALLME OKYMEHTbI 1 aHa/In3
ySI3BMMOCTEW.

KOHKpeTHbIli ypoBeHb onpefenseTcs B COOTBETCTBMU C peasIn30BaHHbIMN QPYHKUNSAMY 6€30NacHOCTM U1
YBEPEHHOCTUN B COOTBETCTBMUN MEXCETEBbIX 3KPAHOB U CUCTEM 06HAapPYXXeHUA BTOPXEHUSA TpeboBaHUsAM foBe-
pus. B 3aBMCMMOCTM OT (hyHKLUMOHaNbHbIX TPe6oBaHWi 1 TpeboBaHW 4OBEPYA OLLEHOYHbI YPOBEHb feNnTCA
Ha ceMb ypoBHeli. Huslwuii ypoBeHb npeactasneH K1. Boicwumnii — K7.

Hwxe npusBefeHbl XapakTepUCTUKM Kax40ro OLLeHOUYHOI0 YPOBHS:

- ypoBeHb K1 fo/keH cOOTBETCTBOBaTb MUHUMa/IbHOMY YPOBHIO (PYHKLMIA 6€30MacHOCTW, Takmx Kak
naeHTudrKaunsa nayTeHTudukauus, N8 CMCTEMHOro agMMHUCTPaTopa v pykoBoACTBa 6€30NacHOCTbIO U T. 4.
Takxke fo/KHbI 6bITb B HA/IMYMKM 3afaHKe No 6e30MacHOCTU U PYHKLMOHA/IbHbIE cneluduKaumm,

- ypoBeHb K2 go/mkeH cooTBeTcTBOBaTb TpeboBaHMAM ypoBHA K1 v 6bITb CMOCOGHBIM co3faBaTtb U
COXPaHsiTb 3anNncK ayamTa fesaTeNbHOCTH, CBA3aHHON ¢ 6e30nacHOCTbi0. Takke MOXeT noTpeboBaTbCs AOKY-
MeHTaLuUs apXUTEeKTYpPHOro npoekta. Heo6xo4MmMo NpPoBeCTH aHann3 ya3BUMOCTER U HenpaBuIbHOro NprmMe-
HEHNA MeXCeTeBbIX 3KPAHOB 1 CUCTEM OBHAPYXXEHUSI BTOPXEHUS;

- ypoBeHb K3 fo/mKeH cooTBETCTBOBATL TpeboBaHNAM YPOBHS K2 1 6bITb CNOCO6EH NPOBEPATL HaNnyne
N06bIX MOANMMKALMIA XpPaHUMbIX AaHHbIX BHYTPY MEXCEeTeBOro akpaHa nin cucTeMbl 06HapyXeHns BTopXxe-
HUSA 1 NepefaHHbIX AaHHbIX. TpebyeTca Takke NoApo6HasA OKYMEHTaL s No opraHn3au iy NpoeKkTPoBaHNS 1
KOHUrypaLMoHHOMY ynpaseHuio;

- ypoBeHb K4 0/1XeH COOTBETCTBOBATL BCeM TpeboBaHUAM ypoBHs K3 1 ob6ecneunsatb OYHKUUIO AeH-
TMdrKaunm nayTeHTurkaumnm, sawmiatoLLyo MexceTeBo aKpaH UM cucTemy o6HapyXXeHnst BTOPXXeHUs ot
aTakMeTo40M 3anvcu 1 NoBTOPHO nepegayn 6/10KoB WNPOBaHHOro TecTa. MpeanaranTcs Takke NCXOAHbI
KOA4 M/Mnun AOKyMeHTaL /s No NPOeKTMPOBaHNo 060pyA0BaHUS;

- ypoBeHb K5 gomkeH cooTBeTCTBOBATL BCEM TpeboBaHNAM ypoBHS K4 nobecneumBatb OYHKLMIO B3a-
VMHOW ayTeHTudukaumm. Heobxoanma Takxe hopManbHas mMofenb NoAUTUKU 6e30MacHOCTU MeXCeTeBoro
aKpaHa Um cucTeMbl 06HapPYXeHNUA BTOPXeHNSA. PYHKLMOHaIbHbIE XapaKTepuCTUKM, JOKYMEHTaLNs no apxm-
TEKTYPHOMY MPOEKTUPOBaHMNIO U paboyemy NpoekTy Ao/HKHA 0DOPMAATLCA B N0AYy(OPMasIbHOM BUJE;
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- ypoBeHb Kb flo/mkeH cooTBeTCcTBOBaTh TpeboBaHNAM ypoBHS K5. Ha aToM ypoBHe flo/kHa BepuduLm-
poBaTbCA COrNacoBaHHOCTb MeXAY AOKyMeHTaLmel paboyero npoekTa, UCXoAHbIM KOLOM UYWIW AOKYMeHTa-
Linei no NpoeKkTUpoBaHnio 060pyA0BaHUS;

- ypoBeHb K7 0/1XeH cooTBETCTBOBATbL BCeM TpeboBaHMAM ypoBHA K6. Ha aToM ypoBHe thyHKLMOHas b-
Hble crneyunguKkauny 1 JOKyMeHTaumnsa no apxXnuTekTypHoOMY NpoeKTMPOBaHUio A0/MKHbI 6bITb 3anucaHbl B hop-
mare /19 ero CUHXpoHM3aLun ¢ QOpPMasibHON MOLEeNblo NONTYKN 6e30NacHOCTU CUCTEMBI.

KISEM co3spgaHa Ha ocHoBe KISEC c Lenblo onncaHuns, kak MexceTeBble 3KpaHbl U CUCTEMbl 06Hapyxe-
HUS1 BTOPXEHMUSA AO/DKHbI OLLeHMBaTbLCA NO 3TUM KpuTepusam. Cneundunueckmm HasHavyeHrem KISEM aBnsetcsa
ob6ecneyeHne HaIMuMA rapMOHN3MPOBAHHOIO Habopa MeToL0B OLeHBaHus, gononHaowmnx KISEC.

6.5.3 WCTOYHUKK
Cwm. [501.[51].

MpumeyvyaHnune — KISEC/KISEM siBnsietcs pe3ynbTaTtom pa3paboTkm AreHTcTBa No MHpopmaLoHHOWK 6e3o-
nacHocTu Kopeu. 78. Karakdong. SonOfla-Gu. Seoul 138-160. Korea.

6.6 RAMP — dhasa noggepxaHusa knaccudukaymmn %
->0-> -»0->

6.6.1 Lensb

Ob6ecneyeHne MexaHuW3Ma pacnpocTpaHeHus npepsblayliein knaccudmkaumm (nosepus) TCSEC Ha
HOBble Bepcuu.

6.6.2 OnuncaHue

Mporpamma asbl nogaepxaHus knaccudukauum (RAMP) 6bi1a paspaboTaHa Ans o6ecneyeHns mexa-
HM3Ma pacnpocTpaHeHus npegbiayuiei knaccudvkauymn TCSEC Ha HOBYIO BEpCUI0 paHee OLLleHEHHOrO Mpo-
AyKTa KomnbloTepHol cuctembl. RAMP npegHasHayeHa AN COKpaleHUss OLeHOYHOr0 BPEMEHU U YCUAWIA,
TpebyeMbIx ANA nogaepxaHusa knaccudmkalmm, nyTeM NCcnonb3oBaHusa NnepcoHana, y4acTBytoLlero B 06¢cny-
XWBaHUW NPOAYKTA, C Liesiblo yNpaB/ieHNs NPoLLeCCOM BHECEHUS U3MEHEHWIA 1 BbINMONHEHNA aHann3a 6esonac-
HOCTW. Takum 06pa3om, 0653aHHOCTb AokasaTesibcTBa paboTel RAMP nexuTt Ha nunuax, oTBETCTBEHHbIX 3a
06CcnyXunBaHue cuctemsl (T. €. NOCTaBLLVKe), BMECTO rpynmnbl OLeHNBaHNS.

B O6LWux KpMTEPUAX MO OLLEHMBAHMI0 6€30NacHOCTM NHOPMaUOHHbIX TexHonorui (CCITSE) umetotcs
TpeboBaHNA N0 COXPaHEHMIO CYLLECTBYIOLMX YpOBHeN EAL. B HacTosiLLee Bpems pa3pabaTtbiBaeTcs nporpam-
Ma. nogobHas RAMP, c yueToM 3Tux TpeboBaHuii.

6.6.3 NCTOYHUKN
Cwm. [32].

MpumevyaHnune — RAMP gaBnsietca pesynbtatom paspaboTtkm National Computer Security Center (NCSC),
9800 Savage Road. Fort George G. Meade. Maryland 20755-6000. USA.

6.7 ERM— nopaepxaHue knaccugukaumm npyu oueHmBaHnm (B obem «)
-»D-* *t-» ->0->

6.7.1 Uenb

PacnpocTpaHeHne Nosly4eHHOro AOBEPUS 32 PaMKM XU3HEHHOTO LuKia u/unu nepnosa BpeEMeEHM, 0CO-
6€eHHO nocrie MoandrKaumm.

6.7.2 OnuncaHue

Mocne nonyyeHnsa gOBEPUs K cUCTeMeE M Npu MoAUdMKaLMN 3TON CMCTEMbI eLe NOTpPebyeTcs AOMNONHU-
TefNbHOe floBepue K Heil. CyLLLeCTBYIOT CXeMbl COXPaHeHNs AOBEPUS KCUCTeMe NOCPeACTBOM HE3HAUYNTE NbHOM
Mogmdmkaumm n. Takum obpasom, NofaepXku npouecca oueHKn (T. e. «cepTudukaumns» unm «knaccudumka-
Lusi»).

MoppepxaHne knaccudmkaumm npu oueHBaHnm ABaseTcs hason oueHku, cnegytoweli 3a pason oue-
HVMBaHuA. Mog 3TUM TepMWHOM MOHMMAeTCs COBOKYMHOCTb AeiCTBUIA NO NogAepXaHuio knaccudmkauum, ¢
NMOMOLLbIO KOTOPbIX OLLEEHUBAIOT COOTBETCTBME NPYMEHsieMbiX TpeboBaHWi 06HOBIEHHbIX BEPCUIA NPOAYKTa, 1
No3BO/ISETCHA COCTAaBUTb NepeyeHb 3TuX Bepcuii. Mpn ERM nocTaBLymK ocyLwecTBAAeT 60/bLUy YacTb PaboThl
no onpejeneHnto NoaaepxaHnsa paHee 4OCTUTHYTOro peiThHIa USMEHEHHOTO NPOoAyKTa.

B cxeme ERM umeloTcs pasnnyHble CYLUHOCTW C COOTBETCTBYHOLWMUMKU 0653aHHOCTAMU (MOCTaBLLVIK,
nonb3oBaTesib, OpraH no ceptudukalmm). Mo OTHOWEHUIO K CXEME JOBEPUSA 3TO O3HAYAET CU/IbHYIO 3aBUCK-
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MOCTb MeToAa obecneyeHns [OBEPUS, Ha3biBAEMOTO «MnoadepXaHve knaccugurkaumm npy oueHnBaHum», ot
o6eunx has foBepus — npoekTnpoBaHme/pa3paboTka n akcnayataums.

CxeMbl nogaepxaHust kinaccugukauuy npu oLeHrBaHUM CyLecTBYIOT B pa3/iMyHbIX hopmMax M 06bI4HO
COCTOAT U3 CNefyoLnX KOMMOHEHTOB:

- NpuMMeHsieMble TpeboBaHusa: TpeboBaHWs, N0 KOTOPLIM NPOAYKT LO/HKEH OLLeHMBATbLCS;

- ayauT ERM: aHanu3 pgokasaTtensctBa RAMP, ocHOBaHHbIA Ha noaxoAswem TUNMYHOM ob6pasue n
npefHa3HauveHHbll ANs obecneyeHns peanmsanuy ToNbKO yTBEPXAEHHbIX U3MEHEHWUI 1y A0BNETBOPUTENbHO-
ro npoBejeHus aHann3a 6esonacHocTu. B gononHeHne kK HeobxogumeiM ayantam RAMP, npoBogumbiM VSA,
rpynnoi aHanm3a 6e30nacHOCTV MOTYT BbINOIHATLCA anepuoguyeckue ayautel RAMP;

- nnaH ERM: goKkymMeHT nocTaBLuvka, B KOTOPOM AaeTca onvcaHne mMexaHu3moB, npoueayp U UHCTPY-
MeHTapus, NCNOMb3yeMbIX A5 BbINONHEHMS Tpeb6oBaHuii RAMP. MNpoueaypbl 3TOro niaHa BbIMNOIHAIOTCS Ha
hase noggepxaHus knaccudukauymun. MNMnad nogaepxaHua knaccudukaumm npegnaraetcsl NOCTaBLLUVKOM U
yTBEPXAAeTCsA KakyacTb npoLecca oueHnBaHusA. STOT NaaH MOXeT U3MEHATLCA BO BpeMs npuMeHeHns RAMP
AN NnpoAykTa, 0cob6eHHO Npu nageHTUurKaum Ha3Ha4yeHHoro nepcoHana,;

- aHanu3 6e30NacHOCTUW: MPOBepPKa TOro, COXpaHseT NN NpeanoXeHHOe N3MEHEHNEe WU COBOKYMHOCTb
U3MEHEeHNIi XapakTeprCcTMKN 6€30MacHOCTU U JOBEPUE K UCXOAHOMY NPOAYKTY M €ro nocneaylowmum Bepcusm,
KOTOopble paHee nogaepxusanmce no RAMP B cOOTBETCTBUM C NpYEMAEMbIMU TPEOGOBaHNUSMU.

OnepaTtopamn RAMP 06bI4HO ABNSAIOTCA:

- rpynna aHanu3a 6e3onacHoCcTu: OTAeNbHble nuua (Hanpumep. VSA, AONOAHUTE bHbIE OLEHLLMNKN),
OTBETCTBEHHbIE 3a MPOBeeHNe aHanun3a, a Takke 3a npejcras/eHune 1 3alWnTy AokasaTenbcTea RAMP nepep,
KOMUTETOM N0 TEXHUYECKOMY HaA30pY;

- KOMWUTET MO TEXHNYECKOMY HaZA30py: NPOBOAMUT FMaBHbI TEXHUYECKUIA aHaNn3 pe3ynbTaToB paboThbl,
BbIBO/ZI0B M pEKOMEHAaLuNi 0TAENbHbIX TPYNN oLeHMBaHusA. KOMUTET N0 TEXHUYECKOMY HaA30py CNYXUT opra-
HOM MPOBEpPKN kayecTBa, eAUHO06pasnsa 1 Nocnef0BaTe/IbHOCTM OLLEHUBAHUS.

B CWA ERM 6bino thopmanusoBaHo kak RAMP un npumeHsnoce gna knaccudukauun 8 TPEP u
MNCO/M3K 21827 (SSE-CMM).

B Benukob6putanmm ERM 6b110 hopmMann3oBaHo kKakcxeMa NnogaepxaHmsa cepTunkaTtoB MOCHOBAHO Ha
paHxuposaHun ITSEC.

Kputepuu ouernmBanma MCO/M3K 15408 npusHatoT ERM. HO npefocTaBnsAloT noggepxKaHme Ha f0/1K-
HOM YpPOBHe OL,eHMBaHUA HaLnoHaNbHbIM OpraHam, HaA3nparoL MM 3a cxemamm oL eHUBaHUA.

6.7.3 WNCTOYHUKN

Mporpammy nogaep>xxaHus Ha A0/HKHOM YpoBHe oueHnBaHua CLUA cwm. 6.6.
Mporpammy nogaepxaHusa Ha O/KHOM YPOBHE OueHBaHUA BenukobputaHuu cm. [44].

MpumeuaHune — Cuctema noggepxaHusa cepTudukaTtoB SABASETCA pe3ynbTtatom paspaboTkum Senior
Executive. UK IT Security Evaluation and Certification Scheme. Certification Body. PO Box 152, Cheltenham Glos GL 52
5UF.

6.8 TTAP — nporpamma OLEeHKN f,0BEPEHHbIX TEXHONOTNA %

*D-> -»1->

6.8.1 Lensb
Co3paHuve, yTBeEpXAeHNe KOMMepPYECKUX CpeACTB OLLeHUBAHUA N KOHTPO/Ib 3@ HUMU.
6.8.2 OnucaHue

Mporpamma oLeHKN AoBEPEHHbIX TexHonoruii (TTAP) siBNseTca COBMECTHON pa3paboTkoilt AreHTcTBa
HaunoHanbHoi 6e3onacHocTn (AHB) n HauuoHanbHOro MHCTUTYTa cTaHfapToB u TexHonoruid (HUCT) no
€O3JaHn0 KOMMepYecknx NpeanpuaTUii 4Ns OLeHMBaHnA AOBEPeHHbIX NpoaykTos. TTAP chopmupyeT, yTBep-
XAaeT KOMMepyeckue NpeAnpuaTAA Mo OLEHNBAHMNIO N HaA31paeT 3a HUMW. B HauyanbHoli cTaguy nporpamMMa
Hanpas/ieHa Ha NPOAYKTbl CO CBOWCTBAMU U CTENEHAMW JOBEPUS, XapaKTepndyeMbiMn 06LLMMUN KpUTEPUSMU
OLIeHKN 6e30MacHOCTU MHhOPMaLMOHHbIX TexHonoruii (CCITSE).

[na nposegeHuns oueHnanmna no TTAP opraHu3aums Ao/mxHa 6bITb aTTeCToBaHa kak opraH rno oueHvBsa-
Huto no TTAP (TEF). CHauyana 6ygyuwee TEF obpawaetca Kk CoBeTy no Hagsopy TTAP 3a BpeMeHHbIM paspe-
lweHvem. B nonoxurtensHom cnyyvae 6yayuwemy TEF paloTcss NonHOMOYMA Ha npoBefeHue npobHOoro
OLEeHVBaHMA N JaHHble 0 HEM NMOMELLaloTCA B CMMCOK nepcnekTuBHbIX TEF. 3atem nepcnektusHoe TEF 3aksto-
4yaeT [loroBop C NocTaBLMKOM ¥ MPOBOAUT NPOBHOE OLEeHMBaHWE AOBEPEeHHOro npoAdykra. focne npo6Horo
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OLEeHNBaHNA CTaTyC «BpeMeHHoe» aHHynmpyeTcsa u TEF MoxeT npoBOAUTL OLEHUBAHUA B COOTBETCTBUM C
TTAP.

HapzopHbiii coBeT TTAP npoBoauT MoHUTOPUHT TEF An1s o6ecneyeHns kayecTBa 1M COr/lacoBaHHOCTY BO
BpeMS oueHuBaHWA. MOCTaBWUKL NPOAYKLMU MHOPMALMOHHbIX TEXHOMOMMIA 3aknoyatT gorosop ¢ TEF u
onnayvBaloT oL eHBaHve cBoeli Npoaykuun. MNocne 3aBepLUeHns OLLeHUBaHNA NPOAYKT 3aHOCUTCA B NepeyeHb
oLeHeHHbIX npoaykToB AHB.

6.8.3 WcTOUYHUKK
Cw. (28).

MpunmeyaHune — TTAP aBnsetca BHYTPeHHUM cTaHgapToMm npaButenbctBa CLUA n aBnsetcs paspaboTkoii
CoseTa no Haa3opy TTAP gns nepepayn AreHTCcTBY HauuoHanbHoOW 6e3onacHocTu. 9800 Savage Road. Suite 6740. Ft.
Meade. Md. 20755-7640.

6.9 TPEP — nporpaMmMa oueHMBaHUA [OBEPEHHOTO NpoayKTa *
-*D-> -K»-*

6.9.1 Lenb

CTVUMYNIMpOBaHWe LUMPOKOW [OCTYMHOCTW [OBEPEHHbLIX NMPOAYKTOB 0GECNeUYeHnsi KOMMNbOTEPHOI 6e30-
NacHoCTU.

6.9.2 OnuncaHune

Mo nporpamme oueHuBaHWA AoBepeHHoro npoaykta (TPEP) nocTtaslwuku obpawiatotcs B AreHTCTBO
HaLMoHanbHO 6e30NacHOCTY CO CBOVM KOMMEPYECKMM NPOoAyKTOM obecneyeHunss KOMNbIOTEpHON 6e3onac-
HOCTW C 3anpOCOM Ha ero OLeHMBaHue, Haue/leHHoe Ha onpefeneHHblil YpOBEHb PaHXUPOBaHWUA [OBEpUS.
OueHLwmkn, padoTatowme no TPEP, ncnonbsytoTt TCSEC v ero nHTepnpeTauumn A1 oLeHKn kKayecTsa CooTBeT-
CTBMA NpoaykTa TpeboBaHNAM LeneBoro paHmxuposaHus. Pe3ynbTaTbl oueHnBaHns no TPEP ny6nukytoTtcs
eXxekBapTa/nbHO B NnepeyHe oueHeHHbIX npoayktoB (EPL) B pasgene 4 Katanora ycnyr u npogykTos no
obecneyeHuno 6e30nacHOCT MHPOPMALMOHHbBIX CUCTEM.

KoHeuHol uenbto TPEP ABnfeTca CTMMy/MpoBaHWe LUMPOKOA AOCTYNHOCTU [AOBEPEHHbIX NPOAYKTOB
obecneyeHns KOMNbIOTEPHOW 6e30nacHOCTV AN BNafenbLeB AaHHbIX U NoMb3oBaTenel, XenawLwmx 3aLm-
TWUTb CBOI CEKPETHYIO U/MNn KOHDUAEHUNaNbHY MHpopmaLuio. Jono/IHUTENbHBIMY LeNAMN ABMATCA:

- obecneyeHue [OCTYMHOCTM NOME3HbIX AOBEPEHHbIX MPOAYKTOB, OTBEYALMX 3KCnayaTauMOHHbIM
noTpebHOCTAM KOHEYHOro Nonb3oBaTens;

- obecrneyeHne NCNob30BaHNA AOBEPEHHbIX NPOAYKTOB NPY KOHCTPYNPOBaHUN BHeAPSieMOli JOBEPEH-
HOM cncTemsl;

- obecneyeHune cneymanbHOro pykoBoACTBa MO NPaKTUYHOCTM AOBEPEHHbIX MPOAYKTOB:

- obecneyeHue cneymasbHOro PyKoBOACTBA MO (PYHKLMOHA/bHONW COBMECTUMOCTU XapaKTepucTuk
6e30MacHOCTA C YpOBHEM [10BEPUS, CBA3AHHLIM C ONpefesieHHbIMU XapakTepucTuKkaMu oTAebHbIX OLEeHEH-
HbIX MPOAYKTOB;

- CTUMY/NMPOBaHWE OTKPbITbIX W CKOOPAUHWPOBAHHBLIX AEM0BbIX OTHOLIEHWA C HauWOHaNbHbIMW W
060POHHBLIMW NHOPMALMOHHBIMU MHPPACTPYKTYpaMu.

6.9.3 NCTOYHUKN
Cwm. [46].

MpumeyvyaHnne — TPEP 6bina 3aMeHeHa NporpamMmMoil OLeHKN JOBEPEHHbIX TEXHONOTWIA. B HacToswee Bpems
HOBble oL eHKN c nomowbio TCSEC He npoBoaatcsa. Cm. TCSEC.

TPEP aBnsetca BHYTPEHHUM cTaHfapTom npaButenbctea CLUA n pa3paboTkoii AreHTCTBa HaLWOHanbHOW 6€30-
nacHoctu. 9800 Savage Road. Suite 6740. Ft. Meade, Md. 20755-7640.

6.10 PauvoHanbHbIli yHUBepcanbHbli npouecc® (RUPO)

| —xp -+ | -+x14l

6.10.1 Lonb

O6ecneyeHre NOJTHOCTbI 3aMN0/IHEHHOW CXEMbI XU3HEHHOTO LKA NpoekTrpoBaHus MO. BkIovas cpe-
4ly. NpoLecchl, AecTBUSA, METOAbI U CPEACTBA, a Takke UHCTPYMeHTapuii.
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6.10.2 OnucaHwune

PaumoHanbHbIii yHuBepcanbHblli npouecc®, unm RUP®. aBnseTcs cxeMoi npouecca pa3paboTku KoM-
mMepyeckoro cepuiiHoro MO, pa3pa6oTaHHOro n nogaepxveaemoro MO Rational®. Cxema NOCTOAHHO 06HOB-
nsAeTca nynydlaeTcs A1 OTpaxeHUs caMoro nocnegHero onbita v passuTus Ty4LnX NpaxkTuk.

B otnunums, Hanpumep, oT MCO 12207 «nycTtas» cxema RUP 3anosiHeHa pykoBOACTBOM, npoueccamu,
mMeTofaMu, cpefcTBaMu, WaboHamun, UHCTPYMEHTapuemM 1 npumepamMu, U3 KOTOPbIX MOXHO CO3[aTb KOHKpPEeT-
HYI0 CXeMmy npouecca, ynpas/iaTb €0 U yydliaTh ee.

Mopo6HO Npon3BOAMMBIM UM NPOrpamMmMHbIM NpogykTam caM RUP cnpoekTupoBaH 1 JOKYMEHTUPOBAH C
NMOMOLLbI0 YHBEpPCanbHOro A3bika MmogenuposaHus (UML). O6bekTHOI Mogenbio RUP siBisieTcs yHMBepcasb-
Hasi MoZenb nporpaMmHoro npouecca (USPM).

C TOYKM 3peHunsa ynpaBneHus npoektom RUP o6ecneynBaeT CTPYKTYPUMPOBaHHbIA NOAXOA K pacnpegene-
HUI0 3a4a4 n06s3aHHOCTEN B pamkax opraHusaumn-paspaboTunka. OH npuaaeT ocoboe 3HaveHne paccMoTpe-
HWI0 obnacTeli BbICOKOrO pUcka Ha OYeHb paHHel cTagun M No3BonsieT 06HOBNATL TpebGoBaHWA NO Mepe
pa3BUTUA NPOEKTa, 4TO NO3BONSAET CO3A4aBaTh BbiICOKOkayecTBeHHoe [MO. oTBevatoLee TpeboBaHVAM N0b30-
BaTe/siA B paMKax NporHo3npyemMoro rpadpuka v 6rogxeTa.

OelictBua RUP3thdeKkTMBHO NCNO/b3YIOT YHUBEPCaSIbHbIN 13blk MoAeNnpoBaHus (1)M1_)anscosgaHus n
nogaepxaHus Mmofenei, a Takxke npuaaHns ocoboro 3HaueHsa paspaboTke n noagepxke Mogenein — cemaH-
TUYECKW LieHHbIX NPefCcTaBNeHN HaxoaaLwerocsa Ha ctagumn paspaboTku MO. KoTopble NOAAEPXKMNBAKOTCA KOM-
MbIOTEPHBLIMU  UHCTPYMEHTA/IbHLIMU  CpeAcTBaMn. ITW WHCTPYMEHTasIbHble cpefcTBa aBTOMaTU3NpyoT
3HauuTesbHble YACTW npoLecca, Takoro, Hanpumep, Kak Bu3yasibHOe MOJenInpoBaHne, nporpaMmMnpoBaHue,
TecTupoBaHne N KOHMUrypaLunoHHoe ynpasieHue.

RUP npepcTaBnset coboli KoHpurypmpyemyto cxemy npotecca, npucnocobnsemyo ans HebonbLumx
rpynn paspaboTunkoB v ANA 601bLINX OpraHn3auuii-pa3paboTymkoB. Ero apxutektypa obecneunsaeT yHudu-
LlMpOBaHHOCTb CEMeCTBA MPOLECCOB ¥ NoA4epXnBaeTcs pa3paboTouHbIM KOMMNIEKTOM, KOTOPbIA cOXpaHaeT
KoHdpurypaumuio RUP ans ee cooTBETCTBUA NOTPEGHOCTSAM A aHHOW opraHusauuu.

B RUP 06beauHeHbI, B YaCTHOCTM, LLIECTb OCHOBHbIX /TyYLUIUX NPaKTUK:

- WHTepakTuBHas paspaboTka MO;
ynpasneHue TpeboBaHnAMY;

- UCMOJIb30BaHNe OCHOBAaHHbIX Ha KOMMOHEHTaX apXUTEKTyp;

- Bu3yasibHOe mofenvpoBaHue lO;

- Bepudukauus kavectsa MNo;

- KOHTPOJb 3a BHECEHVeM n3meHeHunii B MO.

C TOUKM 3peHnst ynpaBneHus npoLeccom nero ynydweHma RUP cornacosbiBaeTca ¢ CMM ntpeboBaHus-
Mn MCO/M3IK15504 Ha npoekTHOM ypoBHe. MNpu npaBunbHoW peanusaummn RUP cooTBeTCTBYeT opraHunsauu-
OHHbIM ypoBHSIM 2 1 3 CMM. OH npurogeH ansa 605ee BbICOKOM 3pefiocTy npoLecca BCNeACTBNE XOPOLLEero
onpejeneHns NporpammMHoOro npouecca v 3HaHus pykoBOACTBOM OpraHu3auum TeXHUYECKoro nporpecca Bo
BCEX MPOEKTAX.

6.10.3 NCTOYHMKNM

Cw. [52].

MpumeuaHne — RUP® aBnsaetcs paspaboTkoii rpynnel no MO dupmbl Rational, fouepHeii kKoMnaHum Kopno-
pauyuu IBM. Route 100. Somers. NY 10589, USA.

6.11 NCO/M3K 15288 — npouecchbl XXM3HEHHOTO LMK/Ia CUCTEMbI

->0-> -»|-» SFT-> -40.

6.11.1 Uenb

MpefocTaBneHve MoAesnei, NpoLeccoB U ,eCTBUIA NOSTHOTO XU3HEHHOTO LKA N060ro TMna C0XHbIX
TEXHUYECKUX CUCTEM.

6.11.2 OnucaHve

MCO/M3K 15288 aBnsietcs nepsbiM cTaHgapTomM VICO. cBA3aHHbLIM C NpoLeccaMu XXM3HEHHOTO LyKna B
OCHOBHOM C/TOXHbIX CUCTEM, COCTOALLMX N3 annapaTHbIX CPeACTB, YeN0BEKO-MaLUVHHOTO nHTepdeiica nMo.

[LaHHbIl cTaHAapT pacnpocTpaHAeTCs Ha XU3HEHHbIV LKA MCKYCCTBEHHbIX CUCTEM, OXBaTblBas Nepuog,

OT KOHLIeNLUWK, naen CUCTEMBI 10 N3bATUS ee 13 IKCMTyaTaumn. B Hem npefycMoTpeHbl NpoLecch npuo6peTe-
HUS 1 NOCTaBKM NPOAYKTOB CUCTEMbI 1 YC/YT, KOTOPble KOH(UrypupyloTcs U3 04HOro Unu 6onee cneayoLmnx
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TUNOB CUCTEMHbIX KOMMOHEHTOB: annapaTtHble CpeAcTBa, YeN0BeKo-MallnHHbIA nHTepdelic n MNO. aHHasa
CTPYKTypa Takke npegycmaTtpvBaeT nepeyHun AeiiCTBUIA, a TakkKe OLEHKY W ynyylleHne XU3HEHHOro Lmkna
CUCTEMbI U ee NpoLeccoB.

Mpoueccol, NpMBeAEHHbIE B faHHOM CTaHAapTe, 06pa3yloT BCIO COBOKYMHOCTb MPOLECCOB, HA OCHOBE
KOTOpOIi opraHn3aLuy MoryT CTPOUTb MOAE/N XXU3HEHHOTO LMKa, NoAxoasALme 418 NPoayKTa, BUA0B YCNyr 1
PbIHKOB, Ha KOTOPbLIX OHW MPOAB/AIT aKTUBHOCTL. OpraHusauna B 3aBUCMMOCTN OT €€ Has3HauyeHUs MOoXeT
BbIGMpaTh U MPUMEHATL COOTBETCTBYIOLLYIO MOArpynny npoueccoB A5 BbINOSIHEHUS CBOEro HasHauyeHus
nocpefcTsoM ajantalmmn K CBOUM LieIsM 3TUX NpoLeccos.

Haunbonee peneBaHTHbIMM, C TOUYKM 3pEHNS KayecTBa, NpoLeccamm ABASIOTCA:

- npouecc MeHe)KMeHTa KayecTsa,;

- npouecchl MHTerpaunmn, sepudunkannm n Bannaanum;

- MpoLecchl NJaHMPOBaHNSA NPOEKTA, OLLEHKN 1 yNpaBieHns.

[JaHHbIli cTaH4apT MOXET TakKe UCMO0/b30BaThCA:

- Mpu co3gaHumn ycnosuii Ansa Tpebyembix NPOLLECCOB, KOTOPble MOXHO MOoAAepXnBaTb MHPPaACTPYKTY-
poii N3 06y4eHHOro nepcoHana, NPMMEHSIOLLLErO cneyuanbHblie MeToAbl, NPoLeaypbl, CPeacTBa Y UHCTPYMEH-
Tapuin. 3TU ycnoBUs UCMONbL3YIOTCA OpraHusauunein Ans ynpas/eHWs CBOMMMW NpoOeKkTamu W cofeicTeus
nporpeccy Ha Bcex CTafuaxX X XU3HEHHOTO LKNa;

- ANA BblbOpa, CTPYKTYPMPOBAHUS, NPUMEHEHMUS W BbINOSIHEHUS 3/1IEMEHTOB CO3[aHHbIX YCNOBUIA ANA
nNpon3BOACTBA NPOAYKTOB U NPefoCTaB/IeHNS YCyT;

- nocpeAcTBOM [0roBOpa WM COrnalleHuss B paMkax B3aumoAencTBMSA NOCTaBLyUk/noKynatenb no
BbI6OPY NPOLECCOB W AeNCTBUIA, NPUHATUSA COrNalleHns No HAM U UX BbINOIHEHUS. KpoMe Toro, AiaHHbIi CTaH-
[apT MOXeT Takke NPUMEHATLCS A9 OLEeHKN COOTBETCTBUS AeCTBMIA NOKynaTens 1 nocTaBLyuKa NyHKTam
cornatueHus.

[JaHHbiVi cTaHgapT noggepxvsaeTtcs pykosogcTsom (MCO/M3K 19760). TeXHUYECKMM OTY4eTOM, npes-
Ha3Hay4yeHHbIM 4/15:

- MPUMEHEHUSs B KAYeCTBE CONPOBOAMTENBHOTO AoKyMeHTa K MICO/M3IK 15288;

- NpefcTaBneHns pekomeHgauuii no peanusaumm 4aHHOro cTaHgapTa.

PykoBOACTBO NpefHa3HayeHo 4719 NPUMEHEHUS K 60MbLWMM N ManbiM cMcTeMam, cuctemam, AN KOTo-
pbiX TpebytoTcsa KakbobLune. Tak U Masble MPOEKTHbIE rPYMMbl, a TakKe HOBbIM U YHac/1e,0BaHHbIM CUCTEMAM.
PykoBoACTBO BK/tOYaET B ce61:

1) cBa3n ¢ gpyrumu gokymeHTamm NCO, Heo6Xo4MMbIMU Kak ANs NOAAEPXKA peann3auun faHHOro
cTaHgapTa, Tak U 1S oLeHKN apheKTMBHOCTM ero peanmnsalmm un

2) chakTopbl, TpEbyIOLMEe PACCMOTPEHUS NPY peanu3alumn 4aHHOro cTaHaapTa.

PykoBOACTBO NOMNE3HO ANA TEX. KTO:

- peanusyet MCO/M3K 15288 B opraHusauuu;

- ucnonbdyet MCO/M3IK 15288 st cneynanbHOM CUCTEMBI;

- cocTaBsfisieT cTaHAapTbl opraHm3auum Ha ocHose MCO/M3K 15288 gns opraHusauum B LeSIOM Ui ee
yacTu.

HekoTopble cnocobbl MPMMEHEHUSI MOXHO afanTupoBaTh K pasMepam, KagpoBomMy 06ecneyeHuno Npoek-
Ta UAn TUNy cuctemsbl. PYKoBOACTBO MO aganTtauuy npefctas/fieHo B NPUIOKeHUN A laHHOro cTaHjapTta v B
pasfene4HacTosuieroctaHgapTa. B pykoBoacTBe He NpeAyCMOTPEHO /Iornyeckoe 060CHOBaHve TpeboBaHuii
[aHHOro cTaHgapra.

6.11.3 WNCTOYHUKKN

Cwm. pasgen 2 ICO/M3K 15288.
Cwm. [15].

MpumevaHnne — NCO/MIK 15288 saBnsetca paspaboTkoit Pl 7/MK 7/CTK 1 NCO/M3IK «UNHpopmaumoHHas
TexHonorua. MpoekTnposaHue MO 1 cuCTEM. YNpaBieHNE XUIHEHHBIM LUKIOM».

6.12 MCO/M3K 12207 — npouecchbl XXU3HEHHOTO LMK/Ia NPOrpaMMHOro o6ecnevyeHuns

->D-» »T-> ->0->
6.12.1 Lenb
MpepocTaBneHve Mogenen, NpoLeccoB U AEeACTBUI BCEro XU3HEHHOTO Lukia cuctem MO.

6.12.2 OnucaHue

3HauumMocTb MO kak HEOTHLEM/IEMOI COCTABHOI YacTU MHOTMX NPOAYKTOB U CUCTEM ONpeAensieT o6LLyto
MeX/yHapoAHYI0 CTPYKTYpY onpeaeneHnst yCTaHOBUBLLMXCSA NMPAKTUK A/15 NpoL,eccos, AeiicTauii u 3agad MNoO.
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B CO/M3K12207 geiicTBums, KOTOPbIE MOTyT BbINO/IHATLCS BO BPEMS XU3HeHHOro uuknia MO. rpynnunpy-
10T cneayowmnm obpasom:

- OCHOBHbIE NpoLeCcChl (MpoLecchl 3aKynokK, NOCTaBku, pa3paboTku, akcnayartauum, 06¢cnyxmnBaHmus);

- BCnomoratefibHble npouecchbl (Mpouecchbl [OKYMEHTUPOBaHWSA, KOH(UIYpaunmoHHOTO ynpas/ieHus,
co3faHvsa [OBepuUs KkauyecTBy, Bepudumkalmm, Banugalum, COBMeCTHON NpoBEpKX, ayauTa, paspeLlleHns npo-
6nem);

- OpraHu3auunoHHbIe npouecckl (Mpouecchl ynpasieHns, MHPACTPYKTYPbl, yNyUdLEeHUs, 00y4eHus).

Kaxpablli N3 npoLeccoB AeTanunsnpyeT BKIOUYEHHbIE BHEr0 fieICTBMA U 3afaun, onpegenstole KOHKpeT-
Hble 06513aHHOCTYM MO UX BbIMOJIHEHWIO, a TaKkXe onpegensiet pesynbTarthl BbINO/IHEHNSA AecTBUIA/3a4au.

Heo6xo0AMMO OTMETUTb, YTO B ;IAHHOM CTaHAapTe He NpefyCcMOTPeHAa KOHKPETHas MOoJeslb XXU3HEHHOIO
uukna.

Mpoueccbl MCO/M3K 12207 npeacTaBnsatoT COB0I NOMHYH COBOKYMHOCTb NPOLLECCOB XU3HEHHOTO LiMK-
naMO. B3aBMCMMOCTM OT CBOEr0 Ha3HaYeHns opraHm3aLmsa MOXeT BblorpaTh NOAXOASALLYIO eli MoArpynmny aToi
COBOKYNHOCTW. Kpome Toro, MOXHO AieniaTb BbIGOP U3 BCEX AelCTBUI M afanTupoBaTb UX CyyeToM cdepbl npu-
MeHeHUs, pasmepa, CI0XKHOCTU U KPUTUYHOCTM NPOrpaMMHOro NPoAyKTa U camoli opraHusaunm.

Haunbonee 3HauMMbIMK NpoL,EeccaMm C TOUKM 3pEHUS KayecTBa ABSIOTCA NPOLECChl CO34aHNA JOBEPUS K
KayecTBy, BepudmkaLmn, BanmaaLum, COBMeCcTHO NPoBepKM, ayanTa u pelleHns npobnem. bonee Toro, BaaH-
HOM CTaHfapTe 0c060 BbIAENAT BHYTPEHHKE OLeHUBaHMSA NpoLecca, MPoBoAALLMeCcs B Xof4e NOBCEAHEBHO
[eaTenbHoCTH.

MCO/M3K 12207 npefycMOTpeH ans:

- opraHusauuii, 3akynarwlLux cuctemsl, Kotopble cogepxat MO 1 aBTOHOMHBIA NPOrpamMmMmHbIi Npo-
AYKT;

- NOCTaBLLMKOB NPOrpamMmHbIX NPOAYKTOB:

- opraHusauuii, ysacTByroLMX B aKcnayaTtaumm n obenyxmsanum MO.

PykoBoacTBoM anss UCO/M3IK 12207 aBnsieTcA TEXHUYECKUIA OTUET, NpeiHa3HaUYeHHbI 419 KOHKpeTH3a-
LK1 hakTopoB, KOTOPble AO/MKHbI YyUMUTbIBATLCA Npu npuMeHeHnn MCO/M3BK 12207 B KOHTEKCTE pas/INyHbIX
CNoco60B NPUMEHEHUA HACTOALLLEro cTaHgapTa.

B MCO/M3K 12207 npnBoguTCcsa 06CYXAEHNE TPEX OCHOBHBLIX MOAENEeN XU3HEHHOTO LUKIa U NpuMepsbl
aganrtauumu.

PyKoBOACTBO He cofepXuT nornyeckoe o6ocHoBaHme TpebosaHuii MICO/M3IK 12207.

6.12.3 VCTOYHUKMN

Cwm. pasgen 2 NCO/M3K 12207.

Cw. [10].

MpumeuaHune — NCO/M3IK TO 12207 asnsaetcsa paspaboTkoit PI 7/MK 7/CTK 1 NCO/M3K «NHbDopmMaLoH-
Haa TexHonorus. MpoektuposaHue MO ncUcTeM. YnpaBieHne XU3HEHHbIM LUKIOM».

6.13 V-mogenb

*D-> -eT-* -»0-«

6.13.1 Uenb

M3noxeHne B OHOPOAHOW U CBSI3aHHOI hopMe TOro, YTO A0/IKHO 6bITb CAENaHo, KakuM 06pa3om Ao-
XHbI O6bITb BbINOMIHEHbI 3a4aHNA U Kakne UHCTPYMEHTaslbHble CpeACcTBa AO/MKHbI MPUMEHATLCS NPy paspaboTke
cuctem MoO.

6.13.2 OnwucaHwue

V-mopgenb npeactaBneHa cepueli o6wwmx aupektus (250.251 1 252), B KOTOPbIX M310XeHa MofeNb Npo-
LileCCOB XMU3HEHHOro LuuMKa, coctoswas U3 npegnonaraeMblX K NpUMEHEHNIO NpoLeayp U MeToA0B, a Takke
hYHKLMOHaIbHbIX Tpe6OoBaHWii K MIHCTPYMEHTapuio, npeanonaraeMomMy A5 NpUMEHeHns B paspaboTtke cuc-
Tem MO. MepBoHayanbHO V-Mofesb 6blna paspabotaHa A/ repMmaHCcKmxX pefepanbHblX BOOPYXEHHbIX CUI.
V-mogenb 6blna npu3HaHa cTaHAapToM Nno pa3paboTke Ha MexAyHapoAHOM YPOBHE.

V-mofenb onpefenseT, Kakue wwarn AO/KHbI NpeanpuHUMaTbCa U Kakne MeToAbl MPUMEHATLCA A/1A
BbIMO/IHEHMA 3afay no pa3paboTke MO, a Tawke kakme yHKLMOHANbHbIE XapaKTePUCTUKN JO/MKEH UMETb
npeAHasHavyeHHbI 418 TPUMEHEHUS MHCTPYMEHTapuii. BV-Mogenb BKNOYEHbI MOAENb NPOLECCOB XU3HEHHO-
ro uvkna, pacnpegeneHve meTofos 1 PyHKLMOHaIbHbIe TPe60BaHNA K UHCTPYMEHTA/IbHLIM CPeCTBaM.

V-Mofesib XU3HEHHOTO LMK/a CTPYKTYpUpOBaHa Mo Tpem YacTaMm:

- 4acTb 1: N0/1I0XeHus.
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B paHHOM uyacTu cogepxatca ob6s3aTesibHble MOJIOXEHUS OTHOCUTE/IbHO MpejnonaraembliX Laros
(oeincTBuiA) 1 nX pesynbTaToB (NPOAYKTOBY);

- 4acTb 2: JONO/THEHNSA OTHOCUTENIBHO PA3NINYHBIX BIACTHBIX CTPYKTYP.

[JaHHas yacTb CyLeCTBYeT Kak A/19 BOOPY)XXEHHbIX Cun 'epmanun. Takn ans chefepanbHon agMuHucTpa-
umn. B Hell cogepxartcs MHCTPYKLUM N0 NMPUMEHEHMIO MOJENN NPOLLECCOB XU3HEHHOIO LKA B TOW UK UHO
obnactu;

- YyacTb 3: COOPHUK PyKOBOACTB.

B flaHHOI YacTn cofepXuTca Habop pyKoBOACTB, OTHOCSILLMXCA K KOHKPETHbIM TeMaMm, TaknM kak 6e30-
nacHocTb VKT nnn ncnonb3oBaHne OpUEHTUPOBaHHbIX HA 06 bEKT A3bIKOB.

V-mofene npegnonaraeTcs UCNO/b30BaTb kak OCHOBY [/19 OrOBOPOB, 0O0Y4YEHUS 1 CBA3M Mexzy yyac-
TBYIOLLMMM CTOPOHaMU. icnonb3ys fOKYMeHTaLuo 1 rnoccapuii. V-mogesnb CNYXXMT OCHOBOM B3aMMOMNOHMa-
HWA 1 CMArYaeT KOH(INKTbI MeXAY HUMK.

MonoxeHuns V-mogenun 06beKTUBHbI B OPraHn3aLMoHHOM OTHOLWEHUN. OHW OrpaHnyeHbl UCKTYNTETBHO
no TexHoJslorMyeckomy npoueccy paspaboTku. CnegoBatenbHo. V-Mofenb NpUrofHa He TONbKO B rocyaap-
CTBEHHOW aAMVWHUCTpaLMM B KauecTBe cTaHgapTa no paspaboTke, HO 1 415 MPOMbILLIEHHOCTY.

MprMeHeHune V-mMogenv cBo604HO OT NNLEH3NOHHOTO nnartexa. OHa He ABNASEeTCSA YacTHOW coBCTBEH-
HOCTbIO 1 He 3aluLLeHa OT KONMPOBaHMS.

V-mofenb cofepxuT npasunna, Heobxoanmble ana codganus No. [leficTBUTeNbHbIE B HACTOSLLLEE BPEMSA
KputTepumn 6e3onacHocTy (ITSEC) BbINOMHAIOTCA C YH4ETOM UX MOSIOXEHWI, YNPaBAAOLNX NPOLEeCcCcoM paspa-
60TKM nocpeacTBOM V-MoAenun. 3To 3HaUYMTe NbHO ynpoLaeT cepTudumkalmio paspaboTaHHOro TakuMm o6pasom
no.

V-Mofenb B COBOKYNHOCTU CO CTaHAAPTaMW Ha MeToAbl U CPeACTBa NOTHOCTbIO OXBaTbiBAET (PYHKLMO-
HanbHble 06nacTu (paspaboTka MNO. co3gaHne 4OBEPUA KKkayecTBY, KOHUTYpaLVOHHOE ynpaBieHue 1 ynpas-
NIeHne MpOeKTOM), SBSETCHS C/I0OXHOW, HO B TO XXe BpeMs TMOKOW u cbanaHCUpPOBAHHOW CUCTEMON,
o6najaoLeil LLMPOKM CNeKTPOM BO3MOXHOCTER, ob6ecneunBatoLLeli KOHKPETHY0 NoAAEPXKY AeATENbHOCTH
rpynn no HablAEHNI0 38 BHECEHNEM U3MEHEHWI, Yepes KOTOPYH0 NPOBOAATCA HEO6X0AMMbIE YNyULLUeHNs 1
KOpPEeKTUpYytoLLe N3MEHEHUSI.

BnuaHne nonb3oBatenei, Heobxoanmoe AnA noajepxaHus n mogudmkaunm npoueccos V-mogenu,
obecneuynBaeTCcs rpynmnoi no HabNAeHVI0 3a BHECEHNEM U3MEHEHWIA, KoTopas cobupaeTcsa pa3 Broj coBmec-
THO C MpeAcTaBUTENAMN NPOMbILLIIEHHOCTY ¥ BNacTell. 3Ta rpynna obs3aHa TlwaTenbHO paccMaTpuBaTth Bce
NO/TyYEeHHbIE 3anpoChkl N0 BHECEHNIO U3MEHEHUIA BV -Moerb.

6.13.3 MCTOUHMKN

Cwm. [42].

MpunmeyaHune — V-mogens asBnsietcs paspaboTkoin BWB IT 15. Postfach 7360. D-56057 Koblenr. Germany.

6.14 NCO/M3K14598 — oueHuBaHMe NPOrpamMmMHOro NnpoaykKra

-»D-* ->0-+

6.14.1 Uenb
MpeacTaBneHve MeTofa U3MEPEHUS, OLLeHKN U OLEeHMBAaHWSA KavyecTBa NporpaMMHOro npoaykra.
6.14.2 OnucaHne

NCO/M3K 14598 ocHoBaH Ha o6uieii mogenu kadectBa no WCO/M3IK 9126. Takum ob6bpasom,
MCO/M3K 14598 npeacTtaBnsieT CTPYKTYPY OLeHMBaHWNSA KayecTBa BCEXTUNOB NPOrpaMMHOro npogykranycra-
HaBnunBaeT TpeboBaHNA 4719 METOL0B €ro N3MEPEHNS 1 OLLeHNBaHNS.

NCO/M3K 14598 npegHa3HayeH AN paspaboTyukoB, nokynatesnei n HesaBUCUMbIX OLLEHLLNKOB, OCO-
6eHHO OoTBevalLlMX 3a OLEeHMBaHME NPOrpamMmmHoOro npoaykra. PesynbTaTtbl oueHUBaHus, NOMyYeHHbIe npu
npvMeHeHun NCO/M3K 14598. mMoryT ucnosb3oBaTbCs pyKoBOAMTENSAMYU U pa3paboTuvkamu/obenyxmnsaro-
LM nepcoHanom Ana onpefesieHna COOTBETCTBMA KayecTBa OLEeHMBaAeMOoro npoaykra npeabasasgeMbim K
Hemy TpeboBaHWAM U, NMpU HEOBXOAMMOCTU, BHECEHUS HEOOXO4MMbIX YCOBEPLUIEHCTBOBaHMI. Pe3ynbTaTsl
OLeHNBaHNS MOTYT TaKkXke NPUMEHATLCA aHaNMTUKaMm 415 yCTaHOB/IEHUSA B3aUMOCBA3€e MexXay BHYTPEHHUMM
1 BHELLHWMMN cuctemamu nsmepenns. MepcoHarn, 3aHuMmaloLmincs yaydweHmem npowecca, MoXeT NCNo/b30-
BaTb pe3y/ibTaTbl OUEHUBaHUA A1 onpefesieHnss BO3MOXHOCTU ero y/y4leHnsa nocpeicTBoM U3ydeHus n
NpoBeEPKN MHpopMaLMK 0 KayecTBe NPoAyKTa A5 NpoekTa.
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BcTtaHgapTax cepun MCO/M3K14598 npegnaraet MeToAbl U3MEPEHNS, OLEHKN U OLLeHBaHNSA kKayecTBa
nporpammMHoOro npoaykra. B ctaHgaptax cepun MCO/M3K 14598 oTcyTCTBYET ONUCaHUE Kak METOA0B OLLeHU-
BaHWA NpoL,eccoB U3rotossieHus MNO. Tak M MeToA40B NPOrHo3upoBaHus 3aTpaT. KOHeUYHo, n3mepeHus Kavectsa
nporpamMmmMHOro nNpoAyKTa MOXHO UCMO/Ib30BaTh B 06eunX Lensx.

Bnok-cxema npouecca oueHnsanma us MCO/M3K 14598 npusefeHa Ha pucyHke 1.

—[ Knyo—ab uenbcxpHw ww

MEATHR R M aeHTUOMUHPCLUT* TUrbI
pgsHi— nn

0128-1 KMmeCnKHHbIO

—{CneundmuyposaTts Mogesb Kn kn L n — W pacTApro N

©126-2 CTOpOHHASA oviaTaHe

r- = vavepenwii
9126-3 BHYTPEHHWI A MCTUM
Crmuycho*- MAWMITHYPOHH PHO M W UM MblepeHuni
pomrTb N1 CMETaHb! HaMepeHIii 9126-4TTpMeTeM KauecTso
/UMBNEHNA 1484 M MeanuaLpkuMHMA
NATTaHOEU OUTLISMM OLIEHKN |
CrraHupo-
BaTb _ FAyTW TYyNWwH ngen—uwun ]
oueHn 3
—|  XBpLCTAPHCTUBI M3MepeHns |
BbINonHWTL "
OLIHMBLLN» ‘CpaBTenbCc UMT LW TAT |

K ~OUEHHTb PYY/bTThl )

PucyHok 1 — Bbnok-cxema npouecca oLeHnBaHnsa

6.14.3 WcTOYHUKN
Cwm. pasgen 2 NICO/M3K 9126-1; MICO/M3K 14598-1.
Cw. [1], 12], [3]. 15], [6], 17]. (8). [].

NMpumevyaHne — NCO.'MIK 14598 asnsetca paspaboTkoil pa6oueit rpynnsl Pl 6/MK 7/CTK 1 NCO.'M3K
«MHopmaynoHHaa TexHonorusa. NpoektuposaHue MO u cuctem. OueHWBaHWeE U cucTemMa nokasartenemn».

6.15 OcHOBHbIe yc/yrm no 6esonacHocT 6a30BOW CTPYKTypbl X/Open g

“*D->

6.15.1 Lenb

O6ecneueHue OBepuUs YUepes3 cooTBETCTBME CTaHAapTam KoHcopLuuyma X/Open, cepTUudULMpoBaHHbIM
TPETLUMU CTOPOHAMU.

6.15.2 OnwucaHwue

CHabeHve NpoayKLun TOproBoii mMapkoit X/Open siBNseTcs elle OfHVM TUMOM [0BEpUsi, MOCKOJbKY
obecneunBaeT JoBepre NOCPeACTBOM TECTUPOBAHNA HA COBMECTUMOCTb rapaHTUiiHOro 06513aTeNbCTBa Npo-
[JaBLa v TOproBoil mapku (NogpasymMeBaloTCa cpeAcTBa KOHTPONS TpeTbeli CTOPOHbI). HacToAawmii nogxos,
obecneumBaeT goBepue K TOMy, 4To cucTema 6yfeT yA0BNeTBOPSATL NPETEH3NN NocTaBLivKa NyTem npego-
CTaBMEHUS JOKYMEHTUPOBAHHOIO CBMAETENLCTBA U NPUMEHEHNSA CTaHAAPTOB TPETLEN CTOPOHOIA.

X/Open npeacTaBnseT co60i KOHCOPLMYM KOMNaHWi, paspadaTbiBatoLLMX OTKPbITbIE CTAHAAPThI 415
chopmMupoBaHuUs cpefbl OTKPbITbIX CUCTEM, HA3bIBAEMOW «Cpefoii 06X NpunoxeHuin (npyumeHeHnii) (CAE)».
Otacpesa obecneyvBaeT COBMECTUMOCTb M MOGUIBHOCTbL NMPUMOXEHWIA N cucTeM. MpoayKTbl, CUCTEMbI 1 NPK-
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NIOXEeHUs,, coOoTBeTCTBYIOLWMe cTaHfapTam X/Open. MMelT TOProsblll 3HaK «X/Open» AnA 0603HaYeHus
COOTBETCTBUA.

MprcBoOeHVe TOProBoro 3Haka «XyOpen» ABnseTcsa npouefypoli, NoCpecTBOM KOTOPOI NpogaseLl, Noj-
TBEpPXAaeT COOTBETCTBME €ro NpoAyKTa OAHOMY UM HECKOMIbKMM cTaHgapTam X/Open. CepTtudmkar cogep-
XWT Aeknapauuio cooTBETCTBUS AeTaneli AaHHON CUCTEMbl U CBUAETENbCTB TECTUPOBAHUS B NOALEPXKKY
npeTeH3nii npoaasLa.

OTBeTOoM X/Open Ha npobaembl 6e30nacHOCTU ABAsSETCA cneundurkaLms OCHOBHbIX YCyr no 6esonac-
HocTu X/Open (XBSS). paspaboTaHHas Ans nNpefocTaB/ieHUs MoKynaTesssM CUCTEM C TOProBbIM 3HaKOM
«X/Openy», rapaHTMPYHOLLMM, YTO Takme CMCTeMbl o6ecneyaT onpegeneHHbli MUHYMasbHbI yPOBEHb PyHKL M-
OHaslbHbIX BO3MOXHOCTel obecneyeHns 6esonacHocTn. ®akTnyeckn XBSS ABnsieTcs npochuniem 3alinTbl,
cogepxalmm B OCHOBHOM (DYHKLMOHaNbHble Tpeb6oBaHMs 6e30MacHOCTM W NNLb HeKoTopble TpeboBaHuA
foBepusi. ATOT Npodunb onpesenseT MUHUMasbHbIA YpoBEeHb (DYHKLMOHAbHbIX BO3MOXHOCTEl obecneuve-
HMA 6e30MacHOCTM, KOTOPblE J0/KHbI 06ecneynBaTbCa npogykramu. XBSS Takke onpegenseT cneunduyec-
Kne cTaHgapTHble HACTPOUKM B cryyasx, Korga TpeboBaHuem fBAseTcs npefocTassieHne cneundunyeckmx
n3bumpartenbHblX BapMaHToB obecneyeHnss 6esonacHocTn. Cuctema AN peructpauuv cCOBMECTUMON C 3TUM
npodunem 3awmTbl 4O/HKHA 06ecneunsaTb ITOT un 6onee BbICOKMI ypoBEHb 6e30NacHOCTU.

Mobas cuctema, cOOTBETCTBYOLWAA ONpefesieHHOMY YPOBHI0O 6€30MacHOCTU, MOXET MapKkMpoBaTbCs
Kak coBMecTuMas. fletanu feicTBytoLwwein cuctembl/onepauioHHON CUCTEMbI 4O/MKHbI 6bITb 3adIMKCUPOBaHbI B
Jeknapauun o cooTBeTCTBUW. ITO TpebyeT NoaaepXkn nNpogykTammn o06a3atesibHbiX PYHKLMOHAIbHbIX BO3-
MOXHOCTell obecneyeHnss 6e30MacHOCTM W CTaHAAPTHbIX HACTPOEK napameTpoB, Kak onpefeneHo B
cneymndmkauun XBSS X/Open.

MeTogonorua X/Open oTnYaeTCst OT TPeX APYrMx MeToLo10rnin AA, NoCKosIbKY OHa He cocpefoToyeHa
Ha fjoBepUN, CBA3aHHOM C pa3paboTKOiA.

Cneumndukauna XBSS cofepxunT B OCHOBHOM (DYHKLMOHa/IbHblE TPeboBaHWsA, a cCTeneHb 4osepus obec-
neyvMBaeTcs NPOBEpPKOli Ha COBMECTUMOCTb, rapaHTuiiHbiM 06583aTe/IbCTBOM NPOAaBLa U TOProBbIM 3HAKOM
«X/Open».

6.15.3 VICTOYHUKN
Cwm. [301. [39].

MpumeyaHune — BpeHaunr X/Open asnaetca paspab6oTkoii The Open Group. 44 Montgomery Street. Suite
960. San Francisco. CA 94104-4704. USA.

6.16 SCT — cTporoe tecTMpoBaHue COOTBETCTBUSA

6.16.1 Lenb

TecTnpoBaHue hyHKLMOHaNbHbIX BO3MOXHOCTel obecneyeHuss 6e30nacHocTu.
6.16.2 OnucaHne

CTporoe TeCTMpOBaHNe COOTBETCTBUS (TPpeboBaHNAM 6€30nMacHOCTY) onpeaensieT MeTo TECTUPOBaHNSA
6e30MnacHbIX CUCTEM MO 06LLeA0CTYNHOW cneundukaumm — o6bIYHO MO CTaHAAPTY.

KoMnneKkcHble TeCTbl CUCTEMATU3UPOBAaHbI C Lie/blo NoAYEepPKHYTb peanusaumnto TectoB. icxogHol Tou-
KOV npoBefeHns TECTOB ABASETCSA abCcTpakTHoe 3agaHue no 6esonacHocTy (A3B), BKIOYEHHOE B 6a30BbIi
cTaHAapT no 6e3onacHoCcTW. ITM 06ecneynBaeTcs MeTos CTPYKTYPMPOBaHMSl KOMMNIEKCHbIX TECTOB U UX NPO-
CNexXnBaemMocTb 0T Tpe6oBaHWii 6e3onacHOCTU Yepes PyHKLMM obecrneyeHunsi 6e30nacHOCTU U BCioMmoraTesib-
Hble MeXaHu3Mbl A0 UCMbITAHUA 3TUX MEXaHU3MOB. TecCTbl 3anucaHbl Ha aGCTpaKTHOM YpPOBHeE,
COOTBETCTBYIOLLEM YPOBHIO a6CTpakLMn 6a30BOro ctaHaapTa. 3aTeM MOXHO 3a4aTb NnapaMeTpbl KOMMIEKCHO-
My TecTy A5 OnpefenieHHOro Tuna BHegpeHus, YTo obecneunsaeT NPeUMyLLECTBO NPOBEAEHNS ONpeaeneH-
HOro o6bema npeABapuTesIbHOro OLeHMBaHNA abCTPaKTHOIO 3aaHunsl No 6e30nacHOCTU U COOTBETCTBYHOLWENO
KOMMJIeKCHOro TecTta. Takum o6pa3oM obecneymBaeTcs 6a30Bblli YpOBEHb OXBaTa U YMeHbLUAETCA 06beMm
pab6oTbl, TpebyeMoii A8 NOArOTOBKA CBUAETENbCTBA, €CNU Cy6bekToM (MpeaMeToM) iBNsieTCs peannsaums
cTaHpapTa.

SCT sABnsieTcsi ckopee TecTUpoBaHWEM (PYHKLMOHA/IbHLIX BO3MOXHOCTEN, YeM UCMbITaHNEM Ha Npo-
YHOCTb.

6.16.3 VCTOYHUKU
Cwm. [20].
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MpumeyvyaHune — SCT sBnsietca paspa6oTkoit National Physical Laboratory, Middlesex, TW 11 OLW, UK.

6.17 NCO/M3K 21827 — lMpoekTnpoBaHue 6e3onacHoOCTN cuctem — Mogenb 3penocTu npouec-
ca (SSE-CMM®)

6.17.1 Uenb

YnyuleHre NpoLeccoB NPOeKTUPOBaHUS 6e30MacHOCTY CUCTEM OpraHM3auumn 1 nosiyuyeHne 06 beKTOB C
[loBEepMEM K PYHKLIMOHANbHLIM BO3MOXHOCTAM.

6.17.2 OnucaHune

MCO/M3K 21827 B nepByto ouepeib cOCpel0TOUEH Ha YacTax npouecca (Ul), HeobxoaMMbIX AN NPOek-
TMpoBaHMsa 6e30MacHOCTM CUCTeM, KOTOpble Ha3blBalT «4acTAMW MPOEKTMPOBAHMSA  npouecca».
MCO/M3K 21827 Takke BkIovaeT B ceba Ul. Heobxoammble 418 NOALEPXKA NPOEKTOB, OCYLLECTBNAEMbIX B
pamkax yacTeli NpOeKTUpoBaHNA 6e30MacHOCTU CUCTEM, Ha3biBaeMble «NpoekTHbIMK UlM», n UM, Heobxoau-
Mble B pamMKax opraHusauuu B LenoM ANS NOAAEPXKU YacTeli NpoeKTMpoBaHWs 6e30nacHoCTV CUCTeM,
Ha3blBaeMbIx «4l opraHm3aLmms».

OcHoBHoe BHUMaHve B ICO/M3K 21827 yaenseTtcs yacTAM NpoOeKTMpoBaHns 6e30MacHOCTN CUCTEM 1
ux pencteusim. UM SSE-CMM MOXHO afanTupoBaTh 4158 NOTPe6GHOCTE opraHn3auum, a B 061actb NpuMeHe-
H¥a MCO/M3OK 21827 MOryT BXOAUTb KOHKPETHbIA MPOEKT, 0TAEN OpraHu3auny Uan opraHnusaLms B LLesioM.

NCO/M3K 21827 npumeHum Ansa 060 opraHnsauuu, yyacTBylolleid B obecnevyeHnn 6e3onacHocTu
WKT vnun 3anHTepecoBaHHOl B HEil. 1 MOXEeT UCMOb30BaTbCS 3TOM opraHusaunein. B uncno Takmx opraHusa-
LMl MOryT BXOAWTbL OpraHm3auuv, paspabartbiBatoLine Kak 3aliuilieHHble, Tak U He3allWlieHHble NPoAyKTbl
n/Mnn VHTErpupyoLne rx, 1 opraHm3aunm, NpMMeHsoLne 3allneHHble NPOAYKTbI UK npegocTaBastoLe
ycnyru no obecneyveHuto 6esonacHocTu. Takum ob6paszomM. MCO/M3BK 21827 moxeT NpUMeHATLCS opraHusagm-
AMU AN YNYYLIEHUS CBOWX MPOLLeCCOB MPOEKTUPOBaHNA 6e30NacHOCTV CUCTeM Npu pa3paboTke NPoAyKTOB
6e3onacHocTy VIKT nam npegoctaBneHum ycnyr no obecneveHmto 6esonacHoctn VKT (Takmx Kak oueHka yrpo3
WM PUCKOB) C 60/1e€e BbICOKMM Ka4eCTBOM U B COOTBETCTBUM C rpacinkom.

SSE-CMM sABnsieTca yHUKaNIbHOM MOAE b0, NOCKO/IbKY OHa AeTanusupyeT TpeboBaHMs No NPOEKTUPO-
BaHMO 6e30nacHoOCTU A5 cucTem obecneveHuns 6e30nacHOCTM NPOEKTUPOBAHUSA B ONOJIHEHME K TpeboBaH-
AM 6e30nacHOCTH, KOTOPbIM AO/XHA COOTBETCTBOBATL Cpefa pa3paboTku. bonee Toro, mogesns cogepxut UMl
ANS WMPOKOTo psija Takux o6nacteli paspaboTku, Kak onpegeneHne TpeboBaHunii 6esonacHocTH, TeCTMPOBa-
HVe CMCTeMbI, aHaNn3 yrpo3 nysssmmocTeil. SSE-CMM oT/imyaeTcs OT JOBEPEHHOW MOAE/N TEXHOIOTMYECKO
3penoctn (TCMM). cneuundmumnpytowen Tonbko TpeboBaHUS, KOTOPbIM AO/HKHA COOTBETCTBOBAaTb cpefa
pa3paboTku opraHusalmm.

NCO/M3K 21827 copepxut Ul. 6a3osble npaktuku (BI). obwme npaktvku (Ol1) n ypoBHN BO3MOXHOC-
Teli 4N onmcaHus NpPoLeccoB OpraHn3aLmMmn 1 onpefenieHns KavyecTBa OCyLLEeCTB/IEHNA opraHu3aumeil yactei
npouecca (Y). Y cocToaT n3 rpynnbl POACTBEHHbIX BIN. KOTOpble cocpefoToYeHbl Ha KOHKPETHbIX AeCTBUAX
npouecca B pamkax opraHusauuu, torga kak Ol cBa3aHbl CO 3pe/10CTbIo BCEro npouecca opradmsauuv. Yrl, Bri
1 ONN moryT cunTaTbca Tpe6oBaHNAMM, a YPOBHW BO3MOXHOCTEN yKa3biBalOT HA COOTBETCTBME TpeboBaH/AM
MCO/M3K21827, ogHako aTn TpeboBaHmNs OTHOCATCS K KOHEYHOMY pe3y ibTaTy NpoLecca, a He KTOMy. KakaToT
pe3ynbTaT LOCTUraeTCcsl, He OKa3biBas BANAHWA HA MOAENb (DYHKLMOHUPOBaHNA opraHm3anun. ns kaxgoi Y
pacnpefenstT ypoBeHb BO3MOXHOCTEN € yKkasaHneM ypoBHs cooTBeTcTBus WCO/M3IK 21827. koTopsblii paH-
Xupyetcs oT ypoBHS 0 «He BbINOMHANCA» A0 YPOBHA 5 «[TOCTOAHHO ynyulaeTca». Mpoduib paHxnupoBaHus
npefcrtassieH B BUAe rpaduyeckoro npeacrtasneHns Url, BbINOMHAEMbIX CO CBA3AHHLIMU C HAMU YPOBHAMM
BO3MOXXHOCTE UK B BUAE YPOBHS 3pe/10CTH, AOCTUTHYTOr0 OpraHusaLvei BLes oM. YpoBeHb BO3MOXHOCTEN U
nponan  paHXnpoBaHWA OnpeaensoTcs rpynnoid No OueHke, MpoBOASLLEl OLeHKYy COOTBETCTBUSA
opraHusauuii Tpe6oBaHusasm MCO/M3IK 21827 no metogonorum oueHkm SSE-CMM (SSAM).

YpoBeHb BO3MOXHOCTEN AEMOHCTPMPYET AOCTMXEHME OpraHu3aumeid MMHUMaIbHOTO YPOBHS BO3MOX-
HoCTeli noBeeM NnpMMeHnMbIM YT (rpynna poACcTBEHHbIX NPakTuK). O ABAATCA cneumansHbIMY TpeboBaHus -
MW, NPUMEHSAEMbIMU TOMbKO K UI. cBA3aHHbIM CO 3pEe/IoCTbi0 BCEro npouecca W MHCTUTYLUMOoHanm3auuei
oTAenbHbIX Ul Bo Bcell opraHu3aummn. Kaxablli nocneayowmii ypoBeHb yka3biBaeT Ha NOBbILLIEHWE 3pesI0CTy
o6LLero npowecca opraHnsalm 1 BO3MOXHOCTU BbINoSIHEHUS Ul B paMKax opraHmsaumu.

B npochmnne paHxmpoBaHns OTpaxkeH YpoBeHb BO3MOXHOCTEN OpraHnsauny ana otaensHoi Yrl. ykasbi-
BaloLLMI Ha ee CUMbHbIe U cnabble CTOPOHbI. Mpoghnnb paHX1upoBaHWsa NCNOb3yeTcs A5 ykasaHus obnacTu, B
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KOTOpOIi opraHn3auuns 4o/mKHa NPUAoXKUTL YCUANA ANA YYULWEHUA CBOMX NPOLLECCOB U AOCTWXEHNA Cneayto-
Lero 60/1ee BbICOKOr0 ypOBHSI BO3MOXHOCTEN. X0TS M3Ha4aibHO 3TO He npenosaranock, NPognsib paHXupo-
BaHWSA MOXeT CTaTb MHCTPYMEHTOM 3aKymnku, 4To NoTpebyeT OT opraHn3aLum AoCTKEHNSA Pa3INyHbIX YpOBHeEN
BO3MOXHOCTEN AN KOHKPeTHbIX UI, a He oAHOro ypoBHA AN Bcex U, Hanpyvmep, npodnib 3aKynok MoxeT
0603HayaTb YpOBEHb BO3MOXHOCTEN 24054 M 1-51 ypoBeHb 3 ans UM 6-10.

SSE-CMM NICO/M3K 21827 siBnsieTcA HEMPEPbIBHON MOAENbIO, KOTOpas aBnseTcsa 6o1ee rmbkoin n npu-
rofiHOl AN51 NPOMbILLIEHHBIX OpraHn3aLuii N0ToOMY, YTO B COOTBETCTBUM C HEW MOTyT BbIGMPaTLCA TONbKO Noj-
xogawme Url. ogHako B cnyyae MCNO/b30BaHUA MHOrOCTyneH4YaTon mogenv nogobHoi TCMM cpaBHUBaTh
paHXnpoBaHMA pasHbix opraHn3auuii ropasso TpyaHee.

OpraHusauus fomKkHa goctuyb Ansa Ul MuHMMasibHOro ypoBHSA 2. HeobxoauMMoro Ana obecneyeHus
Y0BNIETBOPUTE/IbHOW 6€30MacHOCTY, Tak kak ypoBHA 1Hef0CTaTOuHO B CBA3M C TEM. YTO NpoLecchl nogobpa-
Hbl CneunanbHO 1 MOTryT 6bITb He3aBepLUeHHbIMU. Micxoasa ns mogenn SSE-CMM, aTo 03HavaeT, YTo opraHu3a-
LU1a nnaHupyeT, NpocnexnBaeT BbINOJIHEHNE ee OCHOBHbIX MPAaKTUK 1 KOPPEKTUPYET UX B Cyvae NosB/IeHns
nedhekToB B paboyeil npoayKLMmn, TEM CambIM JEMOHCTPMPYSA NOBTOPSEMOCTb MNOC/e0BaTeIbHOCTb NpoLec-
COB, YTO N0O3BONAET NPOM3BOAUTL MPOrHO3MPYEMbIi NPOAYKT U. BCBOKOOYEpEeb. ABAATLCSA BaXKHbIM hakTopom
nosepus.

6.17.3 VCTOUHUKMK

Cwm. pasgen 2 NCO/M3K 21827.

Cwm. [24] m (25].

MpumeyaHusa

1 NCO/M3K21827 asnsetca paspaboTkoii MICO/MIK CTK 1/MK27/PI'3 «HthopmaLoHHasa TexHonornsa.Metoabl
n cpeacTBa obecnevyeHns 6e3onacHocTu. Kputepun oueHkn 6e30nacHOCTU».

2 OcHOBHOW gokymeHT MCO/M3IK 21827 6bin npeacTaBneH n nogaepxunsaerca MexayHapogHoi accouynaumei
npoekTupoBaHusa 6esonacHocTn paboTbl cuctem (ISSEA).

13873 Park Center Road. Suite 200. Herndon. VA 20171. USA.

1327 Upper Dwyer Hill Road. Carp. Ontario. KOA 1LO. Canada.

6.18 TCMM — poBepeHHasa mofesib 3pesiocTn npouecca %

6.18.1 Losnb
MoBbilweHne foBepus kK 6eszonacHocTu MO opraHusaLmm 1 ynyylleHne npoLeccoB ero paspaboTku.
6.18.2 OnucaHune

JloBepeHHas Mmogenb TexHonornyeckoi 3penoctu (TCMM) siBnseTca akcnepuMeHTaibHbIM CTaH4apTOM
nosepus k6eszonacHocTu MO. 0OCHOBaHHbIM Ha hyHAaMeHTaNbHbIX MpUHLMNax ncTpyktype CMM (mogenu tex-
HOJI0rM4ecKoi 3peniocTu), paspaboTaHHoli MIHCTUTYTOM nporpaMMHoii uixeHepun (SEI). Xota TCMM saBnseT-
cA cneunannsvpoBaHHOW MOAENbIO 3penocTy, OHa bblna co3gaHa nyTeM CAUSHUSA MeTo4010rMn pa3paboTku
posepeHHoro MO (TSDM) 1 mogenu TexHonornyeckol apesioct SEI. 4To NnpmMBesno B pesynbTarte K co3gaHuio
MHOTUX Y1y4YLLEHHbIX K/T0UYeBbIX YacTeil npouecca (KYM) n HoBbix KYM. Ha3BaHHbIX «pa3paboTKoi fOBEPEHHO-
ro MO», cofepxallieli HoBble NPAKTUKK, He COOTBETCTBYHLLME HY 0AHO 13 nmetowuxcst K4MN. TCMM cocpego-
TouyeHa TONbKO Ha cpefde pa3paboTkM W npegHasHayeHa ANA UCMONb30BAaHUSA B YNpaB/ieHYECKOW K
OpraHn3aumMoHHOlM AesATeNbHOCTU opraHusauuu, 4YTO B 3HAUYUTESIbHONM cTeneHu oTnmyaetcs oT SSE-CMM
MCO/M3K 21827. TCMM npuMeHMMa TOJIbKO K npoueccam u cuctemam. Bce npoueccbl, CBA3aHHble C
pa3pab6oTkoli OO. HaxofATCA BHe 061aCTu ee NPUMEHEHUS.

TCMM cogepxut KY. O 1 ypoBHM BO3MOXHOCTEI A1 ON1caHus NpoLeccoB opraHusaumm 4nas onpe-
OeneHnsa. HacKosIbKO NnpaBuibHO opraHusauusa BbinosiHsaeT KUl B cootBeTcTBUM C Mofenbd SSE-CMM
MCO/M3K21827. YpoBeHb BO3MOXHOCTEN NpUCBanBaeTCs OpraHnsaunm ¢ LLebko yKkasaHus YpoBHSA COOTBET-
CTBUS, KOTOPbIA HAXOAWUTCSA B AMana3oHe OT ypoBHA 1 (MCXOAHbIN) A0 yPOBHA 5 (ONTUMU3NPYOLWNIA). YpoBeHb 1
cofepxuT masio KUI, n cuMtaeTcs, 4To B OpraHusaLuny CyLecTByoT Creymann3npoBaHHbie NpoLeccsl.

Byayyn MHOrocTyneH4aToin mofenblo, ypoBHU BO3MOXHOCTM TCMM 06pasyloT nocnefoBaTeflbHOCTb
cTafauii NS KaxAoro ypoBHs (kpoMe YpoBHS 1). cofepxallero yHukanbHblii Habop poacTBeHHbIx KU, B otan-
yne OT HenpepbIBHOW MoAe v opraHm3auny Ao/HKHbI BbINOHATL Bce KU Ana 4ocTvxXeHnsa cooTBeTCTBYOLLe-
ro onpegeneHHoMy YpOBHIO BO3MOXxHocTeldi TCMM. opHako 3Tu cTaguu NomMorawT opraHusauuam
COCPefoTOUNTLCA Ha YyUYLIEeHUN CBOMX NPOLLecCoB 1 o6ecneunTb YeTKNIA NyTb YAYyULEHUs [0 CrefyoLero
YPOBHSA BO3MOXHOCTM TCMM. 311 cTaanm o6aeryaroT npoLecchl 3akynku U cpaBHeHWA, nockonbky KUM ans
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Kak[oi cTagun He MeHsATcA. bygyuv MHorocTyneHyatoi mogensto. TCMM aHanornyHa OK (o6wum kputepu-
AM). 0A4Hako, B oTMume oT OK. cdhokycupoBaHHO Ha 6e3onacHocT OO. TCMM orpaHuyeHa 6e30nacHOCTbi0
cpefbl paspaboTku.

6.18.3 UcTO4YHUKN
Cwm. [26]. [27]. [48].

MpumeyaHne — TCMM 6bina paspabotaHa COBMECTHO ATEHTCTBOM HauuoHanbHoOW 6e3onacHocTn (NSA) u
WHCTUTYTOM nporpammHoii uHxernepun (SEI). TCMM Hukorga He 6bina ony6nukosaHa, Tak kak AHB BnocneacTsum pewm-
No noafepxunBaTb TONbKO OAHY U3 ABYX UHULMATUB, KOTOPbIE OHO (hUHAHCUMPOBAO.

6.19 CMMI — nHTerpauuns mogenuv 3pesnocTtu npouecca®

6.19.1 Uenb

MpefocTaBneHne pyKoBOACTBA MO Y/yUYllEHNI0 NPOLLECCOB OpraHm3auuy 1 ee cnoco6HOCTM yNpaBnsTh
pa3paboTKoii, NPUOBPETEHNEM 1 0BCTYXMBAHWEM MPOAYKTOB Y NMOALEPXKAHHOM YCYT.

6.19.2 OnucaHune

HasHauyeHnem nHTerpaumm mogenu spenoctu npouecca® (CMMI SM) aBnsieTca npefocTaB/ieHne pyko-
BO/CTBA M0 Y/Iy4LLIEHWI0 NPOLEeCCOB OpraHn3aLuuny 1 ee cnocobHOCTM ynpaBnsaTk pa3paboTKoi, npuobpeTeHn-
em nobcnyxusaHmem NpoayKToB 1 nogaepxanvem ycnyr. CMMI SM pasmeltaet anpobupoBaHHble NpakTukun B
CTPYKType, NoMoralolLLein opraHnsanuny oueHmBaTb CBOI 3pesiocTb M BO3MOXHOCTY YT, ycTaHaBnvuBaTtb Npu-
opuTeTbl ANS yNy4YLllEeHMS NPOLLECCOB OpraHn3aLn u pyKoBOoANTb BHEAPEHNEM 3TUX Y TYULLEHWIA.

KomnnekcHbii npoaykt CMMI 6epeT Hauano 13 CTPYKTypbl, reHepupyoLLeit MHOXeCTBEHHbIE UHTETPUPO-
BaHHble MoZenn, Kypcbl 06y4eHuss n MeTog oueHkn. Mo mepe gob6aBneHnsa K CTPYKType HOBOro martepuana
NOABASAITCA AONOMHUTENbHbIE UHTETPUPOBAaHHbIE MOAENN U BCNIOMOraTe/ibHble MaTepuansl, BKIOYalLwme B
cebs AoNO/THUTENbHbIE ANCLUNNHDI.

B HacTosLee BpemMsa UMeIOTCA criefytolmne Moaenu:

- CMMI-SE/SW — nHTerpmpoBaHHas Moge b NpoeKkTupoBaHuns cuctem v No:

- CMMI-SE/SW/IPPD — mopenb pa3paboTku npouecca, MHTerpupoBaHHOro NpoaykTa, NpoekTupoBa-
Husa cuctem u NO;

- CMMI-SE/SW/IPPD/SS — mogenb noucka nocTaBLiNKOB, pa3paboTkm npouecca, UHTErpupoBaHHOro
npoaykTa, npoekTuposaHus cuctem un MoO.

CMMI npefHa3HaveHa ANA NOAAEPXKN YNydlleHnsa npouecca u npoaykra, CHMKEHUs U3bbITOYHOCTU 1
yCTpaHeHnss HeCOBMECTUMOCTU MpW WCNO/Ib30BaHWN OTAEsIbHbIX aBTOHOMHbIX mMogeneli. Ee HasHaueHue
COCTOMT B NOBbILLEHNN 3PP EKTUBHOCTN, PEHTA6E/TbHOCTY MHBECTULMIA 1 NPOU3BOANTEILHOCTY NyTEM NpUMe-
HeHua mogenel, 06beAVHALWMX Takne ANCUUNNHLI, Kak NpoekTupoBaHve cuctem n MO. Hepasaenumbie B
npouecce pa3paboTkm CUCTEM.

KoHuenuuna npoekta CMMI 3akniyaeTcsa B COBEPLUEHCTBOBAHUU MpUMeHeHUsa TexHosnorum CMM® B
60nee LWMPOKOM pAAY ANCLUNAMH 3a paMKaMu npoektuposaHus MO. rae Bnepsble ero nprMeHeHve 6b110
yCneLwHbIM.

KoHuenuusa TpebyeT nprMeHeHWs obLieli TepMUHONOrUK, O6LLIMX KOMNOHEHTOB M NpaBu/ NOCTPOEHUA
mogeneli 3pesiocTi BO3MOXHOCTEN, KOTOPble CTAHOBATCA AOCTYMHbI CYMEHbLUEHNEM 06bema 06yUYeHNs nycu-
nnid no paspaboTke npolecca, He06Xo0AUMbIX A1 Nosb3oBaTesneli MHOTUX AMcUMnAnH. Mo Mepa paspaboTkm
KOHL,enuMn pekoMeHyeTcst OrpaHnynTb HavasibHylo 06nacTb npuMeHeHns npoekta CMMI HekoTopbIMY Haw-
60nee BocTpe60BaHHLIMM AUCLMNINHAMW A0 YTBEPXAEHNS KoHuenuun. Beibop CMM npoektupoBaHus MO,
cucTeM ¥ pa3paboTkM MHTErpupoBaHHOro NPOAYKTa ANA HaYaIbHOW CTaauM NOATBEPXKAEHNSA KOHLLeNuUn f0N-
XXEH OCYyLLeCcTBATLCA NpeAcTaBnTeNS MU NPOMBILLIIEHHOCTU 1 rocyaapcTsa. Komnnekt npogykros CMMI 6bin
CMPOEKTUPOBaH C Y4ETOM BO3MOXHOCTMW €ro pacnpocTpaHeHUs Kak Ha AUCLMNINHDI, TaK U Ha XXU3HEHHbIN LKA
MO. Mocne Havyana pa6boT No pacnpocTpaHeHnto komnaekTa npogyktos CMMI Ha npoLecc 3akynok v cTan Bos-
MOXEH OXBaT Taknx AONOMHUTE bHbIX ANCUUMNINH, KaK NPOeKTpoBaHue cuctem 6e3onacHocTu. PelweHus no
pacnpocTpaHeHunio Komnaekrta npogayktos CMMI npyHMMaloTcs Ha OCHOBE YCNELUHOro NPUMEHEHUsI NepBoi
Bepcumn, notpebHocTel 1 nogaepxkn coobuiecTea Nofb3oBaTeNeil U HannyMa y4acTHUKOB pas3paboTkm ee
pacnpocTpaHeHus.
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Mogenun CMMI oxBaTbIBaOT T€ e XU3HEHHbIE LMK/bI, YTO U NCXOAHbIE Mogenun (MoAe b 3penocTu Npo-
uecca (CMM) MO. CMM pa3paboTku nHTerpmpoBaHHoro npoaykta, EIA/IS 731 n mogens 3penoctu npouecca
CUCTEMHOr0 NPOEKTUPOBaHUSA).

Cxema CMMI cnpoekTMpoBaHa c y4eToM NpucnocobaeHmns 4ONONHUTENbHbIX AUCLMNANH, U CyLLecTByeT
HamepeHue [06aBUTb HEKOTOpble AWCLUMAWHBLI MO TpeboBaHW coobuiecTBa nosb3oBaTeneli. Mpouecc
[o6aBneHns HOBbIX AUCLUMNIMH NpeAcTaBneH BaokymeHTe «KoHuenums onepaumnii (CONOPS) ans CMMI».

A-cneuudpmkauna CMMI TpebyeT cornacoBaHHOCTM U COBMECTUMOCTU KomnekTa npogykta CMMI ¢
MCO/M3K 15504 n 6ecnpobsieMHOro pasMelleHnst AONOMHUTE IbHbIX AUCUUM/IMH, HO He uAeHTudukauun
Kakux-nnbo KOHKpeTHbIX. Ha cerogHaLWwHWA AeHb 6blna gobaBneHa gucumnimHa noucka nocrasLuyka.

6.19.3 WVCTOUYHUKM
Cwm. (35]. (36]. (37].

MpumevyaHnune — CMMI saBnsetca paspaboTkoit MHCTUTYTa nporpammHoOin uHxeHepun. Carnegie — Mellon
University. Pittsburgh, PA 15213-3890.

6.20 NCO/M3K 15504 — oueHKa nporpaMMHOro npotecca

6.20.1 Uenb

O6ecneyeHne CTPYKTYPbl KOHLENLMIA 1 NPOLLeCCOoB A5 OLeHKU NPOLECCOB XN3HEHHOTO Lukna Mo B cooT-
getcTBuM ¢ MCO/M3IK 12207. STa CTpyKTypa COBMecTMMa C M3MepeHueM rnpoLecca B COOTBETCTBUU C
NCO/M3K 15939.

6.20.2 OnwucaHune

MCO/M3K 15504 coBMeCTUM C MOAENbIO 3PENOCTN BO3MOXHOCTE OpraHu3aunm n ucnosb3yeT nsmepe-
HVe npoLecca 1 BO3MOXHOCTEe opraHnsaunm. basoBbie NpakTUkK NoapasfensaoT Ha: opraHu3auuio, ynpasne-
HVe. MPOEKTUPOBaHVe, NPaKTUKN NoTpebuTensa-noctaswmka v nogaepxki. NCO/M3IK 15504 cneunduuupyet
crnepyoLLyto knaccucrkaLmio BO3MOXHOCTEN opraHm3aLmm, ocyLecTBsoLLel npoLecc pa3padboTku:

LO — He3aBepLUEHHbIli MpoOLLeCC;

L1 — BbINO/IHEHHBIN NpoLecc;

L2 — ynpaBnseMblii npolecc;

L3 — ycTaHOBMBLUMIACA NpoLecc:

L4 — nporHosupyeMmblii npouecc;

L5 — onTumusnpyemslii npouecc.

Knaccudmkaums ocHoBaHa Ha OLleHKke KOHKPeTHOro npumepa npotecca. Bee Tvnbl oueHku noaaepxusa-
totcA. MCO/M3K 15504 nprMeHM K CamMOCTOSATE/IbHOM U HEe3aBUCHMMOW OLLeHKaM, a Takxe K HenpepbIBHOM 1
[AVCKPETHO OLleHKamMm.

YpoBeHb L3 MCO/M3IK 15504 oTpaxaeT ycnewHyto ceptudukaymnto no MCO/M3IK 9000.

6.20.3 VCTOYHMKHM

CM. nyHkT 2 NCO/M3K 15504-1. NCO/M3K 15504-2. MCO/M3K 15504-3. NCO/M3K 15504-4,
NCO/M3K 15504-5.

NMpumeuvyaHnune — NCO/MIK 15504 saBnsetcs pa3paboTkoii kommteta MCO/M3IK CTK 1/MK 7/PT «Information
technology. Software and system engineering. Process assessment».

6.21 CMM — mogzesnb CMM® (ona nporpammHOro o6ecneyeHus)

6.21.1 Uenb
OueHka v NoBbILWEHWE 3pE10CTU BO3MOXHOCTE MPOorpaMMHbIX MPOLECCOB B OpraHm3aunm.
6.21.2 OnucaHune

B mogenu 3penoctu BO3MOXHOCTel opraHusaunm BOTHOLWEHUN NporpaMMHbIX MpoLeccoB on1caHbl Npu-
HUWUNbI N NMPaKTUKN, Nexaline BOCHOBE NX3PEesIoCTU nnpegHasHav4yeHHble 414 CO,CI,EVICTBVIFI 3aHuMatwwmmcsa Nno
opraHusayusam B NOBLILLEHWNX 3PE/TOCTU ee NporpamMMHbIX NpoLeccoB.
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Mogens CMM onpegenseT NaTb YPOBHER 3penocTu:

YpoBeHb 1 — HayanbHblii. MporpaMmHbIi NpoLecc xapakTepusyeTcs Kak TpoM3BO/bHbINA, MHOTAa faxe
Kak xaoTuyecknii. OnpegeneHo o4eHb Masio NPOLEeCcCoB, Y YCNELWHOCTb UX BbIMOSIHEHWSA 3aBUCUT OT UHANBUAY-
a/IbHbIX YCUNIA 1 pelunTeNbHbIX 4eNCTBUIA.

YpoBeHb 2 — MOBTOPSEMbIA. YCTaHOBMEHbI OCHOBHbIE MPOLIECChl YNPaBAeHNa NPOeKkToM ANnS npocne-
XUBaHWA pacxofos, rpaduka v hyHKUNOHaIbHbIX BO3MOXHOCTeN. CyllecTByeT HeobxoAnmMas guCuunimHa
npotecca A/ NOBTOPEHUA NpeablAyLnX YyCnexos no npoekram B aHasIornyHbIX NPUMEHEHUsX.

YpoBeHb 3 — onpefeneHHblit. NMporpaMMHbIil NpoLecc A8 AeATeNIbHOCTU N0 YNpaBieHWto N NPOeKTy-
pOBaHNO 4OKYMEHTUPOBAH, CTaHAaPTU3MPOBAaH N MHTErpupoBaH B CTaHAaPTHbI MPOrpaMMHbIiA npouecc opra-
Hu3auun. Bo Bcex npoekTax Ana pa3paboTkym u conpoBoxgeHua MO wncnonb3yetcs yTBEPXAEHHbIN
afanTupoBaHHbI CTaHAaPTHbLIA NPOrpaMMHbI NPOLECcc opraHn3auum.

YpoBeHb 4 — ynpaBnsiemblii. Co6upaloT AeTasbHble N3MEPEHUS NPOrpaMMHOro npoLecca 1 kayectsa
npoAykTa. Kak nporpammHblii Nnpouecc, Tak U NPoAYKTbl JO/MKHbI OblTb OCMbIC/IEHHBIMU B KO/IMYECTBEHHOM
OTHOLLIEHMW N yNPaB/IieMbIMN.

YpoBeHb 5 — onTvMu3npyemsblii. HenpepbiBHOE ynyylleHne npouecca oCyLLecTBASeTCA NocpeCcTBOM
KO/IMYeCcTBEHHOI 06paTHOM CBA3M OT NpoLecca, Hanpas/eHUs UHHOBALMOHHbIX UAEW Y TEXHONOTUIA.

CuunTaetcs, YTo NMPOrHO3MPYEMOCTb, 3P EKTUBHOCTL NPOrpamMmMHbIX MPOLECCOB OPraHM3aunm u ynpas-
NIeHne UMK ynydliaeTca no Mepe NpoABWKEHNS opraHu3anny no aTUM NATU YPOBHAM. Ha cerofHALWHNI feHb
3TO MHEHME NoAAEePXNBAETCA 3IMMUPUYECKMMU fioKa3aTeNbCTBaAMM.

3ancknyeHrem ypoBHs 1. Kaxablii ypoBeHb 3pe1ocTy noapasaensieTcs Ha HeCKONbKO pa3nnyHbix KUr,
ABNAOLWNXCA y4acTKaMu, Ha KOTOPbIX OpraHnsauunn cnefyet CoOCpefoToOUUTLCA AN YTyULLIEeHUss CBOEro npo-
rpamMHOro npotecca.

KUI Ha ypoBHe 2 cBfA3aHbl ¢ npobnemamy npoekta no paspabotke MO. ¢ ycTaHOB/EHNEM OCHOBHbIX
CpeACTB KOHTPONSA 3a ynpasseHnem npoektom. KUIM Ha ypoBHe 2 aBAst0TCA: ynpaBneHne TpebosaHmamu, nna-
HUpoBaHue npoekTa no paspaboTtke MO. npocnexusaHne npoekta no paspadotke MO U KOHTPOSb 38 HUM.
ynpasneHue cybkoHTpakTamy no paspaboTke MO, o6ecneveHune gosepusa k kadectsy MO u ynpasnexue
KoHurypaumeii MO.

B KUIM Ha ypoBHe 3 paccmaTtprBatloTcsa Npo6aembl kak NpoekTa, Tak v opraHnsaLunm, NoCKoIbKy opraHunsa-
uusa onpegenseTt MHPPaCTPYXTypy U MHCTUTYLMOHaNN3MpyeT NpoLecchl ynpasieHns n npoektuposaHus Mo.
KU Ha ypoBHe 3 ABNAIOTCA: KOHLEHTpaLmMsa Ha npoLecce opraHusauun, onpejeneHne TeXHoN0rM4ecKoro npo-
Llecca opraHusauum, nporpamma obyyeHusi, KOMNIEKCHOe ynpasseHne paspaboTkoin MO. npoekTupoBaHue
NporpamMmMHOro NpoAykra, Mexrpyrnnosasi KOOpANHaL WA 1 3KCNePTHbIE OLLEHKN.

KUl Ha ypoBHe 4 cocpefoTO4YeHbl Ha YCTaHOB/IEHUWN KOJIMYECTBEHHOIO COracoBaHus NporpaMMHOro
npouecca u co3gaBaemMoli nporpammHol npoaykumn. KUl Ha ypoBHe 4 ABASAIOTCA KOJIMYECTBEHHbIN MeHes-
XMEHT npouecca  MeHepKMeHT KayecTtsa 0.

KU Ha ypoBHe 60xBaTbiBaOT NPO6/1eMbI, KOTOPbIE OPraHn3aLnmn fOMKHbI paccMaTpmBaTh NPY OCYyLLeCT-
B/IEHUWN HENPepbIBHOIO yNydlleHns nsmepsemoro nporpammHoro npoiecca. KUl Ha ypoBHe 5 ABnA0TCA:
npegynpexgexHve AedeKkTos, ynpas/ieHne WU3MEHEHUAMW B TEeXHONOIMAX W ynpasfieHUue U3MeHeHUsMu
npouecca.

Kaxpas KU nsnoxeHa ¢ TOUKM 3pEHUS K/THOYEBbIX NPaKTUYeCKUX CUTyaL Wi, CNOCO6CTBYHOLUX BbIMOMHE-
HUIO ee Lenu. Knioyesble npakTuyeckne cutyaunm onvucbiBaloT UHAPACTPYKTYPY W AelCTBUS, CNOCO6CTBYIO-
wme ahheKTUBHOMY BbINOSIHEHWIO MHCTUTYLMOHANN3ALMM K/TIOYEBOI YacTy npoLecca.

6.21.3 UCTOYHUKN
Cwm. [34].

MpumeuyaHune — CMM sABnsietcs pa3paboTkoii MHCTUTYTa nporpamMmHoii nHxeHepun. Carnegie University.
Pittsburgh. PA 15213-3890.

6.22 SE-CMM® — mopenb 3pesiocTu npouecca CUCTEMHOIO NPOeKTUpoBaHne®

(6] 1

6.22.1 Uenb
YnydweHue npouecca CUCTEMHOIO NMPOEKTUPOBAHUS.
6.22.2 OnucaHune

B Mozenu 3penoctu npoiecca CUCTEMHOro NPoekTUpoBaHuaA® (SE-CMM®) u3noxeHsl 0OCHOBHbIE 3/1e-
MEHTbI NpoLecca CUCTEMHOIO NMPOEKTMPOBAHNA OpraHn3aLmn, KOTopble 40/KHbI ObITb B HAIMUUK 415 o6ecne-
YeHUA Ka4eCTBEHHOro CUCTEMHOIO NPOEKTUPOBaHMA.
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Kpome Toro. SE-CMM cnyXuT 3TaJIOHOM NpU CpaBHEHWN DaKTUYEeCKNX AeCTBUIA N0 CUCTEMHOMY Mpoek-
TUPOBAHUIO C 3TUMU OCHOBHbLIMU 3/IeMeHTamun. PaboTa no paspaboTtke SE-CMM 6bina nHmLmMmMpoBaHa B aBryc-
Te 1993 1. B OTBET Ha 3anNpoCbl NPOMbILLIEHHOCTH B OKa3aHMU NOMOLLU A1 corfiacoBaHns 1 ony6vMKoBaHus
mMogenu, aHanoruyHoli CMM, ans coobuiectsa, 3aHMMAatOLLEroCs CUCTEMHbIM NPOEKTMPOBaHNeM. KOHCTPYK-
Topckne paboTbl SABUMAUCL pe3y/ibTaTOM COTPYAHWYECTBA HECKOJIbKAX OpraHusaunii, Bkaw4vas WHCTUTYT
NpoOrpamMmHoOl HXeHepun.

Pab6oTbl B3TO 061aCTW B HACTOSILLLEE BPEMS ABMAIOTCA YACTbIO MHTErpaLmMm mogenv 3penocTu npotecca
(CMMI).

6.22.3 VICTOYHUKMN

Cwm. [21] n[22].

MpumevaHne-SE-CMM® saBnsetca pas3paboTkoil WHCTUTyTa nporpaMmMHOin uHXeHepun Carnegie
University. Pittsburgh. PA 15213-3890.

6.23 TSDM — meTOof0/10T1s pa3paboTky JOBEPEHHOr0 NPOrpaMMHOro o6ecrnevyeHus

6.23.1 LUenb

O6ecneyeHre [OBepusi MOCPEACTBOM MPUCBOEHWS YPOBHeW [OBepusi MOMUTVKE ynpaBfieHus, cpe-
[CTBAM KOHTPOJIA OKpYXatoLLeli cpefibl 1 ee ynpaBieHns, a Takke CUCTEMHOMY NMPOEKTUPOBAHUIO.

6.23.2 OnucaHune

MeTogonorua paspaboTku foBepeHHoro MO (TSDM) 6bina paspabotaHa OTAENOM cTpaTernyeckoi
060poHHO nHuumnatuebl (SDIO) B cepeanHe 80-x rofioB ANsi NOBbILWEHUS AoBepus K MO nyTeM MHTEHcUdmKa-
Lumn npouecca pa3paboTku.

BcnepacTteme oueHeHHoro pasmepa (MWIIMOHBI CTPOK MpOrpamMmbl) NPeanioXeHHbIx npoektos SDIO
06bl4YHasA yacToTa NPorpamMmmHbIX OWNG0K caenana 6bl cuctemMbl HepaboTocnoco6HbIMU. MNpy aHanuse fose-
peHHoro MO 6b110 caenaHo NpeanosioXkeHne, YTo yayylleHms npouecca pa3paboTkm MOryT CHU3UTb YacToTy
NosiBNIEHNSA NPOrpamMMHbIX OLLINGOK.

Kaxpaas xapakrtepucTtuka npouecca paspaboTku MO 6blna npoBepeHa ¢ Lesblo BbIsBIEHNSA NOTeHLasb-
HbIX cNnabblx MecT. Pe3ynbTatoM 3TOro aHannsa craso hopmyavpoBaHue 25 NpUHLMNOB AOBEPUS.

TSDM onpegenseT NpvHUMNbI AoBepus B oT4eTe oT 2 niona 1993 r. B Hem cogepxuTcs 060CHOBaHWe
KaXXA0ro npuHUuna goesepus, Habop TpeboBaHWMn K COOTBETCTBUIO, a Takke MAeHTUdMuKaunsa npuemaembix
knaccos goBepus. Kpome Toro, AaHHblli LOKYMEHT onpefenseT nepeyeHb CBA3aHHbIX C HUM TpeboBaHwuii, onu-
CbIBAWLWNXAEWCTBUSA, aHAI0OTNYHbIE AEliICTBMAM, paccmMmaTpuBaeMbIM B NPYHLMNE 4OBEPUSA, U NpefocTaBnAeT
nepeyeHb NoNe3HbIX CCbINOK 415 NPUHLUNa AoBepus.

25 NpUHLMNOB J0BEPUS MOXHO CrpynNnupoBaTh B CreaytoLine YyeTbipe 061acTu, CBA3aHHble C 06LmMM
npoueccom paspaboTku MO:

- nonvTuka BobnacTu ynpasneHusa (NpUHUMNeI fosepust 1—6);

- CpeAcCTBa KOHTPO/IA OKpyXKatoLei cpefbl (NpyHUMNbLI fosepus 7— 10);

- ynpaB/fieHune okpyxatLei cpegoii (NpuHumMnbl foBepusa 11—14);

- npoektuposaHue MO (npuHumnel goBepuns 15—25).

Kaxxablil 13 npuHLMNOB AOBEPUS U3MepseTcs NATbo ypoBHAMU TSDM:

T1 (MUHUManbHOEe foBepue):

T2 (ymMepeHHOe foBepue);

T3 (npegnoytuTenbHoOE AOBeEpME);

T4 (BpefoHOCHas aTaka);

T5 (upgeanbHoe fgosepue).

TSDM npegnaraet nsmepexue gosepus k MO/mHdopmayun. ina cneunanbHoro nnaxHa paspabotku MO
(SDP) TpebytoTcs npuemnemblie npaktnukm TSDM. npefHa3HauYeHHble 415 BbINOAHEeHUA. pyMeHeHe npuem-
NIeMbIX MPaKkTUK 06yCc/ioB/eHO TeM, 4TO B SDP MCnonb3yloTca MeToAbl onpefeneHnsa cooTseTcTens TSDM
Hapsgy Cc pesy/sibTatamu aHanmsa PUCKOB AJ/1s rpynnbl npoekTuposaHus MO.

Mpu oLeHke PYHKLMOHaIbHBIX BO3MOXHOCTel MO BaXHO NOHATb, Kak onpeAenseTcs v npocexmsaeTcs
cooTBeTcTBMEe TSDM C MOMOLLbIO TakMx CTaHA4apTOB aHann3a npoektuposaHua MO. Kak MofAeNb TeXHOMNOoMM-
yeckoii 3penoctt (CMM) MHCTUTYTa NporpamMmmHO nHxeHepun. AN oLeHKU 3aepxek, CBA3aHHbIX C 06yYeHu-
€M Y/1IeHOB rpynnbl npoekTuposanuns MO no nporpamme TSDM. TpebyloTcs onpefenieHHble 3HaHusA. HakoHel,
Heo6X0ANMO 3HaHMe NOBTOPHOIO NCMosib30BaHnA MO 1 COBOKYNHOCTU UCXOAHbLIX napameTpos 0.
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MpumeyvyaHune — nauHterpaymn CMM n TSDM 6bina chopmmpoBaHa rpynna ns npejcrasnteneit AreHtcTea
HaunoHanbHO 6€30MacHOCTU N MHCTUTYTanporpaMmMHOi nHxeHepun. lMonyyeHHas B pesynbTaTe ee JeATeNbHOCTH jOBE-
peHHas MoAenb TexHonornyeckoii sapenoctu (TCMM)aBnseTcs OCHOBOI A5 NPOBeAEHUA OLeHNBaHNA (DYHKLMOHANbHbIX
BO3MOXHOCTel gosepeHHoro MO.

6.23.3 NcCTOYHMKHM
Cwm. [29] n (47).
6.24 SdoC — pgeknapauus noctaBLlnKka 0 COOTBETCTBUMU

6.24.1 Uenb

3adBneHne 0 COOTBETCTBUN NPOAYKTa, npoLuecca Unu ycriyrm HopMaTuBHbIM AOKYMEHTam nof OTBeT-
CTBEHHOCTb NocCTaBLMKa n 060CHOBaHMe 3TOro COOTBETCTBYS.

6.24.2 OnwucaHune

[JaHHbI noaxog hopmanusyet 06a3aTeNlbCTBO pa3paboTyrKa No OTHOLLIEHWIO K ero NPOoAYKTY nocpes-
CTBOM Aeknapauuy noctaBliuka o cootseTcTBumn (SDoC). Ans cuctem 6e3onacHocTn UKT aTa geknapayms
[O/MKHa BK/IOYaTb YTBEPXKAEHUSA O COOTBETCTBMU 6@30MacHOCTM cuctem. B pykoBOACTBE A8 NOCTaBLUMKa U
KOHEeYHbIX Nosib30BaTenein JomkHa 6biTb onpeaeneHa Tpedbyemas CTPyKTypa ucogepxaHne yHKLMOHabHbIX
BO3MOXHOCTe obecneyeHns 6e3onacHocTU.

CyuecTtByloT cxembl SDOC Ana MHOrMX 3a/ieMeHToB npoaykumn VIKT. a B EBpone SDoC yxe siBnsaiwTcA
06513aTeNlbHbBIMU NpY ONpeAesieHnn COOTBETCTBUS NPOAYKTOB 3/1eKTPOMArHuTHoli coemectumocTt (EMC) u
HM3KOBONbTHOW AndchepeHLmanbHon cxembl LVD. OgHako B 0T/IMYMeE OT ApYrux ciyyaes, nogo6Ho MCO 9000
1 ApyrMM goKymeHTaMm no kayectBy MO. aproHomuke, 3aliute okpyxatwowiein cpegbl n 1. 4, SDoC asnseTtcs
[06pPOBO/IbHON.

[lo cux nop feknapaumsa 0 COOTBETCTBUM acrnekTam 6e30nacHOCTM He paccMmaTpmBanack. OfHaKko 60/1b-
LUMHCTBO NOCTABLLMKOB BbIMOHAT OFPOMHbIA 06BbeM paboTbl MO cneuntuLMpoBaHunio, NMPOEKTUPOBAHNIO,
TecTupoBaHuo/rapaHTUPOBaHNIO U [OKYMEHTUPOBaHMIO (DYHKLMOHAIbHbIX BO3MOXHOCTE ob6ecnevyeHus
6e3onacHoCTH, KOTOpas He BUAHA KOHEYHOMY MONb30BaTENIO, TOrAa Kak pyrue nocTasLLKU NPOBOAAT NULLb
MUHUMaJIbHOE TecTUpoBaHue. AgekBaTHble YTBEPXAEHUS NOCTaBLLMKOB B OTHOLLEHUN 6€30NaCHOCTM NOBBLICAT
CcTeneHb MNPO3PayHOCTM WM COMOCTABMMOCTW [/ KOHEYHOro Mo/ib30BaTtenisi, BblOVMPAOLWEro HagexHyo
NpOAYKUMIO.

Bonee Toro, yTBepxaeHna o cooTBeTCTBMM TpeboBaHmAM 6esonacHoctn VKT B SDoC 6yayT crnoco-
6c¢cTBOBaTbL 60/IbLUEN COCPEA0TOYEHHOCTN NOCTABLLMKOB U KOHEYHbIX Mosib30oBaTesnel Ha 6esonacHocTn UKT.
Kommepueckre opraHusaunm 60/bLue 4em korga-nnbo 3aBUCAT OT NPO6EM PbIHKA, M 3TO CYXUT AalbHEeALWNM
LIarom K CTUMY/IMPOBaHNio o6ecneyeHns acnekToB 6e30NacHOCT Ha 3KOHOMWYHO 1 JOOPOBO/IbHON OCHOBE.

B pogcteeHHom ctaHgapTe MCO/M3K cneumnduumpytotea obLime Kputepumn Ansa CTpyKTypbl BCnomora-
TeNbHON JOKyMeHTauuun, ynpouvBalolei, ynpolwjaioweid v CTUMYnpylolleil yBepeHHOCTb B Aeknapauuu
nocTasLLMKa 0 COOTBETCTBUY, Kak onpegeneHo MCO/M3K 17050.

6.24.3 NCTOYHUKN
Cw. [11]. [12]. [13].

MpumeyvyaHne — SdoC sBnsieTcs paspaboTkoil 1SO/Casco WG 24 Committee on conformity
assessment — Supplier's declatartion of conformity and its supporting documentation.
6.25 SA-CMM® — mopaenb 3pesiocTM BO3MOXHOCTEW npuobpeTeHnsa nporpaMmMHoOro obecneve-
HNA®
T
6.25.1 Uenb

OTaNoHHOE TeCTUPOBaHME 1 yny4lleHne npouecca npuobpeterns MO.
6.25.2 OnucaHune

Mogenb 3penoctu Bo3MoXHocTell npuobpeteHus NMO® (SA-CMM®) sBnseTcs MOAE/b0 3Ta/lOHHOTO
TECTMPOBaHMA U yNydlleHnsa npouecca npuobpetenuns MO. ApxuTekTypa MOAEN aHanorMyHa Mogenu 3pe-
noctn Bo3moxHocTen ana MO (SW-CMM). HO ¢ akueHTOM Ha npo6nembl nNpuobpeTeHus n noTpebHoCcTU
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noctn Bo3MoxHocTen ans MO (SW-CMM), HO ¢ akueHTOM Ha npob6riembl npuobpeTeHus n NoTpebHoCcTu
OTAE/bHbIX UL, W Fpynn, NAaHNPYOLWMX feicTBUS no npnodpeTterunio MO 1 ynpaBnsowmx uMu. Kaxablii ypo-
BEHb 3pe/iocTm 0603HavYaeT BO3MOXHOCTM NpoLiecca numeeT Heckonbko KUT. Kaxepas yacte KUM numeeT uenu,
o6LLMe NpU3HaKM 1 opraHu3aLoHHble MeTOAbl, NpeAHasHavYeHHble 4718 UHCTUTYLMOHanM3auny ycTtaHoBuB-
wevica npakTukn. COBMECTHbIMW YCUNAMU rOCYAapCTBEHHbIX OpraHn3aLmii u IHCTUTYTa NporpamMmmHOi nHxe-
Hepun 1 NPOMBbILLIJIEHHOCTY rpynna cnewmanucTos Nno npnobpeTeHnto BHavase paspaborana, a 3atem nposena
KOHTPOJ/IbHbIE UCMbITAHUA U cnaHupoBana BHegpeHne SA-CMM. KUIM SA-CMM® npusegeHa B Tabnuue 3.

MockonbKy 3HauYMTE NbHbIN 06Bem paboT No MOAEeNMpPoBaHuMIo NpoLiecca npnobpeTtenns MO 6bia BbINON-
HeH apmueli. BM®. BBC ngpyrumu chegepanbHbiMy hOpMUPOBaHNSAMM, B HACTOSILLLEM CTaHfapTe 6blsin 06be-
[AVHEHbI M YTOYHEHbI Nyyluune pesynbTaTthbl 3TUX paboT, n codgaHHas SW-CMM 6bina ncnonb3osaHa B kayecTse
apXuTeKTYPHO Moaenu.

Tab6bnunuya 33— KnwuyeBas yacTb npouecca SA-CMM®

YpoBeHb CocpepgoTtoueHune KntoueBast yacTb npotecca
5 ONTUMN3NPOBAHHbI HenpepbiBHOE ynyulleHne npoyec- WHHOBALMOHHOE ynpaB/ieHne NpoLeccoMm.
ca HenpepbiBHOE ynyylweHne npoyecca
4 KONWYeCTBEHHbIA KonnyectBeHHOe ynpaBneHue KonnyecTBeHHOe ynpassieHne npuobpeTeHun-
eMm.

KonnuectBeHHOe ynpaB/ieHne npoueccom

3 OnpeaeneHHsblii CTtaHpapTum3auma npouecca Mporpamma o6y4eHus.
MeHeXMeHT PUCKOB NpuobpeTeHuns.
YnpaBneHve UCNOSIHEHUEM KOHTpakTa.
YnpaBneHue BbINOSIHEHMEM MpOEKTa.
Tpe6oBaHua nonb3oBaTens.
Onpepenexnune n obecneyenune npouecca

2 MoBTOpseMmblii OCHOBHOEe ynpaB/sieHne NpoekTom Mepexopn Ha noaAepxKy.
OueHuBaHue.
MpocnexuBaHne u Haj30p 3a UCNOJHEHWEM
KOHTpakTa.
YnpaBneHue BbINO/THEHWEM MpoekKTa.
Paspa6oTka Tpe6oBaHuWii 1 3anpoc Ha npeAno-
XeHne K pykosoacTBy. MnaHupoBaHue npuno6-
peTexna MO

1 HayvanbHbI KomneTeHTHbIi nepcoHan

6.25.3 VICTOUYHUKM

Cw. [38].

NMpumeuvaHnne — SA-CMM® asnaetca pa3paboTkoii MHCTUTYyTa nporpaMmHoOii nHxeHepuu. Carnegie Mellon
University. PA 15213-3890).

6.26 Cepua MCO 9000 — meHeaXMEHT KayecTBa

[~ ° | I | o |
6.26.1 Lenb

O6ecneyeHe opraHn3almii CTPYKTYpOil MeHeKMeHTa kadecTsa v NpeaocTaB/ieHne BO3MOXHOCTY cep-
TUUKALUM ee YCMNEeLLHOTO BHeApeHus.

6.26.2 OnucaHune

MCO 9000 sBnseTca cTaH4apTOM MeHe[)XMeHTa KayecTsa, cogepxalinm 20 NyHKTOB, CBA3aHHbLIX C
BbICOKVMM YPOBHAMMW KayecTBa, KOTOPbIM OpraHusauns fo/kHa COOTBeTCTBOBAaTb Nepes noyyeHmeM peruc-
Tpauun no MCO 9000. MepBoHayanbHO pa3paboTaHHbI 4159 NPOMbILLAIEHHbIX OpraHm3aunii faHHbI cTaHAapT
MOXeT NPUMEeHATLCA ANS opraHn3aumii, paspabartbiBaowux MO. Ho ANA aTOro noTpebyeTcs ero 6onee nog-
po6Hoe TosikoBaHwue. o aToi NpuunHe AN Toro, 4To6sl MCO 9001 MOXHO ObISI0 NCMONb30BaTb A1 pa3paboT-
KW. nocTaBku u conpoBoxaeHus MO. ¢ uenblo nsbexaHns TpyaHOCTel U HesscHoCTel 6bl10 pa3paboTaHo
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pykoBoacTeo MCO 9000-3. NCO 9000-3 cogepxmnT 22 nyHKTa, paspaboTaHHbIX creuvanbHo A8 obnactm pas-
pabotku MO. MockobKy aTW NyHKTbI 6onee cneundunyHbl ansa MO, X ypoBeHb fOCTATOYHO BbICOK A5 TOrO,
4yTo6bI TPEGOBATL AasbHelwel nHTepnpetayun MCO 9000 AN NpUMEHEHUS K KAKOR-TM60 opraHusauum, u B
HUX He yunTbiBaeTca 6e30nacHOCTb MHHOPMALMOHHBIX TeXHOoMoruiA. CnegyeT 06paTUTb BHUMAaHNE Ha TO. YTO
MCO 9000-3 orpaHnumnsaetcs MO, Torga kak NCO 9001 n MCO/M3IK15408, kpome NporpaMmHbIX NPOAYKTOB U
CUCTEM, MPUMEHUMbI TaKXKe K annapartHbIM cpeicTBam.

CootBetcTBre MICO 9000 onpefenserca He3aBUCMMbIMW ayanuTopaMn, NposepsoLmMmm pykoBoaCcTBo
Mo KayecTBY M TEXHOJIOTMYECKNE MPOLLECChl oOpraHusauun, a Takke NposBoAsaLLMMY onpoc nepcoHana. Ceptu-
dhukaT MCO 9000 npegnaraeTcsa TONbKO cneunduryeckon opraHnsaLnmmn, Hanpumep, KomnaHum, 3TUM OH OT/In-
yaeTcs oT mogenun SSE-CMM no MCO/M3K 21827, koTopast MOXET OL,eHNBAaTbLCA A5 OTAE/IbHON rpynnbl an
npoekTa B pamkax KoMnaHum unv opraHusauum.

MNCO 9001 oxBaTtbiBaeT 60/bLIYI0 06/1ACTb NPUMEHEHUS, yem TpeboBaHus CO/M3K 15408, oT npuHs-
TUS KOHLLeNUMU NPoAYyKTa [10 ero BbiBOAA W3 3KCNyaTaumu. To 03HavaeT, YTo opraHu3aumu, xenarwLei 6b1Tb
3aperucTpuposaHHoit no MCO 9001 c uenbio 3KOHOMUWN BPEMEHW Ha OLeHKY, NpuAeTCcA BHeAPUTb CUCTEMY
ynpaB/ieHUsi Ka4eCcTBOM, OXBaTbIBaOLLYI 60/bLLE 06nacTel, Yyem TpebyeTcs Ans oueHkm no MCO/M3K 15408.
OTaononHutenbHas pabotanoobecneyeHnto cooTBETCTBMSA TpeboBaHnsaM MCO 9000 MoxeT 6bITb Heonpas-
faHHa.

BaxHo oTmMeTuTb, 4To MNICO 9000-3 ABNAEeTCA NINLLbL PYKOBOACTBOM, UANA NONYYEHUS perucTpaumm opra-
HM3auus fo/KHa COOTBETCTBOBaTbL TpebosaHusam NCO 9001.

6.26.3 VICTOUYHUKM
Cwm. pasgen 2 NCO 9000. NCO 9001. NCO/M3IK 90003 (nepecmoTp NCO 9000-3).

MpumeuaHuns

1 NCO 9000 n NCO 9001 sBnaTcs paspaboTkoii komuteta MCO TK 176 «MeHefXMEHT kayecTBa U rapaHTua
KayecTBa» CO CeAyLWnMmn nogkoMuTeTamu:

NCO TK 176/MK 1«MeHeaXMeHT kayecTBa U rapaHTus kayectsa. KoHUeNuMm n TEpMUHONOTUSA»:

NCO TK 176/MK 2 «MeHeXMeHT KauyecTBa M rapaHTua kayectsa. CuctemMbl ynpaBrieHus kayectsom. Becnomora-
TeNbHble TEXHONOTUN»;

NCO TK 176/MK 3 «MeHeAXMeHT kayecTBa U rapaHTua kayecTsa. BcnomoratenbHble TEXHONAOTUN».

2 NCO/M3K 90003 siBnAeTcs pa3paboTkoil komuteta NCO/MIK CTK 1//1IK 7/PT 18 «MH(hopMaLnoHHaa TEXHONO0-
rma. MpoekTupoBaHue CUCTEM MNPOrpamMMHOro obecneyeHna. MeHeXXMeEHT KauecTBa.

6.27 WNCO013407 — opueHTUpOBaHHOE Ha YenoBeka npoekTuposaHue (HCD)

6.27.1 Uenb

MonyyeHne NnocpeacTBOM OPUEHTUPOBAHHOTO HA Ye/I0BEKa NPOEKTUPOBaHUs 6osiee paboTocnocoGHOro,
[OCTYMHOTO A1 06Y4YeHUs1 UCTI0/Ib30BaHUI0 U NPUEM/IEMOTO BO BCEX OTHOLLUEHUSIX NPOAYKTA A/151 CHUKEHNS
pUCKOB 6€30NacHOCTY, CBA3AHHbIX C (PYHKLMOHUPOBAHMEM CUCTEMbI.

6.27.2 OnucaHune

Mpovueccbl OpYEHTUPOBAHHOIO Ha YesloBeka NPOEKTUPOBaHUA NHTePaKTUBHbIX cuctem NICO 13407 06b-
e[VHeHbl cTaHAapToM, paspaboTaHHbiM PI6 MK4 TK 159/MCO, B KOTOPOM AaHO pa3bsCHEHWE NPENMYLLECTB,
nosyyaembix NOCPeACcTBOM 60/bLLUEr0 OPUEHTUPOBAHNSA XU3HEHHOTO LMK/1a MHTEPaKTUBHBIX CUCTEM Ha Yeso-
BeKa. U NpuBefeHbI NpoLecchl, He06XoAMMbIE [/15 OPUEHTUPOBAHNS XXU3HEHHOTO LiMK1a Ha YenioBeka. Mogernb
MpoL,eccoB OPMEHTUPOBAHHOTO Ha YesioBEKa XU3HEHHOTO LuKa, npefcTaB/ieHHas B HacToALWeM cTaHjapTe,
ABNSAETCA CTPYKTYPUPOBaHHLIM U hOpMasiM3oBaHHbIM onpegeneHnemM OpueHTMPoBaHHbIX Ha YenoBeka npo-
LLeccoB, N3n0XeHHbIX B ICO 13407. NCO 13407 noneseH 4715 CNeunanucToB B 061aCTh OLEHKN U YTyULLeHNs
NPorpamMMHbIX MPOLLECCOB N TEX. KTO 3HAKOM C NPOL,EeCCOM MOAENMPOBAHUSA U YHACTBYET B HEM.

Mopgenb, npefcTaBneHHas B JaHHOM cTaHAapTe, NpuMeHsieT hopmart, NpucyLunii MoAeNnam OLeHKN Npo-
Lecca. 3T1 Mofenv oNucbIBaloT NPOLECCHI, NpeAHa3HavYeHHble 4719 BbINO/IHEHUS OpraHu3aLmeli C Lesnbio foc-
TUXXEHWUA NOCTaBMEHHbIX Leneli. Mpouecchl B HACTOSALWEn MoAenu onucaHsl B hopmare, onpefesieHHoM B
M CO0 15504 B KOHTEKCTe OLEeHK/ NporpaMMHOro npolecca. XoTa Moe b OLueHK/ npoLecca BOCHOBHOM nNpume-
HAeTCcs AN usMmepeHus 3dEKTUBHOCTN BbINOMIHEHUS OpraHu3aLlmein NpoLeccoB, BK/IOYEHHbIX B MOAENb,
nof06HbIe MOLENN MOTYT UCNOJIb30BaTLCS Kak B KAYECTBE ONUCaHUA TOro, YTO MOXeT noTpeboBaTbCA A/18 Npo-
eKTpoBaHWA 1 pa3paboTkn 3PEKTUBHLIX MNPOLLECCOB YMNpPaB/EHUS MNPOEKTOM U OpraHu3auMOHHbIX
npoL,eccos.
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Mogenb 3penoctu Bo3moxHocTelr (UMM), ocHoBaHHas Ha VICO 13407. onucbiBaeT CEMb NMPOLECCOB,
KaXAablil U3 KOTOPbLIX onpeseneH HabopoM 6a30BbIX NMPAKTUK. TK 6a30Bble NPaKTVKM onpeaeneHbl. Kaxaomy
npoweccy onpegeneH Habop pabounx npoayktoB. B MICO/M3K 15504 nprBeAeHO KpaTKoe OnvcaHue LKabl
OLEHKMN 3penocTy NPOLLECCOB, U3M0XEHbl OCHOBHbIE MPUHLNUMbLI NPUMEHEHUS MOAENN, AaHa chopma 3annucu un
onucaHo ee NPUMEHEHMWE, a Takxe nNpeAcTaBieHbl 0To6paxeHns 6a30BbIX NpakTUk Ha npouecckl B SPICE (npo-
rpaMMa MOoJAesIMpoBaHNs C opueHTauueli Ha nHTerpanbHble cxembl), CMM n SE-CMM. Mogenb npoueccoBs
cooTBeTcTBYeT TpeboBaHusam NCO/MBK 15504.

Uto kacaeTcs paspaboTumkos cuctem u MO. npMMeHeHVe OPUEeHTUPOBAHHOIO Ha YesioBeka noaxoga
OaeT B pesysbTaTe 60/1ee paboTOCNOCOGHbIN, 4OCTYMNHLIN /151 06y4YEeHMA UCNO/Ib30BAHMIO U MpUeMAEMbI Npo-
OYKT M NpUHOCUT 6o/bLUee yAoB/eTBOpPeHWe nosb3osaTesnto. OpreHTUpoBaHHOe Ha YesioBeKa NpoeKTupoBa-
HMe MOXeT CHMXaTb puUCKM 6e30nacHOCTU, CBA3aHHbIe C JKCnayartaunein cuctembl. OpUeHTUPOBaHHbIE Ha
YyenoBeka npouecchl TPEBYIOT 60/1bLUNX BIOXKEHUI HA PaHHUX CTAANAX KU3HEHHOTO LKA, HO. Kak OKa3anoch,
cokpalLalT pacxofbl He TONbKO Ha 06CNyXUBaHWe, HO U Ha pa3paboTKy. B 4acTHOCTU, OpMEHTUPOBAaHHbIE Ha
yesioBeka MpoLecchl CHMXKAKT PUCK HEOXUAAHHLIX U3MEHeHU TpeboBaHuii U CBA3aHHbLIX C Nepeaenkoi un
WHCTaNnAUnen pucku.

Llenbto OpueHTUPOBaHHOIO Ha YenioBeka NoaxoAa ABNsSeTCS HanoMuHaHne paspaboTurky 1 BnagenbLy
06 MHTEpakKTMBHOI cucTeMe 0 TOM. YTO cucTeMa npeAHa3HavyeHa B OCHOBHOM /18 MCNOMb30BaHUs, a He AN
[OCTaBKu nnv 3akynkn. OpreHTMPOBaHHbIE Ha YenoBeka NpoLecchbl N03BOMAT pa3paboTymkam 1 Bnagenbuam
aHann3npoBaTtb NOBEAEHVE CUCTEMbI B NPOLLECCE ee AKCnayaTauumn noLeHnBaTh ee kauecTBO 1 A0BEepUe K Hell
B npouecce paboTbl. OpreHTUPOBaHHbIE HA YesI0BEKA MPOLLECCHI YY4UTbIBAIOT YCNOBUA UCNO/Ib30BaHUA U Cpe-
[y. B KOTOpoli 6yfeT NCnosib30BaTbCA UHTEPaKTUBHaA cuctema. OprMeHTMpOBaHHbIE Ha YesloBeKa NpoLecchl
CBSi3aHbl C UHTETPUPOBAHHOI CUCTEMOIA, KOMNOHEHTaMu KOTOpoW ABNsATCs MO nannapartHblie cpeacTBa. Opu-
€HTMPOBaHHbIE Ha YesloBeKa CUCTEMbI OKa3biBalOT MOAAEPXKY NONb30BaTENAM Y NOBYXAAIOT UX K 06YUeHUI0.
MpeumyLecTBa 06yuyeHNss MOryT BKNOYaTb B CE6SA: NOBbILLEHWNE NPON3BOAUTENBHOCTH, YYyULLEHNE KavecTBa
paboTbl, cOKpalleHne NoAAEPXKKN U BpEMEHUN 0OyUYeHUA 1 NOBbILLEHNE AOBEPUSA K (DYHKLNOHMPOBAHWIO.

6.27.3 WNCTOYHUKN

Cwm. pa3sgen 2 MICO/M3K 15504-1.
Cwm. (4).

Mpumeuvuanune — NCO 13407 asnseTca pa3paboTkoil komuteta PF6/MK4/MCO TK 159 «3proHoMuka. QproHo-
MUKa B3aumMofeiicTBUA YenoBek — MalinHa. OpMeHTUPOBaHHbIE Ha Yesl0oBeKa NpoLecchl NPOEKTUPOBAHNS UHTEepPaKTUB-
HbIX CUCTEM».

6.28 XapakTepucTuka paspabotyuka (B obLiem)

6.28.1 Uenb

icnonb3oBaHWe NpeXxHero ycnewHoro onbiTa n40auM yCrneLwHbIX NONbITOK Kak nokasarensa kayecTsa npo-
rPaMMHbIX CPEeACTB 3allnTbl JaHHbIX.

6.28.2 OnucaHune

XapaktepucTuka paspaboTuvka npegnonaraet MeTof onpegesieHns npuemMmseMocT CBUAEeTeNbCTBa,
OCHOBAaHHbI/i Ha MOATBEPXAEHUU WAEHTUYHOCTM aBTOpa CBUAETENbLCTBA, UCMOJb3Ys Npeablayuyo Ao/t
yCMeLWHbIX NOMbITOK (T. €. AOCTMXEHMUIA), KOTOPbIEe 6bI/TN NOMYyYeHbl 0TAENbHLIM TMLOM/OpraHu3aumen npyu pas-
paboTke, akcnayaTauun v NpoBepKe NPOAYKTOB U cUCTEM 6e30MacHOCTU. XapakTepucTmka MOXeT OCHOBbI-
BaTbCA Ha NOATBEPXAEHUN AEHTUUYHOCTU KaKoro-nnbo oTAeNbHOTO NnLa Um opraHu3auum, NpeacTaBUBLLNX
3T0 CBMAETENbCTBO. Bosee Toro, xapakTepmMcTuka MOXeT KaccugmumnpoBaTbCs Ha OCHOBaHUK poseit oTAe Nb-
HOro /My a/opraHn3anmm Kak XxapakTepucTuka paspaboTunkoB, OLEHLLMKOB U YTBEPXAALLNX L,

MpegbicTopua MOXeT 6blTb (hopManiM3oBaHa B pamkax KO//IeKTUBA, 3aHMMaloLlerocs obecneyeHmem
6e3onacHocTn VKT, Byayun hopmManim3oBaHHOM UK HET. 3Ta XapakTepucTuka siBASeTcs NCTOYHUKOM MHADOP-
MaLumn. NCMosib3yeMoli B JaHHbIi MOMEHT, XOTS Ha 60/1ee HedpopMasibHOW OCHOBE, TaKOl Kak «,0BEpUe»; MHO-
rve NpoAyKTbl/CUCTEMbI BbIGUPAKOTCA HA OCHOBE penyTauuy paspaboTymka Uan nHTerpartopa.

BapraHToM xapaKkTepucTuku, CeEpbe3HO paccMaTpUBaEMbIM B HEKOTOPbIX MHCTAHLMSAX, SIBASIETCS Xapak-
TepuCTUKa JoBepus K paspaboTunky. loBepue K paspaboTumnky nogpasymeBaeT npoeaeHne pa3paboTinkom
TECTUPOBAHWA N OLEHKN BHYTPY hpMbl 1 hOPMYNMpOBaHUE YTBEPXKAEHUS O JOBEPUM, OCHOBAHHOIO Ha BHYT-
peHHMX npoueaypax pmpm. OTMeTKa pa3paboTyumka 0 4OBEPUU HE MOXET 06eCcneynTb TaKo e ypoBEHb 10BE-
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pus. KaKk TeCTUpOBAaHWE He3aBNCUMOI TpeTbeli CTOPOHOI, HO HEKOTOPbIE CTOPOHbI CHMATALOT, YTO paspaboTka
CXEMbl pacno3HaBaHWs [0BEPEHHbIX pa3paboTUMKOB MOXET COOTBETCTBOBATb MHOMMM KOMMEPYECKUM
TpeboBaHuAM.

6.28.3 WCTOUYHMKN
Cwm. [43].

MpumeuyaHune — dopmManusauuo NoHATUS «MpeabicTOpUA pa3paboTumMka» MOXHO HANTW a Takux mMeTomax
rapaHTuu npoueccos, kak CMM (cm. 6.21) n NCO/M3IK 15504 (cm. 6.20). B «ATTecTaynm nepcoHana* (cm. 6.36 n6.37) u B
MAexnapayuun noctaBLwuka o cooTBeTcTBUU (CM. 6.24).

6.29 WNCO/M3K 17025 — poBepue kaTtectayum

[~ ° | m |
6.29.1 Llenb

Llenbto obecneyeHns fosepus K attectauumn SBAsieTca rapaHTMpoBaHue ConocTaBMMOCTM BCEX NpoLie-
4Yyp 1 pe3ynbTaToB OLEHKM AN 06ecneyeHns COOTBETCTBUSA BCEM Pe/sieBaHTHbIM CTaHAapTaMm, a Takxe rapaH-
TVpOBaHNe 06BEKTUBHOCTU U HETPAsIbHOCTMW.

6.29.2 OnucaHune

ConocTtaBMMOCTb BCEX MPOLLeyp W pe3ynbTaToB OLEeHKN 415 o6ecrneyeHnss COOTBETCTBUA BCEM pefe-
BaHTHbIM CTaHAapTaMm, a Takke 06BbEKTUBHOCTb W HEATPa/IbHOCTL 06Pa3yloT OCHOBY A0OBEPUS K aTTecTauum.
[Ansa npoueaypbl o6ecneveHns [oBepusa KaTrectauny TpebyoTcs cpeAcTBa OLEHKM C LieNblo NpefocTaBneHns
[loKkasaTesibCTBa COOTBETCTBUSA YC/TOBUSAM U KBANUPUKALVOHHBIM TpeBOBaHNAM.

CornacHo MCO/M3K 17025 TpeboBaHUAMM MO aTTecTaumnm SBnsoTCA:

a) 1 CobniogeHve cooTBeTcTBYOWMX YacTeit MCO/M3K 17025 (Bkntovas fokas3aTesibCTBO KOMMETeH-
THOCTU AN Beeli o6nactu 6es3onacHocTn UKT).

b) 2 [loka3aHHaa TexHuyeckas KOMNEeTeHTHOCTb B KOHKPETHOI 061acTu OLeHkM (ecnm Heo6xoanMo, B
HECKO/TbKMX 06/1aCTAX OLLEHKN).

CnepoBarenbHo, npoueaypa aTrectauuu, npusegeHHasn B Tabnuue 4, o6begmHsAeT 6a30Bylo aTTecTa-
uuio (cobnogeHve TpeboBaHWii B 4OMOMTHEHME K NYHKTY 1 nepeuncneHns a) u. No MeHbLUel mepe, 0gHy npoue-
AypY NuueH3npoBaHna [coboaeHne TpeboBaHuii B AONO/THEHUE K MYHKTY 2, NepeyncieHns B)].

Ta6nuya 4 — MNpouegypa arrecrtaunm

Mone nuuexsnpoBaHusa 1 Mone nuueHsnposaHna 2 Mone nuueHsnposaHus n

BasoBas akkpeguTtauua B cootsetcteumn ¢ MCO/MIK 17025

CpefacTBaOLeHKM, NCMo/b3yeMble hn3nYecKuMmn Uv PUANYECKMMI NNLLaMy No YaCTHOMY Npasy, MOTyT
6bITb aTTECTOBAHbI MO COrNaLleHnto No aTTecTaumm, LOCTUTHYTOMY MeXAyY CepTUrKaLMOHHOK opraHu3auuei
nonepaTtopom. lNMpeaBapnTenbHOe YC0BUE ANS aTTecTalmmn 3ak/104aeTcs B TOM, YTO 3TV OL,eHOYHbIE OpraHu-
3alun He MOTYT y4acTBOBaTb B pa3paboTke, N3rOTOBMEHUM UM NPOJAXKE Ha PbIHKE NPOAYKL MU, noanexallei
oueHke. CnegoBaTefibHO, B MPUHUUMNE 3TO HE NPENATCTBYET BO3MOXHOCTW aTTecTtauunm Tak HasbiBaeMbIX
«labopaTopuin NocTaBLLNKa».

B kauecTBe OCHOBbI NpoLecca aTTecTauny aHHbli cTaHAapT cneunguumupyeT obLmue KpUuTepun TEXHU-
YeCKOW KOMNETEHTHOCTM UCMbITaTe bHbIX 1abopaTopuii, BKtoYas NoBepoyHble 1abopaTtopun, He3aBUCUMO OT
paccmaTpuBaemoii otpacnn. MCO/M3K 17025 npegHasHavyeH 415 UCNOMb30BaHUS UCNbITaTebHbIMU Na6o-
paTopusiMu U NX cepTUHNKALNOHHBIMU OPraHn3aLmsaMm, aTakxe opyrumMmy opraHamMmm, CBA3aHHbIMU C MPU3HaHN-
eM KOMNETEHTHOCTM uCMbiTaTesbHbIX flabopatopuii. DTOT Habop KpuTepweB MOMOSIHSAETCS B Cry4vae
NPUMEHEHNSA K KOHKPETHOMY cekTopy 6e3onacHocTun UKT.

MpumeuyaHune — OueHKka He3aBUCMMOIi TpeTbell CTOPOHOI No «O6wunm kputepnam» no MCO/M3IK 15408 npo-
BOAUTCA CEPTUMMULNPOBAHHBIMU U NULLEH3NPOBAHHLIMU OLLEHOYHbIMU OpraHn3alusaMn B COOTBETCTBUN C TpeboBaHnAMMN
MNCO/M3K 17025.

6.29.3 WCTOYHUKN
Cwm. [11] n [12].

MpumeuvaHnne — NCO 13407 sBnseTcsa paspaboTkoin PF24 MCO/KACKO KomuTeT no oueHke COOTBETCTBUSA.
OueHka n atTecTaums.
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6.30 MNCO/M3K 13335 — mMeHegXMeHT 6e30NacHOCTM MH(OPMALMOHHBIX N TENTEKOMMYHUKaLM-
OHHbIX TEXHONOT WA

6.30.1 Lensb
MpepocTaBneHne o6LLero pykoBOACTBA NO OLEHKE U MEHEIKMEHTY PUCKOB 6€30MacHOCTH.
6.30.2 OnucaHue

MNCO/M3K 13335 cocTouT 13 cepum CTaHAapTOB M TEXHUYECKNX OTYETOB 4715 06ecnevyeHuns pykoBoACcTBa,
HO He 4N NPUHATMA PELLEeHU No acnekTaM ynpaBneHns 6e30nacHOCTb0 MHPOPMALMOHHbIX U TE€/IEKOMMYHU-
KauMoHHbIX TexHonorun (UTT). Nluua, oTBevarowme 3a 6esonacHocTb VKT B pamkax opraHusauum, AOMKHbI
yMeTb agantuposaTtb Matepunan MCO/M3IK 13335 ans yaoBneTBOpeHUst ee cneunguruyeckmx noTpe6HocTell.
OcCHOBHbIM HazHayeHnem MNCO/M3K 13335 asnsetcs:

1) onpepeneHne n onucaHne NOHATUIA, CBSAA3aHHbIX C ynpaBneHnem 6e3onacHocTbio NTT:

2) npeHTUdMKaLus B3aMMOCBS3ei Mexay ynpasneHmem 6esonacHoctbio VKT u MeHemxmeHTom VKT B
Lenom:

3) npeacTaBneHne HECKObKUX MOZeneid, KOTopble MOTYT UCMOMb30BaTLCS 418 Pa3bACHEHWS NMOHATUS
«be3onacHocTb UTT»;

4) npepocTaB/ieHNe 06LLEro pykoBOACTBA NO MeHeMXMeHTY 6e3onacHocTbio UTT (PMBUTT).

MBWUTT onucbiBaeT OCHOBHbIE NOHATUSA, NIeXallne BOCHOBE OLEHKN pUcKa U MeHeIXMeHTa pucka, BK/-
Yyasi TEPMUHOJIOTUIO 1 06LLMIA NPOLLECC OLEHKN N MEHEI)KMEHTa PUCKOB.

MBUTT paspaboTaHo ans ynpasfieHns npo6aeMamy MHpopMaLoHHo 6e30nacHOCTU B LLe/IOM C y4e-
TOM Takux BOMPOCOB, Kak TeEXHUYecKne, ousnyeckme, npoueaypHble N afMUHNCTPATUBHbIE Mepbl ypaB/ieHuUs.
MBWTT He TONbKO siIBAIS€TCA OCHOBOM OKa3aHMsi MOMOLLM OpraHu3aunm B pa3paboTke 1 ynyylleHnm CoO6CTBEH-
HOli apXUTeKTypbl MHCOPMAaLMOHHOM 6e30NacHOCTM, HO M NpefHa3HaYeHo ANA yCTaHOBEHMS 06LHOCTY
MexXay opraHunsauuei.

MBUTT obecneunBaeT CTPYKTYpy MeHemxmeHTa 6e3onacHoctn UTT. MBUTT copepxuTt obecyxaeHne
BbICOKOYPOBHEBbIX NMOHATWI 06 ynpaBneHun 6e3onacHocTbio UTT 1 BBOAWT 06LMe TpeboBaHUS K aHanm3y 1
MeHeKMEHTY pucka 1 MeTOAbl OCYLLLECTB/IEHNSA 3TOr0 aHa/IM3a U MEHe)KMEHTA.

Mpouecc MeHeMXMEHTa pUcka, onpefeneHHbli B paspabaTsiBaemoli Yactn 2 MBUTT. TpebyeT BHeape-
HMS COOTBETCTBYHOLMX Mep yrnpaB/ieHVUs 1 npeafiaraeT KOHKPEeTHble Mepbl YnpaBeHus, BblOpaHHble ”3
MCO/M3K 17799 nnu n3 PykosoacTsa no 3awute 6a3sbl UT.

MBUTT n3 MCO/M3K 13335 HaxoAUTCA Ha cTagum nepecMoTpa M YaCTUYHOro N3MEHEHUA NpeablayLmx
n geicteyowmx PMBUT. Mo 3aBeplueHun aToro npouecca PMBUT moxeT BKIOUYNTL CneayoLme YacTu nog
06LWKMM HaumeHoBaHneM «VHGopMaLoHHaa TexHonorusa. Metoabl U cpeacTBa obecneyeHns 6€30MacHOCTU.
MeHempKMeHT 6e30NacHOCTU MHDOPMALIMOHHbIX Y TEJTEKOMMYHUKALMOHHBLIX TEXHOTOTUA»:

- yacTtb 1. KoHuenuuu n Mmogenn meHegxMmeHTa 6e30nacHOCTM MHPOPMAaLMOHHBIX U TENEKOMMYHUKa-
LIMOHHbIX TEXHOOTWIA;

- yacTb 2. MeTogpl ncpeacTBa MeHeA)KMeHTa pUCKOB 6€30MacHOCTN MHPOPMAaLMOHHbIX U TeNIEKOMMY-
HUKaLWOHHbIX TEXHOJIOTUIA.

NCO/M3K 13335-1:2004 oTMeHsieT n 3ameHseT NCO/M3K 13335-1:1996 n
MCO/M3KTO 13335-2:1997. OH Takxe BknoyaeT Bcebs MCO/MIK TO 13335-5:2001.

MCO/M3K 13335-2 oTmeHseT 1 3aMeHssieT MCO/M3K TO 13335-3:1998 u MICO/MBK TO 13335-4:2000.

NCO/M3KT013335 Bk/toyaeT B cebs cnegytoLme 4yactu nog 06wmm HaumeHoBaHeM «/HhopmaLunoH-
Has TexHonorus. PykoBOACTBO N0 MEHEIKMEHTY 6e3onacHocTu UT»:

- yacTb 3. MeToabl MeHegKMeHTa 6e3onacHocTu UT;

- yactb4. BbI60Op 3aLUTHBIX Mep;

- yacTb 5. PyKkoBoACTBO N0 MEHeAXMEHTY 6€30MacHOCTU ceTu.

6.30.3 NCTOYHMKHK

Cm. pasgen 2 WCO/M3K 13335-1, WCO/M3K TO 13335-2, WCO/M3K TO 13335-3,
MCO/M3KTO 13335-4, NCO/MBK TO 13335-5, MCO/M3K 17799.

Cwm. [33].

MpumeyvaHnwnsa

1 NCO/M3IK 13335 sBnsieTca pesynbtatom paspabotku PI 1/MK27/TO 1 NCO/M3IK «MHpopMaLMOHHAA TEXHONO-
rms. Metoabl 1 cpeacTBa obecneveHuns 6esonacHocTu. TpeboBaHusa, ycnyru no obecneyeHnto 6€30NacHOCTU U PyKOBOA-
cTBa».
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2 NCO/M3K 13335 kmomeHTy nsgauna MCO/M3IK 15443-2 Haxoaunca Ha cTafuu nepecmoTpa, BkoYas pecTpyk-
Typu3aumnio n M3sMeHeHne HaumeHoBaHuMA. MnaHupoBanock, 4To HoBble YacTn NCO/MIK 13335. paHee umeBLIME HauMe-
HOoBaHMWe «PyKoBOACTBa NO MeHeAXMeHTy 6e3onacHoctu UT», 6yayT HOCUTb Ha3BaHue «MeHedXXMeHT 6e3onacHocTn
WHOPMAaLMOHHbBIX U TENEKOMMYHUKALMOHHBIX TEXHONOTNIA». MEUKT.

6.31 BS 7799-2 — cucTemMbl MeEHeAXMeHTa MH(OopMaLuoHHol 6e3onacHocTn. Cneyndunkaumns c
pPYyKOBOACTBOM MO NPUMeEHeHU0 %

6.31.1 Uenb

dopmupoBaHMe TPeGOBaHWn N0 CO3JaHUI0 U MEHeMKMEHTY 3(PEKTUBHON cuCTeMbl MeHeIKMeHTa
MHhopmaunoHHo 6e3onacHocTn (CMUB).

6.31.2 OnucaHune

BBS 7799-2 noapo6HO nsnararotca TpeboBaHNs No CO3[aHnIo, BHEAPEHWIO, 3KCNyaTaummn, MOHUTOPUH-
ry. npoBepke, NoAAEPXaHNIO 1 YNYYLIEeHN0 AOKyMEHTMPOBaHHOW CMWB B KOHTEKCTE 06LLMX f,eN0BbIX PUCKOB
opraHusauun. B Hem Takke onpegeneHbl TpeboBaHNa No BHeAPEHNIO Mep ynpasieHns 6e3onacHocTblo, agan-
TMpPOBaHHbIe AN NOTPpebHOCTEl OTAENbHbIX OpraHn3auuii u ux nogpasgeneHuii.

CMWB, pa3paboTaHHas ¢ nomoLbio BS 7799-2. yunTbiBaeT o6LMe AeN0Bble PUCKU OpraHm3aumm npu
onpegeneHnn afekBaTHbIX 1 NPONOPLNOHasIbHbLIX Mep ynpaB/iieHns 6e30nacHOCTbIO 414 3aluTbl MHopMaLu-
OHHbIX aKTUBOB M 06ecneyeHusi foBepusa noTpebuTenein n Apyrux 3anHTEPECOBaHHbIX CTOPOH. YyeT 06Lmx
[eN0BbIX PUCKOB OpraHm3anun nobecneyeHve fosepus noTpebutenein n gpyrux 3anHTepecoBaHHbIX CTOPOH
[OMKHO MOAAEepXunBaTh M YCUANBaTb KOHKYPEHTHOE MPeuMyLLecTBO, yBEIMUYMBATb JEHEXHbIA MOTOK, Npu-
6bI/IbHOCTb. YNy4YLllaTb NPaBoBOe COOTBETCTBME U KOMMEPYECKNA UMUK OpraHn3aLum.

[na adphekTBHOIo PYHKLMOHMPOBAHNA OpraHn3aLn s Ao/HKHA MAEHTUNLMPOBAaTL MHOTVE BUAbI CBOE
[EeATeNbHOCTM W ynpaBnAaTb UMW, Jllo6ass COBOKYMNHOCTb BUAO0B AEATENIbHOCTW, UCNO/Mb3YloLas pecypcsl,
MOXeT paccmaTpuBaTbCs Kak npouecc, npeobpasyolwmnii BXoAHbIe faHHble B BbIXOAHble. YacTo BbIXOAHbIE
[aHHble 0jHOr0 npovlecca HenocpeACcTBEHHO DOPMUPYIOT BXOAHbIE AaHHble nocneaytowero npouecca. MNpu-
MeHEeHMWe CCTeMbI NPOLECCOB B pamMkax opraHusauum, Hapsagy ¢ ugeHtudunkauen n B3aumogencTBuaMm aTux
NMpoL,eccoB 1 PyKOBOACTBOM MMWU. MOXHO Ha3BaTb «MPOLECCHbIM MOAX040M>.

BS 7799-2 ucnonb3yeT NPOLLECCHbI NOAXO0A, YUTOObI NOAYEPKHYTH A/15 CBOUX NOJIb30BaTE 1€/ BAXHOCTb!

a) 3HaHuA TpeboBaHWi 6e30NacHOCTM AeN0BOI NHAOPMaL MK U HEOBX0ANMOCTN (hOPMUPOBaHWSA NON-
TUKW U Lenein nHhopmaunoHHoR 6e3onacHoCcTy;

b) BHEAPEHUs 1 3Kcnsyataumm mep ynpas/ieHUs B KOHTEKCTE MeHeKMeHTa 06l KX [e/10BbIX PUCKOB
opraHusauuu;

C) MOHUTOpUWHra n aHanusa pyHKLMoHnposaHusa n adekTnsHoctn CMUB;

d) MOCTOAHHOrO Y/y4LLEHNS Ha OCHOBE 06bEKTUBHOTO N3MEpPEHUs.

OCHOBHOW MoZersiblo npouecca, npumeHsemon BS 7799-2. aBnaetca Mogenb «nnaHnpoBaHne — 0Cy-
uiecTBneHne — nposepka — Aelicteue» (PDCA). KOTOPYH MOXHO HaiTV BO MHOTMX CTaHAapTax TEXHO/0Mn-
YeCKMX NnpoLeccos.

6.31.3 NcTOYHUKMN

Cw. [53].

MpumevaHnwns

1 BS 7799-2 sasnsietca paspaboTkoii BSI (BputaHckuin MHCTUTYT cTaHgapToB). 389 Chiswick High Road. London
W4 4AL. United Kingdom.

2 BS 7799-2 6binony6nnkoBaH B Ka4yecTBe HalMoHanbHOro ctaHgapta AS/NZS-2 — 2003 B ABcTpanuu n Hosoii
3enaHgun.

6.32 MCO/M3K 17799 — npakTuyeckue npasusia MeHeaXMeHTa MHpopMaLoHHOl 6e3onacHoc-
™ %

(0]

6.32.1 LUenb

CosgaHue CTpYKTYpbl, N03BONsOLEN hpMaM paspabaTbiBaTh, BHEAPATL U U3MEPSTh IDMEKTUBHYIO
NPaKTVKy ynpasieHns 6e30NacHOCTbI0, Kak NPaBusIo, Ha YPOBHE OpraHu3aLuu.
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6.32.2 OnucaHue

NCO/M3K 17799 siBnsieTcA MeXAyHapOoAHbIM CTaHAapToM, BKIOYawwmm B cebs nepegoBoit onbIT B
o6n1actTM MHopMaUMOHHOW 6Ge3onacHocTU. BrnepBble OH 6bl1 ony6sMkoBaH kak BS 7799 ao npuHATMA
MCO/M3K 17799 nocpeCTBOM YCKOPEHHOI NpoLeaypbl C MCNONb30BaHNeM 06Lef0CTyNHON cneuudukanmn.
MepBOHayanbHO OH 6bis1 pa3paboTaH B OTBET Ha TpeboBaHMe CO CTOPOHbI MPOMBILLIEHHOCTU MO CO34aHUI0
06LLei CTPyKTypbl, N03BONAKLLEN hupmaM paspabaTbiBaTb, BHEAPATb U U3MeEPATb 3PEKTUBHYIO NPAKTUKY
ynpaBfieHns 6e30MacHOCTbIO M 0GecneunBatb AOBepUe K TOprosse mexay pupmamm. MCO/M3IK 17799 ocHo-
BaH Ha NepeAoBOM OMbITe B 06/1aCTU MHPOPMAaLMOHHON 6€30NacCHOCTH BEAYLLMX GPUTAHCKMX N MEXAYHapOo.-
HbIX KOMMepPYeCKUX NPeANpPUATAL 1 NOYUNUI LWNPOKOE MeXAYHapoAHOe Npu3HaHue.

MCO/M3K 17799 siBnsieTca cBOAOM NpaBu/ AN KaYeCTBEHHOro ynpaB/ieHns MHopMaLMoHHON 6e30-
nacHocTbio. PoacTBeHHbI BS 7799-2:1999 sBnseTtcs cneyudmrkaumeil cuctem MeHeaXmMmeHTa MHhopMaLMoH-
Hoin 6e3onacHocTn. CTaHAapT NPUMEHSNCA Kak cneundvkaumsa TpeboBaHWil K cucTeme MeHeKMeHTa, B
CpaBHEHUU C KOTOPbIMU MOXHO OLeH1BaTb OpraHun3aL Mo Ha COOTBETCTBME U NOCMEAYIOLLYI0 CePTUdMKALIMIO.
BS 7799-2 ny6nvkoBancs Kak HauMoHa bHbIR CTaHAAPT B APYTMX CTpaHax.

NCO/M3K 17799 moxeT NPUMEHATLCS KO BCeW MHhopmaum He3aBnCHMO OT BUAA HOCUTENEN, Ha KOTO-
pbIX OHaXpaHWUTCA 1 NepefaeTcs, UK MecTa ee pasMelleHus. Kaxaoe KoMMepyeckoe Nnpeanpusatue Hyxaaet-
CS B CUCTEME NMOCTOSAHHOIO MeHeXXMeHTa PUCKOB ee HGoPMaL MK, U AaHHbI CTaHdapT npefcTasnseT coboi
PYKOBOACTBO MO NyYLINM AOCTYMHBIM MepaM ynpasfeHus. BaxHo, yTo6bl COOTBETCTBYIOLME Mepbl U Lenu
ynpaBneHus BbIbnupanunck ¢ NCNOb30BaHNEM MpoLecca OLEHKV prcka U NPYMeHeHVs NpaBuibHOCTH YPOBHSA
ynpasneHus.

B NCO/M3K 17799 ycTaHOBMEHbI cneaytolLe Mepbl ynpasieHus, onpeaenstolme XopoLwyo npakTuky
obecneyeHns 6€30NacHOCTN B NPOMbILLISIEHHOM CEKTOpE:
nonuTuKa MHhopmMaLnoHHOW 6e30nacHoOCTy;

- opraHu3aumsa 6e3onacHocTu.
Knaccudurkaums akTMBOB 1 ynpasfieHne numu;
- NnyHas 6e30MacHoOCTb;

dmanyeckan v akonornyeckas 6e30nNacHoOCTb;
KOMMbIOTEPHOE 1 CETEBOE YNpaBfieHue,;
ynpasJsieHue JOCTYrNnoM K cucteme;
pa3paboTka 1 06CnyXmBaHne cucTem;
naaHnpoBaHne HenpepbIBHOCTH Bu3Heca;
CoOTBEeTCTBME.

6.32.3 NCTOYHMKHM
Cwm. pasgen 2 NCO/M3K 17799.
Cw. [53].

MpumeyvaHne — NCO/MIK 17799 sasnsaetca paspaboTkoil paboueii rpynnsl PI 1/MK 27/CTK 1 NCO/M3K
«MH(popMaynoHHaa TexHonorua. Metoabl U cpeacTBa o6ecnevyeHns 6es3onacHocTn. Tpe6oBaHus, ycnyru no o6ecneve-
HUi0 6€30MacHOCTN U peKOMEHZauunmn».

6.33 FR — ncnpasneHune gecdekTtos (B obwem)

o

6.33.1 Uenb

MonyueHune LenecoobpasHoii MHopMaumm oaedekTax n c6osx v X UCNIpaB/ieHne, Korga NPoAyKT Haxo-
[MTCA Ha CTauV BHEAPEHUS UMW BKCNyaTaLun.

6.33.2 OnucaHune

Mpu BHeApeHUN nan akcnayaTauum NpoaykTa HemcnpasHOCTU 1 fedekTbl nogsepraoT nHOPMaLNoH-
HYyl0 CCTEeMY OnacHOCTW HenpaBubHOro cpabaTbiBaHNA W/unn ataku. Ha atoi ctagum cnegyeT BbINOAHATb
cnepytolmne npasuna:

- oneparop fo/KeH NoAAePXUBaTbL CUCTEMY B 6€30MacCHOM COCTOSIHUW, HanpuMep, NPUMEHSSt CUCTEMbI
06HapyXeHusi, 06HOB/NAA CBOIO CUCTEMY C MOMOLLIbIO HOBELLNX NaT4yei uiam nocpecTBOM BPEMEHHOrO orpa-
HUYEHUs ee PyHKLMOHAIbHbIX BO3MOXHOCTE;

- onepaTop JO/MKeH HanpasnATb MHoOpMauuio 06 aTakax M c60ax B COOTBETCTBYHOLME UHCTAHLWK,
Hanpumep, pa3paboTuunky, B LLeHTp 60pb6bl C Upe3BbluaiHbIMY CUTyauMaMK, aAMUHUCTPATOPY, Nosib3oBaTe-
nAm:
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- pa3paboTuvKAo/HKEH OTBEYATb 3a CBOW NPOAYKLMIO U CUCTEMBI, BblaBas COOTBETCTBYOLLME PEKOMEH-
Aauum Bcem NoTeHUMabHO 3aMHTEpeCcoBaHHbIM Nosib3oBaTesnaM, paspabdatbiBas u pacnpeenss «3annaTkm»
Ana ucnpasnexus cboes/gedekToe, yrpoxatLnx 6esonacHocTn. CnegyeTt NpUMEHATbL CUCTEMY pacnpegene-
HUS NPOrPaMMHbIX CPeACTB 3aLUTbl JaHHbIX.

Bce 0653aHHOCTM A0MKHbI ObITb (hOPManN30BaHbl, Hanpumep, OTBETCTBEHHOCTL pa3paboTyrka 3a cBou
NPOAYKTbI 1 yCNyru, CBOEBPEMEHHYI0 KOPPEKL Mo OLLINBOK, a Takke paspeLleHne Bcex Npobaem nosb3osBaTens
1 0683aHHOCTb 3a pacnpegesieHne «3anaaTtok» BCeM Nosib30BaTesIAM nocsie paspeLleHns npobemMbl 0O4HOT0
U3 HUX.

VcnpasneHve aetekToB 06bIYHO CUMTAETCS HE3aBUCUMbIM OT NOAAEPXKKA PENTUHIA OLLEHKN.

«3annatkamu» SBASATCA NPOrpaMMbl, ycTpaHsoLwme ownbkn unm cnabsle mecta B M0, a Takke 0AHUM
13 Hanbonee pacnpocTpaHeHHbIX METOA0B UCNpaBneHns AedekToB B cucTeme 3awutbl. OfHaKoO HCTaNNALNa
HOBeNLLIMX NoCTaBAeMbIX NPOAABLOM «3annaTok» He IBNSeTCA uaeanbHbIM pewweHnem npobnem 6esonac-
HOCTK, TaK Kak:

- HenpepbIBHbIA NOTOK «3aM1aToK» MOXET 6bICTPO «3aTONUTL» aAMUHUCTPATOPOB, KOTOPLIE U TaK 06pe-
MEHEHbI PYTMMUN aAMUHUCTPATUBHbLIMY 3a4a4amu:

- [i@Xe nocse ycTaHOBKM OopraHu3auvei Bcex HOBEMLWNX «3aniaTtok» HOBble aTaku, Hanpumep, yepes
WHTepHeT, MOryT NPOAO/IKNTLCA:

- Npu 0BHAPYXEeHWUN HOBbIX aTak 1 ony6/IMKOBaHUW UX B IHTepHeTe 60/1bLL0E YNC/O ceTell HeMeeHHO
CTAHOBMTCS YA3BMMbIM AN1A3TMX aTak, noka 6yAyTco3gaBaTbCa MyCTaHaBNMBATLCA HOBbIE «3annaTtku». [loTex
nop. noka He byaeT co3faHa ahheKkTMBHaA «3annartka» 415 NPoTUBOAENCTBUSA HOBOW aTtake, MOTyT MPONTK
Hefenv nnn MecsLbl, 1 NopaxeHHble CepBepbl OCTaHYTCA OTKPbITbLIMU A1 aTak;

- opraHusauuy MoryT noffepxvBaTb CBOK OCBEAOMJ/IEHHOCTb O HOBbIX «3annaTkax» nocpegcTBoM
MOHUTOPUHIra pekoMeHAaunii B 06,1acTn 6e30NacHOCTM B OTHOLLEHMM YTPO3 UM pacnpocTpaHeHHbIX atak. Tak-
e pekoMeHAaLuMmn BblAAITCA pPas/IMyHbIMU OpraHn3aLusaMmn 1 06bIYHO CCbINATCA Ha KaKy-TM60 «3annaTky»
nnv paboTy, B pe3ysibTaTe KOTOPOI YNOMAHYTas yA3BUMOCTb OyeT IMKBUANPOBaHA;

- OeicTBMA MO ucnpasfieHno ownbok 06bIYHO 06beAMHEHbl B MeToAbl, KOTopble npeAcTas/ieHbl B
NCO/M3K15408 nnm CMM.

6.33.3 UcCTOYHUKN

MpumeyaHune — MICTOYHNKOM pekoMeHpauuii B o61acTn 6e3onacHOCTU ABASIETCA Tpynna KOMMbOTEPHON
«CKOpoli nomolun» yHnsepcuteTa KapHern-Mennowa.

6.34 PykoBOACTBO No 6a30BOI 3awwmTe MHPOPMALMOHHbLIX TEXHONOTMIA %

-40-»

6.34.1 Lenb

Ob6ecneueHne Habopa npakTuyecknx mep 6esonacHocTy Ans cuctem VKT, koTopble B C/lydae ¢ 006bI4YHOM
opraHu3auueli afjeksatHbl ¥ 4OCTATOYHbI A1 BbINOSIHEHUS TPe60BaHW NO 3alnTe U KOTopble Takke MoryT
6bITb MOANMLMPOBaHbI 415 601ee XeCTKUX Tpe6oBaHuii No 3awuTe.

6.34.2 OnucaHune

basosas 3awwuta VT ¢ NOMOLLbIO COOTBETCTBYIOLLErO NPUMEHeHNs mep 6e30MacHOCTU, CBA3aHHbIX C
opraHu3aumeii, nepcoHasoM, MHPaCTPYKTYpPOI 1 TEXHUYECKMMU TpeboBaHUAMM, NpefHasHayeHa ans obec-
neyeHns Takoro ypoBHs 6e3onacHocTu cuctem VKT. KOTopbIil afekBaTeH naoctaToyeH A5 BbIMONHEHNSA Tpe-
60BaHNin No 3aLuTe 0ObIYHON OpraHM3auny N MoOXeT CAYXUTb OCHOBOW AN npuMeHeHuin VKT, TpebyroLmx
BbICOKOI CTENEHM 3aLUnTbl. B 3TOM OTHOLEHUN PYKOBOACTBO No 6a30B0oi 3awute AT pekoMmeHayeT Takve ane-
MEHTbI. KOTOpble 0O6beAUHAITCA B KOMMEKCbl Mep 6e30MacHOCTU ANA TUNWYHBbIX KoHdurypauuid UKT.
YrpoXarLL X yCnoBuii u opraHM3aunoHHbIX TPeGOBaHUIA.

[na noAroToBKM HaCTOALLEro PyKOBOACTBA HEMeLkoe AreHTCTBO Mo MHhopMaLoHHol 6e30nacHoCTU
npeAnonarano UCNosib30BaHNe CLeHapveB PUCKOB Ha OCHOBE 06LLEen3BECTHbIX Yrpo3 1 yassuMmocTel. Ans
NPOTMBOAEWCTBNA 3TUM yrpo3am 6bls1 pa3paboTaH NOCTOAHHO 0GHOBASIEMbI CTPYKTYPUPOBAHHbIA KOMMIEKC
mMep 6e3onacHocTu. CnefgosartesibHO, Mo/1b30BaTesNIAM Haflo TO/IbKO 06ecneynTb NOCTOAHHOE U MOJSTHOE BHEe-
peHne pekomeHayembix Mep. OpraHusaumsa npowuecca BHeApPeHWs B BUE KOHTPOJIbHOMO Crvcka no3Bonset
9KOHOMHO peasniM3oBblBaTb Tpe6oBaHUA No 3awuTe 06bI4HbIX VKT.
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MonuTnkn 6e3onacHOCTN opraHusauum MOryT CCbilaTbCs Ha 06LiMe Mepbl pyKoBOAcCTBa Mo 6a30Boi
3awute UT. Takum o6pa3om, 6a3oBas 3awuTta T cTaHOBMTCSA OCHOBOW cornalleHns no Mepam, oTBeYatoLLmM
06bIYHbIM TPE60OBAHUAM 3aLLUTHI.

OpHako 0606LLeHHble NOAX0Abl, UCM0b3yOMble AN 6a30BOW 3aLUUThI, HEMb3S Cpasy NPUMEHSATb K CUC-
Temam VIKT. Tpebyolmnm 60s1ee BbICOKNX YPOBHE 3alutbl. Heo6xoaumo obecneumnTs, YTOObI B Criyyasx npu-
MeHeHus VIKT. Tpebytowmx 601ee BbICOKUX YPOBHEN 3aluThbl, OTAe/IbHble cnocobbl aHann3a 6es3onacHocTu
npumeHeHunin KT npoBoaunuck 6bl B 4ONOIHEHNE K YCOBEPLLEHCTBOBaHMWIO 62308011 3awwuTbl VIKT. 310 NnpnBe-
AeT knony4veHuio 6onee cneymdryecknx pesynbTaTtos No BbI6OpyY H/MM pa3paboTke AONONHUTE bHBIX, Kavec-
TBEHHO 60s1ee ah(heKTUBHLIX MEP B AOMNOMTHEHME K CYLLECTBYHOLWNM Mopam 6a30Boit 3awuTel MIKT. Mpu aTom B
CBOM 04Yepe/b NoBbILLAETCA CTOMMOCTbL/3(h(PeKTUBHOCTL 6a30BOW 3aLnTbl VIKT.

[na obecneveHuns yaoBneTBOpUTENbLHOW 623080 3awuThl T HEQOCTATOUYHO AaXe Ha OCHOBE PYKOBO-
AcTBa no 6a3oBoii 3awmute T Tonbko oauH pas paspaboTarb NONUTUKY 6e30nacHoOCTV cucTemsl. TouHee, Npo-
eKTupoBaHue. BHegpeHne n MOHUTOPUHT Mep 6e3onacHocT VKT ABASITCA LUKIMYECKMMU TpeboBaHUAMU U
Takke MOTyT MHULMMPOBATLCHA HapylweHuamu 6e3onacHocTu. 3ajaya obecrneyeHus yAOBNETBOPUTENbHON
6a30BoOii 3aWnThLl T nMeeT 60/1bLIOE 3HAYEHUE NA0MKHA pellaTbCsa PYKOBOACTBOM areHTcTBa/upmebl. B nog-
[epXKy poLleHust 3To 3aauy pykoBoACTBO No 6a30Boi 3awute UT 40/HKHO NpeaioxXuTb NnaH 4eicTBuil.

6.34.3 VICTOUYHUKMN
Cm. [33].
6.35 lMcnbiTaHne NpoOHUKHOBeHNEM %

_*Q->

6.35.1 Llensb

WcenbiTaHne adhhekTMBHOCTY BHEAPEHHbIX (DYHKUNI 06ecneyeHns 6e30nacHOCTV NonbITKOW npeogore-
HMA Mep 6e30MacHoCTU.

6.35.2 OnucaHune

McnbiTaHe NPOHMKHOBEHMEM NPOBOAMUTCA AN aHann3a apheKTUBHOCTU PYHKLMIA 06ecneyeHns 6e30-
nacHocTn. McnbliTaHne NPOHWKHOBEHUEM MPOBOAUTCS MOC/e YCMEeLWHOoro 3aBepllieHns TeCTOB Ha KOoppek-
THOCTb. /icnbITaHne NPOHUKHOBEHNEM pacnpoCTpaHsieTCcst Ha NPOAYKTbI, KOTOpbIe SIBASAKTCA NpaBUIbHbIMU, HO
He 3aLyLLeHbI.

Lienbto ncnbiTaHUs NPOHUKHOBEHMEM ABISIETCA 06HaPYXXeHUe YA3BUMOCTEl NpoayKTa. YA3BUMOCTM NOA-
pasfenatT Ha YsiI3BUMOCTM B KOHCTPYKLUW U 3KCM/TyaTalMOHHbIE YSI3BUMOCTW. BO3MOXHbLIMU YSI3BUMOCTSIMU
SIBNAOTCSA BPeAOHOCHbIE YAaCcTW NPOAYKTa UAW CKPbITbIE KaHasbl. YS3BUMOCTM MOrYT NOSIBNATLCA Henocpes-
CTBEHHO NpW 3anycke cUcTeMbl UM NO34HEE, NPV BBEAEHUN B ee AelicTBME CneunanbHbIX BXOAHbIX AaHHbIX.
MocnefHuii cueHapnii N03BONAET OCYLLECTBNATL 3anaHMpOBaHHbIE aTakM Ha CUCTEMY B No60e Bpems ee
(hYHKLMOHNPOBAHUS. YA3BUMOCTI MOTYT NOABAATLCS HENOCPEACTBEHHO MPW 3anycke CUCTEMbI UM NO3aHee,
npu BBEAEHUM B CUCTEMY CheumanbHbIX BXOAHbIX AaHHbIX. CnefoBaTesibHO, BCe YacTu NPoAyKTa A0/KHbI
rnomeyaTtbCsi Kak MNOTEHUMasNbHO oOnacHble. YS3BUMOCTM akKTUBU3UPYKOTCA B OCHOBHOM peakumu 1
HeoXuaHHbIMY Yalle BCero HesiBHbIMU (CKPbITbIMU) BXOAHBIMU f@aHHbIMU.

MnaH u METOAMUKN UCMbITAHUS MPOHUKHOBEHUEM CMELM(ULMPYIOTCA Ha OCHOBE pe3y/ibTaToB aHasm3a
6e3onacHoCTM NpoaykTa. AHanu3 6e30nacHOCTY SABAsSieTCS NOATBEPXAEHUEM HaNNuns ys3BUMOCTM 6e3 npo-
BEe[leHUs1 UCMbITaHWs MPOHWKHOBEHMEM. B nnaHe ucnblTaHWIl cneunduumpyoTcs ataku, KOTopble AO/MKHbI
6bITb BKHOUYEHBI B METOAMKN UCMbITAHWIA. MicnbITaHne NPOHUKHOBEHWEM SABASIETCS NONbITKOV 060ATH DYHKLUN
3aWwuTbl NpoaykTa. NMPOHUKHOBEHUE SIBASIETCS pe3y/ibTaTOM YCMNELIHOro UCNob30BaHWs YSA3BUMOCTMY.

CTpaTernsiMm «4epHoro silyka» B UCNbITAHUM NPOHUKHOBEHMEM ABMSIOTCSA 06HApPYXEHNE «TPOSIHCKOro
KOHS1», reHepupoBaHne KPUTUYECKMX BXOAHbIX AaHHbIX 1 MOHUTOPUHT yTBEpXAeHuli. CTpaTernm reHepmpoBa-
HMSA KPUTUYECKUX BXOAHBIX AAHHbIX BKIHOYAKOT B Ce6S1 yceUeHWe BXOAHOTO NOTOKA AaHHbIX, NepenosiHeHne
BX0AHOro 6ychepa naobasneHne HEHYXXHbIX JaHHbIX KBXOAHbIM, BBOA BPEAOHOCHbLIX KOMaHA U TECTUPOBaHNE B
npeaenbHbIX pexumax. CTpaTernm «npo3padyHoro silmka» BKAYaT B ce651 NpUMEHEHMe N1oXo cneunpuum-
POBaHHOIO, UCMO/Ib30BAHHOIO U [JOKYMEHTUPOBAHHOIO KOAa, BHECEHME HEWCMNPABHOCTE M OCHOBAHHbIW Ha
KOAEe MOHUTOPUHT YTBEPXAEHWNA.

6.35.3 VICTOUYHUKMK
Cwm. [49].
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6.36 ATTecTauus nepcoHana (B obwem)

6.36.1 Lenb

O6ecneueHne KBanumrkaumm nepcoHana, 4OCTAaTOYHON A8 BbIMOSIHEHMS CTaAnW 3KCnayaTaumm cuc-
Tem UKT.

6.36.2 OnucaHne

ATTecTauus nepcoHana ssBNSETCA OpraHn3aLMoHHbIM NpoLeccom, obecneyunBatoLLM AOBEpPUE K Nepco-
Hany u nogfepxaHue 3Toro foBepus (HanpuMmep, NocpesCcTBOM 06ecneyeHnss u rapaHTMpPoOBaHUS HeNpepbIB-
HOro 06yyeHus).

ATTecTauua nepcoHana, aganTmpoBaHHas Kk akcnnayaTtauumn UKT. BkoyaeT B ce6si rapaHTMpOBaHue npu-
emnemoro anga VKT obyveHus, ksanudmkauny n onbita. ATTecTaumns MOXeT Takke BKIOYaTh B cebs rapaHTu-
poBaHue hn3nyecknx BO3MOXHOCTEN, NCUXONOrMYeckol cTabnIbHOCTN Y MOPasIbHbIX Ka4yecTB OTAE/bHOro
nuua NpuMeHnTesIbHO K akcnnyatauum VKT, oco6o yunTeiBas acnekt 6esonacHocTu. OnbIT Bo61acTu obecne-
yeHus 6esonacHocTn VKT MOXeT NOCTYXWTb AONONHEHNEM K 06LLeli kBanudmkaunn B obnactm KT nbbiTs ee
yacTbH.

CyuwiecTByeT 60/bLLOE YMCIO BUAOB atTectauum B o6nactu VIKT. koTopble MOryT obecneunTb onpeje-
NIEHHYI0 CTeNeHb rapaHTun 6e3o0nacHoCTU PYHKLMOHNPOoBaHusA cuctem UKT.

ATTecToBaHHble Bo6nactu VKT nuua fo/kKHbI cO06LaTh O NOBbILIEHUN CBOE KOMNETEHTHOCTM 1 NPOn3-
BOAMTENbHOCTU paboTogaTensmM, kossieram n kiaveHtam. C Apyroi CTOpOHbI, aTTecTauns MoXxeT cnoco6CcTBO-
BaTb kapbepe cneunanucta, obecneyrsas 4ononHuTensHoe aosepue kK NKT.

ATtTecTtauus B o6nactu KT MOXeT NpOBOANTLCA CNeAyoLUNMU TNLLAMU 1 OpraHn3aLusMu:

paboTogatenem, cCOCpeaoTouMBasCh Ha aKCNyaTaLMOHHbIX TpeboBaHuax NKT;

- Npov3BOAMTENEM, COCPEAO0TOUMBASICb B OCHOBHOM Ha NpoayKuum nycnyrax UKT;

- TpeTbeil CTOPOHOW, COCpeaoToUnBasACh Ha NOTPEBHOCTAX pbiHKA UK TpeboBaHUAX NoTpebuTens.

MpumeuyaHune — MexayHapojHble cTaHfapTbl N0 aTTecTayun nepcoHana UMeTCsa B APYIUX TEXHUYECKNX
o6nacTax, HO OKOHYaTe/IbHO He BBefeHbl B o6nacte UKT.

KpynHble paboTtogatenu n rocyfapcrBo MOryT UMeTb NOAPO6HbIe npaBuia BHYTPEHHeNR aTTecTauuv B
o6nactn UKT. KoTopble MOryT OCHOBbIBATbCS HA COOTBETCTBYHOLLMX pasdenax pykoBoACTBa AN paboTHNKOB.

Moowpsiemas KpynHbIMU NponssoanTenammn ceptudukauns npogykumm VKT ctana metogom paspaboT-
KN HOPM B OTHOLLIEHWNN KOMNETEHTHOCTU BO61aCTV MHAYCTPUM KOMNbIOTEPU3ALIMN MNAEHTUdMKAL UK NNL,. CTaB-
LIMX creymanmcTaMmmn B 4acT 3TUX HOpM. [NprMepamu BANSHUA CUCTEMbI CepTUMKALUA HA KOMNETEHTHOCTb
crneynanncToB KOMMNaHUN 1 KOMMNAaHUIO B LLe/IOM AB/IA0TCA:

- OUNIOMUPOBAaHHBLIV UHXEHep Mo cuctemam Kopnopauun «MaiikpocodT»;

- aAgmuHucTpaTop 6as faHHbIX Kopnopauuu Oracle;
cepTndMLMpOBaHHbI/i CeTeBON afAMUHUCTPATOP;

- cepTudmumpoBaHHbIli MHXeHep no NetWare;

- cepTudukaTbl KomnaHum «Cisco Systems».

B 6bICTPO M3MEHSALWMXCA 061aCTAX TEXHONOIUIA atTecrauus B o6nactu VKT cTopoHHei opraHunsauvei
BO3HMK/MA kak 0b6pa3oBaTesibHbI NpoLecc, KOHKYpUpYoLKii ¢ BbicluMM obpa3oBaHneM. Mocne 3aBepLueHus
Takoro o6pasoBaTesibHOro NpoLecca BblJarTca cepTndukaThl, a He AUNI0MbI, 63 yBeAOMIeHNsA NpaBuTelb-
CTBa U KOHTPONSA C ero CTopoHbl. Vccnegosanunsa nokasanu, 4to 80 % npeanoxeHunin pabotsl B cdhepe KT
cogepxat TpeboBaHua k 06paszoBaHuio 6e3 TpeboBaHNii yHUBEPCUTETCKUX AUMIOMOB.

ATtTectauns B o6nactn KT CTOpOHHel opraHu3aumvein nMeeT Liefbio rapaHTMpOBaHNe 1 COBEPLUEHCTBO-
BaHVe HOBEeWWwMX cneymanbHbIX 3HaHWA. MHOrMe opraHbl MO OLLEHKe WK aTTecTauuun ¢ nx ceptudhmkaTamm
ABMAOTCA TPAHCHaLMOHAIbHBIMY OpraHm3aunsamMm.

TpeTbuMU CTOPOHaMK, Npegaararimnmm atrectaunto B obnactu VKT, agasawTcs, HanpumMep:

- A+® attectauusa (Computer Tech Industry Associate);

- VHCTUTYT aTTectalmm cneymanncToB Mo KOMMboTepam;

- HauvoHanbHas accoumnaums MHXeHepoB No cucTeMam CBA3N.

ATTecTauus Tuna A«s>npueefieHa HUxe B kayecTBe npumepa atrectauuu B o6nactn UKT.

[na Toro 4yto6bl NONYuYNTL atTecTauunio Tuna A+. Heo6Xxo4MMO BblepxkaTb fBa dK3ameHa. SK3aMeHbl
MMeLOT LieNbio onpeseneHre Heobxo4MMo KOMNEeTEHTHOCTM AN cneyuanmcTa no T HavyanbHOro ypoBHS nnm
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TEXHUYECKOro cneynanncta cepemUcHoli cnyx6bl T ¢ 06beMOM 3HaHWA, 3KBUBA/IEHTHBIM MO MeHbLUel mepe
500 yacam npakTMYyeckoro onbiTa paboTbl B 1abopaTopuut UAN B NONEBLIX YCIOBUAX.

B KkauecTBe OCHOBbI A/191 YCMELLHOl cAayn ak3ameHOoB NpeanaraioTcsa ANna u3yveHus cnegyouine yueb-
Hble MaTepuansbi:

- ak3ameH A+ «Core Hardware» kacaeTcs B OCHOBHOM annaparHbIX CPeACTB C 3/1eMeHTHol 6a30i hmp-
Mbl Intel unu coBmectumoit annapartypoti MNK:

1.0 OCHOBHbIE MOJIOXEHMNSA MO ONepaLoHHbIM CUCTEMaM.

2.0 WNHcTannauusa, koHurypauusa n moandukaums,

3.0 [narHocTtuka v obHapyXeHune HencnpaBHOCTEN,

4.0 Cetn

- 3ak3aMeH A+ «TexHonorun OC» cBs3zaH co cpegoii Microsoft DOS/Windows:

1.0 WHcTannaumsa, KoHdurypauus n mogudmkaums,

2.0 fuarHocTuka no6HapyXXeHne HencnpaBHOCTEW,

3.0 MpodmnakTnueckoe o6cnyxmnBaHue,

4.0 MaTepuHckasn nnata/npoueccopbl/namaTb.

5.0 TpuHTEpSI,

6.0 OpraHn3sauus 6a3oBoii ceTu.

6.36.3 WCTOYHMKKN

WHbopmaums v ycnyrv no atrectayuy o6bI4HO AOCTYNHbI YepPEe3 UHMULMATOPa U pyKoBoAuTE el aTTecTa-
umm.

6.37 ATTecTauus nepcoHana (B yactm 6esonacHocTtu) d

6.37.1 Lenb

O6ecneyeHre 6e30MacHOCTM (OYHKLMOHUPOBaHUs VKT ¢ NOMOLLbH0 cepTUULMPOBaHHBIX aMUHUCTPA-
TOPOB. 0NEepPaTopPOB U ayAMTOPOB, CBA3AHHbIX C 6€30MaCHOCTbLIHO.

6.37.2 OnucaHne

ATTecTauns nepcoHana B obnactu 6esonacHoctu VKT sBnseTcsa cneyudmyeckoin hopmoii attectaumm
nepcoHana (cm. 6.36), T.e. obecneyeHWss OCBELOMJIEHHOCTM TMepcoHana B 06nactu 6e30nacHOCTU.
ATTecTauusa nepcoHana BobnacTv 6e3onacHocTn obecneynBaeT NPOXOXAEHNE NEPCOHANOM Takoro obyyeHns
1 MOAroTOBKM, KOTOPble MOTYT NOTPe60oBaThCA ANA:

- obecneyeHnss HeO6XOAMMbIX 3HAHUI 1 MHOPMaLMK A1 KAYECTBEHHOTO BbINO/THEHUSA hyHKLWI 6e30-
nacHocTy;

- CMoco6CcTBOBAHUS MOHWMAaHWIO MOMUTUK U TpeboBaHWUi nporpaMmbl obecneyeHnss MHgopmaLMoH-
HO 6e30MacHOCTU 1 UX BaXHOCTK AN obecneyeHns 6€30nacHOCTM opraHv3auum uay HaumoHanbHol 6e3o-
nacHocTy;

- BHYLUEHUA He06XO0AMMOCTUN NOCTOSHHOW 0CBEAOMIEHHOCTM O TpeboBaHUsAX 6€30NacHOCTM 1 ee Noa-
AepXaHun, a Takxe 06 yrpo3ax co CTOPOHbI Pa3BeKu:

- CTUMYNMPOBAHWSA BbICOKOW CTENEHU MOTUBALMUW A5 NOAAEPXKY Lieneli nporpammsl.

CyLlecTBYIOT HECKO/IbKO Taknx BUA0B cepTudmkaTos, obecneynBatoLLx pa3nnyHblie cTeneHn 4oBepus K
6e3onacHOCTM hyHKLMOHNPOBaHNA cuctembl UKT. kak:

- CepTMMLUMpPOBaHHbI/ cneymanncT B 061acTu cuctem nHpopmaLmoHHoli 6esonacHocTn (CISSP)®;

- cneuuanucT-npakTuk B obnactu 6esonacHocTtu cuctem (SSCP),M;

- AUNIOMWUPOBaHHbBIA ayanTop MHOPMaUMNOHHbIX cuctem (CISA)™;

- cepTudmumMpoBaHHbIii cneymanucT no 3awute (CPP);

- nporpamma cepTudmnkaunm HavanbHMKa N0 MHAMOPMAUMOHHbIM TexXHoMorMamM MwuHucTepcTBa
060pPOHBI;

- MHopmaumoHHas 6e3onacHocTh KickStart Tno6anbHo cepTuchukaLmm goBepusi K UHopMaLuuu;

- OCHOBHbIE 3/1eMeHTbl 6€30MacHOCTV NePBOro ypPoBHA nobanbHol cepTudmkaumm fosepmsa K MHop-
mauum;

- MoAynv npeAMeTHO 061acT BTOPOro ypoBHA M1o6anbHoi cepTudmkaumm 4oBepust K nHchopMaumu;

- MHXeHep no 6e3onacHocTn NobanbHol cepTudrkauumn 4oBepus K MHopmMaumm.

B nanbHeliwem CISSP ncnonb3yeTcsa B kayecTBe npumepa atTecTaumm B 06/1acT 6€30nacHOCTy.
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AtTtectauns CISSP 6bina npefHasHayeHa A9 NPpU3HaHWsA COBEPLUEHHOTO BNafeHUs MeXayHapoaHbIM
CTaHA4apTOM Mo MHPOPMALMOHHON 6€30MacHOCTU 1 3HaHWSA 06LLEel COBOKYMHOCTMW 3HAHWIA.
Jk3amMeH Ha atTectaunto CISSP cocTonT 13 250 BONPOCOB C pa3HbIMU BapnaHTamn OTBETOB. Y KaHauaa-
TOB €CTb A/191 CAA4M 3K3aMeHa He 60ee WecTy YacoB. B 3k3aMeH, OTHOCALLMIACS K 06LLeli COBOKYMHOCTM 3Ha-
HWIA. BKIOYEHbI CriegytoLme aecaTb BapnaHToB TecTa 6e30nacHOCTV UHCOPMAaLMOHHbIX CUCTEM:
- CUCTeMbl U METOL010rMMA yNpasieHnst AOCTYyNOM:
paspaboTka CUCTEM U MPUSTOXEHNIA:
nnaHvpoBaHne HenpepbIBHOCTM Br3Heca:
- Kpuntorpadwus;
- npaB.o, paccnefoBaHns U aTUKa;
- 6e3onacHocTb paboThl;
husnyeckas 3almTa;
apxvTekTypa u mogenu 6e30nacHoCTy;
npakTVkKn MeHeXMeHTa 6e30nacHoCTy;
- 6esonacHocTb VIHTepHeTa, ceTeil U KOMMYHUKaLWiA.

6.37.3 WCTOYHUKMU

WMHhopmMauus v ycnyri no aTtectaumm o6bI4HO AOCTYMHbI Yepe3 MHULMATopa U pyKoBoauTE el AaHHO
atrectaumu.
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Mpunoxexune A
(cnpaBouHoe)

CBe,quI/IFI 0 COOTBETCTBUN CCbIJZTIOYHbIX MeXAyHapoaHbIX CTaHAapTOB CCbIJTOYHbIM HauMWOHa/IbHbIM
cTaHpapTam Poccuiickoit degepaunn

Tab6bnunua [A1

O603HayeHne CCbl/IOYHOTO
MeXZyHapoaHOro cTaHfapTa

MnCO 9000

nCO 9001

NCO/M3K 9126-1
NCO/M3K 12207

NCO/M3K TO 13335-1

NCO/M3K TO 13335-2
NCO/M3K TO 13335-3

NCO/M3K TO 13335-4

NCO/M3K TO 13335-5

NCO/M3K 14598-1
NCO/M3K 15939
NCO/M3K 15288

NCO/M3K 15408-1

NCO/M3K 15408-2

NCO/M3K 15408-3

NCO/M3K 15504-1
NCO/M3K 15504-2
NCO/M3K 15504-3
NCO/M3K 15504-4
NCO/M3K 15504-5

CTeneHb COOT-
BETCTBUS

IDT

IDT

0T

0T

0T

O603Ha4YeHne U HaumeHoBaHve COOTBETCTBYHLLEro HauMoHa/IbHOro ctaHgapTa

FOCT P NCO 9000— 2001 «Cuctembl MeHepxMeHTa kayectBa. OCHOB-
Hble MOMOXEHUSI U CNoBapb»

FOCT P NCO 9001—2001 «Cuctembl MeHeagxXMeHTa kayecTBa. Tpe6oBa-
HUA»

*

FOCT P NCO/M3K 12207—99 «MHpopmaLumoHHas TexHonorus. Mpouyec-
Cbl )XW3HEHHOTO LKA NPOrpaMMHbIX CPeACTB»

FOCT P MCO/M3K 13335-1—2006 «/HhopmaynoHHasa TexHonorusa. Me-
ToAbl U cpefcTBa o6ecnevyerHns 6esonacHocTu. YacTb 1. KoHuenuyna nmo-
nenu MeHeXMeHTa 6e3onacHocTu MHMOPMaLNOHHbBIX "
TENEeKOMMYHUKALMOHHbIX TEXHOIOTNA»

¢

FOCT P NICO/M3K 13335-3— 2007 «MIHpopmaLmoHHasa TexHonorusa. Me-
ToAbl M cpeacTBa obecnedeHus 6esonacHocTu. YacTb 3. MeToabl MeHen-
XMeHTa 6e30NacHOCTU UH(DOPMALMOHHbLIX TEXHONOTUI»

FOCT P NCO/M3K 13335-4—2007 «IHpopMmaLMoHHasa TexHonorusa. Me-
ToAbl U cpepcTBa obecneveHus 6e3onacHocTu. YacTb 4. Bbl6op 3awut-
HbIX Mep»

FOCT P NCO/M3K 13335-5—2006 «MIHpopmaLoHHasA TexHonorusa. Me-
ToAbl 1 cpeacTtBa obecneyeHna 6esonacHocTu. Yacte 5. PykoBOACTBO No
MeHeAKMeHTy 6e30nacHoCTn ceTu»

FOCT P NCO/M3K 15288—2005 «MHopmaumoHHas TexHonorma. Cuc-
TeMHas uHxeHepus. MNpouecchl XM3HEHHOTO LKKNa CUCTEM»

FOCT P MCO/M3K 15408-1—2008 «/H(hopmaLoHHasa TexHonorus. Me-
ToAbl 1 cpeacTtBa obecneyeHun 6esonacHocTu. Kputepun oueHkn 6e3o-
nacHocTh MHMPOPMAaLMNOHHBIX TexHonoruii. Yactb 1. BBegeHune n obwas
MoAenib»

FOCT P NCO/M3K 15408-2— 2008 «VIHpopmaLMoHHasA TexHonorusa. Me-
Toabl M cpefcTBa obecneyeHus 6GesonacHocTu. Kputepunm oueHkn 6e3o-
NacHOCTU UHMOPMALMOHHbIX TeXHonormii. Yacte 2. ®PyHKLMOHANbHbIE
Tpe6oBaHNsA 6€30MacHOCTU»

FOCT P NCO/M3K 15408-3— 2008 «MHpopmaLmoHHasa TexHonorus. Me-
ToAbl W cpefcTBa o6ecneyeHuss 6e3onacHocTu. Kputepun oueHkn 6e3o-
NacHOCTU NH(POPMALMOHHBIX TEXHONOTUNA. YacTb 3. Tpe6oBaHua foBepus
K 6e3onacHocTn»
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OkoHuaHue Tabnuuybl JA. 1

O603Ha4Y€eHNe CCbISIOYHOTO CTeneHb cooT-
O603HavYeHe N HAaMMEHOBaHVE COOTBETCTBYIOLLEr0 HaLMOHA/IbHOK CTaHaapTa

MeXAyHapoHOro cTaHapTa BETCTBUA

NCO/M3K 17799 0T FOCT P NCO/M3K 17799—2006 «NHpopmaLmoHHas TexHonorua. Meto-
Abl 1 cpeacTBa ob6ecneveHna 6esonacHocTu. MpakTuyeckne npasuna me-
HefXMeHTa MH(OopPMaLMOHHOK 6e30NacHOCTU»

MNCO/M3K 21827 MOD FOCT P NCO/M3K 21827— 2010 «MHhopmaLmoHHaa TexHonorua. Meto-
Abl U cpeacTBa ob6ecneyeHna 6esonacHocTu. MpoekTupoBaHne 6esonac-
HOCTU cucTem. Moaenb 3penocTu npouecca»

NCO/M3K 90003 — *

* CoOTBEeTCTBYWLWMNI HaLMOHaNbHbIW CTaHAapT oTCyTCTBYeT. [10 ero yTBepXaeHus pekomMeHAyeTcs UCnosb3oBaTb
nepeBoO/ Ha PYCCKWUIA A3blK fAaHHOTO MeXAYyHapoaHoro ctaHgapta. MepeBos AAHHOTO MeXAYHapoAHOro cTaHjapTa Ha-
xoanTtca B ®efepanbHOM UH(OPMaALMOHHOM (hoHAE TEXHUYECKUX pernaMeHToB U cTaHAapToB

MpumeyaHune — B HacTosweli Tabnuue ncnonb3oBaHbl cnefyloline ycioBHble 0603HAYEHUA CTENeHN COOoT-
BETCTBUA CTaHAapTOB:

- IOT — nageHTUYHbIE CTaHAapThI;

- MOD — moguguumpoBaHHble cTaH4apThl.
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Kitson. David H in Proceedings of the Seventh Annual Software Technology Conference. Salt Lake City. Utah.
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