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MNpeaucnosne

Llenn, oCHOBHblE MPWHLWMNLI 1 OCHOBHOW MOPAAOK NpoBefeHuss paboT Mo MeXrocyAapCTBEHHOW CTaH-
fapTtusaumn yctaHosneHol FOCT 1.0—92 «MexrocyfapctBeHHas cuctema crtaHgapTusaumm. OCHOBHbIE MO-
noxexua» n FOCT 1.2—2009 «MexrocyfapcTeeHHaa cuctema crtaHgapTtusaumn. CtaHgapTel Mexrocygap-
CTBEHHble. NpaBuaa U peKkoMeHfjauuu No MexrocyfapCTBEeHHONM cTaHgapTudauun. MNpasuna paspaboTku,
NPUHATUA, NPUMEHEHNSA, OOHOB/IEHNS U OTMEHbI»

CBefeHusa o cTaHgapTe

1 NOAroTOBJ/EH.
®efepasbHbIM TOCYAAPCTBEHHBIM YHUTApHLIM MpeanpusaTreM «Bcepoccuiickuii HayuHo-uccnegoBa-

TENbCKUI LEHTP cTaHZapTM3auuu, HOopMaLMM U cepTUdMKaLMmu Chbipbsl, MaTepuanoB U BeLecTB» {®rYn
«BHULICMB»);

TexHnueckum KomMmutTeToM no ctaHgaptusaumn TK 339 «be3onacHocTb Cbipbs, MaTepuasios 1 BELWECTB»
defepanbHOro areHTCTBa no TEXHUYECKOMY PerysiupoBaHuio u MeTposioruu,

MexrocyfapCTBeHHbIM TeXHUYECKMM KOMUTETOM Mo ctaHdaptudauun TK 339 «be3onacHOCTb CbipbA,
maTepuasioB 1 BeLEeCcTB»

2 BHECEH ®epepasnbHbIM areHTCTBOM MO TEXHUYECKOMY peryimpoBaHuio 1 MeTpoaornm

3 NMPUHAT MexrocysapcTBeHHbIM COBETOM MO CTaHAapTM3auum, MeTposormm n ceptudukauum (npo-
TOKoN OT 9 HoA6psA 2012 r. N? 53-M)

3a NpuUHATHE cTaHaapTa NPorosiocoBau:

KpaTkoe HaumeHOoBaHWe cTpaHbl Kopg CTpaHbl CokpaljeHHoe HauMeHoBaHWe HauMoHaNbHOro opraHa
no MK (MCO 3166) 004—97 no MK (MCO 3166)004- 97 no craHgapTusaumm
ApmeHus AM MuHakoHOMUKKM Pecny6avkn ApMeHuns
Benapycb BY locctaHgapt Pecny6nukn Benapycb
KasaxctaH Kz lFocctanpgapT Pecnybnukm KasaxctaH
Kbiprbi3ctaH KG KbiprbisctaHgapt
Monposa MD Mongosa-CtaHgapT
Poccuiickas ®epgepauns RU PoccTaHgapT
TamKuknctaH TJ TampkukctaHgapT

4 HacToswwmii cTaHAapT UAeHTMYeH mexayHapogHoMy fokyMmeHTy OECD series on Principles of Good
Laboratory Practice and Compliance Monitoring — No 10 — GLP consensus document — The application
of the principles of GLP to computerized systems; 1995 (KoHCeHCYCHbI# fokyMeHT no GLP. MpumeHeHune
MprHUMNOB Hagnexatleli nabopaTopHOl NPaKTUKN K KOMNbIOTEPU3NPOBaHHbLIM cucTemam:1995, Ne 10 u3 ce-
pun AOKyMeHTOB OpraHusaumy 3KOHOMUYECKOro cotpyaHuyectsa u passutua (O3CP) o MpuHuyunax GLP n
MOHUTOPUHre COOTBETCTBUA). [pn 3TOM BCe pasfesibl MONHOCTbI0 UAEHTUYHbI, & TEPMUHBI U ONpefeneHns u3
NPUI0XEHUS NepeHeceHbl B pa3gen «TepMunHbl 1 onpeaeneHns».

MexayHapogHblii fOKYMeHT pa3pabotaH Paboueii rpynnoii O3CP no GLP.

MepeBop ¢ aHrNuiAckoro a3bika (en).

OdhmupmanbHblii 3K3eMnaap MexayHapoAHOro JOKYMeHTa, Ha OCHOBE KOTOPOro NOArOTOB/IEH HACTOALLMI
MeXrocyfapCTBeHHbIi CTaHAapT, nmeetcs B PefjepaslbHOM areHTCTBE MO TEXHUYECKOMY perysiMpoBaHuio v
meTponorun Poccuiickoin ®epepauuu.

CTeneHb cooTBeTCTBUA — ugeHTnyHas (IDT).

B HacTosMiA cTaHAapT BHECEHO criefyloliee pefakuMoHHOE U3MEeHeHVe; N3MEHEHO HavVMeHoBaHue
cTaHgapra.

HavmeHoBaHve HacTosLwero ctTaHgapTa U3MeHeHO OTHOCUTEIbHO HAMMEHOBaHNA MeXyHapo4HOro fo-
KyMeHTa B CBA3M C 0COGEHHOCTAMYN NOCTPOEHUSA MEXTOCYAapCTBEHHOW CMCTEMbI CTaHAapTU3aLun.

5 lMpukaszom defepanscHOro areHTCTBa Mo TEXHUYECKOMY PEry/iMpoBaHui0 U MeTposiornm oT 27 gekabps
2012 r. Ne 2153-cT mexrocygapcTtBeHHblin ctaHgapT FTOCT 31887—2012 BBefeH B fieiiCTBUE B Ka4ecTBe HaLu-
oHasbHOro ctaHgapTta Poccuiickoin depepauum ¢ 1 AHBaps 2013 1.



FOCT 31887—2012

6 BBE/JEH BIMEPBbIE

NHdopmaLysi 06 M3MEHEHUSAX K HACTOsILLeMY CTaHAapTy Ny6/1MKyeTcs B eXerogHo 13faBaemMom UH-
¢hopmaLMoHHOM yKka3aTesne «HauuoHanbHble CTaHAapThbi», @ TEKCT U3MEHEHUIi 1 NonNpaBok — B eXeme-
CSIYHO U3faBaeMbIX MH(OPMALMOHHBIX YKa3aTeNnsax «HauuoHanbHble cTaHgapThl». B ciydas nepecMoTpa
(3aMeHbl) MM OTMEHbI HACTOSALL ero CTaHA4apTa COOTBETCTBYO L ee yBeoMIeHe 6yieT ony6IMkoBaHo
B eXXeMeCsiuHO 13aBaeMoM MH(POPMAaLMOHHOM yka3aTene «HauvoHanbilwe cTaHgapTbli». COOTBETCTBY-
oLas nHgopMaums, yBeJOMIEHNE N T KCThl Pa3MeLLaloTCs TakK e B MUHDOPMAaLMOHHONR cucTeMe o6Liero
No/ib30BaHWsi — Ha ohuLManbHOM caiTe ®efepanbHOro areHTCcTBa Mo TEXHUYECKOMY Pery/impoBaHuio 1
MeTposiornu B ceTu VIHTepHeT

© CTtaHpapTuHdopm, 2013

B Poccwuiickoii ®efepauuy HacToAWMi CTaHAAPT HE MOXET GbITb NOTHOCTBIO WM YACTUYHO BOCMPOU3-
BEeAEH, TPAXMPOBAH 1 PACNpPOCTPAHEH B KaYecTBe oULManbHOro uspaHns 6e3 paspelieHnus degepasnbHoro
areHTCTBa M0 TEXHUYECKOMY PeryvpoBaHunio 1 MeTponorum
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BeegneHue

B pamkax TpeTbero KOHCeHCYCHOro cumnosvyma OpraHusaumm 3KOHOMUYECKOro CoTpyAHUYecTsa 1 pas-
Butus (O3CP) no Hagnexauwein nabopaTopHoii npaktuke (GLP). coctosBwerocad 5—8 okts6pa 1992 r. B
WuTepnakere (Interlaken). LUBelinapua. Paboyas rpynna akcnepToB o6cyavna BONpoc 06 MHTepnpeTtauun
MpuHuMnoB GLP npuMeHUTEsIbHO K KOMMbOTEPU3MPOBaHHbLIM cucteMam. Mpeaceparenem PaGoueli rpynnbl
6611 gokTop Teo Xengep (Dr. Theo Helder), npeactaButens opraHa MOHUTOPUHIa COOTBETCTBMA MNpuHUMNam
GLP HupepnaHzos, B kauecTBe Aokiaguyvka cumnosuyma BbicTynan Bpavian JoapTtu, npeacenatens Boiuvc-
NIMTENbHOro KomuTeTa BputaHckoi accoumaumn obecneyeHns KayecTBa Hay4YHO-UccnefoBaTelbCkux padboT
(Mr. Bryan Doherty. Chairman of the Computing Committee of the British Association for Research Quality
Assurance).

YyacTHukamu Pab6oueli rpynnbl 6bl1M NpeacTaBUTENN Kak HauMOHasbHbIX OpraHoOB MOHWTOPUHra co-
otBeTcTBUA MpuHumnnam GLP. Tak n ncnbiTatenbHbix nabopatopuii ABcTpun. benbrun. Janun. PuHNsHAUN
®paHumu. Fepmanun. AnoHnn, Huaepnanaos, Lseiuapun. Benvkobputanum n CLUA. KoTopble B 0TBEAEHHOE
ANna o6CyxXfeHns BpeMs He CMOIM [0CTUYb KOHCEHCYyCca OTHOCUTENIbHO NMOAPOGHOr0 PyKOBOAALLErO AOKY-
meHTa. OfgHako gaHHaa Pabouyas rpynna paspaboTtana fOKYMeHT, o3arnas/feHHbli «KoHuenumun B obnactu
GLP. oTHocsLWMeCca K KOMNbIOTEPU3NPOBAHHLIM CUCTEMAM», B KOTOPOM W3/I0XEHbI OCHOBHbIE MPUHLMNLI U
onvcaHbl Npo6aeMbl, CBA3aHHbIE C HUMW. [laHHbI AOKYMEHT 6bl1 HanpaBieH cTtpaHam — yneHam O3CP ana
KOMMeHTapueB

B cBeTe nonyyeHHbIX KOMMeHTapues Mpynna no GLP Ha nATom coseltaHuy B mapte 1993 . npuHana pe-
LeHne o Heob6x0AMMOCTM NPOBeAEeHNA AanbHelilen paboTbl 1 NpegycmoTpena BTopoe 3acefaHne Pabouel
rpynnel, KOTOpoe cocTosnoch 14— 16 aekabpsa 1994 r. B Mapwxe nog npeacefaTenscTBom a-pa Xengepa (Dr.
Helder). c yuactnem rocnoguna foaptn (Mr. Doherty) B kauecTBe Joknaguuka, a Takke yyacTnem npegcra-
BUTeneli NpaBUTENbCTB U NPOMbILWIEHHOCT KaHagbl. JaHun. ®paHumun. Fepmanun. AnoHun. Huaepnasgos
LiBeunn. BenukobputaHum n CoeguHeHHbIX LUTatoB AMepukn

MpoekT paspaboTaHHOro Paboueii rpynnoii KOHCEHCYCHOro AOKYMEHTa OCHOBbIBAETCH Ha [OKYMeHTe,
paccMOTPEHHOM Ha CUMMo3uyme B VIHTepnakeHe, KOMMeHTapusax ctpaH — 4neHos O3CP k HeMy 1 JOKyMeH-
Te. pa3paboTaHHOM COBMECTHOW NpaBUTEeNbCTBEHHO-NPOMBILLIEHHON Pa6oyei rpynnoii Benukobputanum
BnocneacTtBun oH 6bl1 NepecMoTpeH, U3MeHeH 1 ofobpeH Paboueii rpynnoi, y4acTHUKaMW COBMECTHOrO
coBellaHnsa pynnbl N0 XMMUYECKUM BellecTBam M YNpasnsowWwero kommTeta cneymasbHOW nporpaMmMbl Mo
KOHTPOJ/IIO XMMUYeckux BellecTB. Ha ocHoBaHWM 3T0ro KOMMUTET N0 3KO/IOrMYeckoi NonmMTuke pekomeHgoBan
CHATb C J]@AHHOTO [OKYMEeHTa rpuch CEeKPeTHOCTM MNOA 3rnaol reHepanbHOro cekpeTaps.
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M E X T OCUY A APCTUBETHH®bB W CTAHAOAPT

MPUHUMMbI HAQJTEXALLEN NABOPATOPHOW MPAKTUKU (GLP)

MpumeHeHune MpuHUnMNoB GLP K KOMNbOTEPU3NPOBAHHbLIM CUCTEMAM

Principles o( Good Laboratory Practice (GLP).
Applikation of GLP Principles to computerised systems

[ata eBegeHns — 2013—01—01

1 06nacTb NPYMEHeHNs

11 Hacrosiwumii cTaHAapT ycTaHaBnnBaeT TpeboBaHWA K yNpaBieHU0 KOMNbOTEPU3NPOBAHHLIMU CU-
cTeMaMu. UCNOJb3yeMbIMU NPU MPOBEAEHUN UCCNeA0BaHNI B UCMbITATE/NbHbIX LieHTPaXx, (YHKLUOHVPYIOLLMNX
B COOTBETCTBUM C TpeboBaHmAMK MprMHUMNOB Haanexallel nabopaTopHoii npaktukn (GLP).

Ha npoTsixeHun nocnegHvx neT Bo3pactaeT UCMO/b30BaAHME KOMMNbIOTEPU3NPOBAHHbBIX CUCTEM UCMbITa-
TeNbHbIMU LleHTPaMK, B KOTOPbIX MPOBOAAT UCMbITAHNA XMMUYECKUX BELLECTB ANS OLEHKN X 6e30nacHoCTu
AN 300pOBbS YenoBeka 1 okpyxatuieln cpegpl. KoMnbloTepU3MPOBaHHbIE CUCTEMbI MOTYT ObITb NpegHa3Ha-
YeHbl AN NPAMOro UKW HENPAMOro c6opa AaHHbIX, UX 06paboTKKU, NPeLCTaBNEHNUA N XpaHEHUs, U OHW Bce
Yallie ABNAKOTCA COCTABHON YacTbi0 aBTOMaTU3MPOBAHHOTO 060PYA0BaHMS.

1.2 Bce KOMNbIOTEPU3VPOBAHHbIE CUCTEMbI, UCNO/Mb3yeMble 419 NPOV3BOACTBA, U3MEPEHNSA AN OLeH-
KW [aHHbIX, NpefHa3HaYeHHbIX ANA NpeAcTaB/eHns B COOTBETCTBYHOLME PerynpyloLine opraHbl, LO/DKHbI
pa3pabaTbiBaTbCs, BaIUANPOBATLCA. 3KCMNyaTMpoBaTbCsA M 06CNYXMBaTLCS B COOTBETCTBUM C MpuHLMnamu
OpraHn3aunm 3KOHOMUYECKOro coTpyaHuyecTsa u passutnsa (O3CP) no GLP [1).

B xofie nnaHnpoBaHusi U NPOBEAEHNA UCCNEef0oBaHNM, a Takke Co3faHnsA 0TYETOB A8 Pas3/INYHbIX Lie-
nei MOXeT NCNONb30BaTbCA HECKO/IbKO KOMMbIOTEPU3MPOBAHHBIX CUCTEM. K TakuMm Liensam MoryT OTHOCUTbCA
NPSAMOWA MM Henpamol C60p AaHHbIX C aBTOMaTN3UPOBaHHbLIX NPUGOPOB. aKCnNyaTaunsAynpasieHne aBToma-
TU3NpPOBaHHbIM 060pyAOBaHMEM, a Takxe 06paboTka, npefcTaBneHNe N XpaHeHue AaHHbIX. 15 nofo6HbIX
pasnnyHbIX BUAOB AeATENbHOCTY KOMMNbIOTEPU3MPOBAHHbIE CUCTEMbI MOTYT BapbypOBaTLCA OT NPOrpaMmMupy-
eMOro aHa/iMTU4yeckoro npubéopa nam NepcoHasIbHOr0 KOMMbOTEpPa 40 MHOrO(YHKLMOHaNbLHOW nabopartop-
HOI MHCPOPMALMOHHOW MeHemKMeHT-cuctems! (JIMMC). MpuHumnel GLP cnepyeT NpMMeHsiTb He3aBUCMMO OT
mMaclwTaba npuBneyeHns cpeacTs aBTomMmaTusauuu.

2 TepMuHbI 1 onpegeneHns

B HacTosAwem cTaHfapTe NPUMeHeHb! cneaytoLie TePMUHbI C COOTBETCTBYIOLWMUMY OnpeaeneHnaMu:

2.1 kpuTepuun npuemkmn (acceptance criteria): [JokyMeHTVPOBaHHbIE KPUTEPUU, KOTOPbIM HEOHXOAMMO
COOTBETCTBOBATb A1 YCNELIHOTO 3aBepLUeHNs aTana UCMbITaHUs UK BbINONHEHNUS TpeboBaHWil NocTaBku.

2.2 npuemouHble ncnbiTaHMs (acceptance testing): BbinonHeHHOe N0 yCTaHOB/IEHHON hoOpMe UCMbI-
TaHne KOMMNbITEPU3MPOBAHHON CUCTEMBI B NpeAnonaraeMoli paboyei cpese ¢ Lenbto onpegeneHnsi COoTBeT-
CTBUA KPUTEPUAM NPUEMKUN UCTLITATENIBHOMO LIEHTPA, a Takke NpuemsemMocTy CUCTEeMbI 418 KCnyaTaumm.

2.3 pe3epBHoe konupoBaHue (back-up): Mepbl, npeanpuHMMaemMble 471 BOCCTAHOB/EHWA haiinos
[JaHHbIX 1 NporpaMmMHOro obecneyeHnsi, BO306HOBEHNSA 06paboTKM faHHbIX WU UCNOb30BaHUA anbTepHa-
TUBHOIO KOMMbIOTEPHOIO 060PYA0BaHNA NOCNe CUCTEMHOro c6os v asapuu.

2.4 KOHTpPONb U3MeHeHui (change control): MocToOSAHHAA OUEHKa W [OKYMEHTUPOBaHWe CUCTEMHbIX
onepauuii 1 N3MEHeHWI C Lenbio onpeaeneHns HeobxoAMMOCTM npouecca Banvjauny nocse nosiBfNeHus B
KOMMbIOTEPU3NPOBAHHON CUCTEME KaKUX-TMBO N3MEHEHWIA.

N3paHue oduynansHoe
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2.5 komnbloTepusnposaHHasa cuctema (computerised system): pynna KOMNOHEHTOB annapaTHbIX
CPefCTB M CBA3AHHOIO C HAMW NMPOrpaMMHOro obecneyeHns, paspaboTaHHbIX 1 COBpPaHHbIX A5 BbINOSHEHUS
onpeaeneHHol YHKLUU Unu rpynnbl OYHKLUIA.

2.6 anekTpoHHasa nognuck (electronic signature): 3anucb B BUAE MarHWTHbLIX UMMY/IbCOB UMW TPaHC-
nauma (KOMNMNALMSA) KOMMbIOTEPHBIX AaHHbIX 1060ro cMBONa WK NocnefoBaTe/lbHOCTEW CYMBOMOB, Bbl-
NOIHAEMbIX. a4anTUPOBaHHbIX WM aBTOPU30BAHHbLIX ONpeAeseHHbIM MLOM B KayecTBe 3KBMBaNeHTa co6-
CTBEHHOPYYHOW NOANNCK AaHHOTO fnua.

2.7 annapaTtHoe o6ecneyeHne (hardware): ®n3nyeckne KOMNOHEHTbI KOMMbIOTEPU3NPOBAHHOW CUCTe-
Mbl. BK/IOYAA Kak caM KOMMNbIOTepP, Tak 1 ero nepudyepuitHbie KOMNOHEHTbI.

2.8 nepudpepuitible kKOMNoHeHThl (peripheral components): J/llo60e CBSiI3aHHOE C NMOMOLLbIO WHTEp-
theiica obopynoBaHue wav BCcnomoratesibHble AN yaaneHHble KOMNOHEHTbI, Takme Kak NPUHTepbl, MOAEMbI,
TepMuUHanbl U T. 4.

2.9 ob6uwenpu3HaHHble TexHuyeckne ctaHgapthbl (recognised technical standards): CtaHgapThl, pac-
NpoCTPaHeHHblEe HaLMOHA/IbHBIMU AN MeXAYHapoAHbIMW opraHamu no ctaHgaptusauum (1ISO. International
organization for standartization (MexgyHapogHasi opraHmusauus no ctaHgaptusauun. NCO). IEEE. Institute
of Electrical and Electronics Engineers (MHCTUTYT WHXEHEPOB NO 3NEKTPOTEXHWUKE U 3NeKTPOoHUkKe); ANSI.
American National Standards Institute (AMepukaHckuii HaLuoHa bHbIA UHCTUTYT CTAHA4APTOB) U T. A.).

2.10 6e30MmacHOCTb (security): 3awuTa KOMNbLIOTEPHOrO annapaTHOro U NPorpaMMHOro obecnevyeHus
OT Cly4yaHOro MW NpesyMbILLIEHHOTO J0CTYNa, UCNO/b30BaHNA, MoAUMKALMW, YHUUTOXEHUS UK pasria-
weHuns. Takke 6€30MacHOCTb OTHOCUTCS K NepPCOHany, AaHHbIM, KOMMYHUKALWOHHbLIM CBA3AM W (h3NYeCcKoi
1 NOTNYECKON 3aLuuTe KOMNbIOTEPHbIX UHCTANNALNIA.

2.11 nporpammHoe obecneyeHne — npunoxeHue (software — application): MNporpamma, npuobpe-
TeHHas unu paspaboTaHHas, aganTMpoBaHHasa UM NpUcnoco6aeHHas K TpeboBaHMAM UCMbITATENbHbIX LieH-
TPOB C Lie/iblo KOHTPOA npoLeccos cbopa, 06paboTku, NpeAcTaBNeHNsa AaHHbIX UM apXnBNPOBaHKS.

2.12 nporpamMmMHOe ob6ecnevyeHne — onepaunoHHas cuctema (software — operating system): MNpo-
rpamma mam Habop nporpamm, cTaHAaPTHbLIX (PYTUHHBIX) NpOrpaMM 1 NoANPorpamMmM, KOHTPOAMNpPYOLWMUX pa6o-
Ty KOMMblOTepa. OnepaumoHHasa cuctema MOXeT NpefocTaBuTb YCyru, Takne Kak pacnpegeneHne pecypcos,
nnaHupoBaHve paboT, ynpasrieHne BBOAOM/BbIBOAOM U ynpasrieHne AaHHbIMU.

2.13 ncxoAHbln kog (source code): OpurMHanbHas KOMMblOTEPHAA MporpaMmMa, BblpaXeHHas B npu-
rof4HOM ANA YTeHUs YenoBekom hopme (A3blK NPOrpaMmM1pPoBaHNs), KOTOPY0 HEOOXOAMMO NepeBecTn B Ma-
LMHOUMTaeMyto hopmMy, npexzae YeM oHa MOXET OblTb BbINOSIHEHA KOMMbIOTEPOM.

2.14 Banupauua KoMnblTEpMU3MpoBaHHOl cuctembl (validation of a computerised system): Moga-
TBEPXAEHWE TOro, YTO KOMNbIOTEPHAsA cMCTeMa NOAXOAUT AN NPefyCMOTPEHHON 061acTy NPUMEHEHUS.

3 MpumeHeHue MpuHumnoB GLP K KOMNbIOTEPU3MPOBAHHBLIM CUCTEMAM

3.1 O6wume nonoxeHms

KOMMbIOTEPU3NPOBAHHbLIE CUCTEMbI, CBSI3aHHbIE C NPOBEAEHNEM UCCNIeA0BaHUii, NpefHasHaYeHHbIX A1
npeAcTaBfieHust B Perynvpylowne opraHbl, AO/KHbI UMETb COOTBETCTBYIOLLYI0 KOHCTPYKLMIO, AOCTATOUYHYH
MOLLHOCTb U NOAX0AUTL A8 peanu3aumny ux npefHasHadeHms. CUcTeMsl AOMKHbI paspabaTbiBaTbCs, Banau-
pOBaTLCS Y 3KCM/yaTUPOBaTLCA B COOTBETCTBUM C MpuHUMNamMm GLP. Kpome Toro, A0/KHbI 6bITh YCTaHOB/EHbI
COOTBETCTBYIOLME NPOLEAYPbl KOHTPOS U TEXHUYECKOrO 06CNYXMBAHUS AaHHbIX cucTeM. MMoATBEpPXAEHVE
TOr0, YTO KOMMbIOTEPU3MPOBAHHAS CUCTEMA COOTBETCTBYET CBOEMY Ha3HAYEHWID, UMeeT PyHAaMeHTabHOe
3HaUYeHne U Ha3blBaeTCs «KOMMNbOTepHas BaiMaaLms».

Mpouecc Basimgaumn o6ecneyrBaeT BbICOKYH CTeNeHb yBEPEeHHOCTM B COOTBETCTBUM KOMMbIOTEPU3NPO-
BAHHOI cMCTEMbI 3apaHee 3afaHHbIM TEXHUYECKUM Tpe6oBaHusaM. Banuaaums fo/mkHa OCYLLECTBAATLCS 40
Hauana aKcnayaTtauum cUCTeMbl 1 NPOBOANTLCA HaANexallM 06pa3oM TO/IbKO C MOMOLLb0 paspaboTaHHOro
nnaHa BanmMaaLuu.

3.2 MpuHunnel GLP n koMnbloTEPU3NPOBAHHbLIE CUCTEMBI

Mpn npumeHeHnn MpuHUMnos GLP K BbileonucaHHbIM KOMMbIOTEPU3MPOBAHHLIM CUCTEMAM cnefdyeT
NPVMHUMaTb BO BHMMaHue Tpe6oaHusa 3.2.1—3.2.9.

3.2.1 O653aHHOCTN N OTBETCTBEHHOCTb

a) AOMUHMCTPAaLUA UCNbITATE/ILHOTO LeHTPa HECEeT MOoJIHYH0 OTBETCTBEHHOCTL 3a cobnogeHne MNpuHum-
nos GLP. BKk/loYas Ha3HavyeHue Ha JO/MKHOCTb 1 athheKTUBHYIO OpraHM3aLmio 4OCTaTOYHOIO uncna Ksaamdum-

2
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LiMpoBaHMbIX W OMbITHbIX COTPYAHUKOB, & Takke 06s3aHa obecneunsartb, YTOObI NOMeLLEHUS, 060pyaoBaHue 1
npoueaypbl 06paboTKu faHHbIX HAXOAWUIUCH HA [O/IHKHOM YPOBHE.

ALMUHNCTPaALMA UCMbITaTeNIbHOrO LeHTpa HeceT OTBETCTBEHHOCTb 3a 06ecneyeHre COOTBETCTBUSA KOM-
NbIOTEPU3NPOBAaHHbLIX CUCTEM NpeanosaraeMoMy HasHadeHuto. OHa fo/mKHa ycTaHaBAMBaTb NPUHLMUMbLI opra-
HM3auMu 1 npoueaypbl B 061acTu aBToMaTmMsaumu, rapaHTupylowme paspaboTky, Bangauuio, aKkcnayartauuo
1 o6cnyxmBaHe cuctTem B cOOTBeTCTBUM € MNpuHumMnamun GLP.

AAMUHMCTPaUMA MCNbITaTeNbHOrO LEHTpa A0/MKHa obecneunmBaTb SACHOCTb U COGMOAEHWE AaHHbIX
NPUHLMMOB OpraHnsauum v npoueayp, a Takke ahdekTUBHbIV KOHTPOb BbINOIHEHUS AaHHbIX TPe6OoBaHWA.

AOMUHMCTPaUWA UCNbITATE/ILHOTO LEeHTPa A0/IKHa HasHayaTb COTPYAHWKOB, HECYLLNX KOHKPETHYO OT-
BETCTBEHHOCTb 3a pa3paboTky, Banugauuio, akcrnayaTaumio 1 obcnyxuBaHne KOMMNbOTEPU3MPOBAHHbIX CU-
cTeM. [laHHbIii nepcoHan AO/MKEH UMETb COOTBETCTBYIOLLYI0 KBANUMUKaLMIO, ONbIT U AOCTATOUHYIO NOATOTOB-
Ky A5 BbINOJIHEHWSA CBOWX 06513aHHOCTeli B cooTBeTCTBUM € MpuHunnamu GLP.

b) PykoBogutenu nccnefoBaHuns cornacHo lMpuHumnam GLP HecyT OTBETCTBEHHOCTb 3a 06lliee npo-
Be/leHVe uccnefoBaHuii.

MockonbKy ANA NpoBeAeHNs MHOTMX NOAO0GHbIX uccnefoBaHuin 6yayT NCNOMNb30BaTbCA KOMMbIOTEPU3N-
poBaHHbIEe CUCTEMbI, B&XKHO, YTOObI PYKOBOAUTENN UCCMEef0BaHNA B NOJIHON Mepe 0CO3HaBasin X UCMOMb30-
BaHWe B 1CC/eA0BaHNN A5 AOCTUKEHUS ONpeseneHHoN Lenu.

OTBETCTBEHHOCTb PYKOBOAUTENSA UCCNENOBAHNSA OTHOCUTENBLHO [aHHbIX, MOJTyYEHHbIX B 3/IEKTPOHHOM
BUAe, MAEHTUYHA OTBETCTBEHHOCTM Mpu paboTe C AaHHbIMU, XPaHAWMUMUCA Ha ByMaXHOM HocuTene. Kpome
Toro, B uccneposaHusax GLP crnegyet 1cnosb30BaTh TONILKO CUCTEMbI, MPOLUeALLne npoueaypy sanvaaumn.

c) MepcoHan

Becb mepcoHan, vcnonb3ywwuii KOMNbIOTEPU3NPOBaHHbIE CUCTEMbI, HECET OTBETCTBEHHOCTb 3a 3KC-
nayatauuio AaHHbIX cucTeM B cooTBeTCTBMM C lNpuHumnamm GLP. CoTpygHuMkM, KoTopble paspabaTbiBaloT,
BaIMANPYIOT, 3KCMTyaTUPYIOT 1 06CNYXUBAIOT KOMNbIOTEPU3NPOBAHHbIE CUCTEMbI, HECYT OTBETCTBEHHOCTbL 3a
BbINO/IHEHWE BbILLENEPEYNCNEHHbIX MEPONPUATUIA B cooTBeTCTBUK € MpuHumnamy GLP 1 ycTaHOBNEHHbIMM
TEXHUYECKUMWN HOPMaMMU.

d) Ob6sasaTenbCcTBa M OTBETCTBEHHOCTb C/YXObl 06ecneyeHns KayecTsa B OTHOLLUEHUU KOMMbIOTEPU3N-
POBaHHbIX CUCTEM AO/KHbI ONpefensaTbCA agMVHUCTPaLMeR UCMbITATENBHOTO LIeHTPa U ONWCbIBATLCA  CAy-
XeOHbIMM MHCTPYKUMaMKU 1 npouegypamu. MNporpamma obecrneyeHns kavecTsa [O/DKHA BKIw4vaTb B cebs
npoueaypbl U MeToAbl, rapaHTUpYOLLMe COOTBETCTBME BCEX 3TANOB Ba/IMAaLMu, akcnayaTaumm n TeXHNYecKo-
ro 06CNyXnBaHNA KOMMbIOTEPU3MPOBAHHLIX CUCTEM YCTAHOB/IEHHBIM CTaHAapTaM. Kpome Toro, nporpamma
[O/MKHa BKIOYAThb B ce6s npoueAypbl U MeTOAbl YCTAHOBKM NPMOBPETEHHbIX CUCTEM 1 NpoLecc paspaboTku
KOMMbIOTEPU3NPOBAHHbIX CUCTEM BHYTPEHHUMU CUIAMU OpraHm3aLl .

MepcoHan cnyx6bl o6ecneyeHns KayecTsa Npu3BaH KOHTPOIMPOBATL COOTBETCTBME KOMIMbIOTEPU3NPO-
BaHHbIX cuctem MpuHumMnam GLP u gomxeH nonyuntb obyyeHne HeobXoauMbIM crneumanbHbiM (Mpodnb-
HbIM) TEXHUYECKUM HaBblkam. COTPYAHMKM CNyX6bl 06ecneveHns kauecTsa fO0/DKHbI ObiTb 3HAKOMbI C TaKUMU
cucTemMamm B OCTATOYHON CTEMNEHW, YTOOb! faBaTb B OTHOLLEHWN HUX 06 bEKTUBHbIE 3aMeYaHusi, B HEKOTOPbIX
c/lydasix MOXeT noTpeboBaTbCA Ha3HaveHne nNpotuLHOro ayamTopa.

[Onsa o630pa AaHHbIX NepcoHan cnyxbbl o6ecneyeHns kavecTsa JOHKEH UMETb MPAMON JOCTYN «TOJIbKO
ONS YTEHUA» K AAaHHBIM, XPaHALWMUMCA B KOMNbIOTEPU3UPOBAHHO cucteme.

3.2.2 O6by4yeHue

MpuHuunbl GLP TpebytoT, 4Tobbl MCNbITATENbHBIA LEHTP MMen KBangULVPOBAaHHbIA U OMbITHLIA nep-
COHa/l Haj/exallero ypoBHSi, JOKYMEHTUPOBaHHble yyebHble NporpaMmbl Kak Ans 06yvyeHuss Ha paboyem
MecTe, TaK 1 Npy He06XOAMMOCTN Ha BHELLHUX YYeOHbIX Kypcax. 3anmcu o nogo6HOM 06y4eHnn fomKHbI 6bITb
CcoXpaHeHbl.

Bblleyka3aHHble NOMOXEHUS AO/KEH TakKe NPUMEHATbL BECb NEPCOHas, NCNOMb3YOLWNi KOMNbIOTEPH-
31MPOBaHHbIE CUCTEMBI.

3.2.3 NomeweHnsa n obopynosaHne

[na npoBefeHns nccnefoBaHunii B COOTBETCTBUM € TpeboBaHuamu MpuHunnos GLP TpebyeTtcsa Hannune
COOTBETCTBYIOLLMX NOMELLEHWNA 1 060pyL0BaHus. PaccmaTprBas KOMNbIOTEPU3NPOBAHHbIE CUCTEMLI, CnesyeT
NPUHATL BO BHUMAHWE PSJ, KOHKPETHbIX NOIOXEHWIA.

a) [lMomeweHuns

Heob6xoanmo yaenaTb A0/MKHOE BHUMaHne hrn3nyeckomy pacnonoXeHn0 KOMNbIOTEPHOIO annapaTHoro
obecneyeHns, nepndepuiiHbIX KOMNOHEHTOB, KOMMYH/KALMOHHOTO 060PYAOBaHNA W 3NEKTPOHHbIX HOCUTE-
nei vicpopmaummn. Cnegyet nsberatb sKCTPEMasbHbIX TemMnepaTyp U BAaXHOCTU, MbIAK, 31eKTPOMarHUTHbIX
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nomex u 61AM30CTN K kabensm BbICOKOrO HanmpshKeHUsl, KpOMe cny4vaes, Korga o6opyfoBaHve crneunanbHO
npefHasHayeHo ans paboTbl B NOACGHbLIX YCNOBUSX.

Takxe Heo6Xo4MMO yAensaTb BHAMAHWE 3/1eKTPONUTaHNI0 KOMMbIOTEPHOro 060pyf0BaHUS U Npu Heob6-
XOAMMOCTN pe3epBHOMY KOMMPOBaHWUIO UK 6ecnepe6oiiHOMY NMMTaHWI0 KOMMNbIOTEPU3VPOBAHHbLIX CUCTEM, He-
MCMNPaBHOCTb KOTOPbIX MOXET NOBMMATL Ha Pe3y/bTaTbl NCCNeL0BaHUS.

HeobxoAvMMO MeTb COOTBETCTBYHOLLME MOMELLeHNs 418 6e30NacHOro XpaHeHUs 31eKTPOHHbIX HocKTe-
nei nHdopmaumm.

b) O6opynosaHue

i) AnnapaTtHoe 1 nporpaMmMHoe obecrneyeHne

KomnbloTepranpoBaHHas cructema onpegenseTcs kak rpynna annapaTHbiX KOMAOHEHTOB U COOTBETCTBY-
foLLero nporpaMmmHoro obecnevyenusi, paspabotaHHas U cobpaHHas Ans BbINOSHEHUS onpefenieHHON (DYHK-
LMK UAn rpynnbl yHKLMWA.

KannapaTHomy o6ecneyeHunto OTHOCATCA PU3nMyeckme KOMMOHEHTbI KOMMNbIOTEPU3NPOBAHHON CUCTEMBI,
COCTOSILLME M3 CaMOro KoMnbloTepa 1 nepudepuiiHbiX KOMMOHEHTOB.

MporpammHoe o6ecneyeHre npeacTaBnseT coboii nporpammy(bl), ynpasnsioLlyto(Me) yHKLOHMpPoBa-
HMEeM KOMMNbIOTEPV3NPOBAHHON CUCTEMBI.

Bce MpuHuunbl GLP. npumeHsieMble kK 060py0BaHnIo, B PaBHO CTENEHN NPUMEHUMbI 1 K annapaTHo-
My. ¥ K MPOrpaMMHOMY obecneyeHuio.

ii) KommyHukaumm

KomMMyHMKaumm, oTHOCALWMECS K KOMNbIOTEPU3MPOBaHHBIM CUCTEMAM, [eNATCA Ha [iBEé OCHOBHblE Ka-
TEeropun: KOMMYH/Kauuyu Mexay KOMNbioTepaMmu Uam Mexay KoMnbiotepamu u nepudepuiiHbiMy KOMMNOHEH-
Tamu.

Bce KOMMYyHUWKaLMOHHbIE NMHUW ABAAIOTCA NOTEHUMANbHBIMU UCTOYHMUKAMU OLINOOK, KOTOpble MOryT
NPMBECTN K NOTEpPe WU NOBPEXAEHNIO AaHHbIX. [na obecneyeHns 6e30MacHOCT U LLeNIOCTHOCTU CUCTEMbI
[oMmKeH 6bITb YCTAHOBMEH COOTBETCTBYHIOLWMIA KOHTPOIb NPOLIECCOB pas3paboTku, Banugaumm, aKkcnayaraumm
N TEXHUYECKOro 06CNyXMBaHNA KOMMbIOTEPU3NPOBAHHBIX CUCTEM.

3.2.4 TexHnyeckoe o06CcnyxmBaHve U aBapuitHoe BOCCTaHOBNEHNE

Bce kOMNblOTEpPU3NPOBaHHbIE CUCTEMbI CedyeT ycTaHaBNuBaTb U 06CNyXuBaTb TakuM 06pa3om, YTo-
6bl 06ecneymBaTb HeNpPepbIBHOCTL PaboThl.

a) TexHnuyeckoe obcnyxusaHvne

065a3aTeNbHO HanmMume [OKYMEHTUPOBAHHbLIX NpoLeayp, oxXBaTbiBaOLWMX Kak niaHoBoe npodunakTu-
yeckoe ob6cnyxuBaHue, Tak U ycTpaHeHvne HencnpaBHOCTER. B aTux npoueaypax AO/MKHbI ObiTb YeTKO onpe-
[eneHbl pofib N OTBETCTBEHHOCTL BOB/IEYEHHOTO B NPOLLECC TEXHNUYECKOTO 06CNYyXNBaHUsA nepcoHana. B cny-
Yyasix. Korga Takue onepauuu no CONpPoBOXAEHWUIO TPeOYHT M3MEHEHWI annapaTHOro W/WAuW NPorpaMmmHoOro
obecneyeHns, MOXeT BO3HVKHYTb HEOOXOAMMOCTb NOBTOPHOW Banuauum cuctemMbl. B TeyeHne noscegHes-
HOW paboTbl [O/MKHA 3anucbiBaTbCa MHAOPMaUus o Mbbix NpobaemMax M HeCOOTBETCTBUAX B CUCTEME U
no6ble NpeanpuHATLIe AeliCTBUSA MO UCNPABIEHNIO NOMOXEHNS.

b) ABapuiiHoe BOCCTaHOBNEHNE

JomKHbI MMeTb MecTo NpoLieAypbl, ONMCbIBatoLLME Mepbl, KOTOPble HEO6XO0AMMO NPeANPUHATL B Ciyyae
YaCTMYHOTO MM MOJTHOTO OTKasa KOMMNbITEPU3NPOBAHHOW cucTeMbl. Mepbl MOryT BapbMpoBaTbCa OT 3ania-
HVPOBAHHOIO COKpaLleHnss annapaTHoro o6opyAoBaHnsa A0 nepexoja B CUCTEMY C 6YMaXKHbIMWU HOCUTENSAMU
nHdopmaumun. Bce nnaHbl AeiCTBUS B @aBapURHbIX CUTYaLUAX AO/MKHbI ObiThb TLWATENbHO [OKYMEHTUPOBaHbI,
Ba/IMAMPOBaHbI, KDOME TOr0, OHW [0/KHbI 06ecneynBaTb HENPEPbLIBHYIO LLE/I0CTHOCTb JaHHbIX U He AO0/KHbI
KaknuM-nm60o 06pa3om yrpoxartb UccriefjoBaHuio. MNepcoHasn, BOB/IEYEHHbIV B NPOBeAEHUE UCCNeAOBaHUSA B
cooTtBeTcTBMM C MpuHumMnamu GLP. gomxeH 6biTb OCBEAOMMIEH O HAJIMYUW JaHHbLIX N1AHOB [EeACTBNA B aBa-
PUAHBIX CUTyauunax.

Mpoueaypbl BOCCTAHOBMEHUS KOMMbIOTEPU3NPOBAHHON CUCTEeMbl ByAyT 3aBUCETb OT KPUTUYHOCTU CU-
CTeMbl. MO3TOMY TakK BaXHO UMETb B HANMYMM pe3epBHbIe KONuK Bcex nporpamMm. Ecnu npoueaypsbl BoccTa-
HOBNEHUS BNEKYT 3a CO60/ N3MEHEHUST annapaTHOro Wy NporpamMMHOro obecneyeHunsi, MoxeT noTpeboBaTb-
€A NOBTOpHas Banugauus CUCTEMbI.

3.2.5 laHHble

MpuHumnbl GLP onpegensioT nepBuYHble AaHHbIe Kak OpUr1Hasbl 3anucei 1 AOKyMeHTauumn, BKIYas
JaHHble, HanpsiMylo BBEfleHHbIe B KOMMbIOTEP Yepes uHTepdelic npuéopa, KOTopble ABMAIOTCA pesysibTatamu
OpPUTMHaNIbHbIX HAGNOAEHWUIA U fleiCTBUIA B XO4e UccnefoBaHnst 1 HEO6X04MMbI A5 hOPMUPOBAHWSA W OLEHKN
oTyeTa O f@HHOM WCCNefoBaHUN.
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KomnbloTeprsnpoBaHHble cucTeMbl, paboTaroLyme B COOTBeTCTBUM € MpuHuunamu GLP. MoryT 6bITb CBS-
3aHbl C NePBUYHLIMU AAaHHBLIMU C UCMO/Ib30BaHNEM Pa3INYHbIX POPM, TaKUX KakK. HanpuMep, 3/1IeKTPOHHbIE HO-
cuTenu nHdopMannm, pacneyartki ¢ KOMnbloTepa Unn Npubopos, a Takke KoM MUKPOgUIbMOB/MUKPOIULL.
Heo6xo41Mo, 4TOObI NepBUYHbIE AaHHbIE ObIN ONpeAeneHbl ANS KaXA0N KOMNbIOTEPU3NPOBAHHON CUCTEMBI.

Ecnun komnbloTepusnpoBaHHblie cUCTeMbl NCNOMb3YIOT AN c6opa, 06paboTku, NpefcTaBNeHns nnn xpa-
HEHUs NepPBUYHBIX JaHHbIX B 3/IEKTPOHHOM BuAe, TO KOHUrypaums cuctembl BCerga Ao/HkHa obecneyvBaTb
COXpaHeHue ayaMTOpPCKUX faHHbIX B MOMHOM 06beMe, YTO6bl 6bl1a BO3SMOXHOCTL MOKasaTb BCE U3MEHEHUS
OaHHbIX, He CKpblBas NepBUYHbIX AaHHbIX. [Jo/HKHA 6biTb BO3MOXHOCTbL CBAiI3aTb BCE M3MEHEHUS AaHHbIX C
nnuamMu, KoTopble BHEC/IM 3TV U3MEHEHWS NPU NOMOLLY CBOEBPEMEHHOI 1 AaTUPOBaHHOI (3/1eKTPOHHOI) Nnoa-
nvcK. MpUYnHbl BHECEHUSA U3MEHEHWI AO0/MXKHbI ObITb YKa3aHbl.

Ecnn nepBuuHble fAaHHble XPaHATCA Ha 3/1EKTPOHHbLIX HOCUTENsAX WHopMauun, To HeobXxo[umo
o6ecneynTb BbINOJIHEHNE TpeboBaHMi N0 UX A0/ITOCPOYHOMY XPaHEHMIO B 3aBUCMMOCTU OT TUNa XPaHUMbIX
[aHHbIX U 0OX1AaeMOoro Cpoka CnyX6bl KOMNbIOTEPM3UPOBAHHbIX cUcTeM. MNpy N3MEHeHUN cucTem annapaTHo-
ro ¥ NPOrpamMMHOro o6ecneyeHns AOMKHbI ObITb NPeA0CTaBNEeHbl MOCTOAHHbIA 4OCTYN K NEPBUYHLIM AaHHbIM
N nx 6e3onacHoe xpaHeHue ANA rapaHTMpPOBaHUA LENOCTHOCTU AaHHbIX. BcnomoratenbHas uHgopmauus,
Takas Kak>XypHasbl 06C/TyXMBaHsa 060pya0BaHNs U NPOTOKO/bI KaNMBpPoBKK, KOTopast Heobxoanma A5 nog-
TBEPXAEHNSA AOCTOBEPHOCTN MEPBMYHBLIX AAHHbIX UMM KOTOpas MO3BOJISIET PEKOHCTPYMpOBaTb MpoLecc win
nccnefoBaHve, A0/MKHA 6bITb COXpaHeHa B apxXmBax.

Mpouepypbl 4N paboTbl KOMMNbLIOTEPU3UPOBAHHOW CUCTEMbI TaKkKe A0/DKHbI ONWCbIBATh aflbTepHATMB-
Hble npoueaypbl cbopa AaHHbIX, KOTOpPbIM HE06XxoAMMO cnefoBaTb B cryyae c60s cuctembl. MNpu Takux 06-
CTOATeNbCTBaxX Nt06ble BPYUHYHO 3anucaHHble UCXOAHbIe AaHHble, B flanbHelilleM BBOAMMbIE B KOMMbIOTEP,
[OJKHBI 6bITb YETKO 0603HAYEHbI B KAYECTBE TaKOBbIX M COXPaHEHbl B KAYeCTBE UCXOAHbIX 3anucein. [lpo-
Lueaypbl N0 pe3epByPOBaHNIO AaHHBIX, NPOBOAMMbIE BPYYHYIO, [O/HKHbI CBECTU K MUHUMYMY PUCK NOTEPU AaH-
HbIX U rapaHTUPOBaTb COXPaHeHNe 3TUX anlbTepPHaTUBHbIX 3anucei.

Ecnu B cnyyae yctapeBaHUsi CUCTEMbI HEOOXOAMMO NepeBecTU 3NEKTPOHHbIE MepBUYHbIE JaHHble U3
OfHOI CMCTEMbI B APYryl0, TO AaHHbIA NpoLecc AO/HKEeH ObiTb [AOKYMEHTMPOBaH Hajnexaium obpasom, a
LLleIOCTHOCTb AaHHbIX NnoaTeepxaeHa. B cnyyasx, korga nogobHble Murpauum aHHbIX He OCYLLEeCTBUMbI Mpak-
TMYECKN. NEPBUYHbIE AaHHbIE AO/IKHbI ObITb NEpeAaHbl Ha APYroil HOCUTE b U YTBEPXAEHbI B KAYECTBE TOY-
HOI KONuW 4,0 Havana yaaneHns OpUrrHabHbIX 3/1EKTPOHHBIX 3anuncei.

3.2.6 besonacHoCTb

[ns 3awuTel annapatHoro obopyAoBaHus, NPorpaMMHOro obecneyeHns 1 AaHHbIX OT NOBPeXAeHus,
HECaHKLVOHUPOBAHHOIO0 M3MEHEHUS WU NOTEPU AaHHbIX AO/MKHbI ObITb YCTAHOBMNEHbI AOKYMEHTUPOBAHHbIE
npoueaypbl 6e3onacHocTL.

B gaHHOM KOHTekCTe «6e30MacHOCTb» 03HayaeT npefoTBpalleHNe HeCaHKLMOHMPOBAHHOIO AoCcTyna
UM U3MEHEHUIH KaK KOMMbHTEPU3MPOBAHHON CUCTEMbI, TaK U AaHHbIX, XpPaHALWKXCSA B Heil. CnefyeT Takke
NPVHATL BO BHUMaHWe BEPOATHOCTb MNOBPEXAEHUA AaHHbIX BUpyCcaMu UM ApYyrumMu nporpaMmmamu-areHTamu.
Takke AO0/HKHbI 6bITb NPUHATHI Mepbl 6e30MacHOCTM, obecneynBaroLLne LEeNOCTHOCTb AaHHbIX B C/lyyae Kak
KPaTKOCPOUHbIX, Tak 1 [ONTOCPOUHBbIX CO0EB CUCTEMBI.

a) dunsmyeckas 6esonacHoCTb

UT06bl OrpaHnynTb 4OCTYN K KOMNBIOTEPHOMY 1M KOMMYHVKaLVOHHOMY 060pyA0BaHuio, nepudgepuiiibiM
KOMMOHEHTaM U 3/1eKTPOHHLIM HOCUTENAM MHOPMaLUn TObKO YNOSTHOMOYEHHbLIM NepcoHanom, Heobxoam-
MO NPUMEHSITb hun3nyeckne mMepbl 6€30NacHOCTH.

K o6opyaoBaHuio, KOTOPOE He XpaHWTCA B CMeLuasibHbIX «KOMMbIOTEPHbIX MOMELLEHUAX» (Hanpumep,
nepcoHasnibHbIM KOMMbOTEPaM U TEPMUHANaM), AO/KHbI MPUMEHATHLCA, Kak MUHUMYM, CTaHAapTHbIE 3N1eMeH-
Tbl KOHTPONA AOCTYNa, UMELLMECH B UCMbITATE/IbHOM LeHTpe.

OpHako TaM. rae Takoe 06opyoBaHNe pacnonaraetcs yaaneHHo (Hanpumep, nopTaTvBHbIE KOMMOHEH-
Tbl Y IMHUN MOAEMHOI CBSI3M), AO/MKHbI 6bITb MPUHATHI 4ONOHUTE NbHbIE MEPbI.

b) lornyeckas 6e3onacHocTb

UTo6bl NpeAoTBpaTUTh HECAHKLMOHNPOBAHHbLIA AOCTYN K KOMMNbIOTEPU3NPOBAHHON CUCTEME, NPUIIOXe-
HUSIM 1 AaHHbIM, HEO6X0AMMO HaNnyMe Mep 0rMYecKon 6e30MacHOCTM AN KaXKA0N KOMMNbIOTEPU3MPOBAHHOM
CUCTeMbl MW NPUIoXeHns. BaxHo obecneurBaTb UCMO/b30BaHNE TONLKO YTBEPXKAEHHbIX BEPCUA U Bannam-
pOBaHHOr0 NporpaMMHOro obecneveHus. Slornyeckast 6€30NacHOCTb MOXET BK/OYaTb B ce651 He06X0ANMOCTb
BBEJEHNS YHVKa/IbHOrO MAeHTudmKaTopa nonb3oBaTens ¢ COOTBETCTBYHOLWMM naposnem. Jllo6oe BBeAeHue
[AaHHbIX UM YCTAHOBKY NMPOrpaMMHOro o6ecneyeHns n3 BHELWHUX UCTOYHWUKOB CrieflyeT KOHTpompoBsaTtb. 3Tu
3/1EMEHTbI KOHTPOSA MOryT o6ecneymBaTbCs € MOMOLLbI NPOrpamMMHOro o6ecneyeHunst onepawlmoHHOR cucte-
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Mbl KOMMbIOTEPA, CNeLmnanbHbIX NporpaMm 6e30NacHOCTY, BCTPOEHHbIX B NPUIOXKEHWS NpoLeayp, uiv Komoum-
HaLwuii BCero BblllenepeyncneHHoro.

c) LlenocTHOCTb AaHHbIX

Tak Kak nofgfepxaHve LesoCTHOCTU AaHHbIX ABMSETCA rNaBHOW Lenbto MpuHuunoB GLP. BaxHO, 4To-
6bl BECb MepCcoHas, CBA3aHHbI C KOMMNbIOTEPU3NPOBAHHON CUCTEMOM, 0CO3HABa/I HEOOXOAMMOCTb BbllLEN3-
NOXEHHbIX Mep 6e30nMacHOCT. AAMWHUCTPaUMSA MCMbITATENBHOMO LieHTpa f0/hKHA rapaHTMpoBaTb, YTOObI
nepcoHan 6bl1 0CBEAOMSIEH O BaXHOCTM ob6ecneyeHns 6e30nNacHOCTW AaHHbIX, AOCTYMHbIX Npoueaypax u
0COBEHHOCTAX CUCTEMbI, KOTOPbIE MO3BONAIOT NPeAOCTaBUTL Hagnexallyto 6e30nacHoCTb, a Takke o nocneg-
CTBUAX HapyLUeHns 6e30nacHoCTL.

Takne yHKLMM cUcTeMbl MOTYT BK/IlOYaTb N1aHOBOE HabMloAeHVe 3a JOCTYNOM K CUCTEME, BHeApeHne
nporpaMmM Bepudgukauumn galinos 1 0TYETOB 06 UCKOUYEHMSAX U/UN TpeHaax.

d) PesepBHOe konupoBaHue

Pe3epBHoe KonvpoBaHWe NPOrpamMmMHOro obecneyvyeHus 1 AaHHbIX ABAAETCSA CTaHAapTHOW NpPaKTUKOM
npu paboTe C KOMNbITEPU3UPOBAHHON CUCTEMOW, KOTOPasi NO3BO/ISIET BOCCTAHOBUTL CUCTEMY Noc/e o6bIX
Henonafok (HanpvMep, NOBPEXAEHNA ANCKA), CTaBALMUX MO Yrpo3sy LesloCTHOCTb CUCTEMbI. B faHHOM cny-
Yyae nogpasymeBaeTCs BO3MOXHOCTb NpeBpaLLeHns pe3epBHON KONuK B NepBUYHbIE faHHble, MOC/e Yero OHN
[OJ/KHBbI paccmaTpuBaTbCs B ka4ecTBe TaKOBbIX.

3.2.7 Banupgauus KOMMNbOTEPU3NPOBAHHbLIX CUCTEM

KomnbloTepnsnpoBaHHble CUCTEMbI [O/DKHbI ObITb NPUrOoAHbLI AN NPEefyCMOTPEHHOIO HasHavyeHus.
Jo/mKHbI ObITb PACCMOTPEHBI CNefytoLie acnekTb:

a) NpMemMoYHble nCMbITaHus

KomnbloTepr3npoBaHHble CUCTEMBI [O/KHbI OblTb CNPOEKTUPOBaHbI Tak. YTO6bl YA0B/IeTBOPATL MMpuUH-
umnam GLP. OHu AO/MKHBI ObITb YCTAHOB/IEHLI COM/TACHO NPefBapuTeNbHO paspaboTaHHOMY niaHy. Mpu aTom
Heo6X0AVMMO Hanmume COOTBETCTBYIOLLEN fOKYMEHTaUMKW, NOATBEPXAAIOLWENR, UTO Kaxaas cuctema bbina pas-
paboTaHa nof, COOTBETCTBYIOLMM KOHTPOJIEM U (KenaTeslbHO) B COOTBETCTBMU C O6LENPU3HAHHBIMU CTaH-
JaptamMmy kayecTBa U TexHuyeckumu ctaHgaptamu (Hanpumep. FOCT P MCO 9001:2008 (ISO 9001)). Kpome
TOro, A0/MKHbI 6bITh NPefoCcTaBNeHbl oKa3aTenbCTBa TOro, YTo cuctema 6bina Hagnexawmm obpasom npo-
TecTMpoBaHa MCnbITaTe/IbHbIM LLIEHTPOM Ha COOTBETCTBUE KPUTEPUAM NPUEMKU 0 BBELEHNA B NOBCEAHEBHOE
MCMonb3oBaHue.

Mpoueaypa othnLnanbHOro NPUEMOYHOIO UCTbITAHUA TPebyeT NPOBEeAEHNA UCMbITAHUIA B COOTBETCTBUN
C 3apaHee yCTaHOB/IEHHbIM M/ITAHOM 1 COXPaHEeHUs [OKYMEHTUPOBAHHOIO CBUAETENLCTBA, COAepXaLlero cne-
AyioLLyto MHdhopMaLmio: npoLeaypbl UCTIbITAHUS, AaHHble NPOBEAEHHOT0 UCNbITaHWSA, pe3ynbTaTbl UCMbITaHWUA,
othuumanbHylo CBOAKY 06 MCMbITaHNKW, 3anncy 06 ouLnanbHOW Npremke pesynbTaToB UCTbITaHUS.

BrnonHe BeposiTHO, 4TO 60MbLIAs YacTb AOKYMEHTaUNW, OTHOCALLENCA K yCTaHOBEHHbIM MNPOU3BOAU-
Tefem cucTeMam 1 CO34aHHON B npouecce pa3paboTku CUCTEM, XpaHUTCA Ha caiTe npousBoguTens. B aTom
cnyyae flaHHble ouLManbHON OLeHKN n/unn ayauTa Npov3BoAMTENs [OJ/DKHbI ObiTb B HAIMYMU B UCMbITa-
TENIbHOM LIeHTpE;

b) peTpocneKkTUBHas OLEeHKa

MimetoTcs cucTemsl, ANA KOTOPbIX HE06XoAUMOCTbL cobnoaerns MpuHumunos GLP He 6bina npegycmo-
TpeHa uam ykasaHa. B Takux cnyyasx Heo6xoAMmMo Hanmume AOKyMEeHTa/lbHOro 060CHOBaHNA UCNO/b30BaHNA
[aHHbIX CUCTEM, KOTOpOE AO/HKHO BKIOYaTb B CE6S peTPOCNEKTUBHYIO OLIEHKY, UCMONb3yeMYto 418 onpeje-
NIEHNSA NPUTOAHOCTU CUCTEMDI.

PeTpocnekTvBHas oueHKa HauMHaeTcs co c6opa BCex MCTOPUYECKUX 3annceil, CBA3aHHbIX C KOMMbloTe-
pU3MpOBaHHOIN cMCTEMOi. 3aTeM faHHble 3annMcu paccMaTpuBaroTCs, NOC/e Yero cocTaBnseTcs NUCbMeHHas
cBoAka. B AaHHOI cBOfKe peTpOCMeKTVBHON OLeHKM HeO6XOAMMO ykasbiBaTb, YTO JoKa3aTeNbCcTBa Baiu-
Jauun JOCTYNHbI, @ Takke Kakue wwarn cnegyeT npegnpuHumats B 6ygyuiem ans obecneyeHus Baivpalum
KOMMbIOTEPU3NPOBAHHOW CUCTEMbI:

C) KOHTPO/Ib N3MEHEHWUIH

KOHTpO/b n3mMeHeHWii 03HavYaeT ouLmanbHOe YTBEPXAEHNE 1 JOKYMEHTUPOBaHNE N060ro N3MeHeHNs
KOMMbIOTEPU3NPOBAHHON CUCTEMbI B TEYEHWE CPOKa ee akcnsyaTtauun. KOHTPonb U3MeHeHnin Heobxoaum B
cnyyasix, Korga U3MeHeHUs MOryT MOBAMATb Ha cTaTyCc Baiujaumnv KOMMNbTepu3npoBaHHOW cuctemsl. Mpo-
LieAypbl KOHTPONA U3MEHEeHWI AO/MKHbI BCTYNaTb B CUY cpasy nocne NoATBEepXAeHWS FTOTOBHOCTU K aKcnya-
Tauum KOMNbIOTEPU3VPOBAHHON CUCTEMBI.

B npouenype Ao/mKeH 6biTb OnMMcaH MEeTO, OLEeHKM, Npu3BaHHbIl onpefensatb 06beM MOBTOPHOMO WC-
nblTaHNUs. Heo6X0AMMOro AN NnoAdepXaHus CUCTEMbl B BaNNANPOBAHHOM COCTOSIHMU. B pamkax npoueayp
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KOHTPONS U3MEHEHMIA AO/MKHbI GbITb ONpeAeneHsbl MuLa, 0TBETCTBEHHbIE 3a OnpeaenieHne HeobXoauMoCTH U
0406peHNe KOHTPONS U3MEHEHWIA.

He3aBMCUMO OT MCTOYHMKA MPOUCXOXAEHWUA M3MeHeHWUs (nocTas/ieHHas BEHAOPOM cucTeMa Wan cu-
cTemMa COGCTBEHHON pa3paboTkM) cOOTBETCTBYHOLWAA MHhopMaLns Ao/kHA ObiTb NpeacTaBfeHa kak yacTb
npouecca KOHTPONA u3MeHeHwii. Mpouenypbl KOHTPONAA M3MEHEHWI AO/MKHbI rapaHTUpPOBaThb LLeNOCTHOCTb
JaHHbIX;

d) MmexaHu3Mm noanepxku

B uenax obecneyeHns COOTBETCTBUS KOMMbIOTEPU3MPOBAHHON CUCTEMbI NPeayCMOTPEHHOMY HasHave-
HUIO AO/MKHbI ObITb CO34aHbl MeXaHU3Mbl NOAAEPXKM, obecneunBatoLime KOPPeKTHoe PYyHKLMOHUpOBaHWE U
nucnonb3oBaHve cuctembl. OHWM MOTyT BKOYaTb B CebA CUCTeMy ynpasfieHus, obyyeHune, o6CnyxuBaHue,
TEXHUYECKYI0 NMOAAEPXKKY, ayAuT W/MNN OLEHKY 3KCNyaTauMoHHbIX nokasateneil. OueHka akcnayaTauuoH-
HbIX nokasaTeneli 03Ha4yaeT HOMUHa/bHbIA NPOCMOTP CUCTEMbI Yepe3 onpefesieHHble NMPOMEeXYTKN BPpeMEHU
C Le/blo NOATBEPXKAEHUSA COOTBETCTBUSA YCTAHOBIEHHBIM KPUTEPUAM (PYHKLUMOHUPOBAHUS, HanpyMep Hagex-
HOCTW, YyBCTBUTE/IbHOCTU, NPOV3BOACTBEHHON MOLLHOCTM.

3.2.8 [lokymeHTMpoOBaHue

MepeyncneHHble HUXe MYHKTbI NpeacTaBAsoT co60i pyKOBOACTBO N0 NOAG0PY MUHUMAIbHON [0KYMEH-
Taumm gnsa paspaboTku, Banugaumun, aKcnayataumm u TeXHUYECKOMY O6CNYXMBaHWIO KOMMbIOTEPU3NPOBaH-
HbIX CUCTEM.

a) Mopsaok aecTemii

Heo6xogMmMo Hanuune NUCbMEHHO 3afpMKCMPOBAHHBLIX MPUHLMMOB aAMUHUCTPATUBHOIO ynpasfieHus,
OMuUCbIBAKLLMX MOMMMO MNPOYero npouecc npnobpeteHuns, TpebosaHWA, NPOEKTUpPOBaHMe, Banugauuto, uc-
nbiTaHve, yCTaHOoBKY, aKCnyaTaumio, TexHuyeckoe obcnyxusaHve, nogbop nepcoHana, KOHTPO/ib, ayauT, Mo-
HUTOPWHT 1 N3bsATE 13 0bpaLleHNsa KOMMbIOTEPU3NPOBAHHBIX CUCTEM.

b) OnucaHve npunoxeHns (MPUKIaLHOTO NPOrpaMMHOro obecnevyeHus)

Kaxpoe npunoxeHue f0/MKHO CONPOBOXAATLCA fOKYMEHTaLel, B KOTOPO NOMHOCTLI0 ONUCLIBAETCS:

- HaMMeHoBaHVe NPUIoXEHUS NN NAEHTUDUKALMOHHOTO KoAa ¥ NoAPO6HOE 1 YeTKoe onucaHue Lenei
NPUNOXeHus,

- annapaTHoe obecrneyeHune (C HOMepamu MOAeNeit), Ha KOTOPOe YCTAaHOB/IEHO MPUSIOXEHNE.

- nporpaMmHoe o6ecneyeHve onepauvoHHON 1 ApYroi cucTemMbl (HanpyMep, MHCTPYMEHTOB), NCNONb3Y-
emoe B COYeTaHUN C NPUIOXEHNEM,

- UCNONb3yeMblii(ble) Nporpammupyemblii(bie) A3bik(M) NPUNOXKEHNA U/MAN NHCTPYMEHTOB 6a3bl AaHHbIX.

- OCHOBHblE QDYHKL MW, BbINOTHAEMbIE NMPUTOXEHNEM,

- 0630p TUMOB 1 NOTOKOB AaHHbIX/An3aiHa 6a3 4aHHbIX, CBA3AHHbIX C NMPUIOXEHUEM.

- CTPYKTYpbI (haiinioB, coobLLEHMS 06 OLIMGKAX U aBapusix, a TaKkke aropuTMbl, CBA3aHHbIE C NPUIoXe-
Huewm,

- KOMMOHEHTbI NPUKNALHOro NPOrpaMMHOro obecneyeHns ¢ ykasaHMeM HOMepPOB BEPCUA,

- KOHburypaums n KOMMYHUKaLMOHHbIE CBA3WN MeXay MOAYNSAMU NPUNOXEHUS, a Takke 060pygoBaHmem
1 ApYrMmmn cuctemamm.

c) NcxopHblii ko

HekoTopble cTpaHbl — usieHbl OCP TpebytoT, UTOObl UCXOAHbIN KOA NPUKIaAHOTO NporpamMmmHoro obe-
crneyeHuss 6bl1 AOCTYNEH UCMbITaTENbHOMY LEHTpY (1160 fomkHa 6biTb NpefocTaBieHa BO3MOXHOCTb W3-
B/I€Yb €r0).

d) CtaHfapTHble onepauuoHHble npouenypbl (COIM)

Bonblias yacTb AOKYMeHTaLuW, OXBaTbiBalOLeld MCMOMb30BaHWE KOMMbIOTEPU3NPOBAHHBLIX CUCTEM,
JomkHa 6bITe NpeAcTasneHa B oopme COlM. flaHHble COl Ao/MKHbI 0XBaTbiBaTh Clefylolmne npoueaypsbl, HO
He orpaHnyMBaTLCS UMM:

- npoueaypbl Mo paboTe ¢ KOMMbIOTEPU3NPOBaHHLIMU CUCTEMaMU (annapaTHble cpeacTBa/nporpaMmmHoe
obecneyeHne) n 06593aHHOCTU/OTBETCTBEHHOCTb BOB/IEUEHHOIO NepcoHana,

- npouenypbl No obecneyeHnio mep 6e30NacHOCTU, UCNONb3yeMbIX A1 06HapYXeHnsa n npegoTepaLle-
HWS1 HECaHKLMOHMPOBAHHOIO JOCTYNa K MporpaMMe U BHECEHUS B Hee N3MEHEHWA,

- Mpoueaypbl N0 BHECEHUIO U3MEHEHUI B NporpamMMy, 1x aBTopu3aunn 1 3anncu N3MeHeHui.

- Mpoueaypbl No BHECEHWI0 U3MEHEHUIA B 060pyA0BaH/e (annapaTHble cpefcTBa/nporpaMmmHoe obecne-
YyeHue) u ux aBTopusauum, B TOM yucne, B CnyvyaB HeO6X0AMMOCTH, MPOBEeAEHNE UCTbITAHWIA nepes ncnosb-
30BaHVem 060pyf0BaHus,

- npoLefypbl N0 NPOBELEHWI0 NEPUOANYECKOTO NCNbITAHNA Haaexallero OyHKLMOHMPOBaHUS BCel cu-
CTeMbl UM ee COCTaBHbIX YacTel 1 3anncy AaHHbIX UCTbITAHWUIA,
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- npoueaypbl 06CYXWBAHUA KOMMbIOTEPU3UPOBAHHbLIX CUCTEM W MO60ro conyTcTByloWero o6opy-
foBaHus.

- npoueaypbl pa3paboTkv NPorpaMMHOro o6ecneyeHnsa n NPUEMOYHbIX UCNbITAHWUN, a Takke 3anucu Bcex
MPVUEMOYHbIX UCMbITAHWUNA.

- npoueaypbl N0 pe3epBHOMY KOMMPOBaHWIO BCEX XPaHUMbIX AaHHbIX, @ Takxe nnaHbl AeicTBUSA B CNy-
yae MosIoMKHU.

- NpoLieAlypbl apxXvMBMPOBaHNA 1 N3B/IEYEHNS BCEX AOKYMEHTOB, NPOrpaMMHOro obecneyeHns 1 KoMnbHo-
TEPHbIX AaHHbIX.

- npouefypbl MOHUTOPUHIA 1 ayAnTa KOMMNbIOTEPU3NPOBAHHBIX CUCTEM.

3.2.9 Apxusbl

MpuHuMnbl GLP no apxuBMpOBaHWIO AaHHLIX cnefyeT NPUMEHATbL nocnefoBaTe/lbHO KO BCEM Tunam
AaHHbIX. M03TOMY O4YEeHb BAXHO, YTOObI 3/IEKTPOHHbIE [JaHHblIE XPAHWU/IMCb HA TOM Xe YPOBHE KOHTPONs fo-
cTyna. UHAEeKCYPOBaHUS Y COOTBETCTBYIOLLLErO U3B/IEYEHWS, KaK U Apyrue TUMbl AaHHbIX.

Ecnv anekTpoHHbIe faHHble O HECKO/IbKMX UCCef0BaHUSAX XpPaHATCA Ha O4HOM HocuTene uHdopmauum
(Hanpvmep, gUcKe UM MarHUTHOW NeHTe), TpebyeTcsa co3faHne Noapo6HOro ykasarens. OH MOXeT ObITb He-
06xoaMm AnA obecnevyeHns ncnbiTaTebHbIX LEHTPOB CPeACcTBaMM KOHTPOS OKpyXaloLwe cpefbl, YTo6bI ra-
paHTMpoBaTb Lie/IOCTHOCTb XPaHUMbIX 3NIEKTPOHHbLIX AaHHbIX. ECin cyllecTByeT HEO6X0AMMOCTb B CO34aHWN
[ONOSTHUTENbHBIX apXUBHbLIX NMOMELLEHWI, TO aAMUHUCTPALUS UCNbITATENbHOrO LEeHTpa Ao/MkHa obecneyu-
BaTb. YTOObI NepcoHas, OTBETCTBEHHbIN 3a ynpasBneHne apxmBamu, 6611 naeHTUcuMpoBaH 1 YTobbl AOCTYM K
apxuBy 6bls1 BOSMOXEH TOJIbKO YNO/THOMOYEHHOMY nepcoHany. Takke Heobxoaumo 6yAeT BHeApUTb Npoueay-
pbl. rapaHTUpytoLme, 4YTo LLe/IOCTHOCTb XPaHALLUXCA B 3/IEKTPOHHOM BUAE B TeYeHUe AINTENIbHOTo BPEMEHHU
JaHHbIX He ByJeT HapyLleHa.

Heobxoanmo co3gaHne npoueayp, o6ecneynBatoLmx HenpepbIBHYIO CYATBIBAEMOCTb AaHHbIX B Cay4va-
AX. Korga npegnonaraetcsl BO3HVWKHOBEHME NPOGMeM C [ONTOCPOYHbIM AOCTYNOM K A@HHbIM WX BO3HWUKaeT
HEeo6X0ANMOCTb U3BATUSA KOMMbIOTEPU3NPOBAHHBLIX CUCTEM U3 ynoTpebneHuns. Takumu npouegypamu MoryT
6bITb, Hanpumep, NPOM3BOACTBO TBEPAbLIX KOMUI B (hopMme pacneyaTku C npuHTepa WM NepeHoc AaHHbIX B
ApYryto cuctemy.

XpaHswmecs B 3N1EKTPOHHOM BuAe AaHHble He cnefyeT yHMuYToxaTb 6e3 paspelleHns agMuHucTpa-
LMW UCNbITATENbHOrO LieHTPa U COOTBETCTBYIOLLEro AOKYMEHTUPOBaHUA. ipyrue faHHble, XpaHsaluecs B noa-
[epPXKY KOMMbIOTEPU3NPOBAHHBIX CUCTEM, Takne Kak UCXOAHBI KoA 1 3anucK o pa3paboTke, Banmaauum, akc-
nayaraumun. o6CnyXuBaHun 1 MOHWUTOPWHTE, CNeayeT XpaHUTb, NO KpaiHelh mepe, B TEYEHME TOro Xe Cpoka,
Kak 1 3anucu 06 nccrnefosaHum, CBA3aHHble C AaHHbIMU crUcTeMamu.
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