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HALUMWOHANBbHbBIA CTAHOLAPT POCCUMNCKOMN OGEALEPALUM

3awumTa nHopmauum

ABTOMATU3NPOBAHHBLIE CUCTEMbI B SALLMWEHHOM MCNOJHEHNA
OPTAHU3AUNA N COOEPXAHWE PABOT MO 3AWNTE OT NPEAHAMEPEHHbLIX CNNOBbIX
3NIEKTPOMATHUTHbIX BO3LENCTBUW

O6uMe NonoxXeHns

Information protection.
Protected operational systems. Organization and content of operations on
the protection against purposeful powerful electromagnetic impacts.
General requirements

JaTa BBefeHus — 2015—07—01

1 O6nactb NnpuMeHeHUs

HacTosiwmii ctaHgapT ycTaHaBnnBaeT 06LiMe NOMOXEHUS NO OpraHM3auuy U cogepxaHuio paboT no
3alMTe aBTOMaTU3MPOBAHHBIX CUCTEM OT NpPefHaMepPEHHbIX CUMOBbIX 3/1IEKTPOMATUTHbLIX BO3AENCTBUIA.

TpeboBaHNA HaCTOALWEro cTaHAapTa nognexar NpPUMEHEHWI0 Ha Tepputopuu Poccuiickoli ®epepa-
LM1 opraHamun rocyapCTBeHHOW BAacTu, MECTHOro caMoynpasieHusi, NPefnpuUATUAMU U yUpexgeHNaMu
He3aBMCUMO OT UX OpraHM3auroHHO-NPaBoBOoN YOPMbl U POPMblI COGCTBEHHOCTU, AOMKHOCTHBIMY ANLAMU 1
rpaxgaHamu Poccuiickoii ®egepauun, B3ABLIMMU Ha cebs 06sA3aTenbeTBa, MO0 06583aHHBIMKU N0 cTaTycy
NCNOJHATL TpeboBaHNA HOPMAaTWBHO-NPaBOBbLIX AOKYMEHTOB Poccuiickolii ®efepauun no sawmte UHAOp-
Mauuu.

2 HopMaTuBHbIE CCbIKM

B HacToswem cTaHAapTe MCnosib30BaHbl HOPMATUBHbIE CCbIIKM Ha criedylolme ctaHAapTbl:

FOCT 2.120-73 EfuHas cucteMa KOHCTPYKTOPCKOW AOKyMeHTauun. TeXHUYeckuii npoexT

FOCT 34.602-89 MHdhopmauuoHHasa TexHonorms. Komnnekc craHfapToB Ha aBTOMAaTWM3MpPOBaHHbIE
cuctembl. TexHUyeckoe 3afaHne Ha co3faHne asToMaTU3MpoBaHHbIX CUCTEM

FOCT 34.603-92 MHhopMaLunoHHasa TeXHOMOMMA. Buabl ucnbiTaHWn aBTOMaTU3MPOBaHHbIX CUCTEM

FOCT P 50922-2006 3awwmta nHcopmauuu. OCHOBHbIE TEPMUHbI 1 ONpeaeneHns

FOCT P 51275-2006 3awuta uHdopmauun. O6bekT nHhopmaTusayun. ®aktopbl, BO3aeicTByLLime
Ha nHdopmauuo. O6LMe NOMoXKeHUS

FOCT P 51583-2014 3awuTa nHchopmauum. NMopsagok cosfgaHns aBToMaTu3MpoBaHHbIX CUCTEM B 3a-
LMLLEHHOM MCNONHEHMN. O6LMe NoMoXeHns

FOCT P 51624-2000 3awwuTa uHdopmMauum. ABTOMaTU3MPOBaHHbIE CUCTEMbI B 3aLLMLLEHHOM UCMNO-
HeHun. O6Lme TpeboBaHuA

FOCT P 52863-2007 3awuTa uHdopMmauum. ABTOMaTU3NpOBaHHbIe CUCTEMbI B 3aLUULLEHHOM WUCMOJI-
HeHUW. McnblTaHWa Ha YCTOMYMBOCTb K MpefHamMepeHHbIM CUI0BbIM 3/1eKTPOMArHUTHbIM BO34ENCTBUAM.
O6uwwne TpeboBaHUs

MpumeyaHue - Mpy NOMb30BAHUM HACTOSILLMM CTAHAAPTOM LiENIECO06Pa3HO NPOBEPUTL AENCTBME CCbIOY-
HbIX CTAHAAPTOB B MH(DOPMALMOHHOM CUCTeME OBLLEro NoJb30BaHUsS — Ha 0huLMabHOM caiite PefepasibHOro areHT-
CTBA MO TEXHUYECKOMY PEry/IMpoBaHu1Io U METPOJIOTN B CETU VIHTEPHET WK M0 eXerogHoMy MHGOPMaLOHHOMY yka3a-
Tenio «HauyoHabHble CTaHAAaPTbI», KOTOPbIA OMy6AMKOBaH MO COCTOSIHWIO Ha 1 iHBaps TEKYLLEro roaa, 1 no Bbinyckam
€XEeMeCAYHOro MHMOPMALMOHHOTO yKa3aTens «HauMoHasbHbIe CTaHAAPTLI» 3a TEeKYLWMI rog, ECiM 3aMeHeH CCbIfIoYHbIN
CTaHAapT, Ha KOTOPbLI/ AaHa HeJATUPOBAHHAS CCbIIKa, TO PEKOMEH/YeTcs MCMob30BaTh AeCTBYIOLLYI0 BEPCULD 3TOT0
cTaHgapTa € y4eTOM BCEX BHECEHHbIX B JaHHYI0 BEPCUI0 U3MEHEHWIA. EC/IM 3aMeHeH CCbIIOYHbIN CTaHAapT, Ha KOTOPbIN
[laHa [aTupoBaHHasl CCbIIKA, TO PEKOMEHAYETCS UCMO/b30BaTh BEPCUI0 3TOTO CTaHAapTa C yKasaHHbIM BbIlle 0f40M
yTBEPXAEHUA (NPUHATKSY). ECNM Nocne yTBEPXAEHWsI HACTOALLEro CTaHAapTa B CCbITOYHbIA CTaHAAPT, HA KOTOpPbI AaHa
[aTUPOBaHHAs CCbl/IKa, BHECEHO M3MEHeHWe, 3aTparyBaiolee NoJOXEHNe, Ha KOTOPOEe AaHa CCbiiKa, TO 3TO MOJIoXKe-
HUE PEKOMEHAYETCS NPUMeHsITb 6e3 yueTa 4aHHOro M3MeHeHusi. ECIM CCbITOYHbIA CTaHAapT OTMeHEH 6e3 3aMeHbl, TO
MosIoKEHME, B KOTOPOM fiaHa CCbifIKa Ha Hero, PEKOMEHAYETCS NPUMEHSTbL B YacTy, He 3aTparvBaloLei 3Ty CCbIKy.

M3paHue oduunansHoe
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3 TepMuHbl, onpefeneHnss U cokpalieHus

3.1 B HacTosiWweM cTaHgapTe npumeHeHbl TepMuHbl no FOCT P 50922. TOCT P 51583. TOCT P
52862, a Takxe cneayloLwuii TEpMUH C COOTBETCTBYIOLLMM ONpeaenieHnem:

311

06BbekT nHopmaTusayumn: CoBOKYNHOCTb MHPOPMALMOHHLIX PECYpcoB, CPeACTB U cucTem obpa-
>0TKM MHhopMaLMK, NCNOb3yeMblX B COOTBETCTBMU C 3afaHHOW MHOPMALMOHHON TeXHOMOormMe, a Takke
cpeacTs ux obecrneyeHunsl, NOMeLLEHNA UM 06BEKTOB (34aHuii, COOPYXEHWI, TEXHNYECKUX CPefCTB), B KO-
TOpPbIX 3TN CPeACTBa Y CUCTEMbI YCTAHOB/EHbI, UV NOMELLEHNU 1 06bEKTOB, NpefHa3HAYeHHbIX 419 Beje-
A KOoHDUAEHUMaNbHbIX NEePeroBopos.

(FOCT P 51275. ctatbsa 3.1]

3.2 B HacTOsLEeM cTaHAapTe NMPUMEHEHb! CriefyloLne CoKpalleHns:
AC - aBTOMaTM3NpOBaHHaA cUCTEMA;

AC3W - aBTOMaTM3npoBaHHasa cMcTeMa B 3aLiULLEHHOM UCNONHEHUN;
K3 - KoHTponupyemas 30Ha;

MH - mogzenb HapywuTtens;

MY - mogens yrpos;

OW - 06bekT nHpopmartmsaumm;

03 - oueHka ahheKkTUBHOCTK;

MO - nporpamMMHoe obecneveHue;

M3OMWH - no60YHble 3NEKTPOMArHNTHbIE U3NYYEHUS U HABOLKMU:

C3U - cuctema 3auTbl MHpopMauuu;

T3 - TexHuyeckoe 3agaHuve;

TC - TexHW4ecKoe CpefCTBo;

YT3 - yacTHoe TexHMYyeckoe 3ajaHue;

OMB - 351eKTpoMarHUTHOe BO3AECTBIE;

MC 3MB - npefHaMepeHHOe CU/I0BOE 3/1IEKTPOMArH1THOEe BO3AelicTBME.

4 O6uWMe NoNoXeHUa Mo opraHMsauun 1 copepxxaHuo paboT No 3auiuTe aBTo-
MaTWU3MPOBAHHbIX CUCTEM OT MpeAHamMepeHHbIX CU/I0BbIX 3/1IEKTPOMAarHUTHbIX BO3-
neicTBunii

4.1 Pa6oTbl no 3awute AC oT NC 3MB. BXxogfWMKMX B knaccudukaumo n nepevyeHb paktopos, BO3-
AelicTByOWMX Ha nHpopmauuio cornacHo FOCT P 51275. ABnsAoTCA COCTaBHOM YacTblo KOMMiekca pabor,
BbINONHAEMbIX corsiacHo TOCT P 51583 nTOCT P 51624.

OcobeHHocTAMM opraHu3auun pabot no 3awmute AC ot NC 3SMB saBnsAwTCA:

- NPOBEAEHNE MX B COr/lacoBaHUM ¢ paboTaMu Mo NMOCTPOEHUIO CUCTEMbI OXpPaHbl (hr3nyeckoli 3aum-
Tbl) 06bEKTa, Ha KOTOPOM 3Kcnnyatupyetca AC,

- opueHTauus Ha pelleHve 3afgad 3awutel AC ot NC OMB Ha 3Tane akcnayarauun B cOCTaBe KOM-
nnekcHol cuctemMbl obecneyeHns 6e3onacHoCTU o6bekTa.

Ocob6eHHOCTH cofepxaHus pabot no 3awmte AC ot NC 3MB 06ycnoBeHbl:

- ocobeHHocTAMMU napameTpoB MC OMB. dm3nyecknx ABNEHNI, NPOMCXOASALLNX NPU UX BO3AEACTBUN
Ha AC. BWAOB AeCTPYKTUBHbIX HapyLLeHWn nx OYHKLMOHMPOBAHUS 1 YPOBHAMYK ycTounBocTn AC;

- 0CO6eHHOCTAMM TakTuky npuMeHeHus TC MNMC 3MB 1 cnoco6os 3awwuTtbl AC OT HUX;

- KOHCTPYKTUBHbIMU OCOGEHHOCTSIMW NOCTPOEHUSA N cnocobamMu nNpuMeHeHus cpefcTs 3awutsl AC oT
Nnc SMB;

- 0COBEHHOCTAMM METOAMYECKOro annapaTa, NpUMeHsiemMoro ans kateropupoBaHus AC c Lenbio 3a-
AaHusa TpeboBaHU K ypoBHIO 3alyumuieHHocTr oT NMC 3MB 1 oueHkn 3dheKTUBHOCTM 3aLLUTbI;

- cneuncpmkon meponpusAThii no 3awmte AC ot NC OMB 1 nx paynoHasibHbIMU COYETaHUSAMU;

- 0CO6EHHOCTSIMU BUA,0B [eATe/IbHOCTU, OCYLLECTBASAEMbIX Nog ynpasnenvem AC, n nocneacTensamu,
K KOTOpbIM NPUBOAUT HapyLleHne vx hyHKUVOHMPOBaHNA B pesynbtate MC OMB;

- 0CO6EHHOCTAMM NpoBefeHUs ncnbiTaHnii AC Ha ycToitumeocTb k MNC SMB.

4.2 Heo6xoanmocTb 3awutsl AC ot MNC 3MB obycnosneHa:

-CylecTBOBaHNEM pa3HoO6pas3Hbix BMA0B M4 3MB, ocywectBasembix Ha AC no uensam afekTponu-
TaHWA. JIMHUAM CBA3W, METa/I/IOKOHCTPYKUUAM, MNOCPefCTBOM 3/1eKTPOMArHUTHOrO 6bICTPOMEHSIoLLLErocs
nons, AecTPyKTMBHOE BO3AENCTBME KOTOPbIX MOXET MPUBECTU K NCKaXKEHNIO, YHUUTOXEHMNIO U 6110KMpoBa-
HUI0 MHpopmaumn. O6lasn knaccudukaunsa NMNC SMB npueefeHa B Tabnuue Al (npunoxeHune A);
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- HannuMem ¥ JOCTYMHOCTbIO NPUOBPETEHNAYU3TOTOB/IEHUS TEXHUYECKNX CPefCcTB - UCTOYHMKOB [C
3BM, umelLnx BbICOKY0 3h(heKTUBHOCTb MPUMEHEHUS 3a CYET KOMMAaKTHOCTWU WCMOMIHEHUS U MOGU/bHO-
CTW, AUCTaHUMOHHOCTW NCNONb30BaHNA, MackMpOBKM NOA AeACTBNe 3/1eKTPOMArHMTHbIX MOMEX U T.A.

- 3HAUYNTENbHOCTbI0 (PYHKLMOHA/BbHBIX HapylweHuii WwTtaTHol geatenbHoctn TC AC npu okasaHun Ha
Hux NMC SMB.

4.3 Meponpusatuamm no 3awmte nHopmauumm B AC ot NC SMB saBnsawTcs:

- nosblWeHne ycTtounsoctn AC k MNMC 3OMB, obecneunBaemoe ee COOTBETCTBMEM TpeboBaHMAM
FOCT P 52863;

- CHWXeHve yposHeii NC OMB, Ha nopTax AC, obecneunsaemoe NpYMeHeHneMm 3alUTHbIX CPeACTB U
TeXHONoruii:

- CBOEBpeMeHHoe nosnyveHne uHpopmaumm o MNC 3MB Ha AC. obecneuvBaemoe MpUMEHEHNEM
cpeacTB obHapyxeHus NMC OMB:

- CBOEBpPEMeHHoe pearvpoBaHue Ha MNC 3OMB. obecneuvBaemoe onepatvBHbIM nepesogom AC B
6e30nacHble pexumbl PYHKLNOHUPOBAHUS CpecTBaMM 3alnThbl;

- opraHun3aLoHHO-TEXHUYECKMe Mepbl, Hanpas/fieHHble Ha npepynpexaeHue MNC OMB u cBoeBpe-
MEHHOE BbISIBJIEHNE UX UCTOYHUKOB, UCK/TIOYaloLWne (3aTpygHAoLWmne) nx oCTaBKy B MecTa NnpuMeHeHus.

4.4 YposeHb 3awuweHHocTn AC oT MNMC 3MB. a Takke cocTas v 3adhekTBHOCTb 0becneunsBaroLLmx
ero Mep 3awmTbl AO/KHBI ONpefenaTbes AuddepeHLMpoBaHHO C y4ETOM COOTHOLLEHMA 3aTpaTt Ha 3aluTty
1 pa3MepoB ylepba, KoTopblli MOXeT 6biTb HaHeceH nyTem MNC 3MB Ha AC.

4.5 3awmta AC ot INC OMB pgocturaeTtcs:

- peanu3auuneil He06X0AUMbIX MeponpuATWiA No 3awmute uMHdopmaumn oT MNC 3MB npu co3gaHun
AC3W un ux pasmellerHum Ha OU;

- BbIMONHEHMEM OYHKUMIA 3awmTel oT NC SMB npu akcnnyaTauymm AC3U.

4.6 Mpu co3ganmn AC3W c uenbio noctpoeHns sawutbl ot NC 3MB npoBogATcs cnegywowue pabo-

Thl:
- pa3paboTka NPOeKTHbIX pelleHnii 3awmnTbl AC;
- peanunsauums NPOEKTHbIX pelleHunii 3awmuTel AC:
- BBOf B AelictBre AC B 3aluuuieHHOM 0T MNC 3MB ncnonHeHuu.
4.7 Mpwu akcnnyatauun AC3U gns 3awmtsl oT NC OMB npoBoasaTcsa cnegytowme paboTbi:
- UCMOMb30BaHNe N0 Ha3HaYeHUo TEXHUYECKUX cpefcTB 06HapyxeHusa MC OMB u TC 3awuTbl ot MNC
OMB:

- BbIMO/IHEHUE OpraHM3aunoHHO-TEXHNYECKNX MeponpuaTuii no 3awmte AC ot NMNC 3MB Ha OU;

- TeXHU4Yeckas akcnayarauus cpeacts o6HapyxeHusa NMNC 3MB u TC 3awmTel oT NMNC SMB;

- KOHTpO/1b 3awmuieHHocTn AC ot MNMC SMB.

4.8 PaboTbl N0 NOCTPOEHUIO cucTembl 3almTsl AC oT NC 3MB f0/mKHbI NPOBOANTLCA BO B3auMopgeii-
CTBUW CreAyoLWNX opraHn3aumnii 1 opraHoBs:

- opraHusaumMnYyupBxaeHus-nonb3osarens AC3U. apnstLLelica 3aka3yunkom pabor;

-Crneunanu3MpoBaHHON opraHusauuun, ABASALEeACcs ucnonHnTenem paboT B yacTy pa3paboTkm npo-
EKTHbIX PeLUeHNt 3aLnThl;

- NPOEKTHOW opraHu3auuun, opraHusauuii-noctaswukos AC3U. cpeacTB 06HapYyXeHUs 1 3aluTbl OT
npefHamMepeHHbIX CUIO0BbIX 3NEKTPOMArHUTHbIX BO3AEACTBMA, CTPOUTENbHBIX U MOHTaXKHbLIX OpraHu3aLuii,
ABNSAOLWMXCSH UCNONHUTENSAMU PaboT B YacTh peanm3aunm NPoeKTHbIX pelleHunii 3awmutsl AC Ha OU;

- 3KCMEepTHOW opraHv3aLun, BbINOMHAKOLWEN 3KCNepTHO-aTTeCcTaunoHHble YHKLUN;

- KOHTPO/IbHO-Ha/30PHOTO OpraHa BeJOoMCTBa, B COCTaB KOTOPOro BXOAUT opraHu3auusa-nosib3osaresb
AC3I:

4.9 dyHKUMAMY 3aKa3uuka pabot no 3awute AC ot C OMB sABnsoTCS.

- NnpefocTaBfieHe UCXOAHbIX AaHHbIX UCMNONMHUTENAM,

- yyacTue B pa3pabotke MY. B cucTeMHoll NnpopaboTke NMPOEKTHbIX pelueHuii, paspaboTke, cornaco-
BaHWUN 1 yTBepXaeHun T3 Ha co3faHne cuctemsl 3awuTel oT NMC OMB. B opraHmsauum npoBeAeHns npuemMo-
CLaTOUHbIX UCNbITAHWIA;

- pa3paboTka opraHu3aLMOHHO-pacnopaAnTenbHol JokyMeHTauuy no 3awute AC ot MC SMB;

- cornacoBaHve MpaBwW/ NOMb30BAHUA W WHCTPYKUMIA MO 3KcnayaTauuy NporpaMMHO-TEXHUYECKUX
cpeAcTs 3awmnTbl oT MNMC SMB 1 gpyrux akcnayataunoHHbIX JOKYMEHTOB.

4.10 CneunanusnpoBaHHON opraHu3auuneli ABASETCA OpraHusauus, YynoaHOMOYEHHAs KOHTPOJIbHO-
HaA30pHbLIM OpraHoM BeAOMCTBa Ha nposejeHne paboTt B 06n1actu 3awutsl oT MC SMB.

4.11 dyHKUMAMM cleuuan3npoBaHHON opraHn3anmmn ABASTCS:

- BbIMOJIHEHME KOMMNEKca NpeanpoekTHbIX paboT, BkA4Yas pa3paboTky MY. nposegeHue obcneno-
BaHna AC B coctaBe OW. cnctemHyto npopaboTky NPOEKTHbIX PeLueHnin B BuAe KOHUenuuun 3awmtbl, paspa-
60TKy T3 Ha cuctemy 3awmuTbl oT MC ISMB;

- Hay4YHO-TEXHNYECKOE CONPOBOXAEHNE NMPOEKTHbIX N MOHTaXHbIX paborT;
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- npoBegeHue ncnbitaHuii AC no FOCT P 52863;

- yyacTue B NpOBEAEHUN MPUEMO-CAATOYHbIX UCMbITaHWUA cuctemsl 3awmntel AC ot MNC 3MB, npose-
OeHne oueHkn ee 3hheKTUBHOCTH;

- NOAroTOBKa Naketa AOKYMEHTOB Ana attectauun AC B 3aliULLeHHOM WUCMOSTHEHN;

- NNaHoBas MpoBepka 3aLUMTHbLIX CBOMCTB (TecTMpoBaHue) akcnnyatupyembix AC3M B coctaBe OW. a
Takke Lenesas NpoBepka Mpu U3MEHEeHUsX ero UHMPACTPYKTYpbl, coCTaBa U pasMeLleHUss OCHOBHOTO U
BCMomoratesibHOro 060pyAoBaHus, U npu nameHeHun MY MC SMB.

4.12 TpOoeKTHOI opraHu3auueli No BbINOMIHEHUIO PaboT, CBA3aHHbIX ¢ 3awuToli AC B coctaBe OU ot
NC 3MB. aBnseTcsa yno/IHOMOYEHHass KOHTPOJIbHO-HAaA30PHbLIM OPraHoM opraHusauus, cneunanusnpyto-
wascs B obnactn npoektuposaHus AC3U n OU 1 umetowas nuuLeH3nn Ha nposeaeHne paboT no 3awure
nHopmaunm.

4.13 ®YHKUMAMY MPOEKTHON OopraHu3aumn SBASeTCs BbINOSIHEHWe Komniekca paboT no paspaboTtke
NPOEKTHbIX peLleHunii 3awmTel AC oT NC SMB B Buae paboueit JoKyMeHTauuy ¢ NpmMBs3koi kK OU.

4.14 OpraHun3auusamm - noctaswmkamm AC3W. cpencts obHapyxeHns u 3awmTsl ot NC 3MB aBnstoT-
CA opraHusauuun, ynosiHOMOYeHHble/MPU3HaHHble KOHTPOJIbHO-HAaA30PHLIM OPraHom U MMelLme AuULeH3nn
Ha pa3paboTkKy, N3roTOBMEHNE N PEMOHT AaHHbIX TC.

4.15 dyHKuMaMM opraHusauuii-noctaswukos AC3W, cpeacts o6HapyxeHus u 3awmTbl oT MNC 3MB
ABNAIOTCA:

- pa3paboTka, M3roToB/IEHME W NocTasBka NporpaMMHbiX M TC COOTBETCTBYIOLLEro HasHayeHus co-
rnacHo T3 u yaoBneTteopstowux Tped6osaHmam FOCT P 52863. a Takke npoBefeHVe NX CEPBUCHOr0 06¢cny-
XWUBAHUS N PEMOHTA;

- paspaboTka 3KcnyaTaunoHHOW 4OKYMeHTaUnn Ha noctasnsiemble TC.

4.16 MOHTaXHOI opraHu3auueli No BbINOSIHEHUIO PaboT, CBA3aHHbIX ¢ 3awuToii AC ot MNC 3MB saB-
nAeTcsa opraHusauus, cneumanmsvnpyowascsa B MOHTaxe, nycke n Hanagke AC3W, cpefcTs o6HapyXeHns un
3awmTsl oT NC 3MB. Nn60 Apyras BHELIHAS opraHu3auusa ykasaHHOro npodnas, MMeroLas MLeH3un Ha
npoBefeHns faHHbIX paboT 1 NONHOMOUNA/0[06PEHNSA KOHTPOIbHO-HAA30PHOIO opraHa.

4.17 KOHTpONbHO-HaA30pHbIV opraH hopmupyeTcs Ha BEAOMCTBEHHOM YpOBHe Ha 6ase nogpasgene-
HUs, pa3pabaTbiBalolLero n KOHTPOMPYIOLLLEro BbINOHEHME TpeboBaHWii No 6e30NacHOCTW MHopMaLn 1
06bekToB, M60 Ha duegepanbHOM YpOBHe Ha 6as3e rosIoBHbIX MO Bompocam 6e30nacHOCTV MHopmaumn un
06beKTOB BeOMCTB P®.

4.18 DPYHKUMAMU KOHTPOSIbHO-HAA30PHOIO OpraHa sBnseTca paspaboTka u yTBepxieHve TpeboBaHuii
K cpefcTBaM M MepaMm 3aluTbl U KOHTPO/b MX BbINOMIHEHWSA, NpefocTaBfeHne nonnomounii/ogobpenHnii op-
raHusaumsam. y4acTByoLWUM B NpoBeeHnn padorT.

4.19 3KcnepTHOW opraHusaunein ABNseTcs ynosIHOMOYEeHHass KOHTPOJIbHO-HaA30PHbIM OpraHom npo-
hubHaa no sonpocam 3awuTbl MHOpMaLuM 1 06BLEKTOB OpraHn3auus BeOMCTBa, IM60 YNOSHOMOYEHHOE
nogpasfesieHve WTATHOTO opraHa B cOCTaBe 0/IOBHOrO No BonpocaM 6e30nacHocTu MHopMauum n 06b-
eKToB BegomMcTBa Pd.

4.20 OYHKUUSIMW 3KCNEPTHOWN opraHm3aunm SBASHTCS:

- Hay4yHO-TexHMYeckKas aKcrnepTusa pesynbTaToB NPeAnpoeKTHbIX. NPOEKTHbIX paboT, yyacTne B uC-
neitTaHnax AC B 3aumuieHHom ot NC SMB ucnonHeHuu,

- corlacoBaHue ¥ yteepxaeHve MY. akcnyataluMoHHbIX U OpraHu3aunoHHO-pacnopaanTesibHbIX [0-
KYMeHTOB no 3awuTe oT MNC 3MB;

- KOHTpONb peanusauun TpeboBaHWii No obecneyeHnio HEOBXOAMMOro ypoBHsa 3awuTbl AC ot MNC
OMB:

- pa3paboTka HOPMAaTUBHbIX U METOAMYECKMX AOKYMEHTOB MO Bonpocam ob6ecneyenus sawmtsl AC oT
nc SMB.

5 OpraHusaumusi 1n cogepxaHue paboT MO MOCTPOEHUI CUCTEMbI 3aliUTbl OT
npegHamMmepeHHbIX CUTOBbLIX 3/IEKTPOMArHUTHbLIX BO3AelCTBUIA Npu Co3aaHumn aBTo-
MaTU3NPOBAHHbIX CUCTEM B 3alLULLEHHOM MUCMONTHEHUN

5.1 Pa3paboTka KOoHUenuuu 3awuTbl aBTOMaTU3NPOBAHHbIX CUCTEM OT MpegHaMepeHHbIX CUu-
NOBbIX 3/IEKTPOMArHUTHbLIX BO34EACTBUIA

5.1.1 Llenbto pa3paboTku koHuenummn 3awmTel AC oT NC OMB sBnsieTcsA onpefeneHre OCHOBHbIX Ha-
npasfieHuii paboT no 3awuTe u nyTein ux peanusauun, obecneumsBaroLmMxX BbiNOHEHNE TpeboBaHuii No 3a-
wute AC ot NC SMB B peasibHbIX YCNOBUAX €e NPUMEHEHUS.

KoHuenTyasibHble NMPOEKTHbIe pelleHns no 3awute AC B BUfe cuctembl 3anTtbl o1 NC 3IMB fo/mkHbI
pa3pabatbiBaTbCA C Le/blo BbIPaGOTKM COTacoBaHHOW TOUKM 3PEHUST MEXAY 3aKa3uMKOM 1 OpraHu3aumsMm-
MCNOMHUTENSMU PaboT.
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KoHuenuus 3awmtbl AC oT NC 3MB moxeT paspabaTbiBaTbCsl B BUAE OTAENbHOTO pasfena KoHuen-
umm AC (KoHuenuuu 3awmTbl nHdpopmaummn B AC), Ha OCHOBaHMM KOTOpPOro paspabartbiBaetcs T3 Ha co3pa-
Hue AC3U (UT3 Ha co3paHue C31 n AC).

5.1.2 O6cneposaHne aBTOMaTU3MPOBaHHbBIX CUCTEM B COCTaBe 06beKTOB MHhopmaTmsaumm

5.1.2.1 O6cneposaHne AC B coctaBe OU AO/MKHO OCYLWECTBAATLCA C Liefblo nosyyeHus/c6opa uc-
XOAHbIX faHHbIX 4N BbINOSIHEHWA PaboT No NOCTPOeHUto cuctemsl 3awmutbl AC ot MC 3MB. PaboTbl A0X-
Hbl MPOBOANTLCA NO YTBEPXAEHHBIM MeToAMKaM 1 nporpaMmam.

5.1.2.2 B nporpamme 06cnefoBaHns AOMKHbI 6bITb NPegyCMOTPEHbI:

a) u3ydyeHne pokymeHTaumm Ha AC u OW (NMPOEKTHOW, 3KCnayaTauWnoHHONM, OpraHu3auMoHHO-
pacnopsiguTeNnbHOW. YUYeTHOW 1 T.n.);

6) BM3yasibHbI OCMOTP C Liefbio:

- YTOYHEHVA [aHHbIX, MOJYYEHHbIX U3 AOKYMEeHTauum n c6opa Heo6XOAUMbIX AOMOSTHUTENbHbIX AaH-
HbIX:

- NPOBEPKWN BbINOJIHEHNSA BEAOMCTBEHHbIX TPEOOBaHWUI 1 peKkoMeHAaunii 1 BbiABNEHUA (haKkToOpoB yA3-
BuMocTu AC K INC OMB:

B) TeCTMpOBaHMe C NOMOLLbI0 cneunasbHbix TC € uenblo:

- onipefenerHnsal/yToYHeHNs 3NeKTPOIU3NYECKUX XapaKTEepPUCTUK KOHCTPYKTUBHbIX 3nemeHTtoB OW
(NnpumeHsTCA umMuTaTopbl AMB 1 cpeacTBa UX U3MepeHUs n 06paboTku);

- YTOYHEHNSA PacnosioKeHUss TPacc 3NEKTPONUTaHUA W NINHUIA CBA3U (MPVMEHAITCA WHAWKATOPHbIe
yCTpOiicTBA):

- YTOYHEHWA NPOCTPaHCTBEHHbIX XapaktepucTuk OW 1 ero anemeHTOB;

- pa3paboTku KapTbl pacnpegeneHns 31IeKTPOMarHnTHbIX nonel nomeleHnsa (nomeweHnin) OU;

r) orNpocC ¥ aHKeTMpoBaHWe CrneLnanncTos ¢ Lefblo nocTpoeHnsa MH (NpUMeHaTCca MeToAbl SKCrnepT-
HbIX OLLeHOK).

5.1.2.3 Pe3synbTaTtbl 06cnefoBaHns OW fomkHbI 0POPMNATLCA OTAEbHLIM NMPOTOKO/IOM.

CocTtaB vHtopmaumn, onpegensemoit npu obcnegosanun AC B coctaBe OW. npuBedeH B npuioxe-
Hun B.

5.1.2.4 To pesynstatam o6cnefoBaHna COCTaBNAETCA onucaTe/ibHas XxapakTepucTuka, BKavaloLLas
cnegywLnii 0606 EHHbI NepedeHb AaHHbIX:

- 0 npeanpuaTUN/ydpexaeHun, B cocTaBe KOTOpPOro akcnnyatupyetcs AC3W. Bkawovawowme obuime
[JaHHble (HavMeHOoBaHWe, pacnosioXeHWe, TOMOMOrUA U UHMPAaCTPYKTypa, pexuMbl (YHKLMOHUPOBaHUS,
nepcoHan), faHHble 0 cuctemax 6e30macHOCTM OT MPUPOAHbLIX TEXHOrEHHbIX W @HTPOMOreHHbIX Yrpo3, AaH-
Hble 0 cuctemax obecneveHuns (anekTponuTaHue, 3asemsieHne, CTPYKTYpUpoBaHHas KabesibHasa ceTb);

- no OW. sknwovatoLme obwme fgaHHble (MECTO PacnofioXeHNs W rpaHuLbl, HaMeHoBaHve 1 npegHa-
3HaYeHne. pexuMbl PYHKLUOHMPOBAHUSA, NEPCOHaUT), AaHHblE O NPUMEHAEMbIX HA HEM Mepax U cpefacTBax
6e30nacHOCTK, AaHHble O cUcTeMax 1 cpeAcTBax obecneyeHus:

- 0 TC n cermeHTax UHOPMaLIMOHHBIX cucTeM, hyHKLMOHMpPYoLWmuX B coctaBe OW (coctas u o6uias
XapakTepucTuka, faHHble 0 ceTeBOM 0b6opyoBaHuu, TUMN obuiero u cneunansHoro MO. xapakTepucTuka
peliaemMbix 3agad);

- HbopMaums Ans nocTpoeHns MH (Tunbl 1 cocTaB HapyLuMTeneid, ux ocHaleHne, NnpoeccnoHasb-
HbIi YPOBEHb, Lie/IN, Croco6bl AelCTBUN).

5.1.3 MocTpoeHne mofenu yrpo3 6e30MacHOCTU aBTOMATM3WPOBAHHOW CUCTEMbI C Y4eTOM
BO3MOXHbIX NMpefHaMepPEeHHbIX CUI0BbIX 3/1€KTPOMArHUTHbLIX BO34eCTBUA

5.1.3.1 KoHeuHol uenbio pa3paboTkn MY aBnseTcs nosyvyeHvie AaHHbIX, HE0OX0AMMbIX A1 BbIpaboT-
K/ MPOEKTHbIX PeLLeHnii Mo NOCTPOEHNIO afieKkBaTHOW CMCTEMbI 3awwuTbl UHdopmauun B AC oT MNC SMB.

5.1.3.2 Pa3pab6oTka MY gomxHa BkIoyaTh:

- onpepeneHve yrpo3 6e3onacHocT nHgpopmauuy B AC 1 OLEHKY NOCNeACTBUI NX peanu3auum;

- paspaboTtky MH;

- onpegeneHve ysa3eumocTtein AC B coctaBe OW. cooTBeTCcTBYOLWMX yrpo3am MNC SMB.

5.1.3.3 lNepeueHb yrpo3 6e3onacHocTn nHgopmaumm B AC Ao/KeH hopmMupoBaTbCcs C y4eTOM BO3-
MOXHbIX BapuaHToB npoBegeHns OMB u WX NOCNeACTBUIA, pPas/MualoLNXCAa XapakTepoM ¥ pasmepamu
yuiepba. BennunHa oxugaemoro yuiepba fBnsetca nokasaTtenem 418 NPOBEAEHUSA paHXMPOBaHUSA Yrpos.
Ba3oBas npoekTHas yrpo3a COOTBETCTBYET Hanbosiee onacHoOMy BapuaHTy NPOsIB/IEHNS Yrpo3bl, COOTBETCT-
BylOLEeMY HanbosbLUeli BEIMYMHE HAHOCUMOTO Yylepoba.

5.1.3.4 MNog MH cnepyeT noHMMaTb 0606LLEHHYHO XapakTepuCTUKy ucnonHutens yrpossl MNC SMB
npuMeHNTeNbHO K KoHKpeTHol AC. KoHeuHoli Lenbio cocTaBneHns MH sBnsetca onpegeneHne Havbonee
BEPOATHbIX TMNOB TC DMB 1 oxungaemMblX MeCT UX NpUMeHeHUs (MOAKMYEHUS), NPUBOAALLNX K peanunsa-
LMK Yrpo3 B OTHOLIEHWW KoHKpeTHol AC. B MH aHanu3npyeTtca peasbHOCTb peann3aunn KOHKPETHbIX Yyrpo3
C y4eTOM BO3MOXHOCTel HapylwmTens u cneuymdmkn OW.
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5.1.3.5 B cocTaB KauyeCTBEHHbIX U KOMIMYECTBEHHbIX XapakrepucTuk MH BXodsaT: Tun HapywuTens
(BHELUHWA, BHYTPEHHWUI, KOMOUHMPOBAHHbIN), YNCEHHBIA cocTaB, MoTMBauus, uenb 3MB. BoopyxeHue u
OoCHalleHue, KBaiMuKaLumua 1 HaBblkM, BO3MOXHOCTU npuobpeTeHunsa/nsrotoenedms TC 3MB u nx napamer-
pbl. cTeneHb uHgopmypoBaHHOCTN 0 AC. OUN n ero 3neKTPOHHON MHMPACTPYKTYpe, TakTuka COBepLUeHNs
3MB. nonHomouusA focTyna u geictenii Ha OW.

5.1.3.6 Pa3pabotka MH pomkHa npov3BoAMTLCSA Cheuvanu3vpoBaHHON opraHusauvein ¢ npusneve-
HVeM B KayecTBe 3KCMepToB NpeacTaBuTeneil opraHm3auunn-3akasdmka.

5.1.3.7 Ysassumoctn AC k NC 3MB xapakTepusyTcsi COBOKYMHOCTbH YCMOBUIA, CNOCOGCTBYOLLNX
peanusaumun gaHHow yrposbl Ha OW.

K thakTopam ysi3BMMOCTU OTHOCATCS:

- HU3KMI (HepoCTaTouHbIR) ypoBeHb ycTonunsoctu AC k MNC SMB;

- OTCYTCTBME/HE[0CTATOUYHOCTb OpraHM3aLMOHHO-TEXHUYEeCKMX Mep no 3awmuTte AC ot NC 3MB. npe-
AycmaTpuBaemblx TPeboBaHNAMYU HOPMATUBHbIX [JOKYMEHTOB;

- OTCYTCTBME/Hef0CTaTOYHOCTb U HU3KUI YPOBEHb ONEPaTUBHOCTU MONyYeHus nHdopmauum o6 yrpo-
3€;

- HEJOCTaATOYHOCTb 3alUWTHBLIX CBONCTB KOHCTPYKTUBHbIX 3/1eMeHTOB OW no CHWxXeHuto yposHel MNC
3MB;

- HEMOJIHOTA U HE3A(PEKTUBHOCTb OPraHM3aLMoHHbIX Mep 3awnTbl oT MNC 3MB;

- HU3KW1 ypOBEHb FTOTOBHOCTY U KBaNudvkauuy nepcoHana OU k oTpaxeHuto yrpos MNC 3MB;

- HECOBEPLUEHCTBO OXPaHHO-PEXMMHbIX MeponpuaTWii Ha OW. No3BONSAOLWMX OCYLLECTBNATL HGecnpe-
MATCTBEHHYIO A0CTaBKy UCTOYHUKOB C OMB B MecTa nx apheKTUBHOrO NPUMEHEHUS.

5.1.3.8 BbisiBNieHNe ysa3BMMOCTEW AO/HKHO NPOU3BOAMTLCS MPUMEHWUTENbHO KO Bcem Tunam TC. cno-
CoOHbIM peann3oBaTtb yrposy kaxgoro suga NC 3MB ¢ kaxaoro BO3MOXHOro HanpassieHus ISMB. lMpusHa-
KoM ys3BuMOCTM AC K KOHKpeTHomy Bugy MC OMB. peanusyeMomy KOHKpeTHbiM TC W3 3afaHHOl TOYKM
NPUMeEHeHUs, ABNSETCA NPEBbILIEHNe YPOBHSA CU/I0BOTO BO3AEWCTBUSA, NPUXOASALLEr0o HAa COOTBETCTBYIOLLMIA
nopt atakyemoii AC Haf cywecTsyowmum B AC ypoBHEM ee yCTON4YMBOCTU kK SMB B TeueHne npomexyTka
BPEMEHM CYLLECTBEHHO BaXXHOro AN1s1 AaHHol AC.

dopma cBogHoOl Tabnuubl yrpo3 NC SMB npuefeHa B npunoxeHun B.

5.1.4 dopmuposaHne TpeboBaHWii NO 3alMTe aBTOMATU3NPOBAHHbBIX CUCTEM OT NpejHamMepeH-
HbIX CUOBbIX 3/1EKTPOMArHUTHbLIX BO34EeiCTBUIA

5.1.4.1 Tpe6oBaHusa no 3awwute AC ot NC 3MB 3apatoTca B cocTaBe 06Lmx TpeboBaHuiA, Nnpeabss-
naembix K AC3U cornacHo NOCT P 51624. n BK1OYaloT;

- TpeboBaHue K ypoBHI0 3awmuieHHocT AC ot MNMC SMB;

- TpeboBaHUA K COCTaBY W XapakTepuctTukam Meponpusatuii no sawute AC.

5.1.4.2 Tpe6oBaHMsA K COCTaBy U xapakTepucTukam MeponpusitTuii no 3awmte AC JO/KHbI onpene-
NATLCA B COOTBETCTBMMU C TUNOBbIMKU TpeboBaHWAMK U pekomeHAauuamu no 3awmte AC ot MNC 3MB u
BK/1IOYATL:

- TpeboBaHus no yctoliunsoct AC3U k NC SMB cornacHo FOCT P 52863;

- Tpe6oBaHUsA K 3alMTHbLIM CBOMCTBaM cuctem obecneveHna AC3U n nomelyeHna OW;

- TpeboBaHMA K cocTaBy hyHKUMI U 06ecneynBaloLL MM UX XapakTepucTukam no pelleHunio 3ajady 06-
HapyxeHus v 3awuTtbl oT NMC SMB. peanusyembix TC;

- TpeboBaHUsl K cocTaBy (hyHKUMI 1 0becneymBaloLLUM UX XapakTepuctmkam, npegbasnsembie kK TC,
pewatwwmnm 3agaum obHapyxeHusa MNC 3MB 1 3alUNTbl OT HUX.

5.1.4.3 CocTaB 1 xapakTepucTukn Meponpusatuii no sawmte AC go/xHbl obecneunsatb Tpebyemblii
ypoBeHb 3awuieHHocTn AC ot MNC 3SMB. peanusyembiX KaxAbiM M3 BO3MOXHbIX CMOCOO0B C Kaxaoro us
BO3MOXHbIX YrpOXaeMmblX HanpasneHui cornacHo MY.

5.1.4.4 Tpe6osaHua no 3awmute AC oT MNC 3MB fomxHbl 6bITb BKAOYeHbl B T3 (UT3) Ha co3paHue
CUCTEMbI 3alUTbl UHOPMaLUN OTAENbHBLIM pasfesioMm.

Mpu ueneBoii pa3paboTke AC3U TpebosaHue no ycTtoiunsocTun k NC 3MB cornacHo TOCT P 52863
3apaeTcsa B T3 Ha co3gaHue AC. paspabaTbiBaeMbix B cooTBeTCcTBUMM ¢ TOCT 34.602.

5.15 ®opMMpoBaHME NMPOEKTHLIX PELIEHWI NO 3aliUTe aBTOMATU3MPOBAHHbIX CUCTEM OT Npef-
HaMepeHHbIX CU0BbIX 3/1IEKTPOMArHUTHbLIX BO34eNCTBNIiA
5.15.1 MpOeKTHble peLleHUs CUCTeMbl 3alyuUTbl (DOPMUPYIOTCS B XOAEe BbIMNOHEHUS TEXHWUYECKOTo

npoekra Ha AC3W cornacHo NOCT P 51583 B BMAe anibTEPHATUBHbLIX BApMaHTOB NOCTPOEHUA CUCTEMbI 3a-
wutbl AC ot MNMC 3MB B cocTaBe OW. OCHOBaHHbIX Ha eAuHbIX MPUHLMNAaX 3alWnTbl ¢ ydyeTomM paspaboTaH-
HOM MY 1 pasnmualolnxca nepevyHs MU MeponpuATUiA MO 3aliuTe U yPoOBHAMU UX AeTanusauun. B npoekr-
HbIX pelleHnsaX 06beANHSATCS YacTHble (DYHKLMOHaNbHbIE CBOWCTBA 3alUWTbl, peasnnsyemble OTAEe/bHbIMU
MeponpuUATUAMHU Mo 3aLmTe.

5.15.2 dopmMypoBaHMe MPOEKTHbIX peLleHuii cucTembl 3alwmuTbl MHdopmaumun B AC ot MNMC 3MB
[O/HKHO NPOU3BOAUTLCA COMNAcHO CefyoLWwmM OCHOBOMOoNaralLWmM npuHumunam:

6



FOCT P 56103—2014

- 30HaNbHOCTK, NpegycmaTpuBaloLleii 06pa3oBaHNe HECKOSIbKMX BIOXEHHbIX KOHTYPOB, CO3[atoLLuX
«3LeNoHNPoBaHHy0» 3awuty AC;

- paBHOMNPOYHOCTU, MpefycMaTpuBatoLLeil obecneyeHne Tpebyemoro ypoBHs 3alumuieHHocTn AC ans
BCEX BAPMAHTOB peasnm3auuy OXungaemMbix Yrpo3 CO BCeX BO3MOXHbIX HanpasieHWii;

- HAAEXHOCTU U XMBYYeCTU, npeanosiaratrolnx BbinosiHeHne 3aga4 3awmntel AC B LITATHLIX U YPE3BbI-
YaiHbIX CMTyauusax nyTem NPYMEHEHNs COOTBETCTBYIOLLMX TEXHUYECKNX PELUEeHN 1 OpraHn3aunoHHbIX Mep:

- afanTMBHOCTU, Npegnofararwein BO3MOXHOCTb NepecTpoeHns (HapaluvBaHWs) CMCTEMbl 3aluThbl
npu naMeHeHnax MY. koHdurypaunm n nHgpacTpyktypsl OW. TepputopmansHoro pasmewteHns AC3WU;

- afilekBaTHOCTU, NpedycmaTpuBaloLleli OpUeHTVPOBAHHOCTb NPOEKTHbIX PeLUeHWn CUCTEMbI 3aluThbl
Ha NpuHATyo MY,

- KOHTPONA 3alyulieHHoe™, npeAycmaTpuBaloLLero BO3MOXHOCTb KOHTPONS paboTocnocobHOCTM 3a-
LMTHBIX KOMMOHEHT 1 BCel cucTembl 3awnTbl AC B LLEoM, a Takke nepuoanyeckoe 1 LeneBoe nposefeHve
O3 cuctemsbl 3awntel AC3U ans noaTeepxaeHns ee 4OCTATOYHOCTH.

5.1.5.3 MpoekTHble pelleHus cuctembl 3awmTtbl AC3M ot NMC 3MB B coctaBe OV gomxHbl paspaba-
TbiBaATbCA B HaMpaBieHUsX;

- obecneveHunsa Tpebyemoro ypoBHs ycToiiunsocTtu AC k MC 3MB:

- OYHKLUMOHANBbHOro paclimpermns wra™bix cuctem 6e30MacHOCTU opraHu3auny, HanpasB/eHHOro Ha
npepoTtepatleHve goctaskyn TC MNMC OMB B MecTa NpUMeHeHUsa 1 yTedkn uHopmaunm o6 yassumoctsx OU
n akcnnya™pyembix B ero coctase AC;

- o6opyanosaHua OW sanemeHTaMu, NosbiWwawLWmMMn 3awuieHHocts OU k NC SMB;

- LeneHanpasneHHoro ncnosnb3osannsa TC obHapyxeHus n 3awmuTbl oT MC 3MB;

- NpefynpexaeHus, BbIABMEHUA, npeceyeHusa yrpo3 MC OMB. ux nokanusauum v AVKBugauum no-
cnepAcTBMil NOCPEACTBOM OpPraHnW3aLMoHHbIX Mep.

5.1.5.4 MNpoekKTHble peLleHns CUCTEMbI 3aLUTbl He AO/KHbI OrpaHnynBaTtb npuMeHeHne AC3W no Ha-
3Ha4eHuto.

5.1.5.5 Mo kaxgoMy NMPOEKTHOMY peLUeHno 3almnTbl o/XHA NpoBoAnTbCA O3 € Lesbio NoaTBepXie-
HUA Tpe6oBaHWIA 3aLMLLEHHOCTM OT Yrpos.

5.1.5.6 Bbl60p NPOEKTHOro peLleHusl, NPUHMMAeMOro 3a OCHOBY CO3f4aHus cuctembl 3awutbl AC OT
MC 3MB. n3 cocTtaBa ajibTEPHATUBHbLIX BApUAHTOB, [O/IXKEH OCYLIECTBAATLCA C YYETOM UX CTOMMOCTHbIX
OL|EHOK.

5.1.5.7 Bbibop TunoB TC o6HapyxeHus u 3awutbl oT NC 3MB 1 nopsaaok nx pasmeLleHus AO0/KeH
YAOBMETBOPATb NPeAbABASEMbIM K HUM (OYHKUMOHaNbHbIM Tpeb6oBaHMSAM K obecneynBaTb BO3MOXHOCTb
NPUMEHeHNs B 06EKTOBBIX YCNOBUSAX B COOTBETCTBUM C TEXHUYECKMMYW YCNOBUAMU HA U3AENUS.

5.1.5.8 TC o6HapyxeHus u 3awutbl oT NC OMB, ncnosib3dyemble B MPOEKTHbIX PELIeHUAX CUCTEMbI
3awmTtbl AC. flO/MKHBI COOTBETCTBOBATL TpeboBaHMAM CTaH4apTOB M UMETb COOTBETCTBYOLLME cepTudunka-
Tbl COOTBETCTBUA TpeboBaHUAM No obecneyeHnto 6e30nacHOCTN nHopmaLmn.

5.1.5.9 OpraHusauunoHHble Mepbl 3awmTbl AC oT MC 3MB f0/KHbI B HAWbO/bLUEl CTeNeHn cornaco-
BbIBaATLCA C O6LMMUN PEXUMHO-OXPaHHbIMU MepamMmn 3awutel ON 1 mepamu 3awmntbl MHDopmauum B AC ot
yTeuek no MOMWH. OpraHu3auunoHHble Mepbl paspabaTbiBaloTCA B AOMNOSIHEHWE K (PYHKLMAM, OCYyLLecTB-
nsembiMm TC o6Hapyxenus NC OMB n TC 3awutbl oT NC OMB. OHM f0/MKHBI NpejycmaTpuBaTb BO3MOX-
HOCTb VX KOMNEeHcHpoBaHus npu sbixoge TC u3 cTpos.

5.1.6 OuoHka 3athekTMBHOCTN 3almUTbl aBTOMaTU3MPOBAHHbLIX CUCTEM OT MpefHamMepeHHbIX
CUMOBbIX 3/1€KTPOMArHUTHbIX BO34elCTBUIA

5.1.6.1 O3 cuctemsbl 3awmTbl AC3U ot NC 3MB no3sonseT onpeaesimTb CNOCOGHOCTb NPUMEHSEMbIX
Ha O/ TC u opraHu3aLMOHHbIX Mep NPOTMBOCTOATL KOHKPETHOW yrpo3e, peasiM3yemMoil cornacHo paspabo-
TaHHOI AnA Hero mogenu yrpos. Lenbio O3 aBnseTcsa nposepka PyHKUMOHANBbHON AOCTATOYHOCTU U afek-
BATHOCTU CUCTEMbI 3aLUNTbI OT OXMAAEMOW Yrpo3bl, 4OCTUTAEMOW KOHKPETHBIM BapuaHTOM ee NOCTPOEHUS.

5.1.6.2 O3 cucTtemsbl 3awmnTtbl AC3U ot MNC 3MB gonkHa NpoBOAUTLCSA MPU:

- CpPaBHUTE/IbHOM aHasn3e a/lbTePHATUBHbLIX BapyaHTOB NPOEKTHbIX PeLleHnii CUCTEM 3allUTbl:

- BBoge AC3W B aelicTBue;

- U3MeHeHUn ycnosuii akcnayataumn AC3W. coBepLueHCTBOBaHUM CPeACTB 1 CNOCO60B anekTpomar-
HUTHOrO HanageHua v apyrux cakropax, TpebyOWMX NPOBEPKM AOCTATOYHOCTU U afeKBaTHOCTY 3alUTHbIX
csoiictB AC3U;

- YTOYHEHUAX U U3MeHeHnax MY n MH.

5.1.6.3 OpraHusauusa nposegeHns O3 3awutel AC oT C 3OMB BoO3naraetca Ha npeanpu-
AaTnelyupexgeHve-nonb3osaresib AC3W. Pabotbl no O3 A0/KHbI NPOBOANTLCA Creuuann3mpoBaHHoi opra-
HU3auvei ¢ NpUMeHeHNeM yTBEPXAEHHbIX METOAMK U Nporpamm.

5.1.6.4 Pe3ynbTatbl O3 ohopMIAOTCS B BUAE OTHYETA, COrNacyemMoro C 3KCnepTHOM opraHm3auuei.
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5.2 Peanunsaumsa nNpoekTHbIX pemem/lﬁ CUCTEMbl 3alllTbl aBTOMaTU3UpPOBaHHbLIX CUCTEM OT
npegHamMepeHHbIX CUTOBbIX 3/TEKTPOMAarHNTHbIX BO3,EI|EI7ICTBI/II7I

5.2.1 TexHun4yeckoe 3aj,aHne Ha NpoeKTupoBaHue

5.2.1.1 CooTBeTcTBYlOWMe pasgenbl T3 (UT3) Ha npoeKkTMpoBaHMe CUCTEMbI 3aWwuTbl MHGQOPMaL N B
AC ot NC 3MB paspabaTbiBaloTcsa C Lenbio onpeaeneHus tpe6osaHnini Kk AC3U B yactu 3awwutbl oT MNC
OMB, a Takke onpegenieHnNs cocTasa U CogepxaHusa paboT n nopsaka ux NpoBeseHus.

5.2.1.2 TpebosaHusa no 3awmute AC ot NC 3MB pgosxHbl BkAoyatbes B T3 Ha co3gaHue AC3U oT-
AenbHbiM pasgenom wnm B T3 (UT3) Ha co3gaHue cucTeMbl 3awuTbl MHGopmaunu B AC ot NC 3BM.

Mpy npoBegeHWN AaHHbIX paboT Ha CTagusax CTPOMTEeNbCTBa, PEKOHCTPYKLUU U TEXHUYECKOro nepe-
ocHauieHnss OW 3agaHust Ha 3T paboTbl B YACTU 3aLWTbI NOMELLEHWA, KOMMYHUKauuii. TC obecneyeHus u
T.M. BK/IIOHAKOTCA B COCTAB CMEXHbIX pasfiesioB 0CHOBHOro T3 Ha ON.

5.2.1.3 T3 Ha co3gaHue AC3U (T3 (4T3) Ha cosgaHue C3U1 B AC) ¢ yyeToM TpeboBaHUi No 3aluTe
oT MC 3MB [0/MXHO COrnacoBbIBaTbCA U YTBEPXKAATLCA B COOTBETCTBMM € TpeboBaHuamu FOCT 34.602.

5.2.1.4 T3 Ha co3gaHne AC3U (T3 (UT3) Ha co3gaHue C3N B AC) B vacTu 3awmtbl oT MC SMB
[OJ/KHO coflepXaTb:

- CCbIZIKY HA HOpMAaTVBHO-MEeTOANYEeCcKNe LOKYMEHTbl, C YYeTOM KOTOpbIX O6yAyT pa3pabartbiBaTbCA U
peann3oBbiBaTbCA MePbl 3aLUUThI;

- ucxogHble gaHHble no AC3M n OW (Ha3HaveHue n koHdurypaums AC3W. ycTONYMBOCTb 3/1EMEHTOB
AC n koMmyHuKaumin k NMC 3OMB. pacnonoxeHve OTHOCUTENbHO rpanuy, K3. uHdpacTpykTypa, pexumbl
PYHKUNOHUPOBaHUS 1 nepcoHan OW);

- TpeboBaHuA K ycToinumBocTu anemeHtoB AC3U k NMNC 3MB:

- TpeboBaHMA Mo 3alinTe TEXHUYECKUX cucTeM, obecneymsatowmnx yHKunoHuposaHue AC3W. ot MNC
OMB:

- nepeyeHb NpebABNSEMON 3aKka3unky HayYHO-TEXHUYECKON NpoAYKUUM N AOKYMEHTaLmK:

- CPOKV BbINOMHEHWA ¥ UCNOMHUTENEN paboT, NopAAOoK NpMeMkyn paboT No co3faHuio CMCTEMbI 3allu-
Tbl AC ot INC SMB.

5.2.2 BbINO/IHEHME NPOEKTHbLIX paboT

5.2.2.1 Pa3paboTka NpPOEKTHOW AOKYMeHTauun Ha cosgaHue cuctems 3awutbl AC oT MNC 3MB. 3akc-
nayatupyemoin B coctaBe OW. go/mxHa Npov3BOAMTLCA B CcOCTaBe pa3paboTkM TEXHUYECKOro mpoekTa Ha
AC3W nnbo oTAenbHO M OCYLEeCcTBAATLCA C yyeToM TpeboBaHWii, yCTaHOBMEHHbIX B COOTBETCTBYHOLLEM
HOPMaTUBHOM [OKyMeHTe, NpUHATOM MuHcTpoem Poccuu [1]. B NpOeKTHON AOKYMeHTauunm peannsyorcs
NPOEKTHble pelleHus, paspaboTaHHble Ha CTaAuy NpeaIpoeKTHbIX paboT.

5.2.2.2 MNpoekTHasa fokyMeHTauus Ha cuctemy 3awmutel AC ot MNC OMB odopmnsetcs B cCOOTBETCT-
Bun ¢ FOCT 2.120 B BUAE OTAENbHOrO TOMa W COCTOUT M3 MOSCHUTENBbHOW 3annCKu WU MPUIOXEHWNIA, BKIO-
yawwmux HeobxoauMble YepTexu MNAaHMPOBOK, CXEMbl KOMMYHUKauwWi, cneuudukaumnio o60pyaoBaHns,
CMETHYI0 [JoKyMeHTauu o 1 apyrvue matepuaibl.

5.2.2.3 Mpu npoekTnposaHun cuctemsl 3awmtel AC ot MNC 3MB fomxHo ucnonb3osatbcs o60pyao-
BaHVe. COOTBETCTBYHOLLEE 3aaHHbIM TpeboBaHnsM Mo yctoiumsoctu no FOCT P 52863 u nmetowee cooT-
BETCTBYIOLUME cepTudukaThl.

5.2.2.4 Pa3gen no 3awute UHpopmauuym TexHuyeckoro npoekra AC B yactu 3awutbl oT NC 3MB
MOA/IEXUT IKCMEepTM3e, Ha KOTOPY NpeacTaBnAlTCA:

- NOAICHWUTENIbHAA 3anuncka ¢ NPUNOXEHNAMU;

-MY:

- O3 3awuTbl MHdopmauum B AC3U ot NC 3MB.

Mpy skcnepTu3e npoekTa paccmaTpusBatoTcs:

-060CHOBAHHOCTb BbIGPaHHOrO Mecta pacnonoxeHus OW un pasmelwenns AC3U, a Takke 060CHO-
BaHHOCTb MPOEKTHbIX PeLUeHN 3aLLmnThbl;

- [OCTATOYHOCTb MPUHATBLIX B NpOEKTe mep no obecneyerunto 3awmtel OV oT MC 3MB n nx ageksart-
HOCTb MY,

- COOTBETCTBME YPOBHA MPUHATBLIX OPraHn3aLMOHHO-TEXHUYECKUX MepP 3aLlNTbl YPOBHIO COBPEMEHHbIX
[OCTUKEHWU HaYKN N TEXHUKMK;

- NPUMEHeHne B NpoekTe cepTUULMPoBaHHbIX TC 06HapYXeHNS 1 3aLnThbI.

Mo pesynbTatam aKCnepTu3bl AAHHOTO JOKYMeHTa No 3aluTe nHopMaLmmn cocTaBnseTca 3akiye-
HWe, KOTOpOe yTBepXAaeTca npeacefaTesieM 3KCNepTHOW KOMUCCUUN U HAaNpaBAAeTCs 3aKa3umnky.

5.2.3 BbinonHeHne paboT No MOHTaxy, NycKy W Hanajke aBTOMaTU3MPOBAHHbLIX CUCTEM B 3a-
WML EHHOM OT NpeAgHaMepeHHbIX CUN0BbIX 3/IEKTPOMAarHUTHbIX BO3AECTBUIA UCNOMHEHUN

5.2.3.1 Tlo pe3ynbTatam MPOEKTHbIX PaboT OCYLLECTBASAIOTCA:

- noctaBka cepTudmumpoBaHHbix TC AC, COOTBETCTBYIOLWMX TpeboBaHMAM Mo ycTonumsocTn K MC
OMB u npowepwnx ncneitadma no FOCT P 52863;
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- noctaBKa cepTudmumnpoBaHHbix TC 06HapyxeHns n 3awmTbl oT NC 3SMB, cooTBETCTBYIOWMX 3a4aH-
HbIM TPe60BaHWAM U HOPMATUBHbLIM JOKYMEHTaM;

- CTPOUTENIbHO-MOHTaXHble paboThbl.

5.2.3.2 CTponTenbHO-MOHTaXKHbIE Pab0Thbl BK/IKOYAIOT:

- BbINOSIHEHNE paboT NO CTPOMTENbCTBY/PEKOHCTPYKLMM CNeLManu3npoBaHHbIX 34aHWi, NoMeLLeHWi,
COOpPYXXEHWN, NpefHa3Ha4YeHHbIX 4nsa co3ganus OWN n pasmelleHuns B Hem AC3U;

- o6opynoBaHne OW 3alUTHBIMU KOHCTPYKTUBHbLIMY 3N1EMEHTaMU.

- CoopyXeHve/npoknagky B 3aliueHHOM UCMOMIHEHUWN NINHWUIA CBS3W, 3NEKTPONMUTaHWA, 3a3eMneHus,
KaHasI0B 1 KOMMYHUKaLWI CUCTEM BEHTUMALMN, KOHANLMOHVPOBAHUS, NOXAPHOW 1 OXPaHHOWM curHanmsauum
MT.0.;

- MOHTaX, NOAK/MOYEHNE U HACTPOIKY TEXHUYECKUX 1 nporpaMMHbIX cpeacTs AC n C3U;

- MpoBeAeHNe NyCcKoHanago4YHbIX paborT.

5.2.3.3 ABTOpCKMIA HaA30p 3a CTPOUTENIbHO-MOHTaXHbLIMU paboTaMu OCYLLEeCTBNSEeTCS Ha WX 3aBep-
warouiem atane B COOTBETCTBUM C TpebOBaHMAMMW, YCTAHOB/IEHHbIMW B COOTBETCTBYIOLMX HOPMATUBHBLIX
[OKyMeHTax.

ABTOPCKUIA Hag3op A0/HKEeH NpoBOAWTHLCA pas3paboTynkoM npoekTa cuctembl 3awmutel AC ot MC
OMB.

5.2.3.4 MNMyckoHanago4yHble paboTbl BKIOYAIOT:

- aBTOHOMHyt0 Hanagky AC3W. TC o6HapyxeHus u 3awutbl n ux Mo;

- KomnnekcHyto Hanagaky AC3W. TC obHapyxeHus u 3awuTbl B coctase O

-npoBefeHve npeaBapuTenbHbiX ucnbiTaHnii AC3U. TC obHapyxeHus n 3awuTbl B coctaBe OU Ha
paboToCnoCO6HOCTL M COOTBETCTBME T3 B COOTBETCTBMM C MPOrpaMMOi U MEeTOAWMKON npefBapuTesibHbIX
UCNbITaHWUIA, YCTPaHEeHNe HeWCnpaBHOCTEN N BHeCEeHWEe WU3MeHeHWl i B NPOEKTHYI W aKchayaTaunoHHY0 A0-
KyMEeHTaLmio B COOTBETCTBUMN C MPOTOKO/IOM UCMbITAHWIA.

5.2.3.5 MNpepaBapuTesibHble UCMbITAHUA [O/IKHLI NPOBOAUTLCA B cooTBeTCTBUM ¢ TOCT 34.603.

5.2.3.6 OfHOBPEMEHHO Ha 3aTane CTPOUTENIbHO-MOHTAXHbIX U MyCKOHaNaf0uHbIX paboT AO/MKHbI Npo-
U3BOAUTLCS:

- paspaboTka KOMMekTa AoKyMeHTauuu no akcnnyartauun AC3U B coctaBe OW 1 AeiicTBUiA MO BbISB-
NIeHVI0 1 pearnposaHunio Ha yrpo3sbl NMC SMB. nokanusaumn n nukenjauum nx nocneacTeunii:

- paspaboTka pasgena copmynspa (TEXHUYECKOro nacrnopta) aBTOMaTU3NPOBAHHOW CUCTEMbI B 3a-
LMLLLEHHOM UCMOJIHEHMN B cocTaBe 06beKTOB MHhopmaTusauymm no 3awute ot MNC SMB (cm. npunoxeHve

- nogrotoska nepcoHana O n cnyx6bl 6e3onacHoOCTV NPeanpuATUA K NpoBeAeHnto paboT no 3awure
AC ot NC 3MB Ha aTtane akcnayarauuu.
Mo pesynbTaTam nyckoHanagouHbIx pabotT AC3W nepefaeTcs B OMbITHYO 3KCMyaTaumio.

53 Bsog B ,Cl,eVICTBVIe aBTOMaTu3npoBaHHbIX CUMCTEM B 3aliUULeHHOM OT npegHaMepeHHbIX CU-
NOBbIX 3TEKTPOMArHUTHbLIX BOS,quICTBMVI NCNOJSTHEHUN

5.3.1 BBog B geiictBne AC B 3awmweHHoM oT NC OMB MCnonHeHWW OCyLLecTBSETCS B COOTBETCT-
Bun ¢ TOCT P 51583 n Bk1OYaeT NPOBEAEHNE OMbITHOW 3KCMyaTauuu, NPUEMOYHbIX UCNbITAHUIA 1 aTTe-
cTaumio.

5.3.2 NpoBefeHne onNbITHOW 3KcniayatauMm aBTOMaTU3MPOBAHHbIX CUCTEM B 3alUWLIEHHOM OT
npegHamMepeHHbIX CUMOBbIX 3/M1E€KTPOMAarHUTHbIX BO34ENCTBUIA WCNOMIHEHUM B cocTaBe 06bEKTOB
NHhopmaTusaunm

5.3.2.1 BBog AC3M B ONbITHYIO 3KCn/lyataluio NnpousBoAMTCA Ha OCHOBE akTa, COCTaB/IAeMOro no pe-
3ynbTaTaM npeaBapuTenibHbIX UCMbITaHWIA.

5.3.2.2 OnbITHasA akcnnyatauna AC3U B coctaBe OV nposogutca B cooteseTcTBun ¢ TOCT 34.603 u
BK/ItOYaET:

- onbITHYt0 akcnayataumio AC3U. TC obHapyxeHus un 3awmTbl oT NMNC OMB B KOMNnekce ¢ Apyrumu
TEXHUYECKMMU U MPOrpaMMHbLIMU CPpefcTBamMu B LefsX NMpoBepku nx paboTtocnocobHocTn B coctase OU u
0oTpaboTkM npoueayp 3awmnTbl UHOPMaLUK OT YHUUTOXEHUS, NCKaXKEeHWS, 610KMpOBaHNS;

- AonosHUTeNbHY Hanaaky TC obHapyxeHusa v 3awuTtbl oT NMC OMB n gopaboTky ux MO;

- ohopM/IeHre akTa 0 3aBepLUEHNN OMbITHOM 3KCnayaTaLuu.

5.3.3 MpoBegeHne NPMEMOYHbIX UCMbITAHU aBTOMATU3MPOBAHHbLIX CUCTEM B 3alMLEHHOM OT
npegHamMepeHHbIX CUOBbIX 3/EKTPOMAarHUTHbIX BO3A4EWCTBUIA WMCNOMIHEHUM B cOCTaBe 06bLEKTOB
MHopmaTmsaumnm

5.3.3.1 MNpuemouHble ncnbitaHnsa AC B 3awmuieHHom ot NC OMB ncnonHeHnn JoMKHbI NPOBOAUTLCA
no pesynbTatam OMbITHON aKcnayaTauun.

5.3.3.2 MNpuemouHble ncnbiTaHnsA NpoBoaAaTca B cooTBeTcTBMM ¢ TOCT 34.603 1 BKIOYAIOT:

- UCMbITaHWS Ha cOOTBETCTBME T3 COrnacHo nporpamme U MeTOAMKE UCMbITAHWIA;
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- aHann3 pesynbTatoB UcnbiTaHuii TC obHapyxeHus u 3awutbl oT NC 3MB 1 ycTpaHeHue BbIsIB/IEH-
HbIX HEOCTATKOB:
- ochopmMneHne akta npuemkm AC3 B MOCTOAHHYIO SKCMlyaTaLmio.

5.3.3.3 Mo pesynbTaTam npeABapuTENbHbIX UChbITaHUl AC3W npepacTaBnsieTcs Ans atTectayum no

TpeboBaHnAM 6e3onacHoCTM MHopmauun ot yrpo3s NC SMB.

5.3.4 ATTecTaums aBTOMaTU3MPOBAHHbLIX CUCTEM B 3alULEHHOM OT MNpejHaMepeHHbIX CUM0-
BbIX 3/1EKTPOMArHNTHbIX BO34ENCTBUI MCNOSTHEHUMN B cOCTaBe 06beKTOB MHhopmaTusaymnm

5.3.4.1 AtTtecTtauua AC3U B coctaBe OV npoBoguTCA B COOTBETCTBUM C TpebOBaHMAMU COOTBETCT-
BYIOLL,Er0 PyKOBOAALLErO fOKYMEHTa, YTBEepXAeHHOro Foctexkomuccnein Poccum [2].

5.3.4.2 Mpu nposegeHun attectaunm AC3M Ha npegMeT COOTBETCTBUSA TpeboBaHMAM MO 3aliuTe UH-
dhopmaLum OT Yrpo3 YHUUTOXKEHWS, UCKauKeHUs, 6/TOKMPOBaHNA OLeHMBaeTCs:

- ycToiunsoctb AC3M no NOCT P 52863 k NC SMB. peanusyembiM corfnacHo MY:

- 3 heKTUBHOCTbL 3aLLUTHbIX pyHKLMA OU Kk yrpoze MNC IMB:

- HaNnyMe 3KcnayaTauMoHHOW, OpraHWM3aLMOHHO-PacnopAANTENIbHON W yYyeTHON AOKyMeHTauun no
3awmte AC3U ot MNC SMB;

- CNOCOBHOCTbL M FOTOBHOCTbL NepcoHana kK gecTemsam no 3awute AC3W ot NC SMB.

5.3.4.3 Mo pe3ynbTtataMm aTTecTauMOHHbIX UCMbITAHUA COCTaBAKTCA NPOTOKO/bl, HA OCHOBAHUN KO-
TOpbIX hopmupyeTcsa 3akntoueHne ¢ KpaTkoli OLEeHKol COOTBETCTBMA 06bekTa TpeboBaHuAaM no 6e3onacHo-
CTV MHDopMaL My 1 BbIBOAOM O BO3MOXHOCTU Bblfaun «ATTectara cooTBeTcTBuA». Beog AC3U B akcnnya-
Taumnio OCyLecTBASETCA TOMbKO NPU Ha/lMYMm «ATTecTata COOTBETCTBUSA».

6 OpraHusauusi n cogepxaHue paboT No 3aliUTe aBTOMATU3MPOBAHHbIX
TeM OT NpefHaMepeHHbIX CUOBbIX 3/1IEKTPOMATHUTHbLIX BO3A4ENCTBWI NpU UX 3KC-
nayartauuu

6.1 O6LiMe NOMOXEHMS MO OpraHM3auum M cofepxaHuio paboT no 3auute aBTOMaTU3MPOBaH-
HbIX CUCTEM OT NpefHaMepeHHbIX CUMOBbIX 3/IEKTPOMArHUTHbLIX BO3AEWCTBUI NpW UX 3KChayaTauum

Okcnnyatauna AC B 3awmuieHHom oT MNMC 3MB ucnosiHEHWW OCYLLeCTBASIETCA B COOTBETCTBUM C
FOCT 51583 v Bk/ItOYaeET:

- UICMO/Ib30BaHNE MO Ha3HAYEeHUI0 TEXHUYECKNX CPefCTB 06HapyxeHusa 1 3awmutbl oT NMC 3MB:

- opraHu3aunoHHO-TexHUYeckne meponpuatua Ha OV no 3awmte AC ot MNC SMB;

- TEXHUYECKYH0 3KCM/TyaTauuio cpefcTB 06HapyxeHus 1 3awwuTbl ot NMC 3MB;

- KOHTPO/b 3awuueHHoctn AC ot MNC SMB.

6.2 icnonb3oBaHMe Mo Ha3HaAYeHUI0 TEeXHUYECKUX cpencTe 06Hapy)KeHVIF| n 3awnTtbl OT npeng-
HaMepeHHbIX CNN10BbIX 31EKTPOMAarHUTHbIX B03,El|el71CTBI/II7I

6.2.1 DdhekTMBHOCTL Ucnonb3oBaHmsa TC o6HapyxeHns u 3awmtbl oT NC OMB no HasHavyeHuto
[O/KHa gocTuratbes:

- noggepXaHneM nx B MOCTOSAHHOW FOTOBHOCTU 1 6ecnepeboliHbiM (hYHKLMOHNPOBAHMEM B 3afaHHbIX
pexumax u BpeMeHHbIX MHTepBasiax:

- BbICOKUM YPOBHEM NpodheccrMoHasnibHON NOAroTOBKM NepcoHana, HeYKOCHUTENbHbIM BbIMOSIHEHUEM
1M npasun akcnayatauun TC obHapyXeHusa 1 3awmTbl, TPe60BaHW PYKOBOAALLMX [OKYMEHTOB MO 3aliute
AC ot NC 3MB. perynsipHbIM NpoBeAeHNeM OpraHn3aLMOHHO-TEXHUUYECKUX MEPONPUATUIA NO 3aLuuTe;

- cucTeMaTtuyecknm KoHTposem satmuieHHoctn AC3UM ot MNMC SMB fosXHOCTHbIMU nuuamu O 1 Be-
AoMCTBa.

6.2.2 Mpun aBapuitHOM OTK/IOYEHMM (NpekpaLleHnn pyHKUMOHMpoBaHUs) TC o6HapyXeHUs 1 3aluThbl
[O/MKHBI NPUHMMATLCA He3aMeAIMTe bHble Mepbl MO HEAONYLWEHNIO CHIKEHNA 3 EKTUBHOCTH 3awnTbl AC
oT NC 3MB.

6.2.3 MNpumMeHeHne no HasHayeHuto TC o6HapyxeHusa MNMC 3MB ocyLlecTBASETCS C Lesbio KOHTPOsA
MHhopMaunoHHO 6e3onacHocTn AC3U B pexnme HenpepbIBHOTO HabAAEHNS 3NEKTPUUECKOl 1 3NEKTPO-
MarHuTHoi obctaHoBkM Ha OW cornacHo nopsifka ux pasmeLleHns U MHCTPYKUMIA No aKcnayaTaumm n nony-
YeHNs MepBUYHOM M/MNW NOMHOK MHdopMauuM 06 yrpose B 3aBUCUMOCTM OT nprMeHseMbix TC obHapyxe-
HUS.

6.2.4 Vicnonb3oBaHue no HasHaydyeHuo TC 3awmtbl oT NC SMB ocyuiecTBnseTca B cOriacoBaHumn c
pexvmamu pyHKunoHnposaHns AC3W 1 4oMKHO ObiTb HanpaBneHo Ha:

- CHWXeHune ypoBHeli NC SMB. 6nokupoBaHue MNC IBM;

- nepesog, AC3U B 6e30nacHblil pexum (OYHKLMOHUPOBAHUS MO UHopMauun oT cpefcTB obHapyxe-
Hua NC SMB.

6.2.5 Bce cobbITusi, CBSAA3aHHbIE CO cpabaTtbiBaHneM TC o06HapyxeHus 1 3awutbl oT MC 3MB A0/mKHbI
hnkcmMpoBaTbCs B YHYETHOW AOKYMEHTauuu.
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6.3 OpFaHVISBU,I/IOHHO-TEXHVI‘-IGCKVIE MeponpunaTna Ha obbekTe VIH(*)OpMaTI/I3aLI,VII/I no 3awnTe aB-
TOMaATU3NPOBaHHbLIX CUCTEM OT NpegHaMepPEeHHbIX CUN0BbIX 3/TEKTPOMArHUTHbIX BO3A€I7ICTBI/II7I

6.3.1 OpraHu3aunoHHO-TEXHUYEeCkMe MeponpuaTua no 3awmrte AC ot MNMC 3MB fo/mKHbI 6bITb Ha-
npasneHbl Ha npeaynpexaeHve, BbisiB/ieHWe npu3Hakos coBepweHns MNMC 3SMB. onepaTtuBHOe pearvposa-
HWe, NoKann3aLumnio 1 NNKBUAALMIO MOCNEACTBUIA peanusaumm yrpos.

6.3.2 OpraHu3aumoHHO-TEXHUYeckne Meponpusatua no sawmte AC ot NC SMB nposogATcsa BO B3au-
mogeicTBum nepcoHana OWl n cnyx6bl 6€30MacHOCTU NpeanpusaTUS.

6.3.3 TpepynpexpaeHve yrpo3 [NC 3MB npegycmaTpvBaeT coO3jaHWe YC/I0BUIA, 3aTpyAHsIO-
LMX/MCKYAIOLWMX X MOATOTOBKY U COBEpLLEHME.

OpraHn3aunoHHO-TEXHUYECKME Mepbl NpegynpexaeHns SMB f0/XHbI BKIOYaTb:

- obecneyeHune KOHTpoNs goctyna Ha OU;

- 3aWwuTy nHgopmaummn 06 yassumoctax OU n AC3U;

- orpaHuyeHne focTyna K KpUTUYEeCKU BaxHbIM anemeHTam OW (WuUTbl 3/1eKTponuTaHus, y3nbl Kpoc-
COBbIX COEANHEHWU 1 T.N.);

- BbIMO/IHEHNE PEMOHTHBIX pa6oT Ha OV nop KOHTposneM cnyx6bl 6e3onacHoOCTU.

6.3.4 BbisBneHune yrpo3 NC 3MB npegycmatpreaeT 06HapyXeHne npusHakoB NOArOTOBKM COBepLUe-
Hua NC SMB.

OpraHu3aunoHHO-TEXHUYECKUE Mepbl BbisaBieHNs MNC OMB f0/MKHbI BKIOYATb;

- MpOBeAEHNE aHann3a CXeM 3/1eKTPOCHABXEHNS, BHYTPEHHNX W BHELIHUX NMHWIA cBasm OW. o6opy-
[OBaHUS pPafMoCBA3N, JIMHUIA OXPaHHO-NOXAPHON CUTHaIM3aLUN, MEeTaI/IOKOHCTPYKUWIA, a Takke MHXeHep-
HbIX cructeM OW oNns BbISBNIEHUS BO3MOXHbIX NyTeli peanusauun MNC 3MB;

- opraHu3aumio Ha OV neprmoaMyecKkoro MHCTPYMEHTasIbHOTO 06CnefoBaHNsA IMHWIA 3N1eKTpocHabxe-
HUS. BHYTPEHHUX U BHELUHMX NNHWIA cBA3N OW. obopyaoBaHWsA paguocBsA3n, IMHUIA OXPaHHO-NOXapHONR cur-
Hasmsauun. MeTanI0KOHCTPYKLMIA, a TakkKe MHXeHepHbIX cuctem OW ans BbisBNeHWs nogkntyernnsa TC ans
MC 3MB;

- opraHu3aumio Ha OW KpyrnocyTo4YHOro MOHUTOPUHIa 3awuTbl UHCOPMaLUN OT YTPO3 YHUUTOXEHWS,
nckaxeHusi, 61okmposaHns nocpeactsom MNC OMB N0 ceTn 31eKTPONUTaHUA, IMHUAM CBSA3W, MEeTasl/IOKOH-
CTPYKUMIA. achmpy.

6.3.5 PearnpoBaHue Ha SMB npegycmaTtpuBaeT NpuHATAE Mep. HanpaBeHHbIX Ha:

- 6nokMpoBaHue/HelTpanu3aLmio UCTOYHNKOB CUNOBbIX BO3AECTBUIA;

- onepaTuBHbIlii nepeBod AC3W B 6e3onacHblii pexmM OyHKLUMOHMPOBaHMS.

6.3.6 /lokanusauua v nukengauus nocneactsuii NC 3MB npegycmatpuaeT NPUHATAE Mep, Hanpas-
JNIEHHbIX Ha:

- BBOJ, B AelicTBMEe pe3epBHbIX anemeHToB AC3U;

- BOCCTaHoBMeHue nHdopmMaumm B asieMeHTax AC3W. nogseprHyToix NC 3MB 1 ux pabotocnocobHo-
ctn nocne NC 9SMB.

6.4 Jkcnnyataunsi CpeAcTB 06GHAPYXEHUS U 3alUTbl OT NpegHaMepeHHbIX CUTOBbIX 3/1EKTPO-
MarHUTHbIX BO34eiCTBUIA

6.4.1 Dkcnnyatauusa cpefcTB o6HapyxeHus u 3awmtbl oT MNC 3MB gosmkHa 6biTb HanpaBieHa Ha
obecneyeHne mx paboTocnocob6HOCTV M Ha MOAAEPXaHWe NOCTOAHHON FOTOBHOCTW K MPUMEHEHWI0 Mo Ha-
3HaYeHuto.

6.4.2 SkcnnyaTtaums TC o6HapyXeHWs 1 3alUWTbl BK/IOYAET:

- MOCTOSIHHbIN N NEPUOANYECKNIA KOHTPO/Ib UCXOAHOTO COCTOSHUA U (OYHKLMOHMpoBaHns TC nepcoHa-
nom OU;

- rapaHTuiiHOe 1 nocnerapaHTuiiHoe (cepBrcHoe) o6cnyxuBaHue TC opraHm3aunein-nocTaBLLKOM;

-TexHunyeckoe obcnyxusaHne TC npouibHbIM nogpasfeneHmem cnyxosl 6esonacHocT npegnpu-
AaTNA,

- TEKYLL WA, CPefHUIA 1 KanuTanbHbIA peMoHT TC.

6.4.3 YueT MeponpusTMiA NO 3KCnyaTaunn cpescTB obHapyxeHus u 3awutbl oT NMC IMB fomxeH oT-
paxaTbcs B hopmynspax Ha TC.

6.5 KOHTpONb 3alULLEeHHOCTM aBTOMAaTU3MPOBAHHbLIX CUCTEM OT nNpefHaMepeHHbIX CUMN0BbIX
ANNTEKTPOMAarHnTHbIX BO3,CI,e|7ICTBVIVI

6.5.1 KoHTposnb 3awuueHHoctn AC3W/ ot NC SMB ocyliecTBasieTca € Lenbio OLEHKN COOTBETCTBUSA
MeponpuaATHiA No 3awute TpebosaHnam no 3awmute AC OT JaHHOW yrposbl.
6.5.2 KoHTponb 3awmuieHHocT AC3U ocyllecTeBnfeTca nyTeM npoBefeHnsa Cnefyolmnx Meponpus-

TN
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- NpoBepkaMu (OYHKLMOHabHbIX CBOWCTB TC 0GHAPYXEHUSI 1 3aLMUTbl JO/MKHOCTHBIMY IMLAMU CITYX-

6bl 6e3onacHocTy OU;
- N1AHOBbIX U HEM/ITAHOBbLIX NPOBEPOK MeponpusaTuii no 3awmTte AC ot NC 3MB B LLesIOM KOMUCCUSIMU
Ny nuuamu, HasHavyaembIMU KOHTPOJIbHO-HaA30PHbLIM OpraHoM BeOMCTBa,;
- ayAUTOPCKOW NpPOoBepKyN MH(OPMALMOHHOM 6e30NacHOCTW B OpraHu3aLmu.
6.5.3 [ns npoBegeHUss KOHTPONS 3alyWLLEHHOCTW AO/MKHbI UCMOMNb30BaTbCA cneumanbHo paspabo-

TaHHble Ha NoABeAOMCTBEHHOM ypoBHe MeToabl U TC.
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MpunoxeHue b
(pekomeHpyemoe)

CocTaB nH(opmMauum, onpegensemoit npu o6cnegosaHumn
aBTOMATM3NPOBAHHbLIX CUCTEM B COCTaBe 06bEKTOB MHOpMaTM3aLmum

B. 1 MNepeyeHb NCXOAHBIX AaHHbIX N0 NPeanpusaTuio('yupexaeHuio, Ha KoTopom pacnonoxeH OW ¢ AC3W.

B.1.1 Kpatkasi xapakrepucTvka npeanpuaTua/yupexaeHuns. Ha KOTopom pacnosioxeH OU:

- BEIOMCTBEHHas NpuHaA/1eXHOCTb;

- pacnonoxeHvie n npegHasHaveHve;

- TOMNOJIOrMA U rpaHnLbI:

- VHGPACTPyKTypa;

- NPON3BOACTBEHHbIV PEXUM;

- COCTaB 1 XapakTepucTuka nepcoHasa.

B.1.2 KpaTkasi xapakTepucTmka KOMMNIEKCHOW cucTembl 6e30MacHOCTU NpeanpuaTus'yupexaeHuns. Ha KOTOpoM
pacnonoxeH O ¢ AC3W (cTpykTypa u cocTas).

B.1.2.1 NHXeHepHO-TeXHUYECKMe CpeCcTBa OXpaHbl:

- CUCTeMa OXpaHHOI CUrHam3aLmu;

- cMcTeMa KOHTPOAA Y ynpasieHns A0CTYnoMm;

- cMcTeMa TenIeBU3MOHHOTO HabiaeHNs;

- cuctema cbopa 1 06paboTkM MHhopmaLmn:

- cMcTeMa CBSI3W U OMOBELLEeHUS;

- CMCTEMA OXPAaHHOro OCBELLEHNS;

- VHXEHepHble cpefcTBa 3alnTbl NepuMeTpa 1 NyHKTOB NPOMycKa;

- HXeHepHble CpeCcTBa 3alUmnThl 3AaHNIA, COOPYXEHWI N NOMELLEHWIA.

B.1.2.2 XapakTepuCTUKN OXPaHsbl:

- Ha/lM4ve oxpaHbl NepumeTpa;

- Ha/IMuve oxpaHbl 34aHNIA N COOPYXKEHWIA:

- cnocobbl OXpaHbl;

- pasMeLLeHne cusl oxpaHsl;

- BOOPY)XXEHME M OCHALLiEHUe CUN OXpaHbl;

- HOpMaTVBbI pearnpoBaHuns Ha TPEBOXHbIE CUTHAUTbI:

- MOCTbl OXpaHbl.

5.1.2.3 OpraHunsaunoHHble Mepbl OXpaHbl:

- NOBCeAHEBHbIE Mepbl;

- Mepbl NOBbILLIEHHOI FOTOBHOCTH;

- Mepbl Ype3BbIYalHbIX CUTYaLWIA.

B.1.2.4 Cuctema NpoTMBONOXapHOW 6e30nacHOCTU:

- cUCTema NoXapHOW CUrHam3auum:

- cMcTeMa NoXapoTyLUeHUS:

- cucTema fbIMoyasieHus.

B.1.2.5 Cnctembl 3awmTbl MHpopMaLmm:

- aKTUBHble CPeCTBa 3aluThbl MHCOPMaLMK (LLYMOBbIE reHepaTopbl):

- MaccuBHble cpeacTBa 3awuTbl Hdopmaumn (OUNbLTPLI, 3KpaHbl U TA.);

- OpraHy3aLlmoHHble Mepbl 3alWunThbl.

B.1.3 Xapakrepuctuka CUCTEMbI 3/IEKTPONUTAHUSA:

- UCTOYHVK 1 TWMN CETU 3NeKTponuTaHnsa (KonmuecTso has v NPOBOAOB, YAaCTOTa U HaNpshxeHue);

- Ha/IM4Me TpaHcOPMATOPHON NoACTaHLUMM Ha OVl 1 eB XapakTepuUCTUKK;

- Ha/imume Ha OW rpo303alumTbl U 3awWwuTbl OT MHAYCTPUASIbHBIX MOMEX U NepeHanpsXeHnin, ee XxapakTepuUCcTUKu:

- Ha/Iumne ansenb-reHeparopa A1 0becneyveHnst pe3epBHOro 31eKTPONUTaHUA:

- CXema 3/1eKTPONUTaHNs 0gHOIUHenHaa OVl ¢ TabnmuaMy Harpy3ok 1 kabesbHbIM XXypHasIoM:

- TUN 1 XapakTepUCTUKN pacnpefennTesbHbIX YCTPONCTB:

- pabouvie napamMeTpbl CETU 3/IEKTPONUTAHUS.

B.1.4 XapakTtepucTrka CUCTEMbI 3a3eM/IEHNSA:

- CTPYKTypa CUCTEMbI 1 KOSIMYECTBO KOHTYPOB:

- BapuaHT KOHCTPYKTUBHOTO UCNONHEHUS 3a3eMIeHns (04HOTOYEeYHOe/MHOrOTOYEYHOe):

- TUMbl OAHOTOYEYUHbIX 3a3EeM/IEHUI («eX», «enouka» U T.n.):

- pabouvie napamMeTpbl 3a3eMIEHUS.

B. 1.5 XapakTrepucTuka MHHOpMaLVIOHHO-TETEKOMMYHUKALMOHHOM CUCTEMbI NPeAnpUATUS:

- Tonosiorusa («3Be3fa», «KosbLo», «LUMHA») 1 KONMYECTBO aBOHEHTOB;

- Mapka kabens cBs3u (ONTOBOSIOKHO, BMUTasA napa u T4.) U CKOPOCTb B CETU;

- cNoco6bl NPOKNAAKN NNHWIA CBA3K;

- TUMNbI U XapakTePUCTUKN Y3/10B CBA3NDA3BA3KN.

B.2 MNepeyeHb ncxoAHbIX AaHHbIX no O,
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B.2.1 Xapaktepuctunka OW:

- pacnonoxeHue 1 rpaHnLbl;

- HaUMeHoBaHve 1 NpegHasHaveHve;

- peXxuMbl (PYHKLMOHNPOBAHMS;

- NepcoHavn.

B.2.2 XapakTepucTuka cucTem 31eKTPOonUTaHns, MeTasIIOKOHCTPYKLUWMIA, 3a3eMIeHns, BEHTUNALMN U CTPYKTYpH-
poBaHHoli KabenbHoli cet OW (no aHanorum ¢ n.1.3-1.5).

B.2.3 XapakrepucTnka KOHCTPYKTUBHBIX 3/1EMEHTOB:

- UCMOJTHEHWE CTEH U NepekpbITUiA (MaTepuan);

- TOMLWMHA CTEeH 1 NepeKpbITUiA;

- K0athpuLmeHTbl ocnabneHns 3MB cTeH 1 nepekpbITUA.

B.3. MNepeyeHb ncxodHbIX AaHHbIX Mo AC3W.

B.3.1 CocTaB 1 OCHOBHblE XapakTePUCTUKU:

- TN W KOHUrypaLums NoKasibHOWM BbIYUC/TUTENBHON CeTU;

- TUN&X U1 XapakTepUCTUKN aBTOMAaTU3NPOBaHHbIX pabounx MecT;

- TUM&X U XapakTepUCTUKN NepudepuiiHbIX yCTPOICTB;

- YPOBHM ycToiumBocTn no MOCT P 52863.

b.3.2 XapakrepucTuka ceTeBoro 060pya0BaHus:

- MapkKa aKkT1BHOr0 CeTeBOro 060pyA0BaHUs:

- KONNYECTBO CEPBEPOB;

- cepBepHas nnardopma.

b.3.3 XapaktepucTtuka 3agad, pelaembix AC3U.

B.3.4 XapaktepucTyvika obLuero n cneyuansHoro MO.

B.4. XapakTepucTtuka Hapymrens:

- TUN (BHELUHWIA, BHYTPEHHWIA, CroBop):

- KONIMYECTBEHHbIE XapakTePUCTUKN;

- OCHaLLeHNe 1 BOOPYXeHMe;

- MOTUBaUWA AENCTBWIA;

- BO3MOXHOCTb M3roToB/IEHNA. NprobpBTBHMA TC MNC 3SMB;

- BOCTYN Ha npegnpusatne. OW v k cpeacTBam MHopMaTmsauum;

- AOCTYN K CUCTEMAaM 3NEKTPONUTAHNSA Y UHKEHEPHO-TEXHUYECKUM cucTeEMaM obecneyeHuns:

- TaKTUKa felicTBUIA.

MpunoxeHus:

- CUTYaLMOHHbIN NNaH NpeanpuaTus;

- CTPYKTYPHbIE CXEMbl CUCTEM 3M1EKTPONUTaHNS, METaUI/IOKOHCTPYKLMIA, 3a3eMeHnst U MHCDOPMaLVIOHHON Tene-
KOMMYHVKaLMOHHOWN CUCTEMbI NPEANPUATUS;

- nnaHnpoBkn OU € ykasaHMeM CUCTEM 3M1eKTPONUTaHNS, METa//IOKOHCTPYKLWIA, 3a3eM/IeHUs, CTPYKTYpUpOBaH-
Holi kabenbHON ceTn, KOMMNIEKCHOM cucTeMbl 6€30NacHOCTU, CPELCTB XU3HEOBUTaHNS;

- CTPYKTypHas cxema cucteMbl UHhopmaTmaumu:

- JaHHble aHKETHOro onpoca CrneLunasIMcToB NPeAnpUaTUS;

- NPOTOKO/bI CNeLmnanbHoro obcnefoBaHus (TectupoBaHus) ON.
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(o6na3atensHoe)
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TunoBas copma pasgena copmynsapa (TEXHMYECKoro nacrnopra)

aBTOMaTVISVIpOBaHHOIZ cucrtemsbl B 3alluuieHHOM UCNONHEHNUN B COCTaBe

06beKTOB MHOpMaTM3aLuny No 3alnuTe oT NnpegHamMepeHHbIX
CUNOBbIX 3/1EKTPOMArHUTHbIX BO3AelCTBUIA

'.1. Kateropusa AC3W n TpeboBaHue K 3awyiieHHocTy ot NC SMB

Kareropus

Tpe6oBaHye K 3aULLLEHHOCTY OT

[.2. CBoAHaA xapakTepucTika 3aTHbIX KOMNOHEHT AC3U

Ne
n/n

OO6BbEeKT 3aLuThI

MomeweHne

CeTb aneKkTponuraHms

NnHum cBA3mn

AC3M

3asemrnieHne

MeTaITIoKOHCTPYKL K
(vHXeHepHble
KOMMYHUKaLMm)

HanmeHoBaHve n

pasmeLLeHne KOMMOHEHT 3allnTbl

CpepncTBa 06HapyXeHus
CTeHbl BHeLlHWe

CTeHbl BHYTpEHHNE
MepekpbITns

CpepcTsa o6HapyxeHus
CpepcTBa 3alunThl

CpepacTBa 06HapyXeHus
CpepcTBa 3awmThbl

CpepcTsa 06HapyxeHus
CpefcTBa 3alyThbl

CpepacTsa 06HapyxeHus
CpefcTBa 3alyThbl

nc amB

MokasaTenn n 3HavyeHus

3(*)(*J6KTI/IBHOCTVI KOMMOHEHT 3alnTbl

BeposiTHOCTV 06HapyxeHus *
KoadhchmupmeHTbl ocnabnenus

BepoaTHOCTU 06HapyxeHust *
KoadhpmumeHTbl ocnabnexuns

BeposiTHOCTV 06HapyXeHus *
KoadhchmumeHTbl ocnabnexns

YcToiAunMBOCTb NO
[OCT P 52863

BeposATHOCTM 06HapyeHus *
KoadhcpmumeHTbl ocnabnexus

BepoaTHOCTU 06HapyxeHust *
KoathpmumeHTbl ocnabnexus

‘BeposiTHOCTM 06HapyxeHuss MC 3MB onpefensioTca No MeToAuKe OLEeHKU 3hhekTUBHOCTH, COrlacoBaHHOW €
10/1BeIOMCTBEHHOI OpraHusaLmeii no sawmre nHpopmaLmm Ha O

I.3. YueT npoBepok KOHTPO/A 3aLmieHHocTn AC3U

17
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Bubnmorpadms

[LJ CrpoutenbHblie HOPMbI 1 Npasunia MHCTpyKUmMA O nopsigke paspaboTku, CcorniacoBaHus, yT-
CHwuIM 11-01-95 BEPXAEHWS W cocTaBe MPOEKTHON [OKyMeHTauun Ha
CTPOUTENbCTBO MPEANPUSTUIA, 34aHUiA 1 COOPYXeHUI

[2] MonoxeHue no aTTecTauum 06BLEKTOB MHGIOpMaTU3aLMK No TpeboBaHMAM 6e3onacHocTn MHdopmaumn (YTeep-
XAeHo npefcenatenem rocyfapcTBEHHON TeXHUYECKON komuccum npu MNpesugeHTte Poccuiickoli ®epepaumm 25
HoA6ps 1994 r.)

YK 004.78:004.056(083.74):006.354 OKC 35.020

KnioueBble cnosa: npefHamepeHHble CU/I0Bble 3/1EKTPOMArHUTHblE BO3AeNCTBUSA, aBTOMaTU3NpOoBaHHas
cuctema, aBToMaTM3npoBaHHas cucTema B 3aliylLeHHOM UCMOSIHEHUW, MOAESb Yrpo3, KOHUENUMA 3alinThl,
MPOEKTHbIE PELUEHNA 3auinTbl, OLeHKa 3P EKTUBHOCTY 3all1Thl, aTTecTaums B 3aliMLEHHOM WUCMNO/IHEHUN,
TEXHWYECKME CPeACTBa 3alluTbl, OPraHn3alMoHHbIE MEpPb! 3aLnTbl, KOHTPO/b 3aLLMLLEHHOCTH
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