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2 BHECEH TexHuyeckum KOMUTETOM No cTaHgapTtusauum TK 306 «/3mepeHuns v ynpassieHue B npo-
MbILLIEHHBIX NpoLieccax»

3 YTBEPX/EH VI BBEJEH B AEWCTBVE [Mpukasom deaepasbHOr0 areHTCTBa Mo TEXHUYECKOMY
perynmposaHuio 1 MeTposIoTUn OT 22 UKOHA 2015 T. Np 775-cT

4 HacTosiwwnii cTaHAapT MAEHTUYEH MeXAYyHapoaHOMY AOKYMeHTY IEC/PAS 62443-3:2008 «[pombiw-
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(IEC/PAS 62443-3:2008 «Industrial communication networks — Network and system security — Part 3:
Security for industrial process measurement and control»).
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OOMONMHUTENLHOM MpuioXeHun b

5 BBEJEH BMNEPBbIE
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BsepeHune

PaHee n3onuMpoBaHHble aBTOMATM3MPOBaHHbIe CUCTEMbI BCe 60/blle 06beANHATCA B CeT 06Lwero
nonb30BaHUs U, crefoBaTelbHO, pacTeT YA3BUMOCTb TakMx CUCTEM nepej atakamu. CTaHAapTHbIE MexaHus-
Mbl 06ecneyeHuns IT-6e30NacMOCTU UMEIOT Lenn 1 cTpaTerun 3alinTbl, KOTOPble MOTYT 6bITb HEMPUMEHVMbI
ANS aBTOMATM3NPOBAHHbLIX CUCTEM. HacTosAwumiA cTaHAapT onucbiBaeT KOHUeNnuuio obecneveHns Gesonac-
HOCTW fOCTYNa K MPOMbILUMIEHHBIM CUCTEMAM W BHYTPY HUX. YTOGbI MPW 3TOM rapaHTUpOBanoCh CBOEBPEMEH-
Hoe cpabaTbiBaHVe, KOTOpoe MOXeT ObiTb KpaiiHe BaXHO AN1A (PYHKLUMOHMPOBaHWA MPOWU3BOACTBEHHOIO
obbekTa.

[na npuknagHbix cuctem 6€30MacHOCTU U cUcTeM B hapmaLeBTUHeCKX Uan Apyrux y3kocneunanmsn-
POBaHHbIX OTpac/ieil NPOMBbILLIEHHOCTU MOTYT 6bITb MPUMEHUMbI AONOSTHUTE bHbIE CTaHAAPTbI, 4UPEKTUBSI,
onpegeneHus nycnosusa. Hanpumep. MK 61508. GAMP (ISPE). npasuno 21 CFR (FDA) ana cooTBeTcTBUA
GMP u CtaHgapTHbIl pernameHT EBponeiickoro areHTcTBa fiekapcTBeHHbIX cpeacTtB (SOP/INSP/2003).
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HALUWOHANBbHDLIN CTAHOAPT POCCUNCKOMN GELEPALUMN

CETV KOMMYHUKAUMOHHBLIE MPOMBbILWJTEHHbIE

3alunueHHocTb (kmbep6e3onacHOCTb) CETU U CUCTEMbI
Yactb 3

3alyieHHocTb (knbep6e3onacHoCTb) MPOMbILIEHHOTO MpoLecca N3MEpPEHNs 1 ynpaB/ieHus

Industrial communication networks. Network and system security. Part 3. Secunty for Industrial process measuremenl
and control

[ata BBegeHns — 2016—01—01

1 O6nacTb NpMMeHeHuUs

HacTosAwwuii ctaHgapT ycTaHaBnvBaeT KOHLEenuuio obecneveHns 6e30nacHOCT acnekToB MHopmalm-
OHHO-KOMMYHUKaLMOHHbIX TEXHOMIOTUIA CUCTEM M3MEPEHUIA 1 yNpaB/eHns B MPOU3BOACTBEHHbIX NpoLeccax,
BK/IlOYAsA CeTU TakMX CUCTEM M YCTPOWCTBA B COCTaBE Takux CeTell, Ha aTane akcnayartaumm XU3HEHHOTO LiuK-
na NpoM3BOACTBEHHOro 06beKTa.

HacTosAwwuii ctTaHaapT ycTaHaBAMBaeT METOA0/1I0TMYECKYO OCHOBY A5 (DOPMYIMPOBaHUs Tpe6oBaHWiA
K 6e30MacHOCTM 3Kcnyatauun Npon3BoACTBEHHOIO 06bEKTa U NpeiHa3HauYeH npexae Bcero Ana snagesb-
Les/onepaTopoB aBTOMAaTM3MPOBAHHbLIX CUCTEM, OTBeYaLWuUx 3a IKchnayaTauuio CUCTEM YynpasieHus,
ncnosb3yembix B npombiwneHHocTtu (ICS).

Kpome Toro, akcnnyataunoHHble TpeboBaHusA, ycTaHOB/IEHHbIE B HACTOALWEM cTaHfapTe, MOryT 6bITb
MCNONb30BaHbl TEMU, KTO NMeeT oTHoweHue K ICS. B ToM unucne:

a) pas3paboTyuMkn aBTOMAaTU3MPOBAHHbLIX CUCTEM;

b) n3rotoBuTenn (NoCTaBLLUKN) YCTPOKCTB, NOACUCTEM U CUCTEM;

C) c6opLmMK1 NOACUCTEM U CUCTEM.

PAS yuuTbiBaeT crnegytoline Bonpochl:

MOCTENEHHbIN NepeHOC/3BONIOLMSA CYLLECTBYIOLMX CUCTEM:

[OCTMKeHWe Lienei 6e30nacHOCTY C NOMOLLbIO CYLLEECTBYIOLLIMX KOMMEPUYECKNX TEXHONOTI N NPOAYKTOB;
rapaHTust HafeXHoCTU/[OCTYNHOCTU 3alUULLEHHBIX KOMMYHUKALMOHHbIX CEPBUCOB;

- NMPUMEHUMOCTb K CUCTEMAM /TI0ObIX pasMepoB 1 C /1106bIMU pUcCKaMun (YHUBEPCAIbHOCTD);
COBMECTUMOCTb TpeboBaHWil 3aLnTbl, HOPMATUBHO-NPABOBOIO COOTBETCTBUSA U (DYHKLMOHANBHOCTH
aBTOMaTuKM ¢ TpeboBaHMAMN 6e30MacHOCTY.

MpumeuvaHne 1— MNpPon3BOACTBEHHbIE O0OBEKTBI M CUCTEMbI MOFYT COAEPXaTb KOMMNOHEHTbl U YCTPONCTBa,
KpaiiHe BaxHble Ana 6e3onacHoOCcTH. JTlo6ble KOMNOHEHTbI, OTHOCSLWMEeCs K 6e30NacHOCTU, MOTYT 6bITb CEPTUMLUPOBAHbI
B pamkax M3OK 61S08 v B COOTBETCTBUM C €r0 YPOBHAMMU LLe/IOCTHOCTM 6e3onacHocTy (SIL). Hactoawwmii cTaHaapT He ra-
paHTMpyeT, YTO ee TexHUYeckne Tpe6GoBaHNS NOHOCTbIO U/IM YAaCTUYHO COOTBETCTBYIOT UM AOCTATOYHbI 4715 6e30nacHoc-
TV Taknx KOMMOHEHTOB W YCTPOMNCTB, BaXHbIX 47151 6€30MacHOCTH.

MpumeuyaHue 2— HacToawwii cTaHAapT He BKIlOYaeT B cebsi TpeGoBaHUil K OLeHKe 1 NpoBepke obecneve-
HWs 6€30MacHOCTM.

NMpumevyaHue 3— Mepbl, NpegycmaTpmBaemble HACTOALMM CTaHAAPTOM, CKOPEE NPUBSI3aHbl K NpoLeccam v

HOCAT 06WWMii XxapakTep, B OT/IM4ME OT cneuunanbHbiX, UM HOCAT XxapakTep AMPeKTUB, onpeaenssa TeXHu4eckue KOHTpMepbl
1 KOHdUrypaumu.

MpumeuaHue 4— MNONOKEHUA HACTOALLETO CTaHAAPTA ONUCAHbl A3bIKOM, MPUBbLIYHLIM AN Bhages bua/one-
paTopa Npou3BOACTBEHHOr0 06bEKTa.

M3paHne oduynanbHoe
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MpumMmeuaHune 5— HacToswmil CTaHAAPT HE PACNPOCTPAHSETCA Ha NPOLECCHI XXU3HEHHOTO LnKna hopMynu-
poBaHUs KOHLeNuMu, NPOEKTUPOBAHWS U peann3auum, T. e. ycTaHaBnueaeT Tpe6oBaHus K paspaboTke GyayLlero npogykra
M3roTOBUTENS YNPaBAAOLWEr0 060pYyA0BAHMS.

MpumeuvaHne 6— HacTosawmii CTaHOapT He pacnpoCTpaHAeTCA Ha UHTerpaumto KOMNOHEHTOB U NOACUCTEM B
cucrtemy.

MpumMeyaHne 7— HacToAwWwmMiAd cTaHAapT He pacnpocTpaHsieTcss Ha MaTepuanbHO-TEXHUYECKOE CHaGXeHue
ANA MHTerpauun a CyLlwecTBYIOLYI0 CUCTeMY, TO eCcTb TpeboBaHUs K MaTepuanbHO-TEXHUYECKOMY CHabXeHuo AN Bna-
Aenbua/onepaTopoB NPOM3BOACTBEHHOrO 06bekTa.

MpumeuyaHne 8— Bpamkax MIOK 62443 npegycmoTpeHa pas3paboTka Tpex YacTeil, KoTopble BK/IUAKT B ce-
651 60/IbLUIMHCTBO NOMOXEHWN, U3MI0XEHHBIX B NpUMeYaHnsax 1—7. B npunoxenun A npuseAeH naaHnpyemsblii 06bem 1 co-
JepxaHue paspabaTbiBaeMbix CTaHAapTOB.

2 HopMaTuBHbIE CCbIIKK

CTaHfapThbl, CCbINIKA Ha KOTOPble NpuBefeHbl B HAacToAWeM pasfene, ob6a3atefibHbl Npyu NPpUMEHeHUn
HacTosero ctaHgapTa. [1a AaTMpoBaHHbIX CCbIIOK MPUMEHSIIOT TOMIbKO yKasaHHoe usgaHve. nsa Hepatu-
POBaHHbIX CCbIIOK MPUMEHSAIOT NocnefHee N3faHne CCbiIOYHOro cTaHAapTa {BKaYas nobble N3IMeHeHus).

MCO/M3K 15408 (Bce uyacTtu) WHopmaunoHHaa TexHuka. TexHonormm 6GesonacHocTu. Kputepum
oueHkn pansa  6esonacHoctn IT (ISO/IEC 15408 (all parts). Information technology — Security
techniques — Evaluation criteria for IT security)

MCO/M3K 27002:2005 VHdopmaLmoHHaa TexHuka. TexHonorum 6esonacHoctu. Csog npasun ans
ynpasfieHus IT-6e30MacHOCTbI0 (ISOVIEC 27002:2005. Information technology — Security
techniques — Code of practice for IT security management)

MCO/M3K Pykosogswmii npuHumn 73:2002. YnpaBsieHue puckoMm. TepMuHonorus. AUpekTuBbl K
ucnonb3oBaHnio B ctaHgapTax (ISO/IEC Guide 73:2002. Risk management — Vocabulary — Guidelines for
use in standards)

3 TepMuHbI, onpeAesieHns U cokpall,eHus

3.1 TepMuHbl 1 onpeaeneHns

B HacTosiLem cTaHAapTe NpYMeHeHbl cneaytolie TePMUHbI C COOTBETCTBYHOLWMMN ONpeaeeHNAMN:

3.1.1 ynpaBneHue goctynom (access control): MpegynpexaeHne 0 HeCaHKLMOHMPOBAHHOM UCMO/b-
30BaHUK cnyxe6HOro pecypca, B TOM YMC/e O ero Mcnosib3oBaHun 6e3 aBTopusaumu.

(MCO/M3K 18028-2:2006. n3meHeH]

3.1.2 ncTtouHuk yrpo3sbl (adversary): JZlormyeckuii 06BHEKT, COBEpPLUAKLNIA aTaky Ha CUCTEMY WM
npeAcTaBnALWNiA ANA Hee yrposy.

[RFC 2828]

3.1.3 curHan Tpesoru (alert): Tekywas nHaMKaumsa, ykasbiBawLas Ha T0. YTO MHOPMALMOHHAA CuC-
TemMa 1 ceTb MOTYT NOABEPrHYTLCS aTtake U HaxoAuTbCA B ONacHOCTU BCNeAcTBUe aBapun, c60a nnm owno-
Kn nopeii.

[MCO/M3K 18028-1:2006}

3.1.4 nmywecTBeHHbIi 06beKT (asset): UTo-nmbo, npegcrasnsiollee LEHHOCTb 418 OpraHu3auum.

[MCO/M3K 13335-1:2004]

3.1.5 HagexHOoCTb (assurance): XapakTepucTvka COOTBETCTBYIOLMX AECTBUIA WA NPOLECCOB, Aato-
Las yBepeHHOCTb B TOM. YTO pe3ynbTaT yaoBAeTBopseT TpeboBaHusM 6e30nacHoOCTU.

[MCO/M3IKITO 15443-1]

3.1.6 ataka (attack): MonbITKM YHUUTOXUTb, NOABEPrHYTb ONACHOCTKW, Npeobpa3oBaTtb UM BbIBECTU U3
CTPOSi MH(POPMALMOHHYIO CUCTEMY W/MNN COAEPXaLLyCA B HEW MHDOopMaLMio, UK NHbIM 06pa3oM 3aTpo-
HYTb MONNTUKY 6€30MacHOCTH.

[MCO/M3K 18043]

3.1.7 noBepxHOCTb aTaku (attack surface): COBOKYNHOCTb pPecypcoB CUCTEMbI, KOTOPblE Hanpsmyio
WM KOCBEHHO MOABEPXEeHbl MOTEHLNATLHOMY PUCKY aTaku.

3.1.8 ayaut (audit): OdmymansHble 3anpoc, nccnegoBaHve UM cpaBHeHne akTM4yeckux pesynbra-
TOB C OXVJaeMbIMU B LeNsiX NOATBEPXKAEHUS COOTBETCTBUSA UX YCTAHOB/IEHHbIM TPEGOBAHNAM M COBMECTU-
MOCTN Mexfy cTaHAapTaMu.

[MCO/M3K 18028-1]



FOCT P 56498—2015

3.1.9 npoBeneHne ayTeHTuthukaummn, ayteHtudukaynsa (authenticate, authentication): MNMposepka
3as8BNSEeMOl MAEHTUYHOCTU NTOTUYECKOro 06beKTa.

[MCO/M3K 19792]

3.1.10 pgocTtynHocTb (availability): CBONCTBO 6bITb 4OCTYMHbLIM U MCMOMb3YEMbIM MO 3aNpocy CO CTOPO-
Hbl YNO/IHOMOYEHHOTO /IOTMYECKOro 06beKTa.

(NCO 7498-2]

3.1.11 kommepueckn gocTynHble npoaykTbl (Commercial off the shelf, COTS): MNpoaykTbl, N3roToB-
NIeHHble U pacnpefeneHHble B NPOMbILLIEHHOM MacluTabe A1 MHOrOKpaTHOro NpUMeHeHUs U/Mnn MHoXec-
TBa nNoTpebuteneid; MoryT 6biTb U3rOTOB/IEHBI HA 3aKa3 /1A CMEeLManbHOro NPUMEHEHNS.

MpumeuyaHne — COTS cnegyet oTanyaTb OT NPOAYKTOB, KOTOpble pa3pabarbiBalOTCA WCKNHOUYUTENIbHO ANS
cneunanbHOro NPUMeHeHus.

3.1.12 yTeuka nHdopmaumm (compromise): HecaHKLMOHNPOBaHHOE NCNOb30BaHNe, paccekpeynsa-
Hve. npeobpa3oBaHune NN 3aMeHa B KaXA0M V3 CyyaeB — AaHHbIX, NPOrpamMm v KOHgUrypauum cuctemsl,
TO ecTb B pe3yfibTare u nocfie HeCaHKLMOHMPOBAHHOIO NMPOHUKHOBEHWS.

3.1.13 koHguaeHunanbHocTh (confidentiality): CBolicTBO, yKa3biBalLLee Ha TO. YTO MHhopMaLus He
6blna 4OCTYNHA UK pacKkpbiTa HEaBTOPU30BaHHbLIM MLAM, JIOTMYECKUM 0O6bekTaM Wan npoleccam.

[MCO/M3K 13335-3]

3.1.14 perucTpauuoHHble faHHble (credentials): CpeAcTBO MOATBEPXAEHUS TOrO, YTO HEYTO WU
HEeKTO ABMAETCA TeM. 3a Koro cebs BblgaeT, NpuyeM Takoe abCcTpakTHOe CpeAcTBO MOXET NpefcTaBnAaTb
c060li yyeTHble |IT-AaHHble foCTyna K MHDOPMAaLOHHOMY CepBUCY UK pecypcy.

[MCO/M3K 24760]

3.1.15 gemunutapusoBaHHas 3oHa (demilitarized zone. DMZ): XocT 6e30nacHOCTM nan HebonbLLas
ceTb (HasbiBaeMas Takxe 3alluleHHO NoACeTbI0), pacrnonaraemble Mexay CeTaAMU B KAUeCcTBe «HenTpasib-
HO 30HbI».

[MCO/M3K 18028-3]

MpumeyaHune — [laHHan 30Ha obpa3yeT 6ydepHyto 30Hy 6e3onacHocTn (MCO/M3K 18028-3).

3.1.16 oTkas B o6cnyxumBaHum (ataka) [denial of service (attack)]: ATaka Ha cuctemy, HanpaBneHHas
Ha orpaHuyeHve ee fOCTYNHOCTY.

[MCO/M3K 18028-4]

3.1.17 cobbiTue (event):. CobbiTue B cucTemMe, OTHOCALLEEC K ee 6e30MacHOCTU.

[RFC 2828. nameHeH]

3.1.18 He3alMlleHHbIA, He3awm weHHoCcTb (exposed, exposure): CocTosiHUE YS3BUMOCTM U OTCYT-
CTBMWSA 3alMTbl MPOTUB aTaku.

3.1.19 BHewHwUn (external): HaxopsAwwiica 3a npegenamu nM60 Ha BHELUHEW rpaHuue nepumeTpa
6e30MacHOCTM NpoMbIWeHHol ceTn ynpaBneHns (ICN), To eCTb OTHOCALLMIACA K BHELLUHEW OpraHn3aluoHHOM
MmN 06LWwef0CTYNHOW ceTu.

3.1.20 wno3 BHeWHNX NoaknoyeHunii (external connectivity gateway; ECG): CneunanbHbliii W03
6e3onacHocTn (SGW) Ha BHelUuHel rpaHuue nepumeTpa 6esonacHocTy ICN. kak npaBuio, C AONONHUTENbHbI-
MU DYHKUMSMU A5 BbINONHEHWS CneunanbHbiX 3anpocoB, TO eCTb 415 NOAKII0YEHNS BHELHNX YCTPOMNCTB.

3.1.21 BHewHsnAa ceTb (external network; EN): CeTb, BHELLHAA N0 oTHOWeHMo K ICN, nnbo Bxoasalias B
cocTaB opraHusauuu, Kk Kotopoii npuHagnexuT ICN. nnbo npuHagnexawas TpeTbeli CTOpoHe, 6o obue-
[OCTyrnHas, T. e. VIHTepHerT.

3.1.22 akcnepTusa (forensic): [JelcTBMA NO OO6BACHEHUIO NpOLIEALWEro cobbITUA B OULMANTBHOM
nopsifike 1 ¢ BO3MOXHOCTbIO MepenpoBepkun 419 BO3/10XKEHNA OTBETCTBEHHOCTU NoC/1e0BaTe/IbHbIM U 10TNY-
HbIM 06pas3om.

3.1.23 w3, wnw3 6e3onacHocTn (gateway, security gateway; SGW): Touka CoegUHEHNS MeXAy
CeTAMMW WU CeTU C NOACETAMMU U BHELWHWMU CeTAMMW, NpefHasHavyeHHas ANs 3aluTbl CeTW Wan NoAceTn B
COOTBETCTBUM C YCTAHOB/IEHHOI NOMUTUKON 6€30MacHOCTH.

[MCO/M3K 18028-3. nusmeHeH]

MpumeyaHune — LLUN03 6e30MaCHOCTM BKIOYaET B Ce6A HE TONIbKO MeXceTeBble 3KpaHbl. TepMUH oxBaTbiBaeT
TakkKe MapLuIpyTM3aTopbl U NepeknoyaTeny, KoTopbele obecneunBaroT QPyHKLMUM ynpaBaeHus 4ocTynom 1 npyu Heo6xogmmoc-
™ — wudposanus (MCO/M3K 18028-3).

3.1.24 ycunaTb 3awuTty, ycuneHue 3awutsl (harden, hardening): YaaneHne HeHyXHbIX yHKUWI A1s
YMEeHbLUEHUS (hU3NYECKUX, NTOTUYECKMNX UMM OpraHN3aLMOHHBIX YSI3BUMOCTEN.
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3.1.25 yenoBeKko-malWwnHHbIA NHTepdeic (human-machine-interface; HMI): ®yHkuus obopygosa-
HUS. HanpaB/feHHasn Ha NpeAocTaB/ieHNe BbIXOAHOW MHhopMaL M onepaTopy 1 nprem BBOAMMONM MHpopma-
LMK OT onepartopa, B pe3ynbTaTe Yero 4YenoBek, HanpMmep, oneparop, CTaHOBUTCA HEOTbEMIEMON YaCTbio
npouecca.

3.1.26 uHumpeHT (incident): Cob6biTe 6€30MacHOCTU WM KOMOMHALUUS MHOXECTBEHHbIX COObLITUIA
6e30nacHOCTH, cTassLMe Nog yrpo3y 6e30nacHoCTb.

3.1.27 npombilwneHHan ceTb ynpaBneHus (industrial control network; ICN): CeTb, cBsi3biBaloLas
mexgy coboii o6opygoBaHme NPOMbILLIEHHON) cucTeMbl ynpasnenus (ICS). Ha Tepputopum 04HOTO 1 TOT0 xe
3aBofla MOryT umeTbca pasnunyHble ICN, KoTOpble MOryT ObiTb CBA3aHbl C yAaneHHbIM 060pyfoBaHueM K
pecypcamu, HaxoAALWMMUCA 3a npejenamu 3asoja.

3.1.28 npombiwneHHasa cuctema ynpasneHus (industrial control system: ICS): Cuctema, coctosias
13 XOCTOB, YCTPONCTB 1 060pyA0BaHMSA AN BbIYNCAEHUA 1N yNpaBieHNs NpoM3BOACTBEHHBIMU MpoLeccamu,
WHTErpupoBaHHbIX Mexay co60li ANA ynpaBneHus NpoMbILIeHHbIM NPOM3BOACTBOM, Nepejayein nHopma-
LMK unm pacnpegeneHmem pecypcos.

MpunmedyaHune— Bpamkax HacTosLiero ctaHgapTa TepMuH ICS o603HavaeT aBTOMaTU3NPOBaHHbIe CUCTEMbI B
ueniom, BKoYas cCMCTeEMbl ANCMETYEPCKOro KOHTPonsA u cbopa aaHHbix (SCADA).

3.1.29 uHcaligep, B npegenax, BHyTpeHHui (insider, inside, internal): Jlornyeckuii 06BbEKT Haxoas-
Wuiics B npegenax nepumeTpa 6e30nacHOCTU; MHcaigep — 3TO NIOTMYEeCcKUii 06bEKT, YNOMTHOMOYEHHBIN Ha
[0CTyN K pecypcamM CUCTEMBbI.

MpumMmeyaHune — ATaka MHCANAEPOM OTHOCUTCS K MCMO/b30BAHMIO PECYPCOB CUCTEMbI HA HECAHKLMOHMPOBAH-
Holi ocHoBe.

3.1.30 uenocTHOCTb (integrity): MapaHTUA TOYHOCTM U MNOJIHOTbLI MHhOpMaLUN U MeToL0oB 06paboTku
nHdopmaLmu.
[MCO/M3K 21827]

MpumeyaHue — LIefIOCTHOCTb MOXET OTHOCUTHCA HEMOCPEACTBEHHO K AaHHbIM (L€NOCTHOCTb AaHHbIX) UK K
peictaytowein ICS (LeNOCTHOCTL CUCTEMBI).

3.1.31 uHTpaHeT, uHTpaceThb (intranet): KomnbloTepHas ceTb, KOTOpas OCHOBaHa, B YAaCTHOCTU, Ha
TEeXHOMornM 06LeAoCTYNHON ceTu, NCNoNb3yeTcA opraHu3aunein B CO6CTBEHHbIX BHYTPUKOPNOPATUBHBIX,
06bI4YHO NpUBaTHbIX LeNsx v HefocTynHa ANs ayTcaifepos.

3.1.32 HecaHKUMOHMPOBAaHHOE NMPOHUKHOBEHMe (intrusion): NHUMAEHT, NpY KOTOPOM HEYNO/IHOMO-
YeHHbIVi TOTMYECKUi 06BEKT, TO €CTb 3/10YMbILLIEHHVK, NOTyHaeT NN ABHO NbITAETCA NOAYUYNUTb JOCTYN K CNy-
XeO6HbIM pecypcamM CUCTEMbI.

[RFC 2828. nameHeH]

3.1.33 geTeKkTupoBaHuMe HeCaHKLMOHUPOBAHHbIX MPOHUKHOBeHUI (intrusion detection): Cepsuc
6e3o0nacHOCTH, KOTOpPbI/i NO3BONSAET OTCNEXMNBATb Y aHaNM3MpPoBaTb CUCTEMHbIE COObITUSA C LieNblo BbisiBMe-
HUS 1 YBEAOM/IEHNA B PEXUME peasibHOro UK NoYTU peasnbHOro BpEMEeHW 0 NONbITKaxX NOyYeHUst HecaHKLUu-
OHMPOBAHHOIO A0CTYyNa K pecypcam CUCTeMbI.

[RFC 2828]

3.1.34 kpunTorpaduyeckuii nnu cusunyeckunii knwu [(cryptographic or physical) key]: YcTpoiicTso,
HOCUTe b MHhopMaLMn NN OTKPbITLIN TEKCT, CBA3aHHbIE C MeToAaMun ayTeHTudmkauum nnv kpuntorpaduu,
a TaKke nNpuBUNErnAMU ynpasneHus AOCTYNOM.

3.1.35 npoTokonupoBaThk, npoTokonuposaHue (log. logging): C60p AaHHbIX 0 COBLITUAX MHpOpMa-
LIMOHHON 6e30MacHOCTM C LieNibio ee MPOBEPKM 1 aHanm3a u TeKyLUi MOHUTOPWHT.

[MCO/M3IK 18028-1]

3.1.36 BpefoHOCHble NnporpamMmmbl (malware): BpegoHocHoe nporpamMmHoe obecnedeHmne, Takoe Kak
BMPYC UM TPOSHCKWIA KOHb, CO3[aHHOEe cneunanbHO A5 NOBPeXAeHNs CUCTEMbl AN BbiBOAA €€ U3 CTPOoS.

[MCO/M3K 18028-1]

3.1.37 koHTpMepa (countermeasure): leiicTBue, ycTpoIicTBO, NpoLiegypa wan ctparerus, ocnabnsio-
Lme yrposy, ya3BUMOCTb WU NPOTMBOLENCTBYIOT aTake nyTeM ee OTPaXeHUs Win npefoTBpalleHuns, unm
MUHUMM3ALMK yuep6a, KOTOPbI OHA CNOCO6Ha HaHecTW, UM NyTem ee 06HapPYXeHWs U COOBLLEHNS O Hel,
4YTO6bI MOT/10 6bITh NPEANPUHATO KOPPEKTUPYIOLLee aelicTBue.

[RFC 2828]

3.1.38 coob6ueHne (message): YnopagoyeHHasa nocnefoBaTelbHOCTb OKTETOB (Mn 6UT), cnyxallas
ANna nepefayun nHgopmaumu.

[MCO/M3K 2382. nsmeHeH]
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3.1.39 oTcnexusatb (monitor): MNMpocnexusaTb TekyLine feiicTBUA 1 cO6bITUA B LEensx NoATBepxae-
HVA MHpopMaLuy 0 TOM. YTO BbISI0 NPOCIEXEHO.

[MCO/M3K 13888-1, nsmeHeH]

3.1.40 3awuTa OT Henpu3lHaHusA ydactmsa (non-repudiation): CBOCTBO AelicTBuMSA, AonyckaiwLliee
MHOrOKpaTHYH NocneayoLLyo NPpoBEPKY TOro, YTO 3TO AeCTBUE Gbl/I0 BbIMOSHEHO AAaHHbLIM YHACTHUKOM WUn
MCXOAUNMO OT Hero.

[RFC 2828. n3ameHeH]

3.1.41 Bnapgeneu/onepatop (owner/operator): Xo3aicTBYyOLWNI CyObEKT, OTBEYAIOLLMIA 3a aKcnyaTa-
uuto cuctemsl ICS nnn SCADA.

3.1.42 cermeHT, cermeHTUpoBaHue (partition, partitioning): OrpaHuyeHHas cmanyeckas nim normyec-
Kasi 30Ha, B KOTOPOIi NpefocTasBieHne AOCTyNna K pecypcam wiav oTkas B AaHHOM [0CTyne peryimpyroTcs npa-
BUMaMM JOCTYNa U MeXaHU3MaMmn KOHTPONIS.

[CCOPP v0.5, nsmeHeH]

MpumeuyaHue — CermeHT UMeeT YeTKyto rpaHuLly C 4pyrumMn cermeHTamu. Monutrka 6e30nacHOCTU cermeHTa,
KaK NpaBusio, yKpenaeHa COBOKYMHOCTbIO MEXaHN3MOB, UMEIOLUXCS KakK Ha nepudepumn CerMeHTa, Tak u BHyTpu Hero. Cer-
MEHTbI MOTYT UMETb MepapXUueckyto CTPYKTypy.

3.1.43 nepumeTp (perimeter): FpaHuULbl CEFMEHTA UK 30HbI CETU, OOLIYHO 3alnLLLaeMble MexaHu3ma-
MW B COOTBETCTBUM C NOANTUKOW 6e30NacHOCTU WA MPUHATLIM PErNaMeHTOM Ha ynpaBfieHne AOCTYNOM.

3.1.44 BopoTa ¢usnyeckoro goctyna (physical access gate; PAG): Touka dm3myeckoro gocryna,
npeAHasHayeHHas 415 ynpaB/fieHUs aBTopu3auuveil, Hanpumep, nepcoHana n o06opyAoBaHUA Mpu KUX Mpo-
HWKHOBEHUN BHYTPb MepumeTpa 6e3onacHocTu 3asoga w/munu gusnyeckoro cermeHta ICS. v nokugaHum
npefenos ykasaHHOro nepumMeTpa.

3.1.45 oTKpbIThI/ TekcT (plaintext): JaHHble, KOTOPblE YEMOBEK AN MallMHa CNOCOGHbLI NpounTaTb 1
MOHATb, TO €CTb BXOAHbIE AaHHble, NoANexaline npeobpasoBaHnio METOAOM WNGPOBAHNA, UN BbIXOAHbIE
[JaHHble, NoNyYeHHble METOA0M pacLUMtpPOBKL.

[RFC 2828. nameHeH]

3.1.46 3aBog (plant): Mpou3BoACTBEHHOE NOMELLEHME, KOTOPOE 06bIYHO MMEET (PU3NYECKN 3aLULLEeH-
Hbll NepuMeTp 1 Ha TEPPUTOPMU KOTOPOTO OCyLLecTBAseTcs (M3nMYecknini npouecc 1 pacnosioxeHsl ICS un
ee ICN.

3.1.47 npusunerus (privilege): MNMpaBo nnu paspelueHne, npegocTasnsiemMble B SBHOI hopme oTaeNb-
HbIM MOSb30BaTENSAM WM YCTPONCTBaM, a Takke onpeAesieHHoW rpynne nonb3oBarteneil nam ycTpoicTs, Ha
BbINOMHEHNE OonpeAeneHHbIX AeiiCTBUI, BXOAALLMX B COCTaB JO/MKHOCTHbIX 06513aHHOCTEN 1 06 beANHEHHbIX
mMexay co60i No OTANYUTENbHBIM NMPU3HAKaM.

3.1.48 npokcu (cepsep) [proxy (server)]: KomnbloTepHbI NpoLecc, KOTopblii nepeHanpasaseT NpoTo-
KON MeXy KNMEHTCKON 1 CepBEepHOI KOMMbIOTEPHBLIMW CUCTEMaMU, NPeACTaBNAACh KIMEHTY OT UMEHU cep-
Bepa. a cepBepy — OT UMEHU KNeHTa.

[RFC 2828. nameHeH]

3.1.49 B pexume peanbHOro BpemeHu (real-time): OTHOCALWMIACS K BPEMEHW pearmpoBaHnsa BblUKC-
NINTEeNbHBIX YCTPOCTB, KOTOPOE HACTO/IbKO Maso, YTO pearnpoBaHue KaXkeTcs MTHOBEHHbIM 1 6e3 3aepXKek.

3.1.50 pesepsupoBaHue (redundancy): lybnvposaHune BaxHenLmnx KOMNOHEHTOB 6e30nacHoCTH cuc-
TEMbI C Lie/Ibio MOBbILIEHNS ee AOCTYNHOCTH.

MpumMmeuyaHune — Mpu pesepBUPOBaHUN BO3PACTAET AOCTYNHOCTb, HO MOGOYHLIM PE3y/IbTaTOM NpPU 3TOM 06bIY-
HO AIBNSIETCS NOBbIWEHWE YS3BUMOCTH, YTO OTHOCUTCA, HANpUMep, K KOMMYHUKALWOHHOMY KaHay.

3.1.51 ocTaTouHbIli puck (residual risk): Puck, coxpaHsaoLwuiics nocne peannsaumm KOHTpMep.

[RFC 2828]

3.1.52 puck (risk): CoyeTaHne BEpOSATHOCTU COBLITUSA W €ro MOCNefCTBUA, FAe BEepOSATHOCTb — 3TO
KONMYECTBEHHAsA OLLeHKa BO3MOXHOCTM TOr0, YTO 3TO COBbITUE NPOU30HAET.

[MCO/M3K PykoBoacTteo 73:2002]

MpumeuyaHune — MocneacTsrem HasbiBaeTcs yuwep6 A1 UMYLLECTBEHHbIX 06bEKTOB.

3.1.53 3alunLLeHHbI, 3aWneHHoCTb (secure, security): MpoAyKT, cuctema uam cepeuc cunTalTCs
3aLUULLEHHbIMUN B TAKO CTENEHU, YTO UX NOSIb30BaTE/IN MOTYT PacCUMTbIBATH HA TO, YTO OHW (DYHKLVOHWPYIOT
(nnn 6yayT OYHKLMOHMPOBATL) Haanexawmm ob6pasomM. IT0 NOHATME 0ObIYHO paccMaTpuBaloT B KOHTEKCTe
OLLeHKM hakTUUYECKNX UIN OLLyLLaeMbIX Yrpos.

[MCO/MIKITO 15443-1]
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3.1.54 ueHTp 6e3onacHOCTK (Security centre): HafgexHblii pecypc 415 MOHUTOPWHra, UCNpaBieHus,
06HOB/EHNSA, 06pabOTKM Mognuceli U onoBeLleHNS B paMkax obecneyeHns 6esonacHocTn ICN. BHewwHMiA
LeHTp 6e30nacHOCTV pacnonoXeH 3a npegenamv nepuMeTpa 6e3onacHocTy ICN.

3.1.55 cuctema ynpasneHusa (MHopmaunoHHON) 6e3onacHocTblo [(information) security
management system (ISMS)]: YacTb obuieii cucTembl ynpaBfieHusl, OCHOBaHHOM Ha KOHLUenuuu 4enoBoro
pvicka, A8 Co3faHnsa, BHeAPEHUS, aKCnayaTaunm, MOHUTOPUHTa, aHanv3a, NoA4ePXKN 1 YTyULIEeHUs opraHu-
3aUMOHHOl 6e30nacHoOCTH.

[MCO/M3K 27001. nsmeHeH]

3.1.56 mepa 6e3onacHocTK (security measure): Mepa 3aLnTbl NPOTUB BO3MOXHOIO HapyLueHns 6e30-
NacHOCTM 3alLWLLEHHO) CUCTEMBI.

3.1.57 nonutuka 6e3onacHocTu (security policy): Habop npaBua 1 MeTOAMK, KOTOpble pernaMeHTupy-
10T WAN PEerynupyroT cnocob npefocTaB/ieHns CEPBMCOB 6€30MacHOCTM CUCTEMON UAWM opraHnsaunein ans
3aWUTbl ee KOHUAEeHUMaNbHbIX 1 0C060 BaXKHbIX PECYpPCOB.

[RFC 2828]

3.1.58 3HauYMMOCTb ans 6e30nacHOCTU/3HAUYUMDbI A ans 6e30nacHOCTM (security
relevance/relevant): OTaenbHoe siBNieHNe, TO eCcTb AeiNcTBNE Nn cobbiTue, cnocobHoe HapywnTb 6e3onac-
HOCTb.

3.1.59 HapylweHune 6e3onacHoCTK (security violation): AKT unun cobbiTue, KOTOpoe NPUBOAUT K Hapy-
LUEHWIO NN MHOMY HeCcob6104eHNI0 NoANTMKN 6e30NacHoCTU.

[RFC 2828]

3.1.60 adpchbekTuBHOCTL PyHKUMYK (Strength of function): KauecTBo dhyHKLMM 6e30nacHOCTU, OTpaxa-
oLlLee MUHUMasIbHbIE YCUINSA, KOTOPbIE NPeAnonoXNTEeNbHO HEO6X0ANMbI A5 MPEOAONIEHNSA ee OXULaeMbIX
XapakTepucTuMK 6e30NacHOCTM NyTEM HEMNOCPELACTBEHHON aTakn Ha 6a30Bble MeEXaHW3Mbl 6€30MacHOCTM.

[MCO/M3K 15408-1. nameHeH]

3.1.61 posepue, foBepAThb (trust, trusted): OxungaHne TOro, 4To 4N BbINONHEHNS KOHKPETHON 3adaun
CermMeHT, XOCT UK YCTPOICTBO BYAYT (PYHKLMOHMPOBATL COraCHO NPOrHO3y Npu onpeAesieHHbIX YCNoBUSAX
PYHKUVOHVMPOBAHNA 1 B COOTBETCTBMM C YETKO CCDOPMYIMPOBAHHOW NONUTMKON 6e30nacHOCTK.

3.1.62 yrposa (threat): MoTeHunanbHaa BO3MOXHOCTb A4/1 HapyLleHUsi 6e30NacHOCTM NpU HaAnuun
06cToATENLCTBA, CPEACTBA, AeNCTBUS UK COBLITUS, CMOCOOHBIX HAPYLLIWTL 6€30NaCHOCTb M HAHEeCTH yLepo.

[RFC 2828]

3.1.63 nonb3oBaTenb (user): /Mo, OpraHM3aLMoHHasn eanHULA UK aBTOMaTUYECKM npoLece, Nony-
yaroLime AoCTyN B CUCTEMY KakK Ha CaHKLMOHUPOBAHHOM, Tak U HECaHKLMOHNPOBAHHOI OCHOBE.

[RFC 2828]

3.2 CokpaleHus

B HacToslem cTaHAapTe NpYMeHeHbl cneayowmne 0603HaYeHNSA Y COKpaLLeHns:

COTS — kommepuecku gocTynHble npoayktel (Commercial off the shelf):

DMZ — pemunutapusosaHHas 3oHa (Demilitarized zone);

ECG — w03 BHeWHNX nogkntoyeHunii (External connectivity gateway);

EN — BHewHsa ceTb (External network);

GPH — yHuBepcanbHblii xocT (General purpose host);

HMI — yenoBeko-mallnHHbIN UHTepdgeiic (Human machine interface);

ICS — npowmbiwneHHas cuctema ynpasnexus (Industrial control system);

IDS — cuctema o6HapyxeHus BTopxeHuid (Intrusion detection system);

ISMS — cuctema ynpaBneHus  (MHopmauuMoHHON)  6e3onacHocTblo  [(Information)  security
management system];

O/S — onepaunoHHas cuctema (Operating system);

PAG — BopoTa dm3nueckoro goctyna (Physical access gate);

ICN — npowmsbiwneHHas ceTb ynpasneHus (Industrial control network);

PSM — nopTaTtuBHbIii HOcUTenb AaHHbIX (Portable storage medium);

SED — aBTOHOMHOE BHellHee ycTpoiicTBo (Stand-alone external device);

SGW — wnto3 6e3onacHocTu (Security gateway).

4 BBepfeHne N HopMaTMBHO-NMPaBOBOEe COOTBETCTBMUE

Mcnonb3oBaHWe MeTOAMK 1 CTaHAapToB IT-6e30MacHOCTM CTano 06bIYHbIM SIBIEHNEM B O(PUCHOI cpe-
[ie 1 BbIpaXeHo B (hopMe NoBCEMECTHOro CBoJa NpaBua AN ynpaBneHns UHPOPMaLOHHOK 6e30MacHOCTbI0

6
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(MCO/M3K 27002, paHee n3BecTHbIN kak MICO/M3K 17799). ans akcniyaTaunmoHHOR 6e3omacHoCTH, a Takke
B hopme kputepues oueHkn IT-6esonacHoctn (MCO/MIK 15408) npu paspaboTke NpoayKTOB.

WNHTepHeT n 6ecnpoBOHbIe CETU y)Xe NOSBUINCHL Ha Mpon3BoAcTBe. MNpo6aemMbl 6e30nacHOCTM aBTOMa-
TU3MPOBAaHHbLIX CUCTEM BCe 6O/blUE HAXOAAT OTpaXeHWe B 3arosioBKax Chneuunann3MpoBaHHbIX W3faHuii.
OpfHako obulenpu3HaHHas npaxkTuka U COOTBETCTBYLME cTaHAapTbl 3anasfblBatoT U 3TO HECMOTps Ha
NOBbILIEHHBI MHTEpeC B chepe aBTOMaTU3MPOBAHHbLIX CUCTEM. DTO YpeBaTO BO3MOXHbIMU MaTepuasibHbIMM
NPOU3BOACTBEHHbIMU Y6bITKAMN 1 yLLLEepOOM A5 340P0BbS, HeT0BEYECKON XN3HN 1 OKpYyXatloLweit cpeapl.

Mo aHanorny Tomy, kak paHee 6blv NpeAyCMOTPeHbI MeTOA0/10rMYecke NPUHLMNLI ANA aKCnayaTaum-
OHHOI 6e30nacHOCTV B OCDUCHOI cpefie, HacTOAWMIA cTaHAaPT — 3TO HavasbHasA NonbiTka NPeasycMoTpeTb
MeTOoA0/I0rMyeckme NpPUHLKMLI ANa 6e30NacHOCTH 3KCnyaTtaluum aBTOMaTu3npoBaHHbIX CUCTEM.

OfHako MeTOoAVKN 1 cTaHAapTbl U3 OOVCHOW cpefbl He MOryT 6biTb HEMNOCPEACTBEHHO MPYMEHEHbI K
aBTOMaTU3NpoBaHHbIM cuctemam. Viccnegosanue, nposegeHHoe EWICS [15) nokasano, 4TO LLMPOKO Npume-
HAeMbli UCO/M3K 27002 Heo6X04MMO 3HAYMTENBHO pacluMpuUTb, YTOOblI OH Obl1 MPUMEHMM K cucTeMam
ynpasfieHusi, UCNOMb3YyeMbIM B NPOMbILLIEHHOCTN. HecMoTpAa Ha To. YTo 189-u nyHKTam B yKa3aHHOM uccine-
[oBaHuK 6bla AaHa oueHKa OT NPUMEHUMbIX 40 a6CONOTHO NPUMEHUMBbIX. 85 % unun 45 % 6bln NPU3HaHbI
KaK TpebyloLme AONOMHUTENbHOV METOA0N0IMYECKOV OCHOBBI.

HacTosAwuii ctaHaapT COAEPXUT pEKOMEHAYEMbIE HOPMbI, YCTAHOB/IEHHbIE CneLanmcTaMm-npakTmka-
MW Ha OCHOBE MpaKTUYeCcKOro onbiTa, HO paspaboTaHHble He3aBmcMo oT ICO/M3K 27002.

MpumeyaHue — HeCcMOTpsl Ha TO. YTO XenaTeslbHO 6110 Gbl COrNacoBaTh CTPYKTYPY U TEPMUHOOTUIO HACTOS-
wiero ctaHgapta ¢ MCO/M3K 27002, Ha AaHHbIA MOMEHT 3TOr0 He cenaHo.

MpegnonaraeTcs, 4YTO HACTOAWMIA CTaHAAPT 3anoNHNT CyLecTBYIOWMNA B HacTosWwee Bpems npoben,
noka nnaHupylTca AanbHeilwne AeldCcTBMSA MO YKPenjeHnto MeToA0/10rMYeckoil OCHOBLI B Nocneaytolem
n3pgaHun MOK 62443, kak OTMEYEHO B NPUIOXEHNN A.

CooTBeTCTBME NOMUTHKE HACTOSALLErO CTaHAapTa — BOMNPOC YacCTHbI/. 3TO COOTBETCTBUE MOXET ObIThb
yKa3aHo B kayecTBe NpyMeyaHns KO BCEM MOMOXEHNAM NOANTUKM ICS N K HEKOTOPbLIM U3 HUX UK K ee cne-
LnanbHOW Bepcum.

HekoTopble Mepbl, ONUCaHHbIE B HACTOSILLE NONNTHKE, MOTYT ObiTb HE NPUMEHNMbI OHOBPEMEHHO B
KOHKpPETHbII MOMEHT BpPEMEHW [71A KOHKPETHOW KOH(Wrypauum B KOHKPETHOM KOHTeKcTe 6e30nacHOCTW.
MonnTuka gonyckaeT Takoe 6/7104HOE UCNOJTHEHME U aganTauumio.

Takxe, B 3aBMCUMOCTU OT KOHKpETHOW ICS, MOXeT 6bITb NPU3HAHO HEOBGXOANMBIM WKW XenaTenbHbIM,
Hanpumep, C TOYKN 3PEHUss KOMMPOMUCCa MeXAY PUCKOM U 3aTpaTaMu, He peann3oBbiBaTb ONpefesieHHble
Mepbl, periameHTUpOBaHHble HAcTOsAWed NonuTukoi. B 3aBucumMoOcTM OT Xxapaktepa 6e3onacHoOcT 3TO
MOXeT ObITb CeNaH0 NMLb BPEMEHHO BO UCMOIHEHVE NoAnTMKK ICS. ¢ UCNONb30BaHNEM ee NOMOXKEHWUI NOo
ynpasfieHuio owmnbKamu.

5 MpuHunnel 1 6a3oBble Mogenu

5.1 O6uime nosoxeHns

B HacTosleM cTaHAapTe onncaHbl PEKOMEHAYeMble HOPMbl B OTHOLLEHWUN TEXHUYECKNX U OpraHn3aym-
OHHbIX Mep 6e3onacHocTn ana 3awmtbl ICS 1 ICN Ha ee O0CHOBe, BK/OYas 06bIYHO CYLLECTBYOLME NOACETH
ICN.

B HacTosiLem nyHKTe onvcaHbl COOTBETCTBYOLME 6a30Bble MOAENN.

Monb3oBaTeNn HaCTOSILLETO CTaHAapTa AO/IKHbl MO BO3MOXHOCTM MPUCNOCOOUTL 3TU MOAENN K KOH-
KpeTHOli 3afaye, YTo6bl yBA3aTh NOMIOXKEHNS HACTOALER NONUTUKM 6€30MacHOCTUN C KOHKPETHbIMU TpeboBa-
HUSAMWA.

WHopmauumsa, npefcTtaBneHHas B HACTOSALWEM CTaHAapTe, MOXET HyXAaTbCsl B AOMNOMIHEHUN APYTUMU
MOAENSMU 1 COOTBETCTBYIOLLEA NONNTMKOW, TO €CTb aHaIM30M Yrpo3-puckoB, obLieli nonnTukol 6esonac-
HOCTU 1 ISMS.

5.2 Mogenb yrpo3-pnckos

5.2.1 0O630p

Ha pucyHke 1 npusefeHa obwas Mogenb Yyrpo3-puckos, oTHocAWasca K 6esonacHocTn. M3 pucyHka
cnepyer:

- Yrpo3sbl UCMONbL3YIOT ysa3BUMOCTH ICS;

- 6€e3 KOHTPMEpP OHWU MOTYT NPeACTaBNATb HEA0NYCTUMBIA PUCK (4719 UMYLLECTBEHHbIX 06EKTOB);

- BoOwWem cnyyae 418 MUHMMU3aLUK pycka (4719 MMYLLeCTBEHHbIX 06 EKTOB) HE0OX0AMMbI KOHTPMEPbI.
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PucyHok 1 — B3aumocesso yrpos-puckos

KoHTpMepbl 06LeA0CTyMNHbI B BUAE 06WUX METOAMK, NOAPOGHLIX PErNaMeHTOB 1 B HEKOTOPbIX Cy4a-
X — NoApo6HbIX cneyundrkaumii.

HacToawwuii ctaHgapT npegycmatpuBaeT KOHTPMeEpPb! B BUAE MeTOAMK, 0(hOPMEHHbIX B Npegnarae-
MY MOJINTUKY.

5.2.2 ¥Yrpossbl

Yrpo3bl — 3TO NOTeHUManbHble HexenartenbHble coObITUS 6e30MacHOCTU, NpUUYnHALWMe yuepb, To
eCTb (DMHAHCOBBbIN YObITOK. B ICS MOryT Npov30iTy € TON UK MHO BEPOSATHOCTBIO criefytoLlme cobbITus:
aTakv BaHAan0B U TeppPOPUCTOB:
- cboii B ICS. 3a KOTOpbIM CnegyeT cobbiTue 6e3onacHoCTy;
- aTakum Tuna «oTka3 B 00CMYXUBaHUN;
- HapylleHue KOH(PUAEHUNANbHOCTW, HanpMMep, yTeuka Npou3BOACTBEHHON UHhopMaLum;
- HapylleHue 3aKoHoAaTe IbHbIX HOPM;
HexenarenbHoe CobbITVEe BCMeAcTBUE HENPEOAONUMON CWMbl, HaNnpuMMmep, aKCTpemMasibHble Morof-
Hble yC/I0BUSA (LITOPM MW TOPHAaA0).

BO3MOXHbI 1 ipyrue cobbITUSA, KOTOPble MOTYT OblTh XapakTepHbl 418 KOHKPETHOI opraHusauunu.

B TMNMYHOM cny4Yae 0 HacTYNIeHUN Takux COBbITWIA AOMKHO ObiTb AO/TOXEHO PYKOBOACTBY, NPU 3TOM OT
TOro, kak 6bICTpO 6yAeT AO/I0XEHO, COOTBETCTBYIOLLEE [eCTBUE N YPOBEHb 3a/eliCTBOBaHNA PYKOBOACTBA
3aBUCAT OT UX CEPbE3HOCTU.

Takoe cobbITVe, U3BECTHOE TaK Xe Kak MHLUMAEHT 6e30NacHOCTM, MOXHO NpeAcTaBuTb cebe kak dury-
pvpytoLLee B ra3eTHOM 3aro/ioBke.

5.2.3 Puck

B MCO/M3K Guide 73 puck onpegeneH kak «koMbrHaumsa BEPOATHOCTU COBLITUS U €ro NOCNeACTBUIA»,
TO eCTb Kak yLiep6 nav nocnegcteme nHUMageHTa 6e3onacHoCcTn. HacTynneHne nHuugeHTa MoxeT NPUBECTU K
0iHOMY U/In 60/1ee NocneACTBUAM, a Takxe CNPoBOLMPOBATL ApYrie cobbiTus.

Yuwep6, KoTopblii MOXET 6bITb NoHeceH B ICS. BkoYaeT B cebs:

- noTepio goxoaa;

- HenpegsuAeHHbIe pacxogpl;

- HEBO3MOXHOCTb YAaCTUYHOIO UM NOJIHOTO BefeHUss (PUHAHCOBO-X03ANCTBEHHON AeATeNbHOCTY;

- NOTEPI0 AEHEXHOW CTOMMOCTY 34aHUIA 1 COAEPXUMOTO;

- WHUMAEeHT 6e3onacHoCTK.

- wTpadHble CaHKLMKN 3a HapyLleHWe 3akoHoAaTesbHbIX TpeboBaHWii, HanpyMep, KacatoLMXCA KOH-
Tpons BbIGPOCOB;

- NocneAcTBUS U3-3a HapyLLeHNs HOpMaTUBHO-NPaBOBbIX TPe60BaHW, Taknx kak ctaHgapTel GAMO;

- Hey[0B/IeTBOPEHHOCTb K/NEHTa;

- HeraTMBHOe OCBeLLeHUNe B Npecce;

- cynebHoe pa3bmparensCTBO NPOTUB COTPYAHUKA MM CAMOro X035AACTBYIOLLLEro cybbekTa.

dakToM ABNSETCA TO. YTO 3alMTHbIE AeliCTBNA TPebyoT AeHeXHbIX 3aTpaTt Ha TeXHoNornyeckne, unsu-
Yyeckre 1 opraHn3aloHHble Mepbl. [03aToMy nocneacTene HebnaronpuATHOro cobbITMA 6€30NacHOCTN 00bIY-
HO HE06XOAMMO BblpaXaTb B EHEXHOM BbIPaKEHWN.

Puck gna o6bekToB ICS TpebyeT hmkcaumnm LEeHHOCTM 06BEKTOB U NX YA3BUMOCTW nepeg atakoi. Kak
npasw/Io, 3TO OYEHb TPYAHO U CyObEKTUBHO, HANPUMEP, ecin paccMaTpuBaTth B Ka4ecTBe NocneCTBMA NoTe-
pto penyTauun opraHv3aLuu.

8
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5.2.4 AHanun3 yrpo3-puckos

AHanus yrpos-puckos (TRA) npegnonaraeT OUEHKY pUCKa U COOTBETCTBYHOLLNX €MY He3alluLeHHbIX
06BbEKTOB, Yrpo3 u ya3sumocTeil. TRA — 3TO npeAnocbi/ika K BbIGOPY U AeTanbHOW cneyudmkaymm 3awmT-
HbIX Mep.

TRA, B 4aCTHOCTV NPUMEHUTESNbHO K 3NIEKTPOHHO aTake Ha KOMNbIOTEPHbIE CUCTEMbI, COEJMHEHHbIE C
He3al LW EeHHbIMW NN He0BEPEHHBIMY CETAMU, B HACTOSLL,ee BPeMS HeAOCTYMNeH AN MaTeMaTuko-cTaTuc-
TWYECKOro aHanm3a, To eCTb aTaku CO CTOPOHbI NINL-3/10yMbILL/IEHHUKOB LienieHanpasfieHHbl 1 He obnagatoT
CTaTUCTUYECKMM CBOWCTBOM COGbLITUI cnyyaiiHoro c6os. Takum o6pa3om, 3KCTPanonAauns cTaTucTUYecknx
JaHHbIX (Kak 06bIYHO BO3MOXHO NP C/IyYaliHbIX 0TKasax) He MOXeT MPOrHo3npoBaTth 6yAyLLyt0 BEPOATHOCTb
aTaku Co CTOPOHbI YenoBeka. M0 3Tol NpUYMHE BbIYUC/IEHNE BEPOSITHOCTU HACTyNneHns cobbiTuii 6esonac-
HOCTM, BO3MOXHO, MO3BOMNT HaBcerga usbexaTb YNCTO CTAaTUCTUYECKOrO noaxoaa.

HecmoTps Ha TO, YTO AOCTYMHO MHOXECTBO mozeneli TRA. HM 0gHa U3 HUX He obwenpusHaHHa. Konu-
YeCTBEHHble MeToAbl 06MaHuUMBbl. OBbIYHO PUCK 6€30NacHOCTU aHaM3UPYIOT LWTATHbIE 3KCMEPTbl UAN KOH-
CynbTaHTbl, NOC/e Yero cnegyeT ero oueHka 0THOCUTE/IbHO KpUTepUeEB pucka Brnagensua/onepatopa ICS.

B cBA3M C M3N10XXEHHbIM B HacTosLLeM cTaHAapTe MeToAbl TRA He npeacTaBneHsl.

5.2.5 O6paboTka, NpUHATME U MH(DOPMUPOBAHUE O pPUCKAX

Mocne aHann3a pUCKOB WX, Kak NpaBwio, MOTYT CYECTb HenpruemiemMbiMn 6e3 06paboTku.

Puckn obpabaTbiBaloT C NOMOLLLIO Mep. NPeANoXeHHbIX B HACTOSWEM CTaHAapTe, Mep. KOTopble MOTyT
6bITb OTHECEHbI B HACTOSILLEM CTaHAapTe K npeaBapuTeNibHbIM YC/IOBUSAM, & TakKe Mep. KOTopble He npuse-
[eHbl B HACTOALEM CTaHAapTe, HO KoTopble Brageneu/onepatop ICS. pernameHTUpYOLW Wi OpraH uu 3ako-
Hojartesib MOTyT CHEeCTb HEOBXOANMbIMU.

Mepbl 6€30NacHOCTU A0/KHbI 6bITb MO BO3MOXHOCTHU:

- 3(pPEeKTMBHbIMU, pe3ynbTaTUBHbIMU N AOCTATOYHO XECTKMMU, YTOGbl MPOTMBOAENCTBOBATL BbISIB-
NIEHHbIM yrpo3sam:

- MPOrHO3MpPyEeMbIMU B OTHOLUEHWUMW NpUNaraembix YCUINA NS UX YUPEXAEHUS;

- NPOCTbIMW BO BHEAPEHUN U MPUMEHEHUN;

- nnweHbl 06paTHOro achdhekTa B OTHOLLEHNN CYLLLECTBYIOLLErO NpoLecca NPon3BoACTBa;

- He TpeboBaTb CONPOBOXAEHUS.

BonblWMHCTBO TpeboBaHmMii HaCToSALWEero cTaHgapTa AoMycKalT BapuaHThbl, pasmyarlunecs 06beMom
npunaraembix yCUINA U OCTUTAEMbIM YPOBHEM 3aLUWThI, AN1A COOTBETCTBUA JONYCTUMOMY pucky. dddhek-
TMBHOCTb Mep A0/1KHa 6bITb N0 BO3MOXHOCTM cbanaHcMpoBaHa TakuM o6pa3oM, YTobb! 3aluTa, [OCTUTHYTas
C MOMOLLbI OA4HOV Mepbl, He MoOrfa 6biTb ocnabneHa HeAOCTAaTKOM 3aliuThbl, 4OCTUFAEMOI C MOMOLLbIO
Apyroii mepbl.

Mepbl LO/MKHbI ObITb IOTMYECKN NOMHLIMK, TO €CTh HE 0CTaBNATb cnabbix MecT B cucTemMe 6e3onacHoc-
V. [leiicTBysi COBMECTHO, Mepbl fLO/MKHbI ObiTb MO BO3MOXHOCTY HE 3aBUCUMbI APYT OT Apyra, U. NpeanoyTu-
TenbHO. noagepxusatb Apyr gpyra. Ocob6oe BHUMaHue cnegyeT yaenuTb TOMY, YTOObI rapaHTMpoBaTthb, 4YTO
Mepbl He NPEenATCTBYIOT APYT APYTY.

Mepbl — 3T0 pacxogbl. M03TOMy BbiGpaHHbIE Mepbl A0/KHbI GbITb COanaHcHpoBaHbl Mexay coboi ans
nonyyeHns peHTabenbHOro peweHus. Ecnv opraHnsauns He MOXeT NMOHecTV pacxodbl, TO MOXeT noTpebo-
BaTbCHA NpoLecc oNTUMmU3aLun, BKIYaLWMi B cebsa nameHeHne koHdurypauuy ICS. orpaHnyeHne KOMMyHU-
Kauunil 1 4oNONHUTE NbHbIE OpPraHn3aLnuoHHble MEPONPUATHUS.

Kpome Toro, puck fo/mKeH 6biTb MPUHAT 3aMHTEPECOBaHHbIMY NMLaMun 1 AOBeAEeH A0 CBeAeHUs BCcex
3aMHTEPECcOBaHHbIX CTOPOH [0 peanm3auuy Mep 1 Npu Kaxgoi CyLecTBEHHOW NX KOPPEKTUPOBKE.

MpumeuyaHue — PaHee AelicTBYIOLME N HACTOALWMI CTaHAAPT He 3aTparvBalT hopMasibHOe yCTaHOBNeHUe
foBepusi, Tpebyioulee OLeHKM 6GEe30MacHOCTW C MOMOLbI0 MPU3HAHHBLIX KPUTEPUMEB U  METOLO/I0MMM, Hanpumep,
MCO/M3K 15408 n/wnn NCO/M3IK 27001.

5.3 )XM3HEHHbI LMK 6e30nacHoCTun

MoNoXeHMss HaCTosILLEero cTaHAapTa OCHOBaHbl HA MOAE/N XWU3HEHHOro Uukna 6e3onacHocTu, npuee-
[leHHOI Ha pucyHke 2.

Mpn ob6ecneyeHun 6eszonacHocTn ICS Heob6XOAMMO YyuuTbIBaTb Crefyllne KaTeropum yrpos u
KOHTpMeEp;

- couuanbHble U OpraHM3alnoHHbIE YTPO3bl U MOPbI, TO €CTb 3/10yMbILLIEHHUKW-UHCARAEPbl Y HECOOT-
BETCTBYIOLLMNI A MOHUTOPWHI NepcoHana;

- (pU3Myeckme 1 ecTeCTBEHHbIE Yrpo3bl ¥ MepbI, TO ECTb 3/10yMbILLI/IEHHUKM-ayTcaligepbl M ynpaBneHue
hn3nyecknm 4OCTYNOM;

- 3/1EKTPOHHbIE U IOTMYECKME YTPO3bl U MEPbI, TO ECTb 3/IEKTPOHHAS NOYTa M aHTUBMPYCHbIE NPOrpamMmbI.

9
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PUCYHOK 2 — XXWU3HEHHbIN LuKkn 6e3onacHocTu

B HacToslLieM cTaHgapTe NpuBefeHbl, B OCHOBHOM, 3/1EKTPOHHbIE U IOTUYECKMe KaTeropum, 4to oTMe-
UEHO Ha PUCYHKe 2 KPYMHbIMU rasioukamu.

MpumeuyaHue — Tam. rge TpeGyeTcsi cneyuanbHblii NPUKNALHON XN3HEHHbIR LMK (HanpuMep, XU3HEHHbI
LMK 6€30MacHOCTU), TAKOM PerfiaMeHT yrpaB/ieHUst )KM3HEHHLIM LiMK/IOM A0/KEH MO BO3MOXHOCTU 06beAMHATL B cebe ac-
nekTbl IT-6e30nacHOCTY HaCTOsILLero cTaHaapTa.

Mogenb npegnonaraet yeTbipe cdepbl 0CO60ro BHUMAHUS:

- paspaboTka, peanusauusi 1 CONPoOBOXAEHNE Mep No NPejoTBPAaLLEHNIO pycKa, BKIKOYas ynpaB/ieHue
0GHOBNEHUAMM 1 NaTYaMy;

- MOHWTOPUHI CO3AaHHOW M COMPOBOXAaemoli TakuM o6pa3oM cucTeMbl 6e30nacHOCTH, TO ecTb A4S
06HapyXeHus Nto60ro HecaHKLUMOHNMPOBAHHOTO NPOHUKHOBEHUS;

- ynpaB/fieHue CUCTEMO, BK/OUYAs 3annCb COObITUI U KOPPEKTUPYHOLLME BO34ENCTBUSA, NOKA HECAHKLN-
OHMPOBaHHbIE NMPOHUKHOBEHUSA NOAAAITCS YNPABIEHWIO;

- ynpaBfeHue owmnbkamu, Npy YpesBblyaiiHbiX 06CTOATENLCTBAX U BOCCTAHOB/IEHWEM, KOrAa NPOUCXO0-
AST 6onee cepbesHble UHUMUAEHTbI, B TOM YMC/e ynpaB/ieHne HenpeaBUAeHHbIMU 06CTOATENbCTBAMM B CI1y-
Yyae Hanxyawmnx cueHapues.

Ha pucyHke 2 npsimasi cTpesika nokasblBaeT, YTO YeTbipe cpepbl, TOTMYECKN BbiTEKAKOLWME APYT U3 Apyra
no cBOeMy MPUHLMUMY, MOTYT 6biTb BBEAEHbI MOc/efoBaTe/IbHO, N0 MeHblUeli Mepe, Ha HayalbHOM 3Tane
3anycka ICS nocne obecneuyeHuns ee 6e30nNacHOCTU.

BaXHO MpuHMMAaTb BO BHUMaHue, Y4TO B MPOTMBOMOMIOXHOCTb OGbIYHBIM TEXHUYECKUM AUCUUNIMHAM
TexHuka obecneyeHns 6e30nacHOCTM — 3TO MO CYyTM GECKOHEeYHbI npouecc. JTOT npouecc TpebyeT, YToobI
BCe cchepbl BBOAUINCH NOCTOAHHO MK NEPUOAMYECKU ANst Npucnoco6eHmns ICS K NOCTOAHHO MEHSIIOLLMMCS
TEXHO/IOTUYECKUM 1 YTPOXAKLWUM cpeaam.

5.4 Tonutuka

5.4.1 0O630p

MonnTuka — 3TO CBOJ OCHOBOMONAralLWmMX NPMHLMNOB 1 Mep 6e3onacHocTi. Mepbl rpynnupyoTcst No
acnektam 6e30nacHOCTW, KOTOpPbIe NPUBSA3aHbl K 06LLenpu3HaHHbIM KOHLEeNLMAM 6e30nacHoOCTH.

Mepbl, npeanaraeMbie B COOTBETCTBMU C HACTOSALLEN MONUTMKOW, ocTatoTcsl 6a30BbIMW U AONyCKatoT
mMacwTabupyemoctb, cBO60AY BbiGopa COOTBETCTBYHOLMX AOCTYNHbLIX TEXHOMNOMMIA N GyayuMe ycoBepLue-
HCTBOBaHWS.
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Monutuka VMeeT nepapxuuyeckylo CTPYKTypy B
BUAE 4YeTblpex YpPOBHe, kak moka3aHO Ha pucyHke 3. Pykosoaauias
B LeHTpe BHUMaHNS HacToALLero cTaHgapTa onepaTue- 6623’;2;:2‘;”
Hast NoNuTKKa, KoTopas B 06LLEM Cllyyae MMeeT Xxapak-
Tep MeToauK. OnepaTuBHY NOAUTUKY cnegyeT
NoHMMaTb B paMKax NoJIHON NOMNTUKM.
5.4.2 PykoBogsalwas nonutuka 6e3onacHocTu
MonuTuka Ha camoM BEepXHEM YypOBHE opraHv3a-
UMM caHKUMOHUpYeT nporpammy 6e30macHocTM 1
o603HavaeT HanpasneHve. OHa ycTaHaBnMBaeT obLme
Lenun 6e30MacHOCTM opraHmsaumn.
dopMynupoBKka  MNOAUTUKM  BbICLUIMM  PYKOBO-
LCTBOM [0/1XHa 6bITb AOCTATOYHO NPOAYMaHHa 1 ocTa-
BaTbCS akTyaslbHOli M TOYHOW MpPW W3MEHEHUsIX B
CTPYKTYpe opraHusauuu, B TEXHOMNOrMW CUCTEMbI U
6e30nacHOCTM U B XxapakTepe yrpo3 6e30macHoCTU.
Byfyun npofyMaHHOM, NOAUTMKA MOXET 6bITb CTabUNb-
HOli 1 ByaeT HyxaaTbcs B nepepaboTke TOMbKO B Cy-
Yyae W3MEHeHWs WCXOAHOW MOo3uLMM opraHuMsauuu B
OTHOLWEeHUN 6esonacHocTn. OpfHako (hOpMyIMpoBKa
noNMTVKN ABNAETCSA 0fHO3HauYHOl. OHa YeTko onpegensieT, 4To TpebyeTcs.
MonuTrka 6e30NacHOCTM BEPXHEro YPOBHS OopraHu3auumn onpegensieT o6uwme cdepbl OTBETCTBEHHOCTM
1 NOJOTYETHOCTU A1 OpraHn3aLnoHHbIX cdep.

MpumeyaHune — Hanpumep, nonMTKa MOXeT onpefensaTb B3aVMOOTHOLEHNA MeXAy PyKOBOACTBOM KOpmno-
patuBHbIM IT-oTgenom n ICS 1 nx cooTBeTCTBYIOLWME 06513aHHOCTW. M0MTHNKA MOXET pasrpaHnumnBaTh Lennm 6e30nacHocTu
CUCTeMbl ynpaBneHus oT ueneil 6e30nacHOCTM KOpPNopaTuBHON ceTn. Hanpumep, BaxHellLIMM acnekTtom 6e3onacHocTu
KOPNOPaTUBHOW CeTU MOXET ObITb COXPaHeHNe KOH(PMAEHUNANTBHOCTM, B TO BPEMS Kak BaXKHELUM acnekTom 6e3onacHoc-
TW CUCTEMbI YNpaBieHns MOXeT ObiTb o6ecneyeHne 6ecnepeboitHoin paboThbl.

Kpome TOro, opraHusaunoHHas noamTuka 6e30nacHoCT MOXeT onpeaensTb KOHKPeTHble cTaHaapThbl 1
HOPMbI, MPYMEHUMbIE K OpraHusaumm B LEesioM.

PykoBoACTBY cneflyeT fOBOAMTL NONNTUKY 6e30nacHOCTY 40 CBeAEeHUs BCell opraHm3alum, Yytobbl Bce
COTPYZAHUKM NOHUMASN 3Ty NOMUTUKY, & TaKKe MOr/IM PerncTpupoBaTb NOCNEACTBUSA €€ HapyLUEHWA.

MonnTuky 6e30nacHOCTY 3TOr0 YPOBHA NEpPMOANYECcKU nepecmaTpusatoT. NeprnognyHoOCTb nepecMoTpa
MOXeT BapbMpoBaTbCHA B COOTBETCTBUM C TPe6OBaHMAMU PyKOBOACTBA M ObITh Yallie Ha NepBbIX 3Tanax nocne
BHeApeHus.

[JaHHblli ypoBeHb nonutukn 6e3onacHocTn ICS npusefeH B pasgene 7.

5.4.3 OnepartnBHas nonutuka

OnepaTtuBHble NONUTUKN paspabaTbiBalOT Ha HWKHUX YPOBHSX opraHusauuun Ans onpepgeneHus Toro,
Kak Heo6X04MMO peasin3oBblBaTb NOOXEHNA KOPNOPATUBHON NOAUTUKM 6€30NacCHOCTV B COOTBETCTBYHIOLLMX
opraHu3aLmnoHHbIX cdepax.

3TV NOMNTVKK ONpeAensioT, YTo HeobXoAMMO MpeanpuHATL B OTAENbHO B3SITOM OpraHvM3alvoHHOM
cchepe AN1a JOCTUXEHUA Leneid KopnopaTtuBHON NOAUTUKU. OHWU NOAUNHAIT cebe pernameHTbl 6e3onacHoc-
TW. PAcnosIOXXeHHbIE YPOBHEM HUXE.

PernameHTbl JO/MKHbI MO BO3MOXHOCTM 3aTparvBaTtb BCce He0OX04MMble aTarbl XXU3HEHHOTO LuKNa Npo-
rpaMmbl 6€30MacHOCTN C TOUKW 3pEeHNs OTAENbHO B3ATOW OpraHn3aLoHHOW eAuHNLbI:
paspaboTKy cUCTeMbI;
mMaTepuanbHO-TEXHUYECKoe CHabxeHue;

TEXHOMOTMYECKUA Npouecc;
conpoBoajieHne CUCTeMbI;
nepcoHarn,

- ayawur.

B TMnnyHoM cnyyae NoNnTUKY Ha 3TOM YPOBHE NnepecMaTpusaloT Nepuognyecky 1 no onpeaeneHHbiM
noBogam, Hanpvmep, Kaxablli pas npy BHeAPEeHNN HOBOrO, KOPPEKTUPOBKE CyLLLeCTBYLLero 6usHec-npouec-
ca Wan ero NMKBMAaLUN.

Oco60e BHMMaHWe B HaCTOALWEM cTaHgapTe yaeneHo akcnayatauun n obenyxusanuio ICS. Hactos-
WMiA cTaHAapT He npegycmaTtpviBaeT MeTOA0/10MMYeCKoli OCHOBbI MO TakuM BOMpocaM kak 6ecnpoBofHble
yCTpoOiiCcTBa ¥ Aatyvku, NnepcoHan, nonuTrka cybnoapaga n matepuanbHo-TEXHUYECKOe CHabXeHue.
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Co0TBETCTBYIOLMIA YPOBEHbL NONNTUKM Ge3onacHocTh ICS oTpaxeH B 7.3.5, KOTOPLIA 3aTparnsBaeT cre-
aywooume cepbl ynpasneHus:

- LeNnoCTHOCTbIO;

- NIOTMYecKUM A0CTYnom,

- hM3nYeckUm AOCTYNOM.

- cermeHTamu;

- [OCTYMHOCTbIO;
aAMUHNCTPMPOBAHNEM, ayANTOM U HELITATHbIMU CUTYaLUAMU;

- BHELWHWM [OCTYNOM.

5.4.4 Pab6ouuve pernameHTbl

PernameHTbl AO/MKHbI MO BO3MOXHOCTW yCTaHaBNMBaTbCA BlagenbLem/onepatopomM 1 Bonowartb one-
paTUBHYIO NONNTVKY, NPeACTaB/EHHYI0 B HACTOALWEM CTaHAapTe, onpefenss cTeneHb UX BOBIEYEHHOCTU U
NnoA0THETHOCTb 3a fleiicTBUe, NepecMoTp U 06GHOBIEHNE TaknX AOKYMEHTOB.

Pabouve pernameHTbl ycTaHaBNMBAIOT NOPAAOK NCNONHEHNA ONepaTuBHOW NOANTUKN. OHW yCTaHaB -
BawT HEOGXO,EI'I/IMI:IE ,qeﬁcmvm N MOTYT CCbl/1aTbCA Ha COOTBETCTBYHOLWNE MeTOAbl N CNPaBOYHblIe AOKYMEHThI,
B TOM Yucne cTaHAapThbl.

MonnTuKy Ha 3TOM ypOBHE MNepecmMaTpuBaloT KaxAbll pas npu yTBEPXKAEHWW, KOPPEKTUPOBKE WK
OTK/IOHEHUWN ONEPATUBHOWN NONNTUKN.

B nognyHkTax nogpasfena 7.3 npvBefeH paj acnekToB, KOTOPbIe AO/HKEH N0 BO3MOXHOCTU yCTaHaBn-
BaTb periameHT.

MpumeyaHune — PernameHTbl COgepXaT Takke UH(OPMALMIO O NOPSAKE U3MEHEHUS APYTUX PEraMeHToB.

5.4.5 Pabouas meTtoguka

Pabouas meToguka [0/MKHA NO BO3SMOXHOCTU COAepXaTb KOHKPETHblEe N3MeprMble TpeboBaHUS U KOH-
KpeTusnpoBaTb pernaMeHTbl, yunTbiBas KOHKPETHbIE MHCTPYKLMKN OT Bnagensual/onepatopa. B cBAsu ¢ Tem.
4TO OHM elle 6onee NpuBA3aHbl K OpraHu3aLny 1 opraHn3aunoHHoi cepe, B HacToAWEM CTaHAapTe OHK
MOTyT ObITb MPMBEAEHbI TONIbKO Kak Npumepbl.

MonuTKKy Ha 3TOM YpPOBHE W3MEHSIIOT NMepUoAnYecKn, No Mepe U3MEHEHUs B NaHax U TEXHOMOrUAX
pykoBoAcTBa obLeli nHpacTpykTypoil. Cama no cebe oHa BpEMEHHa W MOXeT nognexaTb nepecMoTpy B
noboe Bpems.

Bce mMepbl fO/KHBI MO BO3MOXHOCTN paccmaTpuBaTbCs KaxblM KOHKPETHbLIM M0/1b30BaTE1EM HaCTOA-
Lero cTaHgapTa 1 afanTMpoBaTbCs K €ero KOHKPETHbIM TpeboBaHUAM 1 CUTyaLmn pucka.

5.5 Tunosble 3TaNOHHble KOHUrypaumu

5.5.1 MpombiwneHHaa cuctema ynpasneHus (ICS)

ICS 06bIYHO COCTOUT W3 3/IEKTPOHHOTO 060PY0BaHNSA, TO €CTb XOCTOB U YCTPOWCTB, M MOXET BK/IloYaTb
B Ccebsa ceTwn, NoAceTU U COeMHEHNA «OAUH K OAHOMY», Kak NokasaHo Ha pucyHke 4. Kak npasuno, cuctema
BkntoyaeT B ce6s1 ICN 1 coefuHeHHble C Hell 060py0BaHMe 1 MOACETH, @ BO MHOTMX C/lyYasaX — eLle 1 BHeLl-
HUe XOCTbl N YCTPOMCTBA BHELUHNX CeTeli, NOAK/IYEHHbIE K JaHHO ceTn Yepes cpeacTBa CeTeBoro B3anmo-
AelicTeus.

B coBpemeHHoIi ICS kak npaBuio NCNOMb3YTCA BHELLIHWE KOMMYHMKaLMK, YTobbl NosyyaTb JOCTYynN K
BHELUHUM pecypcam 1 6bITb OCTYMNHOW ANA HUX. Kak NOKa3aHo Ha pUCYHke 4.

BHyTpeHHWe ycTpoiicTBa v onepaTopbl ICS MOryT HyXAaTbCa B AOCTYNe K BHELLHUM pecypcam, Hanpw-
Mep. 415 06HOBNEHWIA AW ynpasasoowen nHdopmaumn.

BHellHye onepatopsbl 1 ycTpoiicTBa ICS moryT nonyyartb fgoctyn k ICN. Hanpyumep, B Lensx anarHoctu-
Kn. 06CnyxunBaHus, paspaboTkm nu/nnm ynpasneHus.

MpumeuyaHue — BHYTPMOGBLEKTOBOE MOAK/IIOYEHME BHELIHEro 060pyf0BaHWsi, MPUBHECEHHOTO HAa MPOM3BO-
[CTBEHHbIV 06BHEKT 06CMYXMBAIOWMM NEPCOHATNOM. MPUUYUCTIEHO K BHELUHUM KOMMYHUKALWSM.

BHeLLH/e KOMMYHUKaLMM MOryT CYXWUTb AnA coeguHeHns ICN ¢ cuctemamm, Xxoctamu nyctporicteamu,
Takumu Kak:

- BHELUHWiA(e) ueHTp(bl) 6e30nacHoOCTK:

- BHewHaAsA(ne) cuctema(bl) NOALEPXKKMA N3TOTOBNEHUS U yNpaBIeHUs;

- 060c0o6neHHoe(ble) cTaymoHapuoe(bie) ycTpoicTeo(a);

- MHTepakTuBHbIli(e) NnynbT(bl)/XOCT(bl) MUHTEPAKTUBHOIO YAANIEHHOIO A0CTYNA;

- nynbT(bl)/ueHTp(bl) YOaneHHoro 4ocTyna;

- nopTatuBHas(ble) paboyas(ne) ctaHUUA(N) NHXEHEP];

- nopTaTuBHbINA(e) HocUTENb(M) MHhopMaL M.

12
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Briewwii urutp
Qseomsaov

PucyHok JT— MpombiwneHHas cuctema ynpasnexus (ICS)

5.5.2 TpomblwieHHaa ceTb ynpasneHus (ICN)

ICN moxeT 6bITb 06pa3oBaHa NyTem MHTErpyupoBaHusl YCTPOKCTB CO 3HAUYUTE/IbHbIM pasHoobpasvem,
BK/KOYas:

- XOCTbl, NPOKCU-CEPBEPbI, L/03bl, KOHLLEHTPATOPbI, MapLUpyTM3aTopbI.

- nepucpepuiiHoe IT-o60pynoBaHue:

- TEeXHOMOrMyeckoe KOHTPO/bHO-U3MepuTebHOe 060pyA0BaHNe, UCMONHUTEbHbIE MeXaHN3Mbl, npe-
obpasosatenu. n T. 4.

XocTbl ICN MOryT hyHKLMOHMPOBATL Kak CepBepbl NPUIOXKEHWI, CepBEPbI YNPaBAeHUs 1 Apyrue cneuu-
asibHble HML.

ICN coeguHeHa HenocpeACTBEHHO UM ONOCPEA0BAHHO C BblLeNeHHbIMU CETAMU, TO €CTb aBTOMaTU3K-
pOBaHHbIMUN AYeiikaMn Uunn ceTaMmmn nepudgepuitHbIX YyCTPOCTB.

MHoOrne 13 aTUX XOCTOB W YCTPOMCTB, 3a UCKIIOYEHMEM MPOCTOro 060pyA0BaHNA, COeANHEHbI MeXAy
co60i1 uepes ceTeByl annapaTypy v kabenum, o6pasys ICN. ICN MoxeT BktoYaTb B Ce651 BblAENIEHHbIE CETH,
CoeflHEHHbIe C Heli HenocpeACTBEHHO MM ONOCpPeAoBaHHO, B HACTHOCTM — aBTOMAaTU3UPOBaHHbIE AYeiku
n/vnn cetm nepudepuitHbiX yCTPONCTB.

YacTblo napka o6opyAoBaHUs ABASIOTCA Takke YCTPOCTBa, KOTOpble COAepXaT pecypcbl 06paboTku 1
XpaHeHUsi faHHbIX. YKa3aHHble YCTPONCTBa ABNSATCA NUWb BPEMEHHOW YacTbio napka. Ocoboe BHUMaHWe

cnenyet yaenatb yCTpOVICTBaM, BHOCUMbIM U YHOCUMbIM C NPOM3BOACTBEHHOIO 06bekTa, TakMM Kak nopta-
TUBHbIE KOMMNbIOTEPHLI NN NOPTaTUBHbIE HAaKONUTENN.

13
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5.5.3 YHuBepcanbHbll xocT (GPH) npoMbIWAEHHON cCUCTEMbI yNnpaBieHuns

HacTosAwuii cTaHfapT NPUMEHSIIOT K XOCTaM, KOTopble MOryT 6biTb aHanornyHbl GPH ICS. KoHdurypa-
una GPH. npeactaBfieHHasa Ha pUCYHKe 5. UAMOCTPUPYeT ero KNoYeBble KOMMOHEHTbI:

- LEeHTpanbHbli NPOLEeccop C ero HEOTbEMIEMbIMU KOMMOHEHTaMU, TAaKUMU Kak HakonuTenb 60nbLuol
€MKOCTW 1 UHTepdecsl.

- MynbT oneparopa c yCTpPoicTBamun BBOAA 1 OTOOPAXEHUSA JaHHbIX;

- MHTepdpeiic/HakonNMTeNb ANA CYNTbIBAHUA MHhOPMALUM C BHELLUHUX HOCUTeNel AaHHbIX, Takux Kak
USB-Hakonutenun n rnbkne mMarHuTHble gUCKU,

- MHTepdelic n kabenu cBA3M C yCTPOKCTBOM ynpasneHusa/nepudepuintHbiM yCTPpONCTBOM;

- WHTepdelic cBs3u c ICN.

GPH moxeT npepcTtaBnaTe coboli Takke npocTyto ICS. He cogepxawyto ICN. Takas cuctema Moxet
6bITb BNOCNEACTBUN COefMHEHA:

- C BHellHel 06l e 0CTYNHOW ceTblo, Takoli kak NHTepHer;

- C BHeLUHel opraHn3aLnoHHON CeTbIo.

OTanoHHas koHdurypauma GPH, npuBefeHHasa Ha pucyHke 5, gact npefcTrasfieHue:

- o0 npocteiweii ICS 6e3 ICN;

- 06 oTAenbHbIX XocTax B cocTaBe ICS kak 060CO6/IEHHbIX 3NeMeEHTaXx;

- 0 No60oM nporpaMMmpyemMom/nporpaMMHOM YCTPOWCTBE Kak koMnoHeHTe ICS B Lenowm;

- 06 nHTepdpeiice n kabensix CBA3N C BHELUHEW CeTbo, TAKOW kak VIHTepHeT nnn kopnopaTuBHas ceTb.

Ha pricyHke 5. a Takxe Ha Apyrux pucyHkax oTMe4eHo npucyTcTBue nogeil. /llogn — 3To YacTb NpPakTu-
yecku /1060l cucTeMbl, faxe ecnn OHW OCYLLeCTBAAIT TONIbKO yAaneHHoe 06CnyXuBaHne 1am ynpasnsio-
Lme BO3AENCTBUSA, 1 UMEHHO NIOAN SIBAAIOTCA OCHOBHOW NPUYMHONM U MHMLMATOpamu yrpos.

EN ICN
BHelwHsna ceTb MpombiwneHHas
opraHuzauum nnav CeTb ynpas/seHnsa

06LLef0CTynHas ceTb

MpumeuvaHune-
MpucyTcTere nepcoHana
0aXmno An1A obecneyeHns
6e30nacHoOCTH, HO Ha

MpumeyaHune 1— MoryT UICNONb30BATHLCS M GECNPOBOAHbLIE COEAUHEHNS, HANPUMEP, B3aMEH Kabeneli cBA3m
C CeTbl WK ycTpolicTBamMu.

n punmedaHne 2— Kom*)mrypau,vm X0CTa, npmBefeHHasa Ha PUCYHKe, ABNAeTCAa NUWb HarngagHbiM npuMmepom
1 He npeaHasHavyeHa Ana 3agaHua KaKoW-nm6o TOMonormm ceTu.

PucyHok 5— JTanoHHas koHgurypauus GPH — GPH ICS ¢ BHewHUMuK ycTpoiicTBamu

5.6 Mogenu 3almnTol

5.6.1 LlenocTHOCTb ¥ 3almTa goctyna

OCHOBHbIE NPUHLUUMBLI 6€30NacHOro ynpasneHns AoCTyNnoM U o6ecnevyeHns LenoCTHOCTM MOXHO pac-
CMOTpETb. NCNOJb3YA TUMOBYIO KOHUrypauuo npoctoro GPH (cm. pucyHok 5).

30HbI 3alWnTbl NPUMEHUTENbLHO K GPH npeacTaB/ieHbl Ha pUCyHKe 6.

PucyHok flaeT npefcraBneHune o TOM. 4TO yrpossbl, ucxogsauue ot ICS n ee cpefibl, MOryT 6b1Tb Npeceye-
Hbl Ha (PM3nyeckol rpaHnLe KOMHaTbl, WKada 1M Ha 3N1eKTPUYECKOW rpaHuLe LeHTpanbHOoro npoueccopa
(CPU) 1 uHtepdpelico xocra.

14
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EN ICN
BHeLLHAs ceTb opraHnsaums MpOMBbILLIEHHaS
1nn o6LLEejoCTyNHas CeTb, CETb yNpaBeHuns

Hanpumep, MHTpaceTb
vnu ViHTepHeT

MpumeyaHune-
MpucyTcTBrE NepcoHania
BaXXHO /151 06ecneyeHmns
6€30MacHOCTK, HO Ha
PUCYHKE He NnokasaHo

KoHTporb
poctyna
oneparopa

PucyHok 6 — 3awumTa ycTpoicTBa — yCUIeHUe 3aWuTbl U ynpasieHne AOCTYNoM

Nornueckas rpaHunua Bokpyr GPH moxeT 6bITb co3gaHa Mepamu no o6ecneyeHnto LesnocTHOCTN — YCu-
NeHVeM 3almnTbl 3a cHeT KoHUrypuposaHus O/S, NpUNoXeHnin n cnyxo (Ha pucyHke 6 COOTBETCTBYHOLLME
KOMMOHEHTbI NOMeLLeHbl B KPYrn, 0603Ha4YeHHbIe MYHKTUPOM).

Ycunenuve 3aluntel kabenel nepegayn Ha KOPOTKMX PACCTOSHUSAX MOXET ObiTb OCYLLECTBNEHO (PU3MN-
yeckumu cpegcteamu. Ha 60/blIMX paccTosHUAX crefyeT WUCMOoMb30oBaTh Kpuntorpaduyeckme cpegcrsa
(nokasaHo MYHKTUPHBLIMW AVHUAMU, UAYLAMY NapanienbHo kabento).

Mepbl Mo o6ecneyeHunto LenoCTHOCTN 1 ynpaBieHnto AOCTYNOM MPUMEHSAIOTCA No o6LwemMy obpasuy K
cLueHapusaM, B KOTOPbIX:

- ANsi ONepaTopoB Y BHYTPEHHUX YCTPONCTB ICS MOXEeT 6bITb HEO6X0ANMO NofkoUeHue K ICN;

- ceTb ICN nogkntoyeHa k gpyrum cetam ICN w/wnm noacetam.

5.6.2 3awmrta cermeHToB

ApxuTekTypa npuHuuna obecneyeHms 6e30NacHOCTN CermMeHTa OCHOBaHa Ha NpegnosioKeHun, 4To
TOononornyeckas CTPYKTypa NPOMbILLIIEHHON CeTn MOXET ObiTb pasfeneHa Ha OTAeNlbHble CerMeHTbl 6e30-
nacHOCTW. Ha aTOM e YpOBHe pas/inyHble CerMeHTbl MOTYT ObITb COEAVHEHbI APYT C APYTOM MarucTpanbHol
ceTbio, Hanpumep B OCHOBHOI ICN, KaxApblii CEerMeHT MOXeT MMeTb efUHCTBEHHYI0 TOYKY BXOfa B Maruc-
TpasibHYIO CeTb.

PaccmoTpeHvie cerMeHTOB B OCHOBHOM BbIMOJTHAETCA A/1A:

- camoii ceTn ICN;

- cermeHToB nogcetun ICN:

- cneymasnbHbIX cermeHToB ceTu ICN, Hanpumep, wno3oB SGW B kKoHdurypauuy DMZ.

MpumeuvaHune — ICN onpegeneHa TakuMm o6pa3oM, 4To (PAKTUYECKM camMa He COLAEPXUT CETMEHTOB BHELLHEN
cetn EN. Ee obwas 3awmTa OT BHELWHUX YCTPONCTB U/unn ceTeli obecneunBaeTca LWIO3aMU BHELWHNX MOAKMOUYEHN
(ECG).

[ononHUTeNbHO MOTyT GbITh CO3A4aHbI cneynanbHble (HeceTeBble) CerMeHTbl BHYTPY OM3NUYECKMX XOC-
TOB M YCTPOIACTB, 06ecneynBarLLe COOTBETCTBYHOLLEE yrpaB/ieHne AOCTYNOM A8 3alWTbl, Hanpumep:

- caMoro xocTa wuam yctpoicTtea oT yrpo3s ICN;

- siipa onepauvoHHOW CUCTEMbI 1 CETEBbIX C/YXO OT MPUMNOXKEHUA Y UHCTPYMEHTOB;

- KPUTWUYHBIX MPUIOXKEHNA OT MEHEE KPUTUYHBIX:

- MOHUTOPVHIa 6€30NacHOCTU U NMPUIOXKEHNA afMUHUCTPUPOBAHNSA OT NPUMIOXEHWUI yNpaBeHus.

OCHOBHbIMW MepamMu 3aluTbl 415 CeTell C BbICOKON 6€30MacHOCTbI0 ABMAIOTCS:

a) uepapxumuyeckas Wau cTyneHyartas CTPYKTypa CerMeHTOB:
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b) CTPOro CyXeHHbli Habop uHTepdeicoB (BNIOTb A0 MWHUMaNbHO HEO6XOAMMOro, Hanpumep,
Mcnosib30BaHUe OrpaHNYeHHoOro Habopa yHkumit/agpecos);

C) CTporve Mepbl ynpasfieHns JoCTynom (Hanpumep, NpUMeHeHne cneuunanbHOW Cxembl NPUBUIErnii,
6/10KMpoBaHNe HeCcaHKUMOHUPOBAHHbLIX N3MEHEHWI, HAMEPEHHbI 0TKa3 OT CMYX6 KOHTPMEP).

MpumeyvyaHne — [1na ceT AN CErMEHTOB CETU, CBA3AHHbLIX C NPUIOXEHNAMMN 3KCNIyaTaluMoHHON 6e3onac-
HoCTu. B cooTBeTcTBMM € MOK 61508 (M3K 61511). ocob60e BHUMaHWe crnefyeT yAenaTb COOTBETCTBUIO NPUMTOXEHNIA MOHN-
TOPUHra u3nyyeHuii TpeboBaHNAM [eiiCTBYIOLEro MECTHOrO 3aKOHOAATeNbCTBA W NPUIOXEHNA KOHTPONS kavecTBa Aeii-
CTBYIOLMM B NPOMbILIIEHHOCTU cOrnaweHnsam, Takum, kak GAMP 0. B aTom cniyyae 3ta ceTb UKW CErMEHT CeTu MoryT
cYNTaTbCA CeTbio C BbICOKOW 6e30MacHOCTbIO.

Mpu nepapxmyeckoii CTPYKTYpe CErMEHTOB KaXAblii MOAYMHEHHbLI CErMEHT BCNEACTBME CermeHTauum
nony4vaeT JOMNONHUTENbHYIO 3aLUUTY U «3LIEe/TOHNPOBaHHYI0 060POHY», TaK Kak 3alluLLieHHas rpaHnLa Kaxaon
NOAYMHEHHON ceTu npefctaBnseT coboi AONOMHUTENbHYO IMHUI0 060POHLI.

MpumeuvuaHune 1— CeTb, pacnonoXeHHass CHAPYXu CErMeHTa, faxe ecnv oHa Haxoautcs BHYTpu 1CN. moxeT
paccMaTpuBaThCs Kak «HeHafexHas ¢ UCKMI0YEHUAMM» MO OTHOLLEHMWIO K Tunam Tpaduka cetn n ob6bemam, a Takxke Hame-
PEHMAM 1 BO3MOXHOCTSIM Mo/ib30BaTenei.

YcnelwHas JONoNHUTebHAA 3alluTa Ha NyTH ataku CHapyXu Ha BHYTPEHHIO CeTb HE COCTOUT TO/bKO
13 OfHOW 0BOPOHBI FpaHuULbl, OHa Takxe npeanonaraet obHapyXeHne 1 pearmpoBaHue.

Ha pucyHke 7 npuBegeH npumep NpuHLMNA 3WENOHMPOBAHHOW OGOPOHLI, KOTOpPYK oGecneyvBaeT
nepapxuyeckas cermeHtauus. NokasaHo, HanpyMep, YTO Yrpo3bl N3 MHTEPHETa NpecekarTCs Ha rpaHule
BHeLLHel ceTu opraHusaummn. OfHako, nonuTuka 6esonacHocT ICS cuMTaeT 3Ty BHELUHIOW CETb OpraHusa-
UMK HeHafexXHoI 1 TpebyeT Takke nNpeceveHns yrpo3 n Ha rpaHue ICN.

Ecnu aTaka He 6ygeT npeceyveHa Ha rpaHuue ICN, aTakylowmii MOXeT NpeosoneTb AanbHenwne mepsbl,
NPUHATbIE Ha OTAE/NbHbIX YCTPOWCTBAX M CepBepax, a Takke Ha rpaHuLe KpUTUYHOW aBToMaTn3auum u ceTei,
ynpasnsieMbix B nonie. bnarogaps coyeTaHnio CTyneH4aToro nogxoaa ¢ ApyrMMm COOTBETCTBYHOLWMMU Mepa-

' EN
BHeLluHan
006LLeJ0CTyNHasA CETb,
Hanpumep. VIHTepHeT

EN BHewHsna ceTb
opraHnsauun Hanpumep.
> WHTpaceTb

oCTVN Yrposbl
focty MpuunevyaHune-

MpuicyTcTBYE NEpcoHana
BaXKHO A151 0becneyeHns
6€e30MacHOCTH, HO Ha
pUCyHKE He nokaszaHo

ISN MynbTbl ynpasneHuna™

JIpcMbliLLneHvasn
CETbYIPTNEHHN

PucyHok 7 — JwenoHnpoBaHHas 060poHa 3a cYeT UCNOMb30BaHUS CermeHTauum
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MmuBna,u,eneu,/onepaTop 3aBoja MOXeT O6bITb yBEPEH B TOM. YTO Npu Bcex obcToaTenbcTBax ICS BaocTarou-
HOW CTeneHu 3aluileHa OT aTaku.

BHyTpu cetun ICN no6oii cermeHT noacetun 3awmiieH wat3om SGW Ha ee rpaHuue. MNogo6HO aTomy
YCTpOICTBA 3allWLLEHbI HEKOTOPbLIM (PYHKLMOHANIOM 6€30MacHOCTU, KOTOpbI NokKa3aH Ha puUcyHke 7 (Kpyru
BOKPYT YCTPOICTB, BblAENEHHbIE MYHKTUPOM).

CnepyeT UMeTb B BUZY, YTO B 3aBMCMMOCTM OT aHa/M3 Yrpo3 U PUCKOB, APYrux TpeboBaHuii Bnagenb-
Lua/oneparopa, MOryT CyLLeCcTBOBaTb Mepbl, MPMMeHSAeMble K COOTBETCTBYIOLLMM MOAMHOXECTBAM U HaMHO-
XecTBaM CEerMmeHTOB.

NMpumeuaHue 1— Jliobas nonmTuka 6€30MacHOCTM JO/MKHA TPe60BaTL 6anaHca Mep YCUIEHUS, Tak kak o6ec-
neueHue Tpebyemoii 3aluTbl OLHOMO KaHasna [oCTyna MOXET NPUBECTH K YXYALIEHMIO 3aluUTbl APYroro kaHana. Moatomy
NIOTUYECKOE pasfesieHne Ha CerMeHTbl, OMMCAHHOE a HACTOSILLEM MOAMNYHKTE, O/HKHO LOMNOHATLCS afeKBaTHOM pusnyec-
KOV 3alnTOoli, B TOM Y1Cie NpaBunamy BHOCA'BbIHOCA NOPTATUBHbIX YCTPOMCTB HA 3aBOJ W €10 CerMeHTbI.

MpuMeHeHUe NPUHLMNA SLIeNIOHUPOBAHHO 060POHbI, MPUBEAEHHOTO HA PUCYHKE 7. HANpUMep cLeHapus
(amanTypoBaHHOIO U3 prCyHKa 4). MoKasbiBaeT NpuMep cermeHTauum ICS. npefcTaBieHHbI Ha pucyHke 8.
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B atoli mogenu 3awmtel nepumeTp ICN 3awuileH W30M BHELWHMX nogknodennii (ECG) n Bopotamu
dusunyeckoro goctyna (PAG).

LLno3 ECG siBnsieTcA BblAeNEHHbIM LW030M 6e3onacHocTn (SGW) ¢ 4oNoNHUTENbHbIM (OYyHKLMOHA-
NIOM. Y[,0BNETBOPAOLWNM TPe60BaHNAM KOHKPETHOW MOMNTUKK, Hanpumep, 4158 BHELHUX YCTPOWCTB.

PAG npepfctaBnaioT co60i MYHKT M3NYECKOro A0CTyna, KOTOpbIA AO/HKHO MPOWTW YCTPOWCTBO npu
BHOCe/BbIHOCE Yepe3 nepumeTp 6e3onacHocT ICN. rapaHTVpyOLWWiA, 4TO NOANTUKK 6e3onacHocTn ICS He
6yAyT HapyLleHbl, Hanpumep, 13-3a nepegayn KOHMUAEHUNanbHON NHhopMaLMn NaM BHOCa BPeAOHOCHOTO
nporpamMMHOro obecneyeHus.

MoryT ncnonb3oBaTbCA AONOIHUTE bHbIE CETMEHTbI OT NOACETEN A0 KOHKPETHbIX YCTPONCTB C yCUNEH-
HOW 3aliMTOl, paccmMaTprBaeMble Kak CerMeHT.

Mpumepsl

- 3allWLEeHHbI XOCT cCeTu ynpaBneHus;

- MPWUHLUUN ynpaB/ieHUA CeTbi0 Ha BEPXHEM/HWXKHEM YpPOBHE;

- ceTb BHYTpwM ICN, cogepxalwasa Bce XOCTbl C ONepaynoHHbIMK CUCTEMaMM 06 ero HasHavyeHus;

- KOHKpeTHble yCTpPOCTBaA C yCUEHHOIi 3aWnToi (Hanpumep, Xo0CThl), AN KOTOPbIX CETMEHT COOT-
BeTCTBYeT OAHOMY YCTPONCTBY. [laHHble ycTpolicTBa JOpMUPYIOT 3alWNTHbLIA NnepumeTp.

5.6.3 O6wure Mmepbl 3aNTbl BHELWHEro gocTyna

C Touku 3peHuns ICN nobasa EN sBnsetca HeHafexXHoV No OTHOLWEHMIO K Tunam 1 o6bemy ceTeBoro Tpa-
dhuKa. a TaKkke K HaMepeHnsM 1 BO3MOXHOCTAM nosib3oBaTens. [10aToMy B HACTOsAWEM CTaHAapTe onucaHbl
oTAeNbHble Mepbl 3awunTbl CeTU AN BHeLHeN rpaHuubl ICN. BbIxogsLme 3a paMki Mep. NPUHUMaeMbIX BHYT-
pv ceTtu.

XOoCTbl MM yCcTpoOWCTBA MOTYT MbITAaTbCA MCNOMb30BaTh OOLLMIA BHELUHWIA AOCTYN, KOTOPbIA 06bIYHO
03HayaeT MCNo/ib30BaHMe He3allVLIeHHbIX CepBUCOB WMHTEpHeTa, Hanpumep, MCNofib30BaHWe 6paysepa,
3/1eKTPOHHOW NouThl (e-mail), nepegaun aiinos n 1. 4. O6LMe BHELLIHNE CEPBUCHI MOTYT MbITATLCS NOAK/IO-
UNTBCA K He3aluLeHHbIM 06wum cepucam ICN.

BHyTpu ICS umeeTcs jBa KOMMNOHEHTA, KOTOPblE MOTYT pearnposaTth WK OTBEYaTb Ha 06N BHELLHWI
foctyn (CM. pUcyHok 9):

- cpepcTBa obecneuymBaroLme coeNHEHNS NPy CBA3KW, B TOM Y1C/e NHTepdelickbl, MPOTOKO/bI 1 CepBu-
cbl (BxoAaswme n ucxogawme ans ICS) Ha ECG:

- COOTBETCTBYIOLLEE BHYTPEHHEE 060pyA0BaHNE N NPUIoXeHUsa BHYTpY ICS.

BHyTpuW KOppecnoHAeHTOM MOXeT 6biTb 060pyA0BaHNE NCTOUYHUKA UV HA3HAYEeHUS, CBA3bIBaKOLLEecs ¢
BHELLHEN ceTblo HAMpPsAMYI0 UK Yepes onepaTopa, Uan Yyepes NPOMEXYTOUHbI NPOKCU-cepsep.

CHapyxu napTHepbl Mo CBA3W MOTYT OblTb PA3/IMYHLIMU — OT HALEXHbIX [0 NOA03PUTESNbHBbIX.

NMpumeuanune — OB6LWMI BHEWHUI JOCTYN HE BKIOYAET B CE65 CNeyuasbHbIX BHELWHNX NPOMBbILIEHHBIX K/1-
€HTOB yNpaB/ieHus!, KOTOPbIe PACCMOTPEHbI B 5.6.4.

YCcTaHOBNEHHbI 06U BHELIHWIA LOCTYN 1M HOBbIE 3aNpOoChl 3TOr0 TUMa COefUHEHNI fOMKHBI BbITb pac-
CMOTpEHbI B Lieniax 6e3onacHocTu, Hanpumep, ABAseTca N1 abCconioTHO Heo6xoAMbIM 06Kl web-gocTyn
BHyTpY ICN.

[axe npu cneunanbHOW CBA3N C HAAEXHBIMU BHELLHUMW NapTHEpPaMu U COOTBETCTBYOLMM 06pa3om
BbIMO/IHEHHbIMW 6u3Hec-TpeboBaHusaMN TpebytoTca ECG. rapaHTupylowme nogaepxky Tonbko Tpebyembix
CEPBUCOB U YCUNEHHbIE NPUBUIETUM BHELLHErO AOCTYyNa.

5.6.4 3awmTa BHELWHEero KaneHTa

Ecnu gna paboTtsl ¢ ICS TpebyeTca CBA3b C yAa/IeHHbIMY (BHELUHMMM) KIMEHTAMW, CBA3b C BHELLUHUMM
ceTaMU [O/DKHa ObiTb 3awuuwieHa. BHewHue cetm EN ¢ Toukm 3peHus ICS ABASAOTCA HeHaLeXHbl-
My (cm. 5.6.3). BesonacHocTb Ao/MKHA 6bITb pacnpocTpaHeHa Ha apxuTekTypy, peanusauuio u paboTy coeu-
HeHusA.

Mepbl N0 3almTe BHELIHEro KIMeHTa NPUMEHSTCA Ha 06LLMX OCHOBAHUAX K CLLEeHapusAM, Npy KOTOPbIX:

- onepaTtopbl M BHyTpeHHMe ycTpoiictea ICS MOryT HyxAaTbCsA B flOCTYNe K BHELHUM pecypcam, Hanpw-
Mep. 415 06HOBNEHUS AN ANSA NOAYYEeHUS MHOpMaL U ynpaBieHus;

- BHeLlHWe onepartopsl 1 ycTpoiicTBa ICS MoryT nonyyats goctyn k ICN. Hanpumep, Ana uenei guar-
HOCTUKW. 06CNYXUBaHNA U/UNK yNnpaBneHuns.

B yacTHocTK, nonuTtuka ICS npumeHnma K 3alinte BHELIHErO K/IMEHTCKOro 060pyA0BaHNs 1 ero npuno-
XeHuit. OHa Takke NpMMeHMMa K BaXHO npobneme 060py0BaHNs, BpEMEHHO HaxoasLerocs cHapyxmu ICS
M [OCTaB/IIEMOr0 Ha 3aBO[ A1 NPSAMOro UAM KOCBEHHOro nogkntoyeHns K ICN. Harnpumep, nopTaTtuBHbIX
YCTPOWCTB ANA 06CNYXMBAHWA U HOCUTENel AN 06HOBEHNUA NpPOrpaMMHOro obecneyeHus.
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BHelLHee

CTPOCTBO.
orcpoTop
VNN KIVeHT

PucyHok 9 — O6Lyne BHelHUe CoOeANHEHNS

COO0TBeTCTBYIOLLME KaHabl yAaIEHHOT0 AOCTYNA AO/MKHbI 6bITh B TUMMYHOM C/lydae 3alinileHsl 6onee
CU/IbHBIMW MepaMu, YeM Kcrnonib3yemble BHYTpU ICS. B oTanume oT 06LLero octyna, kaHasnbl KMEHTOB yaa-
NNEHHOrO AOCTyNa MOryT, B [OMNO/IHEHME K UHTEPHeTY, UCNOo/b30BaTb HA6op HoMepa onpeaeeHHOro CoTOBOro
TenedoHa, BbI30OB Ha pagnoyacToTe, Apyrue AelicTBUs, BbIMO/HSEMble Yepes onepaTtopoB 06Lero focTyna
WM YaCTHbIX ONepaTopoB CBA3M.

OfHUM U3 OCHOBOMOJAraloLLMX NPUHLMNOB A5 3TON NOSIUTUKN SBNAETCSl, HACKObKO 3TO BO3MOXHO,
OTAENEHVE TEXHOOMAMN AOCTYNa OT TPebyeMbIX MEXaHU3MOB 1 Mep 6e30MacHOCTM.

[ONs BHEWHUX KIMEHTOB U NPOKCU-CEPBEPOB CyLecTByeT CUbHAs 3aBUCUMOCTb OT BHYTPEHHUX KOp-
PecnoHAEHTOB. UCMOMb3YOLWMX YCTAHOBEHHbIE CNelnanbHble NpaBuaa 4ocTyna U npoueaypbl Ha CTOpoHe
ICN n ECG. Tem He MeHee, 0c060e 3HaUYeHUe Heo6X0aMMO Y eNATb 6e30MNaCHOCTY BHELLHETO K/IMEHTA, HAaXo-
Aslerocs 3a npeaenamu 4ocAraeMocTy NiaHa onepaTopa v noaToMy HYXAalLerocsi B 0c060M BHUMAHUN.

MoBblWeHVEe TpeGoBaHKii 6e30MacHOCTU MOXEeT NoTpe6oBaTth CBA3W ¢ 060pyfoBaHneM ICS Ans TpaH-
31Ta yepes NPoKCU-cepeep NPUIOXKEHNA BHYTPM ICN. Tak Kak UCMo/b30BaHUe NPOKCU-CEepPBEpPOB CYLLECTBEH-
HO ynyuluaeT 6e30MacHOCTb.

AfbTEpPHATMBHOE peLleHne COCTONT B MCMOb30BaHNM CKBO3HOTO LUMPOBAHNS C 3aLLUTO LLenocTHOC-
TV WU NPUMEHEHUS TEXHONIOTUN 6e30MaCHbIX YaCTHbIX CeTell.

19



FOCT P 56498—2015

6 TllonnTuka 6e30MacHOCTU MPOMbILLI/IEHHON CUCTEMDI
ynpaB/fieHUss — OCHOBHble cBefeHus

XocTbl ICS. ceTb ICN. BHyTpeHHMe YCTPOCTBA, BHELUHNE XOCTbl UAW YCTPOKCTBA AO/IKHbI OblTh 6€30-
nacHbIMW. BMECTE C UX KIMeHTamu, kaHanamu ocTyna, UCNosib3yeMbIMU XOCTamu KNIMEHTOB U yCTPOCTBaMM
015 CBA3W C HAMM.

Takas nonutnka 6e3onacHocTu ICS npegnonaraet Mepbl MO BbINONHEHUIO TpeboBaHMl 6e30nacHOCTH
ICN npv noAaknl4YeHnn K Kakoi-nnbo BHeLLHel ceTn opraHusauun un/vnu obefocTynHol ceTn. 3Tn Mepbl
OTHOCATCS K 6€30MacHOCTU XOCTOB, YCTPONCTB. ICN 1 cBA3M ¢ BHYTpeHHeli yacTelo ICS. a Takke B npegenax
BHYyTpeHHel yacTu ICS, B TOM Yncne ¢ NOAKNIOYEHHBIMW XOCTaMm 1 yCTPONCTBaMU, ABAAIOWUMUCA BHELIHUMM
Mo OTHOLUEHWIo K 3aBoAy unu ICN, K noBbiweHn0 6e3onacHoOCTN 1 obecneyeHnto TpeboBaHuii K 6e3onacHOCTH
akcnnyaTaumm.

n pnmedaHne 1— MonuTtnka Tarke yunTbiBa€T UCKNKYEHUA, aonyckaa ynpaBieHne nMu n aHasns puckos OT-
KNOHEHNA OT NOJIUTUKN.

Mpeanaraemblie Mmepbl NOAUTUKN 6e3onacHocT ICS crpynnupoBaHbl MO NOANYHKTaM COOTBETCTBYOLLE-
ro cofepxaHus:

- MPUHLUMbI, ONUCbIBalOLWME NOAUTMKY, NPeAcTaBAAloT cO60i 06Llime MOMOXEHUS, NPUMEHUMbIe KO
BCEM Mepam 6e30nacHOCTH, NpUHMMaeMbiM B pacyeT Ans ICS n ee ICN. B TOM uucne kK npegsapuTenibHbIM
yCN0BMAM 6€30MacHOCTM U 3afaHHbIM UCKIIOYEHUSIM 13 NOMNTUKM, HANpUMep, K Tpe6oBaHusM 6e3onacHoc-
T, CBA3@HHbLIM C 6€30MaCHOCTbI0 3KCNyaTalun.

- ynpaBfieHvne JOCTYMHOCTbIO, Kak crneundmyeckas npobsema ceTeil peanbHOro BpeMeHW, HeyacTo
BCTpeyawuascs B obwem IT (cm. 8.1);

- ynpaB/ieHMe LLe/I0OCTHOCTbIO, BK/OYas TpeboBaHusa Ans:

- 3aWuTbl OT BUPYCOB U APYroro BPeAOHOCHOIO MporpamMmMHOro obecneyeHus;

- 0O6HOBNEHMA W UCMpaB/eHNs OWINMGOK NPOrpamMMHOro obecneyeHmsa n rpMeHHOro NPOrpaMmMHoro
obecneyeHus;

- pes3epBHOro KONVpoBaHUSA:

- UenocTHocTu thaiinos n daiiIoBoli CUCTEMBI;

- YCWNEeHWs 3awuTbl annapaTHbIX CPeACTB, ONEPALVOHHON CUCTEMbI Y MPUIOXEHWIA;

- ynpaBfieHMe NOrMYeckUM LOCTYMNOM, CBSI3aHHOE C [OCTYNOM K XOCTaM, YCTPOWCTBaM, HOCUTENsM 1

nHopmaLmn, BkIYyawLee TpeboBaHnsa ans:
- ngeHTudukaumm nonb3osarens;
- obecnevyeHuns npusBuaernii NonNb3oBartens, HanpuMep, y4eTHbIX 3anuceli 1 npas AOCTyNa,;
- wudpoBaHus;
- yNpaBfieHNs1 BCEM BblLLENEPEUNC/TEHHBIM.

MpumMmeyaHune — ITa KaTeropusi Mep HepaspbIBHO CBsi3aHa C NpaBuiaMu, ynpasnsiowmyMm paboToii Wo308
6e3onacHoCTu:

- ynpasrieHune hu3nyeckmmM 4OCTYNOM NpefocTaBnseT coboii npaBuna A1s 6e3onacHoro omanyeckoro
[OCTyna B KOMHaTbl, kKaBUHeThbI 1 K WKadam ans obecnevyeHms 6e30MacHOCTU XOCTOB, YCTPOWUCTB M HOCUTe-
neii. nocpeAcTBOM yCTaHOBNEHUSA TpeboBaHuii ans:

- naeHTudmkaymm nonb3osaTens;
- MpuBWIErnii Nnonb3oBaTens, Hanpumep, AN KIK4Yel 1 Apyrux npas AOCTyna;
- ynpaBfieHUs1 BCEM BbILLEMNEPEYNC/IEHHBIM;

- ynpas/ieHNe CerMmeHTOM, Kak OCHOBHasi Mepa 3aliuTbl /15 CeTel C BbICOKOI 6e30nacHocTbio. o aToii
npuyrHe Npo6seMbl ¢ cerMeHTalmen BbIHECEHbI B OTAENbHbIA NOANYHKT.

- ynpasJ/ieHWe BHELUHUM AOCTYNOM C y4eTOM KOHKPETHbIX YTPo3, UCXOASALLMX OT 06Le0CTYNHbIX CETe;

- agMVHUCTPUPOBAHME, MOHWUTOPWHT, yNpaBfieHWe B ONacHbIX YC/MOBUSIX, KOOpAMHALMA 06LMX Npo-
6n1em AN BCEro BbILENEPEYNCIEHHONO C LieNbio obecneveHuns:

- ynpaBs/ieHUs UCKTIOYEHNAMN;
- NPOTOKO/IMPOBAHUSA N MOHUTOPUHTA;
- pearnmpoBaHusl Ha onacHble YC/0BUS.
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7 TMonntuka 6e30MacHOCTN NPOMbILIIEHHOW CUCTEMDBI
ynpaBneHus — NPpUHLUUNbLI U ONYyLWeHNA

Lienb ykaszaHHOW NONMTUKN — obecneyveHne agMmuHucTpaumn ICS aupekTnBHOM nHpopmaLmeld, B KOTo-
poii yKkasaHO Ha YTO pacnpocTpaHseTcs nonuTuka 6esonacHoctu ICS, ee NO3ULUOHNPOBAHNE BHYTPU NOAU-
TWUK OpraHusauuu, COOTBETCTBME APYrUM Tpe6GoBaHWMAM oOpraHu3auum uaM TeXHUYECKUM TpeboBaHUsIM,
6u3Hec-Tpe6oBaHNsAM, Tpe6oBaHUSIM COOTBETCTBYIOLLUX 32KOHOB U PerfiamMeHToB.

7.1 NMonutnka 6€30NaCHOCTV NPOMbILISIEHHON CUCTEMbI YNpaBAeHns — NpuHLUNbI

7.1.1 MonuTuka 6e3onacHocTn ICS npesanvpyeT Haf NOAYNHEHHBIMU NOAUTUKAMMU, 38 UCKIOYEHNEM
c/ly4yaeB, Korfa sIBHO BblpaKeHO UHoe.

3710 060CHOBAHO TEM. YTO NPU BO3HWUKHOBEHWUU KOHMMKTA YTBEPXAEHWA NOAUTUK ANS Pas/INyHbIX
NOAWTUK, AEACTBYIOLMX Ha 3aBOAE W Ha nsoLwagkax ero KOHTpareHToB, A0/MKHO 6bITb YCTAHOBMEHO CTapLUu-
HCTBO MOJIUTUK.

MpaBuna peanusauumn NoaAUTUKK npueedexsl B 7.1.1.1 1 7.1.1.2.

7.1.1.1 [OonxHO 6biTb 3aK/IOYEHO corfnalleHne o6 ypoBHe 6e30MacHOCTM npefocTaBAseMbIX YCayr
Mexay CepBUCHOI opraHu3aumeii n opraHnsauvein ICS. yctaHasnusatwlee Tpebyemblii ypoBeHb AOBEPUS.

7.1.1.2 CornaweHune 06 ypoBHe 6e30NacHOCT NpefoCcTaBAsEeMbIX YCAYT AO/MKHO ObITb COrNacoBaHo ¢
nonuTukoii ICS.

Mpumep — Ecnu onepatop ICS nonepaTop yaaneHHOro LeHTpa ynpaBneHns npuHagnexarT pasinyHbim
opraHu3auuaM UAM HaxXoAATCSA Ha pa3HbiXx 06bekTax, OHM MOTYT UCNONb30BaTb OTAMYAK LW MECA NONUTUKN
MHpopmMaynoHHoin 6e3onacHocTu. CornaweHne o 6e30NacHOCTM MpegocTaBNeHNa ycayr MoxeT noTpeb6o-
BaTbCA. HaNnpumep, A5 yKa3aHWs Mep No ayTeHTUd MKaLuu, No cAepXMBaHNIO pacnpocTpaHeHus nHdopma-
LMn, N0 NpecevYeHnto yrpos, NCXoasawmnx o T BUPYCOB 1 BPEeAOHOCHOTO NporpamMmMHOro obecneyeHus.

JononHutensHasa nHgopmauuns oTHOCUTENbHO 6e30MacHOCTU NprBeeHa B COrnaleHnsax co CTOPOH-
HUMY opraHusaunsmu B cootseTcTeum ¢ MCO/M3K 27002.

7.1.2 TMonutuka 6esonacHocTn ICS nogumHAeTCa NonnTrke 6€30NacHOCTM opraHu3auymmn u 4ononHaeT
ee. Npn BO3HWKHOBEHMUN KOH(NIMKTA NOUTUKA 6e30NacHOCTM opraHm3auny SBnseTcs NPUopUTETHOM.

3T0 060CHOBAHO TEM. YTO CYLLECTBYIOLLME KOPNOpaTUBHbIE MOMNTUKN JO/MKHBI CO6I0A4aTLCA MOMUTH-
Kol 6esonacHocTu ICS.

Mpasuna peanusaynm NOAUTUKK NpuseseHbl B 7.1.2.1.

7.1.2.1 MonuTtuka 6e3onacHocTy ICS MOXeT 6biTb UCKIYEHA M3 3TUX NOMOXEeHWi. B aTom cnyyae
MOXeT noTpe6oBaTbCs CyLeCTBEHHOE AOMO/IHEHNE NOIOXEHUI HACTOSALEero cTaHjapTa.

[ononHutensHasa uHgopmauns — no MCO/M3K 27002.

7.1.3 MonuTuka 6e3onacHocTh ICS nogunHeHa YHKLMOHANbHO NONNTUKE 6€30MacHOCTH, CBA3aHHO
¢ 6e3onacHOCTbIO aKcnayaTaunu.

3710 060CHOBAHO TeM, 4TO NonTUKa 6e3onacHocTu ICS He pacnpocTpaHseTcs Ha 6e30MacHOCTb PYHK-
LMOHMPOBaHWSA, a Takke Ha TpeboBaHUs 6e30MacHoOro PYHKLUOHNPOBAHWA 1 aKCMyaTauuy B ONacHbIX yco-
BUAX, KOTOPblE BO MHOTMX 3aKOHOA4ATEIbCTBAX CYNTAIOTCA UMEOLLUMN BbICOKYO UM HAUBLICLLYIO BXKHOCTb.

MpaBuna peanusauum NoAUTUKK NpuBedeHsl B 7.1.3.1.

7.1.3.1 WN3meHeHns B nonutuke 6e3onacHocTn ICS fO/MKHbI ObiTb YTBEPXAEHbI agMUHUCTPaLMei,
oTBevaloLleli 3a 6e30NacHOCTb IKCnayaTaumu.

7.1.4 Monutuka 6e3onacHocTn ICS gononHseT TpeboBaHWA MECTHOr0 WM HaLMOHAaNbHOrO 3aKOHO-
faTenbcTBa. MNMpy BO3HUKHOBEHUU NPOTUBOPEUNIA NPUOPUTET MMEKT TPEBOBAHUS MECTHOTO WU HaLMOoHasb-
HOro 3aKoHojartenbCcTBa.

3710 060CHOBAHO TeM. 4YTO TpeboBaHNA 3akoHoAaTeNbCTBa, omumnanbHble pacnopsxeHus (Ha dege-
pasibHOM YpOBHE, Ha YPOBHE CTpaHbl, ropofa) UMeloT NPUOPUTET Haf, TEXHUYECKUMN TpeboBaHUsaMU 1 Tpebo-
BaHMAMYU opraHusauum.

7.1.5 Monutnka 6e3onacHocT ICS MOXET 6bITb AOMNOJIHEHA, NGO NPUHYAUTENBHO 060iiaeHa Tpebo-
BaHNAMU PEryiMpyoLnx JOKYMEHTOB.

3710 060CHOBaHO TeMm, YTO perynupylolme fOKYMeHTbl (Hanpumep, degepanbHble, HaUWOHa/bHbIE,
ropoga, NPOMbILLIEHHOCTN) MOTYT AOMNOHATL MU NPUHYAUTENBHO 0OXOANTL OPraHn3aLnoHHbIe U TEXHUYEC-
Kne mepbl 3TOW NOMNTUKN.

MpaBuna peanusaunn NOAUTUKN npuBedeHsbl B 7.1.5.1.

7.1.5.1 Monutnka 6e3onacHocTu ICS fo/mkKHa 6biTb paccMOTpeHa W. Mo BO3MOXHOCTU, YTBepXaeHa
npeAcTaBUTENS MU OPraHoB rocyapCTBEHHON BNAacTh, OCYLLECTBAAIOWMX Haa30p 3a cobnwogeHnem tpebo-
BaHWIi perynmpyoLmx 4OKYMeHTOB B OpraHu3auun u/unv B perynsTMBHOM opraHe.
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MpumeyaHne — B cooTBeTCTBUM C TpebOBaHWAMK 3IKCMyaTauMOHHOKW 6e30MacHOCTU, YCTAHOB/IEHHbIMU B
M3K 61508 1 M3K 61511. NpUNOXEHUS, OCYLLECTBAAIOLLNE MOHUTOPUHT, N3/Ty4YeHW [JO/KHbI COOTBETCTBOBATL TpeboBa-
HUAM [eCTBYIOLWEero MecTHOro 3akoHogarenbcTea U TpeboBaHMAM K NPUIOKEHUSIM KOHTPO/A KayecTBa, U3/TI0KEHHbIM B
GAMP (16). OHu MoryT nognagaTh Noj AeiiCTBME 3TOr0 NOMOXKEHNS.

7.2 TMonuTrka 6€30NacHOCTW MPOMbILIEHHON CUCTEMbI YNPaB/ieHUs — JONYLWEeHUs 1
NCKTOYEHNS

7.2.1 NMonutuka 6e3onacHoctn ICS He obecneymBaeT AOCTYMNHOCTU AaHHbIX (PYHKLMOHUPOBAHUA ©
LLe/IOCTHOCTU 3TUX JaHHbIX.

3T0 060CHOBAHO TEM. YTO CBOWCTBA NepeAayn AaHHbIX B peanbHOM BPEMEHW W KOppeKLuMs owunbok
ABNAIOTCA YacTbio PyHKUMoHana ICS, OHV COOTBETCTBYIOT TPEOOBaHNAM KCM/TyaTaLMOHHON 6€30MacHoCTU 1
paspaboTaHbl AN KOPPEKLUM OTKA30B U OWNOOK PYHKLMOHNPOBAHUSA CUCTEMBI.

Mpasuna peanusauum NONNTUKN NpuBeaeHsl B 7.2.1.1.

7.21.1 Ona nepefjaun COOTBETCTBYWOLIMX AaHHbIX 6e30MacHOCTU cnefyeT UCNONb30BaTb KaHaslbl,
KOTOpble UMetoT TpebyeMble CBONCTBA C TOUKM 3peHns o6ecneyeHmns LenocTHOCTU AaHHbIX, eCnv He onpeae-
NIeH TPaH3UT 3TUX AaHHbIX C UCMOJIb30BaHNEM CBA3HbIX MPOTOKO/I0B MPOMbILL/IEHHOrO KavecTsa.

MpumeuyaHue — LlenocTHoCTb NepefaBaembiX aHHbIX TPAANLMOHHO SABNSETCS INaBHOW Lenbio o6ecnederus
6e30MacHOCTU NpU 3KCMyaTayuym UHDOPMALMOHHBLIX cucTeM. MpeanonaraeTcs, YTo YBEPEHHOCTb B TOM. YTO faHHble ICS
nepefaHbl U NPUHSATbI HEU3MEHEHHBIMU MEX/Y KOHEUYHbIMU ToUKaMu ceccun, obecneynBaeTcsl NPOMbILLIEHHbIMU CBSA3HbI-
MW MPOTOKO/IAMU.

7.2.2 Monutunka 6e3onacHocTn ICS He ABNSETCS BCEOOBEMIIOLLEN NMOIUTUKON 6€30MacHOCTH.
3710 060CHOBAHO TEM. YTO HACTOALLMIA CTAHAAPT YUNTbIBAET TOJILKO NIormyeckyto 6esonacHocTb ICS. OH
He COAEepPXUT BCEX MOMOXEHUI, 06bIYHO BXOAALMX B NOMNTUKY 6€30MACHOCTM OpraHu3aunu.

MpumeuyaHune — B HacTOsILEM CTaHgapTe ycTaHaBAWBAIOT Mepbl nU3nyeckoit 6e30NacHOCTU TOMbKO B CAy-
uae. ecny OHW TECHO CBsiI3aHbl C MEPAMMU NTOTNYECKOii 6e3onacHocTy. [lpyrve mMepbl, Takue kak 6e30nacHoCTL nepcoHana, B
HacToslleM cTaHAapTe He paccMaTpuBaloTCs.

Mpasuna peanunsayuu NOANTUKA NpuBefeHbl B 7.2.2.1 1 7.2.2.2.

7.2.2.1 Bceobbemniowas noamTrka 6e30nacHoCT A0/KHA ObITb NONUTUKON 6e30MacHOCTM opraHm3a-
UMM 1 BKIKOYATb, Hanpumep, MOJIOXEHUS, Kacawwmecs 6e30MacHOCTM nepcoHasna, obuiein dusnyeckoi un
MHPOpPMaLMOHHOW 6e30NacHOCTH.

7.2.2.2 ina pononHeHus nonuTtukn 6esonacHoctn ICS v npugaHusa e 3aKOHYEHHOCTU HeobXxoanumo
ucrnonb3oBatb obuieoTpac/neBble UKW cneuManu3npoBaHHble CTaHAapTbl, €CinM noauTuka 6es3onacHocTn
opraHusauuun yrpadeHa uam HegoctaToyHa.

[ononHutensHasa nHdopmayma — no MCO/M3IK 27002.

7.2.3 NMonutunka 6e3onacHocTn ICS HO pacnpocTpaHsaeTcs Ha 3akynku.

3710 060CHOBAHO TEM. YTO 3aKYMKW U. B 3aBUCMMOCTM OT PUCKOB, CBA3aHHbIE C HUMK 06ecneveHne 6e30-
NacHOCTM N OTHOCALL,EECS K HUM TECTUPOBAHME JO/MKHbI pacCMaTpmBaTbCs Kak WTaTHble TpeboBaHus, ofHa-
KO OHW He paccMaTpuBaloTCA B HACTOSALWEM cTaHJapTe.

B gaHHO nonntuke npefycMoTpeHbl NpeaBapuTesibHble YC0BUS 1 OrpaHnyeHuns, 3aknovaowmecs B
ToM. yTo ICS npegnonaraeT CyLlecTBOBaHWE COOTBETCTBYIOLLEA MOAWUTUKU ANS 3aKynoK, TeCcTUpoBaHUSA
060pyA0BaHNSA M CBA3aHHbIX C 3TUM OYHKL M 6€30MacHOCTU, TO/TbKO B TOW YacTu, B Kakoi aTo TpebyeTcs Ans
peanusauumn nonutukm ICS.

MpaBuna peanusaumy NONMTUKN NpuBeaeHbl B 7.2.3.1.

7.23.1 TpeboBaHMA K 3aKynkam [O/KHbl 6bITb afanTupoBaHbl, UCXOAA U3 MOMOXEHUA 1 Mep. npea-
YCMOTPEHHbIX HACTOALWMUM CTaHAAPTOM.

[ononHutensHasa nHdopmaums — no [16].

MpumedyaHue— BHacTosLEE BPEMSA HET €UHOIN TOYKM 3PEHUA UM YCTAHOBUBLUEHCA NPaKTUKW MO AanbHel-
WMM pekoMeHAaumnam obecneyeHns 6e30NacHOCTM U TeCTUPOBaHUA 6e30MacHOCTV COOTBETCTBYOWEro 060pyAoBaHNs 1
ycTpoiicTB ICS.

7.2.4 Monutuka 6e3onacHocTn ICS He ob6ecneumBaeT BCECTOPOHHEr0 OMepaTUBHOrO ynpasfieHus
6€e30MacHOCTbI0.

3710 060CHOBAHO TEM. YTO N1 rapaHTUM TOro, 4To nonmTrka ICS 1 Mepbl UMET 0XUaeMblii achdhekT
Ha NPOTSXXEHUW BCEro IKCMyaTaunoHHOro Lykna 3aBofa, Heobxoavma nHTerpaumsa nonutuku ICS B obuuyto
cucTemy ynpasneHus MHpOpMaLnoHHOW 6e3onacHoCTbio ISMS cuctemsl.

B gaHHO nonuTrke nNpefycMOTpeHbl nNpeABapuTesibHbIe YCN0BUA U OrpaHuYeHmns, 3aknvatrwmecs B
TOM. YTO A0O/IXHA ObITb peannsoBaHa Bceobbemnowas cuctema ISMS. OHa go/kHa BKIOYaTb ynpasieHue
6e30nacHOCTbI0 NepcoHana, o6Leil 6e3o0nacHOCTbLI0 3aBOAa, NpoLeccaMn U npouesypamMv agMUUUCTpUpo-
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BaHNA 1 obecneyeHns paboTocnoco6HOCTH, ynpaBneHne paboToli Npu aBapusx 1 B yCIOBUSX BOCCTaHOB/Ie-
HWA nocne CTUXniiHbIX 6efcTBUiA. [,OoMKHO GbITb 06ECNEYEHO COOTBETCTBYHLLEE 06YyUYeHMe (TEOpEeTUYECcKue 1
npakTnyeckne 3aHaTus). Cuctema ISMS gonxHa BKIOYaTb OpraHn3aLoHHY CTPYKTYPY, NOUTUKK, onepa-
LMN NNaHMpoBaHus, pasrpaHuyeHne OTBETCTBEHHOCTW, MpakTU4eckne meToAbl, Npouesypbl, npouecchbl 1
pecypcbl.

[ononHutenbHaa nHgopmauma — no ISO/IEC 27002.

7.2.5 NMonutuka 6e3onacHocTy ICS He pacnpocTpaHsAeTcs Ha SKcnyaTauuoHHy 6e30nacHoOCTb CBA-
31. KOTOPYIO A0/DKHA rapaHTMpoBaTh WTaTHasa NoanTuka, obecneunsaroLas, Hanpumep, 6e30nacHOCTb PYHK-
LLMOHMPOBaHNS.

OT0 060CHOBaAHO TeM. YTO B C/lyyae, Korga wrartHas nonmTuka onpegensieT akcnayaTauMoHHy 6e30-
NacHOCTb. W/WNun B cryyae, Korga UCnosb3yTcs 06LenpruHATbIE NpakTuyeckue cnocobbl, Hanpumep GAMP
[16]. Takaa nonuTuKa, NpakTMyeckme cnocobbl U Mepbl UMEIOT NPUOPUTET Hag NOIMTUKOR 6e3omacHOCTH, pac-
cMaTpuMBaeMoil B HACTOSILLEM CTaHAapTe.

B faHHOM nonuTrke NpefycMOTPEeHbl NpeaBapuTesibHbIE YC/IOBUSI U OTpaHUYEHMS, 3akKnvarLmecs B
TOM. YTO WITaTHasA NONNTMKA YNPaBeHUS, HanpyMep ynpaBneHus aKcnayaraunuoHHok 6e30nacHOCTbIo, A0/HKHA
yunTbiBaTb PUCKU ynpaBAeHnss yHKLMOHMPOBAHMEM W 6e30NacHOCTbI0, CBA3aHHble C MCMO/Ib30BaHWEM
nobbix kaHanos cBA3n ICS. B Tom uncne kaHanos ICN.

MpaBuna peanusaunm NOMTUKN NpuBedeHsbl B 7.2.5.1—7.2.5.3.

7.2.5.1 [OCTYynHOCTb M LLe/IOCTHOCTb /II060ro kaHana, ncnosb3yemoro 415 6e3onacHoil CBA3N BHYTPU
3aBoja, a Takxe mexay ICS nnbbiM yaaneHHbIM LEHTPOM YNpaBeHus, A0/HKHA KOHTPOMPOBATLCSA afMu-
HUCTpaLMeii. ocyLecTBASALWEN ynpaBneHne puckamm 6e30nacHoOCTy.

NMpumeyvyaHune — HeaocTaToyHO HafexHas JOCTYNHOCTb N1060Or0 UM BCEX LEHTPOB ynpas/ieHWsi o3Havaer,
41O KaHanbl ICN He SBNSAIOTCA HafEeXHbIMKU ANA 6e3onacHoil CBA3W Npu PYHKLMOHNPOBAHUN B KPUTUUYECKUX YC/TOBUSAX.

7.2.5.2 OTKka3 B 06CNyXMBaHWUM, OBGYCMOBJIEHHbI HaNpUMep, BHELIHUM KaHa/loM CBSA3MW, SABMSETCA
BUAOM MHUMAEHTA, KOTOPbI/ HE MOXET OblTb YYTEH HenocpeAcTBEHHO. D MEKT OT ero BANAHUSA CHMKaeTCA
npy UICNOJIb30BaHMUN pPe3epBUpPOBaHNA N PEe3ePBHOro KONMMPOBaHUA PecypcoB.

MpnumeyaHne — Mepbl N0 pe3epBUPOBaHNIO 41A AOCTUXKEHUA LOCTYNHOCTU B TUMUYHOM Crlyvyae npuBOAAT K
YBE/NMNYEHUIO He3aWwMWEeHHOCTN AaHHbIX U K NOBbIWEHN CBA3aHHbLIX C 3TUM PUCKOB.

7.2.5.3 C TOYKV 3peHuns aKcnyaTalMoHHOW 6e30nMacHOCTM U APYrUX WTaTHbIX NOANTUK obecneyeHns
HafgexHocTu akcnnyatauun. ICN 1 ee nogceT MOXHO paccMaTpuBaTh Kak «4epHble KaHaslbl», NMo3BonsLmne
n3bexarb 3aTpaT BPEMEHU U leHeXHbIX CPeACTB Ha cepTUdMKaLMI0 OCHOBHbIX kaHanos ICS B COOTBETCTBUM
C TpeboBaHUAMU UX NONTUKN 1 0BecrnedyeHns HafexHoro ynpasneHmsa nx 6e30nacHoCcTbio.

7.2.6 MonuTtuka 6e3onacHocTu ICS He pacnpocTpaHsieTcss Ha focTynHocTh ceTu ICN v ee noaceTeid, a
Takxe Ha pearvpoBaHue B peasibHOM BpeMeHu 418 NobbiX kaHanos EN.

OT0 060CHOBAHO TEM, YTO pearvpoBaHne B peaslbHOM BpPEMEHU SBASeTCA NpPo6aemMoii, CBA3aHHOR C
PyHKUMOHUPOBaHWEM. B CBA3K € TeM. 4TO MexaHW3Mbl 6e3onacHocTu nonmTtukm ICS moryt obycnasnmeartb
[JOMONHUTE IbHbIE 3aePXKKN, CBA3b B Ppea/lbHOM BPEMEHWN He rapaHTupyeTcs.

MpumeyaHune — ITO 03HAYaeT, 4YTo akcnayataumsa ICS B peanbHOM BpeMeHU He MOXeT 6asmpoBaTbesl Ha EN,
ICN wnn nogceTsax ICN. B 4aCTHOCTU, LEHTPbLI YAaNeHHOro ynpasieHnss MOoryT pearmposaTb Hey0BNeTBOPUTESbHO.

Mpasuna peanusaunn NOANTUKN NpuBeLeHsbl B 7.2.6.1.

7.2.6.1 KpuTuyHasa cBSA3b peasnibHOro BpeMeHU fo/xHa 6biTb orpaHmyeHa cermeHtamu ICN caMoro Hus-
KOro YpPOBHS, KOTOPbIE AO/HKHbI MMETh XOPOLUO 3allMLEeHHYI0 rpaHuly. B aTux cermeHTax He A0/MKHbI BUPTY-
anbHO MPUCYTCTBOBATb MEXAHU3MbI JIOTMYECKO 6e30macHOCTU (Tpebyembie BHYTPU ceTH).

Mpumep — Aueitka aBTomaTunlauum AC (automation cell) B TunuyHom cnyyae 6yaeT 3auuuieHa Ha CBoein
rpaHuue wnw3om SGW c Tpebyemoii 3awmntoin. dnsunyeckuii goctyn 6yaeT paspeweH TONbKO YNOTHOMOYEH-
HOMY nepcoHany. Bca cBA3b BHYTPUW AYEKM CUNTAETCH HALEXHOW.

7.2.1 Monutuka 6e3onacHocTu ICS He pacnpocTpaHseTcs Ha aKcnayaTalunio 3aBoAa B ONacHbIX yc/o-
BUSIX.

370 060CHOBAHO TEM. UTO 3KCMyaTauus B ONacHbIX YC/OBUSIX ABASETCA Npo6aemMoit aKkcnayarauuu.
MexaHu3Mbl 6€30MacHOCTY MOTYT 0Ka3aTbCs HEAOCTYMHbI, NO3TOMY OHU HE MOTYT rapaHTUPOBaTb HAAEXHYIO
CBSI3b.

MpumeyaHune — IT0 03HAYAET, YTO akcnayaTaums ICS B onacHbIX YCNOBUAX He MOXeT 6a3npoBaTbesl Ha EN.
ICN nnn nogcetax ICN. B yacTHOCTM, MOXeT oKa3aTbCsl HEBO3MOXHbIM MUCMO/b30BaTh LEHTPbI YAa/IeHHOro ynpaBneHus.
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Mpumep — C TOUKM 3peHUA 6e30MacHOCT MOXET 6bl Tb HEMpPUEMIeMa aBTOHOMHas paboTa A4yeiikm aB-
TomaTusauum AC B onacHbIX yCIOBUAX, TaK KAk B TUNUYHOM C/lyyae OHa HE MMEeeT BHYTPEeHHUX MexaHu3moB
6e3onacHocTH.

7.3 MonuTuka 6€30NacHOCTV NPOMbILWEHHOW CUCTEMbI yNpaBNeHns — opraHvusauus
“ ynpaBneHue

Mpoueaypbl N METOARI yIpaBieHns, HeobxoauMble AN IKCNyaTaumMmn 1 ayanTta noamTnkn 6e3onacHocTu.

7.3.1 OTBETCTBEHHOCTb 3a pa3paboTky, peannsauuto, cobnogeHne, NPOBEPKY Y U3MEHEHUE NOINTUKU
6e3onacHocTu ICS HeceT agMmunHucTpauus ICS.

OT0 060CHOBAHO TEM. YTO M3MEHEHMA B yrpo3ax, YPOBHAX Yrpo3, KOHurypauum, TEXHOI0rumn n T. 4.
ABNAITCA HEN3BEXHbIMU 1 TPEOYIOT NepeoLeHKn 1 COBEPLUEHCTBOBAHMA NOAUTHKKM ICS.

MpaBuna peanusaunv NOAUTUKN nNpmsBeseHsl B 7.3.1.1—7.3.1.7.

7.3.1.1 OnepaTuBHas OTBETCTBEHHOCTb 3a COb6NOAEHME NOANTUKM 6e3onacHocTy ICS fo/mkHa 6biTh
BO3/10XEHA HAa MeHeXepa no 6e30nNacHOCTH, KOTOpPbIA A0/KEH ObiTb ONepaTUBHO He3aBucuM oT ICS 1 akc-
nayartauuun sasoja.

MpumevyaHune 1— Pa3feneHne OoTBETCTBEHHOCTU 3a peanusauuio ycuneHumsa 6e3onacHoCT U nogaepxaHue
nonuTukn 6e3onacHocTn VHOr4a pekoMeHAyeTcsa perynsaropamu. 3710 CHUXaeT pUCKn 6e3onacHocCTu.

MpumeuvaHune 2— B KpynHbIX OpraHn3auusax meHemkep no 6e30MacHOCTN MOXeT 6bITb HE3aBUCUMbIM, ANA
3TOro OH 0CBOGOXAAETCA OT OTBETCTBEHHOCTU U o6s3aHHOCTE no onepatnBHOMY ynpas/ieHN0 U agMUHUCTPUPOBAHUIO
cucTeMbl. B He6onbLmx opraHunsaymnax MOXeT oka3aTbCs, YTO OTAE/IbHbIEe COTPYAHUKN ﬁy,qu coBMeLllaTb 3T OO/HKHOCTU.

7.3.1.2 YnpaBneHue afMWHUCTPUPOBaAHNEM CETEBOr0 060pYy0BaHUSA, €70 peannsauuns 1 NpoToKoIu-
poBaHVe AO0MKHbI OCYLLEeCTBNAATLCA 6e30nacHbIM 06pa3oMm.

MpumeuyaHue 1— KoHduUrypoBaHue ceTeBOro 060pYAOBaHUS 1 U3MEHEHWSI B KOH(OUTYpaLuy BecbMa Xena-
TeslbHbl C TOYKW 3peHust 6e3onacHocT. HeobXo41MMO 1CNO0/b30BaTh AeiCTBEHHbIE MEXaHU3Mbl YNpaBieHus 4OCTYNOM.

MpumeyaHne 2— BousbexaHue atak, HaLeEHHbIX HA HACTPOIKM CETU, afMUHUCTPALMSA JO/KHA UCMOMb30-
BaTb KaHaslbl CBA3M W NPUBKUNETNN JOCTYNA, KOTOpPble OTAENIEHbl OT NPOW3BOACTBEHHOTO Tpaduka v npuBuaervii. flonycka-
eTcsl UCNOoNb30BaHMe OTAENbHON 6e30NacHoil ceTn ynpaBfeHus.

n punmedaHune 3— AAMVIHVICTpI/IpOBaHI/Ie 6e30MacHOCTM U CETEBOrO oﬁopy,qosava AO0J/KHO 6bITb BbINOHUMO

Jaxe B C/ny4yae aTaku Unu Npu pearvpoBaHnmn Ha ataky. [Jo/kHbl UMEeTbCS Takxe kaHanbl 415 nepefayu NPpon3BOACTBEHHO-
ro Tpaduka.

7.3.1.3 Monutuka 6esonacHoctn ICS Ao/MKHA JOKYMEHTUPOBATLCSA, A0/KHbI 0OHOBNATHCA U3MEHEHUS
N UCKMIOYEHUSA, NOALEPXKNBATLCA AOCTYNHOCTL U AOBEAEHbI 0 COOTBETCTBYIOLLEro nepcoHana.

7.3.1.4 Bce npuMeHsieMble B opraHu3auny nNoMTUKN AOMKHbI 6bITb AOCTYNHbI agMuHucTpauun ICS, B
TOM yucne n nonuTrnka 6esonacHocTn ICS, n fOMKHbI PerynsipHO BbINOMHATLCA 0OHOBNEHUA NOANTHK, 0bec-
neunsawoLme nx ahhekTMBHOE NPUMEHEHNE 3a OFPaHNYEHHOEe BpeMms.

7.3.1.5 N5 HEYKOCHUTENBHOIO COGNAEHMSA NONOXEHNI NOAUTHKN ICS 1 ee U3MEHEHWI [LO/KHbI pery-
NISIPHO NPOBOAMUTLCA O3HAKOMUTE/IbHbIE TPEHUHTU.

7.3.1.6 YnpaBfieHue AO/KHO BKIOYATb AOKYMEHTWPOBAHWE WCK/IIOYEHWIA C yka3aHWeM KOHKPEeTHOM
NPUYUHBI, CBA3AHHOW C BM3HECOM, a Takke AOKYMEHTMPOBaHWe BPEMEHWU YCTAHOBEHMUS WCK/OYEHUs, ero
NPOAO/IHKNTENBHOCTU U CPOKA OKOHYAHUSA.

7.3.1.7 [lo/mXHbl NPOBOAUTLCA NMPOBEPKN NOMUTUKW KaK nepuogmyeckme, Tak 1 nocne NHUWAEHTOB.

7.3.2 YnpaBfieHue puckamu yrpos

Mpo6nembl 6€30MaCHOCTY B 3HAYUTE/NBLHON CTeneHn 06ycnoBAeHbl HeonpeeNeHHOCTbI0, CBA3aHHOM ¢
TEXHOJIOTMYECKMM NPOrpeccoM 1 HernpegckasyeMoCTbio YeslIoBeKa, B pe3y/ibTaTe Yero Cyu,ecTsyeT NoCTOsAH-
HO MEHSIIOLMIACA PUCK AN NMYLLLECTBEHHbIX 06BEKTOB. VIMyLLeCcTBEHHbIe 06BEKTbI BNajenbLua v oneparto-
pa B Le/loM ocTalTCcsA NPUMEPHO NOCTOAHHLIMU. DTO AefnaeT cpesy Yrpo3bl OCHOBHLIM (DAKTOPOM.

B gaHHOW nonuTuke npefycMOTpeHbl nNpeABapuTesibHbie YCN0BUA U OrpaHuYeHuns, 3aknvarwmecs B
TOM, YTO B HaCTOSALEM CTaHAapTe He paccmaTpuBaeTcs MeTog TRA. MNoaTomy Bnageneu/onepaTtop A0/MKeH
caMoCToATEeNIbHO pa3paboTaTb METOA OLEeHKN PUCKOB, UCMOJb3YS Apyrne pecypchbl (KPOMe HACTOSILLLEro CTaH-

napra).
MpaBuna peanusaumu NONNTUKN NpUBeLEHbI B 7.3.2.1—7.3.2.4.
7.3.21 KpuTMYHble KOMMOHEHTbLI 060py0BaHUA, OonepauuoHHbIe CUCTEMbI, MPUNOXEHNA U CNYXObl,

“cnonb3yemble 415 IKCNyaTauuy, ynpaBneHus 1 obecrneveHns paboTocnocobHOCTU CUCTeMbl aBTOMAaTu3a-
LMW, AOMKHbI ObITb OLLEHEHbI C TOUKU 3peHUsi (DYHKLMOHAIbHOM JOCTYMHOCTU, LETIOCTHOCTY CUCTEMbI U KOH-
(huaeHUNanbHOCTU AaHHbIX.
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7.3.2.2 Cpepa yrposbl f0/KHA HenpepbIBHO KOHTPO/IMPOBATLCA U OLEHUBATLCA.

7.3.2.3 Tlepuoanyeckn Unv nocse HacTynneHus cobbiTuii 6e30nNacHOCTM A0/MKHA NPOBEPSITLCS U KOp-
peKkTupoBaTbCA MOLWHOCTbL Mep 6e30MacHOCTU, NPUHUMAaeMbIX NPOTUB Yrpo3, TakuMm 06pa3oMm, 4YTOObl OHa
BCerga Haxoaunacb Ha AO/HKHOM YPOBHE.

NMpumevyaHune 1— Metogsl Kpuntorpaun JOMKHbI NEPUOANYECKN KOPPEKTNPOBATLCS B LENSX COOTBETCTBUS
pPasBUTUIO TEXHOIOTUA.

MpumeuvyaHne 2— i3meHeHus, Hanpumep B npasunax SGW n ECG. yuuTbiBaolwme Buabl U ypoOBHU Yrpos,
[LO/KHbI MPUBOAUTL K U3MEHEHWI0 KOHburypauwmii, TexHonoruii, o6asneHunio 4ONONHUTENbHbIX MEp 1 06OpYAOBaHUSA U T. 4.

7.3.2.4 KputuuHoe obopypoBaHve J0/MKHO OblTb 3aKpensieHo 3a TEXHUKOM U aAMUHUCTPaTOPOM U KOH-
TPONMpoOBaTLCA 060PYyA0BAHNEM MOHUTOPUHTA.

7.3.3 MonnTuka akcnayaTauMoHHol 6e3onacHocTn ICS 1 ee M3MeHeHUs JOMKHbI B6bITb CKOOPANHUPO-
BaHbl C MOIMTUKOIN 6e3onacHocTn ICS.

370 060CHOBAHO TeM. 4TO 3KcnayaTaumoHHasa 6e3onacHocTb M 6e3onacHocTb {noApasymesatoLlas
obecrneyeHne KOHPMAEHUNANBHOCTN), TECHO CBA3aHbI APYr C APYroOM.

MpaBuna peanusaunn NOANTUKK NpuseneHsl B 7.3.3.1—7.3.3.4.

7.3.3.1 MonuTtuka akcnnyaTtaumnoHHoli 6esonacHocTn ICS 1 ee 06HOBNEHUS AO/MKHbI XPAHUTLCA B haii-
fle. NOCTOAHHO JOCTYMHOM aAMUHUCTPaUMmn Cnyx6bl 6e3onacHocTy.

7.3.3.2 Jiobble Mepbl U MeTOAbl, NPUMEHsieMble OnepaTopoM B Lensax 6e30nacHocTu, BAUsoWme Ha
3KCnayaTauroHHyt 6e30nNacHOCTb, AO/MKHbI ObITb YTBEPXAEHbI Kak agMUHUCTpaLumeid cnyxobl 6e3onacHoc-
TW. Tak ¥ aAMVHUCTpaLumMeid, oTBevarLeli 3a akcnayaTalMoHHylo 6e30nacHoCTb.

NMpumeyanune — rpasnno «BoIHON OTBETCTBEHHOCTU» rapaHTUpyeT, YTO Mepbl, KOTOPble MOryT NPUBECTU K
KaTacTpohmueckum nocneacTsuam, He 6yayT MHULUMPOBaHbLI €A4NHONNYHO. TO NpefoXpaHseT OT HAMepPeHHOWR unu cny-
yaiiHoii HenpasuUNbHOI akcnayaTauuu. [lBoiiHas 0TBETCTBEHHOCTL ABNAETCA Hanbonee feliCTBEHHbIM CPeACTBOM 60PbLOLI
C aTakamu uHcaiiepos

7.3.3.3 Ecnv npefycMOTpeHO UCNO/b30BaHWe onepaTtopomM Mepbl uav cnocoba, BAMAKLWMX Ha 6e30-
nacHocTb DYHKLMOHNPOBaHUSA, TO TpebyeTca yTBEPXAEHNEe BBEAEHNS UX B AKCNyaTauuio U npekpaweHns
NpYMeHeHUs.

7.3.3.4 He 8OMKHO 6bITb UCKNIOYEHWUI, KOTOPbIE YAANAT UCKIIOYEHUS, YTBEPXAEHHbIE 4BYMSA OTBET-
CTBEHHbIMU.

7.3.4 Monutnka 6e3onacHocTn ICS fomkHa TpeboBaTb NPOTOKOANPOBAHUA U MOHUTOPUHIA COOTBET-
CTBYHOLLNX COBLITUIA Ge3onacHoCTU.

3T0 060CHOBAHO TEM. YTO NMPOTOKO/bI UCMNOJMb3YTCA ANA YCTAHOBNEHUS COBbLITUIA, NocnesoBaTeslb-
HOCTeli 1 BO3M0XEHUs1 OTBETCTBEHHOCTW 3a ynpaBfeHne n ayauT. B OTHOLWEHUN HeCaHKLMOHWPOBAHHbIX
[JencTBuiA, Hanpumep aTtaku, NPOTOKOJIblI MOTYT UCNO/b30BaTbCA ANA (DOPMasibHbIX BbIBOAOB. Bo3noxeHue
OTBETCTBEHHOCTU OCOBEHHO BaXHO B Cny4yasx, KOrAa KPUTUYHblE Onepauuy BbINOMHSAKTCSA CTOPOHHEN
KOMMaHuer.

MpaBuna peanusaunn NOANTUKK NpuseneHsl B 7.3.4.1—7.3.4.8.

7.3.4.1 Bce geiicTBuA nonb3oBaTens CUCTEMbl aBTOMaTu3aluu, CyLLeCcTBEHHbIe ANs 6e3onacHocTy,
[O/MKHbI 6bITb 3aNPOTOKO/IMPOBAHbI.

7.3.4.2 Bce cobbITUS CUCTEMBI, CYLLLeCTBEHHbIE /19 6€30NaCHOCTH, f0/XKHbI ObITb 3aNPOTOKOMPOBaHbI.

7.3.4.3 CobpaHHasa nHopmauma Ao/KHa BKIoYaTb B ce65 CobbITUE, CPOUYHOCTb, CNYXOY CBA3N, XOCT
MCTOYHMKA, Ha3HavYeHne, naeHTugukaTop nonb3osaTtens, Aaty/BpeMs Havyasna v OKOHYaHuA.

7.3.4.4 Bce npoOTOKO/bI U MHbopMaLua ayauTa LO/DKHbI HENPEPbIBHO KOHTPO/IMPOBATLCA, Nepuoamn-
YeCKMN NPoBepsTbCA, HaAEeXHO XPaHUTLCA U apXMBUPOBATLCA.

7.3.4.5 TIpOTOKONbI AO/MKHbI XPAHUTBLCA LEeHTPa/IM30BaHHO A8 UX Mocnefylowero o6benHeHns un
aHanusa. [1o/HKHO 6bITb UCKNIOYEHO ncYepnaHue orpaHMYeHHOro NPoCcTpPaHCcTBa namsaTh, UCNO/b3yeMOoro A4/
XpaHeHusi MPOTOKOOB. Takxe [O/MKHO ObITb UCK/TIOYEHO U3MEHEHNE aTakyloL MM NPOTOKOMOB B pesyfbTare
ero HecaHKLUVOHVPOBAHHOTO A0CTYyNa K 060pyA0BaHNI0 MPOTOKOIMPOBAHNS.

7.3.4.6 [eicTBus No ynpasieHN0 NPOTOKOIaMy Takke AO/MKHbI MPOTOKONNpPoBaTbes. ToNbKO aygnuTop
CNyX6bl 6€30MacHOCTN AO/MKEH UMETb NPaBo yAansATb AN U3MEHATb MPOTOKOSIbI.

7.3.4.7 TIpOTOKONbI N COOBLEHNA aBapUHOW CUrHaM3aLumn AO/MKHbI HEeNPepbIBHO KOHTPOINPOBaThb-
cs. Mo pesynbTatam KOHTPOAS AO/KHbI COCTaABAATLCA 3aK/I0YEHUA U NPUMEHATHCA HEOO6X0AUMbIE Mepbl.

3T0 060CHOBAHO TEM, YTO MPOTOKO/bI COBLITUI 6E30MacHOCTM He06X04MMO HENPEPbLIBHO KOHTPOAUPO-
BaTb [/19 BbISB/IEHNS BPEAOHOCHbIX aTtak MHcaigepoB 1 COXpaHATb UX 4N nocnegyolero opmanbHOro
aHanusa nocne Toro, kak 6e3onacHoCTb byAeT HapyLueHa.
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MpunmeyaHune — Ecnu6e3onacHoCTb HapyleHa, ceTeBOe COeMHEHNE MeXAY YAATeHHbIM 1 TOKaNbHbIM LieH-
TPOM yNpaBfeHNs AO/KHO GbiTb MPepBaHO 40 BOCCTAHOBEHUSI HALLEXHOCTU COeAMHEHNS. JIOKaNbHbI/ LEHTP ynpaBieHus
LOJ/DKEH OCyLWecTBNATL 6e3onacHyto akcnayatayuio ICS. na noATBEPXAEHNSI BOCCTAHOB/IEHUSA HAAEXHOCTU COeANHEHUS
[OMXeH 6bITb BbINOHEH ayauT 6€30NacHOCTY.

7.3.4.8 Ecnu npoTtokosibl npegnonaraeTca UCNoNbL30BaTb B KAYECTBE [0Ka3aTeNbCTB B CyAe, AO/DKHbI
6bITb BbINO/IHEHbI TPE60OBaHNA [ENCTBYIOLEro MECTHOrO 3aKoHodaTenbCTaa.

Mpumep

MoryT npoTokonmMpoBaTbCA caefylowne gaHHble:

- cobblTne, Hanpumep owmnbKa ayTeHTU P UKaLUN, HapylweHne gocTtyna:

- CPOYHOCTb, HAaNpuMep aBapus, CUrHan Tpesoru, npeaynpexgeHue:

- ncrnonb3yemas cnyxba cBA3W, HaNpuUMep UM cnyx6bl, HOMep nopTa, NPOTOKO;
B XOCT UCTOYHUKA, Hanpumep IP-agpec, uma xocTa;

- Ha3HauyeHue, Hanpumep IP-agpec. umsa xocta, URL;

- naeHTudukatop nonbL3osaTens;

- flaTa 1 Bpemsa Havyana,

- faTa 1 BpemMsa OKOHYaHuA.

MpumeuaHune — Ecnm akcnayataunto ICS ocylecTBseT CTOPOHHAA KOMNAHWUSA, MPOTOKON ABNAETCA BAXHbIM
06bEKTMBHBLIM A0Ka3aTe/lbCTBOM A/1 BO3/10XXEHNS1 OTBETCTBEHHOCTW NOC/e aBapuu

7.3.5 [lomkeH NpoBoANTLCA ayAnT COOTBETCTBUS NONNTUKKN 6e3onacHocTu ICS.

3T0 060CHOBAHO TeM. YTO A1A KOHTPONA XapakTepuCTUK ynpaBneHus nonutukoi ICS Heobxogum
ayauT.

Mpasuna peannsaymu NOAUTUKA npusefeHsl B 7.3.5.1—7.3.5.5.

7.3.5.1 AyauT cooTBeTCTBMSA NONUTKKU ICS fOMKEH BbIMOMHATLCA NEPUOANYECKN W. ECNIN HEOBXOAMMO,
NpVBOANTb K NPUHATUIO 060CHOBAHHbIX KOPPEKTUPYIOLLMX Mep.

7.3.5.2 AyauTbl MOTyT BKOYaTb TECTUPOBaHWEe 6e30NacHOCTHU.

MpumeuvyaHne — Ayaut ICS fonXeH NepnoanYeckn NPoBOANTLCA AN BbISIBIEHUSA Hepa3peLLleHHOro n HeHa-
[eXHOro 060py0BaHns CBA3M, HanprmMep ncnosb3oBaHma POTS (TenedoHHbIX ceTell 06LWero nonb3oBaHus) unm 6ecnpo-
BOAHOl CBA3N.

7.3.5.3 OTBeTCTBEHHOCTb 3a ayAuT 6e30MacHOCTU NpPeAnoyYTUTENIbHO BO3/I0XKMTb Ha KBanupuumupo-
BaHHOro MeHe/pkepa no 6e30MacHOCTH, He y4acTBYIOLWEro B 3KCnayaTalmmn, BO3MOXHO, Ha CTOPOHHEro cne-
unanucra.

7.3.5.4 Ecnv BO3MOXHO, C/iefyeT pasfenunTb A0/HKHOCTU ayauTopa v agMuHucTparopa, oTBevatoLmx
3a Mepbl 6e30nacHoOCTy.

7.3.5.5 Oco60e BHMMaHWE JO/HKHO YAEeNATbCSA (POpPMasibHbIM UCK/TIOYEHNAM U3 YCTaHOB/IEHHBIX Mep.
[Ns HUX [OMKEH NPOBOANTLCS CneuuasnbHblid ayanT.

7.3.6 [o/MKHO OCyLEeCTBAATLCA YNpaB/ieHNe UCKIIOYEHUAMN U UX [OKYMEHTUpOBaHue Ansa obecneyve-
HUSA HEO6XOAVMON OTHETHOCTM MO COTPYAHMKAM 1 yCTPONCTBaM C UCMNOMb30BaHeM ynpasieHus puckamu ad
hoc (gna faHHOI KOHKpeTHON Lenu — nar.).

3710 060CHOBAHO TEM, 4TO 6e3 ynpasneHns hopmasnbHbIMU KCKAOYeHnaMn no Tuny ad hoc npon3soligeT
noTeps KoopAuHauuu ynpaBaeHns UCKNIOYEHUAMUN, UX A4IMTENBHOCTLIO U NpejenamMu, a Takke noteps oTyeT-
HOCTW ¥ NINYHON OTBETCTBEHHOCTU 3a Nto6ble HeraTnBHbIe NOCNeACTBUSA.

B gaHHOW nonutuke npefycMOTpeHbl NpeABapuTesibHbIe YCI0BUA U OFpaHuYeHuns, 3aknvawmecs B
TOM. 4YTO NPU COBMECTHO OTBETCTBEHHOCTU, BO3HMKLLIEN, HANpUMep, 13-3a NCMNOb30BaHUSA NMONb30BaTENSAMM
06LMNX YUETHbIX 3annceil, NCTOUYHWNK KOHKPETHbIX AeliCTBUI B CUCTEME HE MOXET ObiTb MAEHTUMLNPOBaH,
npu 3TOM noJo3peBaeMblii Nonb3oBaTeNlb MOXET npasAonoAo6HO oTpuuaTb CBOK MPUYACTHOCTb K
fAelicTeuio.

3akpenneHve OTBETCTBEHHOCTM MOXEeT MPOTUBOPEYUTbL MECTHOMY TPYLOBOMY 3aKOHOAAaTe/bCTBY, B
CBAI3M C YeM MOXEeT NoTpeboBaThCA 3aknioyeHne 06beANHEHHbIX COrNalleHnii ¢ UCNOMTHUTENbHOW afMUHKC-
Tpauuei 601ee BbICOKOr0 YPOBHS.

Mpasuna peannsaymu nNoANTUKA npueeseHbl B 7.3.6.1—7.3.6.3.

7.3.6.1 [0/1KHO OCYyLEeCTBNATLCA ynpasieHne hopMasibHbIMN UCKTIOYEHUAMU U3 NOIMTUKKN, BKNOYAI0-
Lee B ce6s1 060CHOBaHNE X CO CTOPOHbI 6M3HECa, aHaIn3 PUCKOB, BO3/10XEHNe OTBETCTBEHHOCTY Ha onpe-
AeneHHoe nuuo.

7.3.6.2 VIcknioYeHUs U3 NOAUTKKM AO/MKHbI ObiTb CBEAEHbI K MUHUMYMY W AeiicTBOBaTb MUHUMaNbHO
HeobxoanMmoe Bpems.

7.3.6.3 He f0MXHO GbITb UCK/TOUYEHWNIA, NCKNIOYAIOLWMX YNPaBeHNE.
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7.3.7 Cob6bITMA U COO6LEHUS aBapuHON CUrHanM3aunyM AO/MKHbI CBOEBPEMEHHO akTupoBaTbCsA B
COOTBETCTBMU C NJIaHaMmn fecTBUIA B HENpeBUAEHHbIX CUTYaUMAX, U [O/MKEH BbIMOMHATLCA UX KPUTUYECKMIA
aHanus.

970 060CHOBAHO TEM. UYTO NPY HACTYM/IEHUN UHUMAEHTa 6€30NacHOCTU OYEHb BaXHO CBECTU yuwepb K
MUHUMYMY 1 NPOA0IXaTh aKcnnyaTaumto ICS, Kak MOXHO 6bICTpee NOSIHOCTbI0 BOCCTAHOBMB HAZEXHYI0 JKC-
nayataumio ¢ 06bIYHON NPON3BOAUTETbHOCTbIO.

Mpasuna peanusaunn NONUTUK npuBeseHsl B 7.3.7.1—7.3.7.10.

7.3.7.1 [o/XHbl 6bITb YCTAHOB/EHbI NaHbl AeACTBUI B HEMPEABUAEHHbIX cUTyauusix. OHU AO/KHbI
nepuoanyeckn obHOBAATLCS.

7.3.7.2 Coo06LLeHNss aBapuiiHOW curHanusaymmn, MMetLMe OTHOLWEHNE K 6e30MacHOCTM B KPUTUYECKUX
YCNOBUSAX, N COObLITUA MPON3BOACTBEHHOIO yNpaB/eHNUS AO/MKHbI aKTUPOBATbLCA agMUHUCTPaLMein cnyxXobl
6e30MacHOCTM W. eCnu BO3MOXHO, COBMECTHO C aAMUHWCTpauumeil, oTBevawlleli 3a 3KcnayaTtalMoHHY0
6e30nacHOCTb.

7.3.7.3 AN VHUMOEHTOB pas3/IMYHOrO poAa U KPUTUYHOCTU, CBSA3@HHbIX C 6€30MacHOCTbH, 4O/MKHbI
6bITb YCTAHOB/IEHbI M1aHbl pearMpoBaHns Ha UHLUMAEHT, BKIOYaloLWMe NPoAO/IHXeHNe aKecnayaTauuy 3asoga
1 BOCCTAHOB/IEHNE NMOBPEMEHHOI0 060pyAOBaHNS.

7.3.7.4 [nsa 6bIcTporo u achhekTMBHOIO paspeLleHusi Nnpobnembl AN KPUTMHHOTO 060PY0BaHNSA [OTXK-
HO JOKYMEHTUPOBATbLCS ero 3akpensieHne 3a TEXHUKOM, NoNb3oBaTtenem, agMMHNCTPATOPOM 1 060pyL0BaHN-
€M MOHUTOpPUHra.

7.3.7.5 KpuTWYHbIA MHUMAEHT 6e30macHOCTV AO/MKEH 6bITb UcciefoBaH ObICTPO M cpa3y mnocrne ero
BO3HUKHOBEHMUSA.

MpumeyvyaHne 1— BHeKOTOPbIX CTApbIX NPUIOXEHNUAX ANA focTyna KycTpoiictBam ICS nnm yganeHHbImM Kau-
eHTaM MCnosb3yeTcs NPOTOKON C OTKPbITbIM TeKCTOM cepTudmkata (Hanpumep. Telnet. FTP). B aTom cnyvae gocTtyn fon-
XKEeH MCNo/b30BaTb HaAEXHbI NPOTOKO/ TYHHEN/MPOBaHNS BO U3bexaHne packpbiTUs cepTudurKaToB Ha N060N YacTn
MapLipyTa, packpbiBaemoii 06LweA0CTYNHbIMU BHELHUMMN ceTaMn EN.

NMpumevyaHue 2— [OMKHO OCYLLECTBAATLCA YNPABNEHNE UCKIOUEHUSAMN W UX AOKYMEHTUPOBAHME.

MpumeuvaHne 3— KorgaycTpoiicTBO 6€30NaCHOCTY BblAaeT COOOLLEeHNe aBapuitHOl curHanusauny, nssewia-
owiee 06 MHUMAEHTe 6e30NacHOCTH, OHO AO/MKHO 6€3 3aA4epXKM NOCTynaTb Ha cepBep ynpaBneHus 6e30NacHOCTbI0 Me-
Hegxepy no 6e3onacHocT. MeHeakep no 6e30nacHoCTU AO/MKEH 3aeiicTBOBATb NaaH NPOTUBOAENCTBUSA yLiep6y, TO ecTb
onpegennTb ypoBeHb NOpaXeHus 1 oueBuaHble Mepbl 6€30NacHOCTH, KOTOpble HEO6X0ANMO NPUHATL.

7.3.7.6 TnaHbl 4OMKHbI 6bITb 0NY6MKOBaHbI U A0BEAEHbl 4,0 CBEAEHNS COOTBETCTBYIOLLEr0 NnepcoHa-
na. OAHOBPEMEHHO C pacnpefesieHMemM OTBETCTBEHHOCTU U CBSA3@HHbIX C HEK MMYLLECTBEHHbIX 06BEKTOB
opraHusaymm.

7.3.7.7 [0O/MKHbI NPOBOANTLCA O3HAKOMUTESbHbIE 3AaHATUSA U TEXHUYECKME TPEHWHIU, NoAAepXuBato-
Lye nepcoHan B hopme, HEOBX0AMMOW ANSA AeiCTBUIA B HENpeABUAEHHON cuTyauumm.

7.3.7.8 Tepuoanyeckn v BHE3anHO [OJ/HKHbI MPOBOAWUTLCA NpPaKTUYecKne 3aHATUS No oTpaboTke
[elicTBMil Npy pa3HO06pas3HbIX CLEHApUAX aTtak, MO3BOAKLME OLEHNTb CNOCOOHOCTL 3aBoja CnpaBAThLCA
C peasibHbIMM atakamy AO/HKHbIM 06pa3om.

7.3.7.9 TNpn o6HapyXeHUN HecaHKUMOHNPOBAHHOIO MPOHWKHOBEHWNS, pearuposaTtb Heo6X0AUMOo
HemMefZ/ieHHo. 3To nmpejnofaraeT CylWecTBOBaHWe afeKBaTHbIX M 0GHOB/SAEMbIX M/AHOB A8 VHUUAEHTOB
6e30MacHOCTHN, BANAIOLWNX HA YHKUUM N UMYLLECTBEHHbIE 0OBEKTbI, Ha KOTOPble PacnpoCTPaHAITCSA 3TK
NOSINTUKM.

7.3.7.10 BbI3BaHHble MHUMAEHTaMu 6Ge30nacHOCTM KaTacTpodibl TpebykT NiaHOB BOCCTAHOBMEHUSA
nocsie Karactpod 1 aBapuii, a TakKe COOTBETCTBYHOLLEN KOHTAKTHOW MHGpOpMaLMn 1 nHopmalmm no Boc-
CTaHOBJ/IEHUIO.

MpumeyvaHne — O6 UCNONL3OBAHUM U MOHUTOPUHTE cucTembl goctyna cM. MICO/M3K 27002.

8 Monutrnka 6e30NacHOCTU MPOMbILIJIEHHOW CUCTEMbI YNpaBieHUs — Mepbl

Lienb ykazaHHOW NOMNTUKM — CHU3WTb PUCK 3/IEKTPOHHbIX atak Ha ICS nytem ycTaHOBNeHWsA mep 6e30-
NacHOCTM A/1 XOCTOB, YCTPOWCTB, a Takke Mep No OrpaHWyeHnto CMOCOBGHOCTM MepudepuitHbIX YCTPOICTB
noAkntYaTbcs K BHyTpeHHeli ceTu ICN. k nogunHeHHbIM ICN ceTM M060ro YpoBHSA 1 K BHELUHUM CETAM.

NMpumeuaHue — HaMeUEHHOE CHUKEHNE PUCKA MOXKET 6bITb AOCTUTHYTO TO/ILKO B TOM C/lyuae, eC/im yuuTbiBa-
10TCS BCe cnocobbl CBA3M, BKMOUAs TPAAMULMOHHbIe CPeacTBa CBA3N (TenedioH, paguocBsasb), 6ecnpoBofHbIe YacTHbIE U
06LL,e0CTyMNHble CeTU.
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8.1 YnpaBneHue AOCTYNHOCTbIO

MospexpaeHne pecypcos PCS. 06ycnoBneHHoe mepamu 6e30MacHOCTA, MOXET NPUBOANTL K NPOCTOAM
1 faxe noABepratb ONAcHOCTY NI0AEN 1 OKPYXatoLLyo Cpeay, eC/iM NPUHSATLI XeCTK1e Mepbl aKCnayaTaloH-
HoW 6e3onacHoCTy.

[na npepoTepalleHns NoBpexaeHns pecypcos, Tpebyembix 415 NPOM3BOLCTBEHHOIO npolecca, BCrnea-
CTBME NPUHATUA Mep 6e30MacHOCTH, AO/MKHO MCMO/b30BaThCA YNpasieHne AOCTYNHOCTbIO.

8.1.1 foctynHocTb ICN 1 noaceteit ICN gonmkHa 6biTb rapaHTMpoBaHa /19 TpeboBaHuii akcnayaTaymm
ICS B KpUTUYECKUX YCNOBUSAX.

OT0 060CHOBAHO TEM, YTO HEJOCTATOUHbIE U/ YPE3MEPHbIE Mepbl 6€30MacHOCTU MOTYT YXYALWUTb f0C-
TynHocTb ICN 1 npenaTcTBOBaTL YA0BNETBOPUTE/bHOW akcnnyaTauum ICS.

B paHHOW nonuTuke npefycMOTpeHbl NpeABapuTesibHbie YCN0BUSA U OrpaHUYeHmns, 3akndatrLmecs B
TOM. YTO AOCTYNHOCTb B ICN BHYTPEHHUX COOOLLEHWNI peasnbHOro BpeMeHn He aBnseTca TpeboBaHnem 6e30-
NMacHOCTW. HO NpeAcTaBnseT coboli Npo6nemy yHKLMOHUPOBaAHMSA. B HacTosAWweM cTaHaapTe npegnonaraeTt-
CA. 4TO AOCTYMHOCTb COO6LEeHW peanbHOro BPEMEHU rapaHTvpoBaHa (YHKUMAMU aBToMaTtusauuy,
NCMONb3YLWNMN Takne Mepbl, Kak obecnevyeHne LEeNOCTHOCTU COOBLEHWA, akTyaslbHOCTW COOBLLEeHW,
ynopsAo4YeHnsi COO6LLLEHUIA, MPUOPUTETOB COOBLLEHWIA.

MpaBuna peanusauny NoNUTUKN npusBegeHsl B 8.1.1.1 1 8.1.1.2.

8.1.1.1 [ins noBblWEHUS AOCTYNHOCTM W MpeAoTBpaLleHNs 0TKa30B B OJHOWN TOUYke MOXeT noTpe6o-
BaTbCA pe3epBMpPOBaHNE KaHaI0B CBA3W.

MpumeuyaHune 1— HeCMOTPS Ha TO. YTO PE3EPBUPOBAHME A LENOM YBEMUNBAET HAAEXHOCTb U JOCTYNHOCTb,
OHO TaKkke yBenMunBaeT He3alMLEHHOCTb JaHHbIX U PUCKM Ge30nacHOCTU, Tak 4To 6e30MacHOCTb NPU UCNO/b30BAHNM pe-
3EPBMPOBAHUSA CHUXAETCS.

MpumeuvaHue 2— Mpn YacTUYHOW HELOCTYMNHOCTU CBA3U MOXET NOTPE6OBATLCSA PE3EPBHOE KOMUPOBaHME pe-
CYPCOB. YMeHblUeHWe unucna paboumx pexxmMoB 3aBOAa W. B HAUXYALLEM Cllyyae, npekpalieHne pa6oTbl 3aBoga.

8.1.1.2 [ina npefoTBpalleHus NOCAeACcTBUA NOTepU AOCTYMHOCTM MOMb30BATENAM U NPUIOXKEHUAM
[JaHHOI ceTu A0/MKHO ObITb NPefoCcTaB/IeHO NPaBOo 3anpallBaTh COCTOSAHNE 060pYyA0BaHNS 3aLlUThl, HaMpu-
Mep wno3o8 SGW. 1 nogaeatb CUrHasIbl TPEBOIMM NPU 0GHAPYXEHNM YCNIOBUIA, XapaKTepHbIX A5 cO6os.

8.1.2 Pecypchbl, ncnonb3dyemble MepaMu 6€30MacHOCTU He [A0/MKHbl yXyAwaTb KPUTUYHBIX PECYpPCOB,
Tpebywmnxcs yHKLMAM aBToMaTm3aumum nyuwmm akcnayataumoHHoW 6e3onacHoCTy.

OT0 060CHOBAHO TEM. YTO Mepbl 6€30MacCHOCTU [O/MKHbI (DYHKLMOHUMPOBATL TAaKUM 06pa3oM, YTOObI He
HapyLancs npov3BOACTBEHHbIV npoLecc.

Mpasuna peanunsauuu NOAUTUKK npusefeHsl B 8.1.2.1 1 8.1.2.6.

8.1.2.1 Ha ob6opypoBaHuu, CBA3aHHOM C 6€30MacHOCTbI0, AO/KHbI ObITb peann3oBaHbl TOMLKO Takne
PyHKLMM 6e30NacHOCTM, KOTOpble TPEBYTCA ANA HaLeXHOl paboTbl 3TOro 060pyA0BaHMS.

MpumeyvyaHune — [OCTYNHOCTb II06LIX PECYPCOB, CBSA3AHHbIX C AKCM/yaTaLMOHHOK 6€30NacHOCTbI0, He A0/X-
Ha OrpaHMuMBaTLCS, B TOM YUC/E 3a CYET Pa3peLUeHNsi NCMNOb30BaHMUS

- cneunanbHbIX COGCTBEHHbIX CPEACTB CBS3M.

- CyWeCTBYIOLMX COBCTBEHHbIX MEXAHM3MOB 3KCM/yaTalMOHHON 6e30MacHOCTY;

- COOTBETCTBYIOLIEr006/1eryeHnst oM3n4eckoro N 10rMyeckoro Aoctyna Kk paboTe KOHTPOIbHLIX KOMHAT, 06ecneyn-
BaloLWMX 3KCMIyaTayuoHHy 6€30MNacHOCTb.

8.1.2.2 Heob6xoanmo nsberatb KOHKypeHLMN yHKLMIA 6e3onacHoCTy 1 ynpaBnenus 3a pecypcbl ICN u
paspellaTb Takue npo6emsl, Hanpumep, NyTeM BbIAENEHUA AN1A COOTBETCTBYLMX (PYHKLUIA OTAENBHOTO
obopyaoBaHus.

MpumeuyaHune — PasgeneHne MOXeT 0Ka3aTbCsi HEBO3MOXHbIM, HANpuUMep, eciv yCTaHOB/IEH CKaHep BUPYCOB
1 BPe4OHOCHOTO NPOrpamMMHOro o6ecneyeHus. B aTux cayyasx He06X0AMMO YA0CTOBEPUTLCS B TOM. YTO Nto6oii peannso-
BaHHbI Ha NPOMbILLNIEHHOM 060PYA0BaHUM YNpaBAeHNst (PyHKLMOHAN 6e30MacHOCTU NoAAePXUBAETCSA OTAENEHHbIM 10TU-
Yecku. TO ecTb UCNOMb3YET OTAE/bHbIE CepTUdUKaThl, 06paboTUNKN NPEPLIBAHNI 1 CKOOPAVHUPOBAH C NEPCOHA/IOM, OCY-
LLEeCTBAALLWMM ynpaBieHue Npon3BOCTBEHHbIM MPOLECCOM.

8.1.2.3 Heo6xoaumo onpefensTb mMepbl 6€30MaCHOCTM, KOTOPblE MOTYT WCMO/b30BaTh KPUTWUUHbIE
pecypcbl OyHKUWIA ynpaBneHusi. Takke HEOBXO4MMO OCYLLECTBNATL YNpaBieHne TakuMu yHKUusMu 6e30-
NacHOCTU U f,OKYMEHTUPOBATb UX.

8.1.2.4 [Ans aTux Mep Heo6X0AMMO onpesenuTb, Peanrn3oBaTth U JOKYMEHTMPOBATL IPaHuLbl PecypcoB
1 pexumM paboTbl XOCTOB B C/lyuae, KorAa Pecypcbl NeperpyxeHbl Uav nepenosHeHsl. J,o/mkHa 6bITb npeaycmoT-
peHa nojava curHana Tpesoru.

8.1.2.5 B cnyuyaB KOH(Q/IMKTA NPUOPUTET JOSKEH UMETb (DYHKLMOHAN YNPaBNEHWUS KPUTUYHBIM MPO-
MbILLIJIEHHBIM 060PYA0BaHNEM.
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8.1.2.6 JomkeH GbITb peann3oBaH NyaH pearMpoBaHusi MpU UcyepnaHuy pecypcoB. C NepcoHasiom
[O/KHbI NPOBOANTLCSA 03HAKOMUTE bHbLIE U MPAKTUYECKMe 3aHATUS. Takxke AO/KHO OCYLLEeCTBAATLCS ynpaB-
NeHNe nnaHamu U UX JOKYMeHTUpOBaHMe.

NMpumevyaHue 1— MNnaH pearvpoBaHNs Ha aBapuu JO/MKEH BKIKYATb B Ce6GSl aHa/IM3 PUCKOB, peanusaluio
COOTBETCTBYHOLLEN IKCMIyaTaLWmn B yXyALWEHHbIX YCTOBUSIX U/WIN PEXUMbI MpeKpaLeHusi paboTbl, PEXUMbl yMEHbLIEHHOro
NPOTOKONIMPOBAHUS, NOAAYY CUrHAN0B TPEBOTY YNOMHOMOYEHHBIM MONb30BaTeNIeM U 060pyA0BAHNEM MOHUTOPUHTA.

MpumMmeuvaHne 2 — PasnuyHoe BNUAHWE AEWCTBUI B aBapUiiHbIX YC/IOBUAX M UX NOCNeACTBUIA Ha Gesonac-
HOCTb. Ha KPUTUYHbIE CpeACcTBa aBToMaTM3auum N yHKLMOHaN 3KcnlyaTayMoHHo 6e30NacHOCT MOXET GbITh BbIBEHO
nyTem akTuBauuw/geakTuBaLum CErMeHToB.

8.1.3 [Ana rapaHTUpoBaHUs OYHKUMOHaNbHOM AocTynHOCTM ICN OMKHbI OGbiTb peann3oBaHbl Mepbl
6e30NacHOCTY C NPO3paYvHbIM yrnpaBieHueM.

3T0 060CHOBAHO TEM. YTO peann3auus, obHOBNEHVE 1 yaasieHne ycnyr 6e30nacHOCTM He J0/MKHbI OKa-
3bIBaTbh BANAHMA HA (PYHKLMOHaNbHbIEe cBolicTBa ICS.

MpumeyaHune — ITO 03HAYAET, YTO MOXET UCMONb30BaTbCA KOHUrypauus ICS. nobbix EN 1 yganeHHbIx knu-
€HTOB U nocne BcTpanBaHus hyHKLMA 6e30nacHOCTU KOHpUrypauyms He U3MeHsieTcs.

Mpasuna peanusaunm NOANTUKN NpuBedeHsl B 8.1.3.1.

8.1.3.1 Ecnu ycTaHOBKa, U3MEHEeHWNe unu yganeHme npusesn K oxmgaemoiM U3MEHEHUSAM B 3KCnyaTta-
LK. 3TO AOJIKHO ObITb CKOOPAVHUPOBAHO C aAMUHUCTpauymeii ICS n/vnn agMuHUCTpaumeid, oTBevaroLlel 3a
6e30MacHoCTb.

8.1.4 Yachbl Bcex ycTpoicTB ICS f0MKHbI ObITb CUHXPOHU3MPOBAHBI.

3710 060CHOBAHO TEM. YTO TpebyeTcA JOCTYNHOCTb TOYHOM BPEMEHHON CUHXPOHMU3aLMUWN YCTPOWCTB OT
[OCTaTOYHO HaLEeXHOro MCTOYHMKA BPEMEHU, Hanpumep, AN rapaHTUpoBaHWsA nocnefoBaTeNbHON peruc-
Tpauumn cobbITWl B NPOTOKONAX A5 UX Noc/neAylowero o6beAvHeHns n aHanusa.

Mpasuna peanusaunn NoNNTUKK npuseneHsl 8 8.1.4.1—8.1.4.2.

8.1.4.1 YcTaHOBKa CTaHAAapPTHOrO BpEMEHU 1 TpeByeMOI TOUHOCTU.

8.1.4.2 licnonb3oBaHne AaHHbIX BPEMEHU U3 OJHOT0 UCTOYHMKA. Ecnn HeT nogxoAsLieli kapTbl Yaco-
BbIX MOSICOB, NCMONb3YETCA NCTOUYHMK BPEMEHN, NO KOTOPOMY BbINOMHATCA (OYHKLUUN 6€30MacHOCTN 1ynpas-
neHus.

MpumeuyaHune — MogpasymMmeBaeTcsi CUHXPOHM3ALMS YACOB YAAIEHHOTO K/IMEHTa 1 ycTpolicTea.
8.2 YnpaBneHue LenoCTHOCTbIO

Basuc cuctembl o/MKeH 6bITb YMEHbLUEH A0 MWHUMAsbHOTO KOAA, AaHHbIX KOHMrypauum, akcnayara-
LIMOHHbIX AaHHbIX. OHW AOMKHbI 6bITb MUHUMAIbHO HEO6X0AMMBIMU AN yHKUMOoHana ICS n 6e3onacHocTy
C TeM. YTOObl NOBEPXHOCTb, 3aliuLiaemas OT aTaku MO PacKpbITUIO AAHHbIX, 6bl1a MUHUMANbHOA.

MpumeuyaHune — MpegnonaraeTcs, 4To LEe/IOCTHOCTb NepefaHHbIX faHHbIX (TO eCTb, YTO faHHble ICS nepepa-
Hbl N NPUHATbI HEU3MEHEHHBIMU MEXAY KOHEeYHbIMW ToYKamu ceccumn) obecneumsaeTcs NPOMbILLIIEHHbIMU CBA3HbIMU NPO-
ToKONamu.

8.2.1 KoHchurypaumm annapaTHbIX YCTPOWCTB U MHTEPKENCcoB AO0/MKHbI OblTb YMEHbLUEHbI A0 MWHM-
MasibHO He06X0ANMbIX (YCUEHME 3allLULLEHHOCTK).

3710 060CHOBAHO TEM. YTO 0ObIYHbIE NN He3allWLeHHbIe KOHdWIypaLuy annapaTHbIX CpeacTs coaep-
XaT Heucnonb3lyemble MHTepdeiicbl U nepudepuiiiblie YCTPOCTBA, KOTOPbIE YBENWYMBAIOT NMOBEPXHOCTb
aTaku, B HaCTHOCTU, ANS MHCAAEepOB.

MpaBuna peanusauum NOAMTUKN NpueefeHsl B 8.2.1.1 1 8.2.1.2.

8.2.1.1 Hewucnonb3yemble onepaTtopoM UHTepdelicbl BBOAA-BbIBOAA, NepudepuiiHbie yCTPOICTBa,
YCTPOICTBA CBA3WN U XpaHeHWs faHHbIX A0/DKHbI GbITb yAaneHbl AN WHbIM CNOCO60M caenaHbl NOCTOAHHO
HepaboToCNOCOGHbIMM.

8.2.1.2 LWkadbl 1 CNOThI, AOCTYMHbIE CHAPYXW, KOTOPbIE HE MOTYT 6bITb YAaneHbl, J0/KHbI ObITb 3aLu-
LLieHbIl, TO €CTb 3anepThbl.

8.2.2 Heo06x04VMMO YyMEHbLNTb 40 MUHUMASIbHO HEOOXOAMMOrO YPOBHSA YMCNO NPUIOXKEHUN, a Takke
cnyx6 n ytuaut O/S (ycuneHue 3alunThbl).

3T0 060CHOBAHO TEM. YTO PUCK TOrO, YTO aTakylLLnii OKaxXeTCs CNOCOBHbIM PaCKPbITb CUCTEMY, BO3-
pacTtaeT C yBe/IMYEHNEM Yucna JOCTYNHbIX MPUMIOXEHWUIA 1 CNYXO Ha XOCTax U yCTpoiCcTBax.

Mpasuna peanusaunn NOAUTUKN nNpuBeaeHsl B 8.2.2.1—8.2.2.4

8.2.2.1 JoMmKHbI OKYMEHTUPOBATLCA CMNCOK M KOHDUTypaLus npunoxerunid, cnyxeé nytmnut O/S. Tpe-
6yembix Ans akcnnayataumm ICS.
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MpumMmeuyaHune — HabGopbl paspelleHHbIX CPeACTB CBA3M MOryT 3aBUCETb OT (hOPMasibHOTO OMepaTUBHOrO CO-
CTOSIHMA 3aBOfa WU y4yacTka, Hanpumep, «HOpMasibHasi aKcnyaTauusi», 0O0bABMEHHAA «3KcnnyaTauus B aBapuiiHbIX
YCNoBMsAX», NGO onepauun no BBOAY B 3KCMyaTaLWio UKW BbIBOAY M3 3KCNayaTauuu.

8.2.2.2 [lo/mxHbl [OKYMEHTMPOBATLCA BCE NapameTpbl CeTeBbIX CNyX0, TpebyeMbix Ha xocTax, Ans
BXOAALLMX Y NCXOASLLNX NOTOKOB AAHHbIX NPy 06MEHe UMK C ApYruMu XxocTamu u yctpolicteamu ICN.

8.2.2.3 TpunoxeHus, cnyx6bl n ytunutel O/S, He TpebyeMmble Ansa akcnayatauum ICS. go/mMKHbI 6bITbh
yAaneHbl U3 KoHpurypauuii n nx pe3epBHbIX KOMUNA.

MpumeyaHune 1— Cnyx6bl npueMa HeNocpeAcTBEHHOro BeLlaHNsl A0MKHbI GbITb YAaneHbl.

MpumeuyaHune 2— Ecnucnyxbbl nytunutel O/S. He TpebyeMble Ans akcnnyaTauum 1CS. He MoryT 6biTb yaa-
JIEHBI. OHW LO/MKHbI GbITb BbIMOSHEHbI MOCTOSIHHO HEAOCTYMHLIMM M06LIM N0/Ib30BATENSIM.

MpumeyvaHune 33— W03 SGW Ha 6a3e xocTa (Takxe HasbiBaeMblii nepcoHanbHblli SGW) genaet HepaboToc-
NOCOGHOW MM GNOKUPYET CBA3b, NPEAHA3HAYEHHYH ANt HEKOTOPbIX CNYX6, HO He yaanseT Koa.

8.2.2.4 Tpebyemble NpUNOXeEHUS, CNyx6bl 1 yTuAnTel OC. cnyx6bl 6€30MacHOCTU A0MKHbI OblTh Ha
NMOBEPXHOCTY C YCUNEHHOW 3alLMTOi OT aTak [0 TOro, Kak OHW 6yayT nogkitoueHbl K ICN.

MpumMmeyaHune — VMelTCA Haunyylwmne npakTuyeckne cnocobbl YCUNEeHUs 3awuTbl A5 pasnyHbIX onepaym-
OHHbIX CMCTEM (CM. Hanpumep, npeacTtaBneHHble B NIST. NSA, SANS. ClSecunty).

8.2.3 [lo/mKHa KOPPEKTHO NoAAEPXMNBATLCA YHUKANbHOCTb M NOAIMHHOCTb CO34aHHbIX KOHturypauuii.

3710 060CHOBAHO TEM. YTO MONIHOCTbLIO UAEHTUYHbBIE KOHDUTYpaLMK XOCTOB Oy AyT yBennynsaTh NoBepx-
HOCTb ataku 1 BO3MOXHOCTW PacKpbITUS, Hanpumep, Npu aBToMaTU3MPOBaHHbIX artakax, NPUBOAALLNX K pac-
KPbITUIO BCEX UAEHTUYHBIX CUCTEM.

B paHHOW nNonuTrke npefycMOTpPeHbl nNpeABapuTesibHbIe YCNOBUSA U OrpaHUYeHns, 3akidalLwmecs B
TOM. YTO pasfninyne B KOHUrypauusax yCunuT 3awuty 3a cHeT HEU3BECTHOCTU. DTO YCU/IEHNE MOXET 6bITb
[JOCTWUTHYTO, Hanpumep, 3a CYeT:

- [ONOJIHUTENbHbBIX 3aTparT, Hanpumep, Ha aAMUHUCTPUPOBaHNE U yNpaBieHne naketamu Koppekuuu,
Jenalownmy o6opyoBaHe pasnnyatoLmmcs;

- YMeHbLUEeHMA NoTepb B 6€30NacHOCTH, 06YCNOB/IEHHbIX OLLIMGKaMy onepaTopos U a4MUHUCTPATOPOB
13-3a CNIOXHOCTU KOH(UIYPUPOBaHUSA.

MoxeT oka3aTbCsi HEBO3MOXHbIM M3MEHUTb HACTPOWKW, BBEAEHHble, Hanpumep, U3roToBUTENSAMU Ha
cTapoM obopyaoBaHuu.

MpaBuna peanusaunm NoAMTUKN NnpuBeaeHsl B 8.2.3.1—8.2.3.3.

8.2.3.1 CucTemsbl, CKOH(hbMrypmpoBaHHble N3roToBUTENEM, MO0 KNOHVPOBaHHbIE BNagenbuem/onepa-
TOPOM VAN CUCTEMHbIM UHTErPaTopPOM, AO/IKHbI 6bITb N3MEHEHbI. MpY 3TOM HEO6XO0AVMO U3MEHUTbL HACTPO-
KW. 3ajaHHble M0 YMOYaHWI0 Uy 06bIYHO UCMOMb3yeMble, U caenatb UX YHUKaIbHbIMU.

8.2.3.2 M3mMeHeHne HacTpoeK [O/IKHO OblTh JOKYMEHTUPOBAHO. HacTpoikun A0/MKHbI O6bITb NPO3PaUHbI
ANSA nonb3oBaTena n 3allueHbl 0T U3MEHEHNUS.

8.2.3.3 YHuvKasbHble HaCTPOliKW, COo3faHHble Bnajensuem/onepartopoM. mMoryT 6biTb BOCCTAHOB/EHbI
nocsie yCTaHOBKM NakeToB UCMpaBeHns.

n punmevyaHne — MakeTbl VICI'IpaBI'IeHVIVI MOTYyT BOCCTaHOBUTb 3aaHHble A0 3TOro HaCTpOVIKVI, Bb|6|/|paeMb|e no
yMoO/14aHuto.
8.2.4 [OMXHO OCYLLEeCTBNATLCA ynpaB/ieHue YCTaHOBKO CUCTeMbl U YCTPOICTB, Hanpumep, ycTaHoB-

KO koHdhurypaumii, npoueccos 3anycka, noggepxaHnsa paboTocnoCo6HOCTN 1 ONepaTUBHON LeIOCTHOCTY.

OTO0 060CHOBAHO TEM. YTO KOMMOHEHTbI CUCTEMbI U UX CBA3W [O/KHbI COOTBETCTBOBATL XenaemMomy
COCTOAHWIO HagexHocTn. C 3Tol LieNbio HACTPOIKM CUCTEMbI AO/MKHbI YNPaBAATLCA U 0OHOBNATLCA Tak yac-
TO. HACKO/IbKO 3TO HE0OX04MMO C TOUYKM 3peHns 6e30nacHoCTU.

B paHHOW nonuTuke npefycMOTPeHbl NpeABapuTesibHbIe YCN0BUSA U OrpaHNYeHmns, 3akndatrLwmecs B
TOM. YTO B Lie/IOM, NakeTbl UCpaBieHnii 1 0GHOBNEHUS HE JO/KHbI YyCTaHaBNNBaTLCS Cpasy Nocne Ux nosie-
neHusa. OgHako, 06HOB/IEHNE UM NakeT NcrnpaBneHnii 6e30MacHOCTM MOXET KOHG/IMKTOBATb C hyHKUMOHA-
JIOM CUCTEMbI yrnpaB/ieHns, NPUBOAA B pesynbTaTe K yXyALEeHU0 N HeJOCTYNHOCTU hyHKUMoHana, nméo
MOXET YXyALWUTbLCSA pexnm padoTbl N0 BpEMeHW.

MoxeT 6bITb BEPHbIM M 06paTHOE — NakeT UCNpaBNeHNs CUCTEMbI YNPaBieHns MOXeT KOH(pIMKTOBaTb
C Mepamu 6e30NacHOCTW, YTO NPUBOANT K YXYALWEHNIO UM HEJOCTYMHOCTU PyHKLUMOHaNna 6e3onacHocTu.

OueBUAHO, YTO M3rOTOBUTENb CUCTEMbI aBToMaTu3auMm He crnocobeH npoTecTupoBaTb OOGHOBEHMNE
WN NakeT ncnpaBieHnii Ha KaxaoM BO3MOXHOM BapuaHTe CUCTeMbl, B YHACTHOCTU, Ha KOHKPEeTHON peanusa-
umm ICS.

Mpasuna peannsaymm NONUTUKN npusefeHbl B 8.2.4.1—8.2.4.6.
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8.2.4.1 [lo/mkHbl ObITb paspaboTaHbl, AOKYMEHTUPOBaHbI U MNOAAEPXMBATLCA B paboTOCMOCOGHOM
COCTOSIHUM TeKyLUne 6a3oBble KOHUrypaLmn.

8.2.4.2 PeecCTp KOMNOHEHTOB CUCTEMbI U ONepaTUBHOE COCTOSAHUE AO/XHbI COXPAHATBLCSA, a Takke [,0/1-
XXHbl CO3[aBaTbCs NX pe3epBHbIe KOMUN U apXMBbl N UX LEeNOCTHOCTb A0/MKHA ObiTb 3alMuieHa.

8.2.4.3 OG6HOBMEHUS 1 NAKETbI UCNpaB/ieHN A 6e30NacHOCTN A0/KHbI paccMaTpUBaThLCS TOMLKO Nocne
YTBEPXAEHNSA UX U3FOTOBUTE/IEM COOTBETCTBYHLLEr0 YCTPONCTBA U/ CUCTEMBI.

8.2.4.4 YTBepXAeHHble U3roToBMTENIEM OGHOBMIEHUS U NakeTbl NCMpPaBAeHNn 6e30NacHOCTM LOMKHbI
ycTaHaBNMBaTbLCA TO/IbKO NOc/e A0NOHUTEIbHOIo TecTMpoBaHusa Ha ICS.

NMpumeyvyaHune — EcAn BOIMOXHO, NpU TECTUPOBAHUM Ha 3aBOAE AO/KHbI BbINOMHATLCA: paspaboTka cucTem,
pe3epBHOE KONUPOBaHUE ¥ TPEHUHTW.

8.2.4.5 MMepep ycTaHOBKOI Ha ICS HOBbIE MPUMOXKEHUST, CNYXObI U NakeTbl UCNPABEHN JOKHbI ObITh
noAnucaHsi.

8.2.4 6 PUCKM 4acTUYHOTO OTKa3a CUCTEMbl UM OTK/IOHEHWI OT HOPManbHOro (YYHKLMOHUPOBAHUS,
AelicTByloL e BO BPEMSI YCTAHOBKM CUCTEMbI M NOC/IE ee YCTAaHOBKU, [O/IKHbI GbiTh OLLEHEHb! U YMEHbLUEHb,
HanpumMep, 3a cueT pa3BepTbiBaHWs 0GHOBIEHWIA.

NMpumeuaHue 1— [OMKEH CYLECTBOBATb NPOLECC pa3pelleHnst BO3HMKAOWMUX NPo6ieM, BKAKYAOW M OT-
KaT K nocnegHeMy HafeXHOMY U DYHKLMOHANbHO KOPPEKTHOMY COCTOSIHUIO.

NMpumeuaHue 2 — YTo6bl COXPAHNUTL HEKOTOPLIE (PYHKLMY YPABIEHUS NPU BO3HUKHOBEHWN NPOGIEM C MOAU-
thukaLveit nporpaMmMHOro o6ecneyeHusi, [oNyckaeTcs PpacCMOTPETb BapMaHT NO3TaNHOro pasBepTbiBaHMS.

8.2.5 [lo/KHO OCYLLEeCTBNATLCS YyNpaBieHne ncnosHAemMbiMy obpasamMm, OCHOBHOW 1 pe3epBHOI Konueii
O/S. nHopmauueii 0 COCTOAHNM 1 NPON3BOACTBEHHON NHGOpMaLNei.

3710 060CHOBAHO TEM, YTO COOTBETCTBYIOLAA LIe/IOCTHOCTL UCMOIHAEMOro o6pasa 1 pe3epBHO Konuu
rapaHTUpyeT, YTo BCA BaxHas MHGopMauua n nporpamMMmHoe obecrneyeHue MOryT 6bITb BOCCTAHOBJ/IEHbI
nocne vHUuAeHTa uamn otkasa A1 6bICTPOro BO306HOBEHNA paboTbl, 06ecneyeHuns LenoCcTHOCTW 1 4OCTYM-
HOCTW CUCTEM U A@HHBbIX.

Mpasuna peanusaunn NOANTUKK npusegeHsl 8 8.2.5.1—8.2.5A

8.25.1 [lo/mKHO perynsapHo BbIMOMHATLCA pe3epBHOe KONMUPOBaHUE N HaAeXHas apxusauus, peseps-
Hble KONUW A0/MKHbI TECTUPOBATLCA U BbINOHATHCA NOATBEPXKAEHNE UX NOATMHHOCTW.

8.2.5 2 Pe3epBHasa Konusa foMXHa cofepxatb B cebe Bce napameTpbl PyHKLMOHaNa 6e3onacHocTy,
Npou3BOACTBEHHOrO hyHKLMOHaNa 1 onepaTneBHo TpebyeMblie napameTpbl PyHKUMOHaNa 418 6bICTPOro BoC-
CTaHOB/EHNA.

8.2.5.3 [lo/1XHbl 6blTb YCTAHOBMEHbI WU AOCTYMHbl YTUANTbI, NMPOBEPSAIOLLME LeNoCTHOCThL (haiinoBoii
cuctembl O/S, no3sonswoLWwmne 06HapyXnUTb U3MeHeHNs. lo/KHbI ObITb AOCTYNHbLI NPOLeAYPbl U UHCTPYMEHTbI
[N151 TOYHOTo BOCCTAHOB/IEHUS B TpebyeMoe COCTOosIHMeE.

8.2.5.4 [lofkHbl npepfoTBpallaTbCA HepaspelleHHble W3MeHEeHUs KoHdurypauum, Hanpumep, ¢
NMOMOLL b0 BPEAOHOCHOIrO NPOrpaMMHOro obecneyeHns uamn 3apaxeHusa supycamu. Ecnu ato Bce xe npou-
30LU0. AO/IKEH ObITb BblJaH CUTHaA TPEBOTM 1 NOC/Ne COOTBETCTBYHOLLEr0 pearnpoBaHns f0/KHbI 6bITb Npu-
HATbI MEPbI MO UCMPAaBIEHUIO CUTYaLNUN.

MpumeyaHune 1— Pecypchl ICS MOryT CU/IbHO NepPerpyXxarbcs Npu ckaHuposaHun. CM. ynpas/ieHne [0CTyn-
HOCTbI0 PECYPCOB B HACTOsAILLEM CTaHjapTe.

MpumevyaHune 2— CkaHepbl BpefOHOCHOrO NPOrpaMMHOro o6ecrneyeHust 1 BUPYcoB, UCNONb3YylOLMe NoANN-
cn. 3 PeKTVBHBI TONBKO 418 TeKyLWwmUX NoAnunce.

MpumeuyaHue 3— CkaHepbl JO/MKHbI GbiTb Pa3BepPHYTbl W CKOH(IUIYPUPOBaHbI TONbKO TakuM 06pasoMm, Kak
yKa3aHo U3roTOBUTE/IEM CUCTEMbI aBTOMATU3AL MM, U CKAHUPOBATbL TO/IbKO 0603HAYEHHOE 060pYyA0BaHME.

MpumeyvyaHne 4— CkaHepbl ¥ NOANNCK ANA XOCTOB U ycTpoiicTB COTS, He ABNSAILWMXCA KPUTUUYHBIMU, MOTYT
6bITb YCTAHOBNEHbI BNajenbLem/onepaTopoM Ha CBOI puck, Npu 3ToM cnedyeT obecneunTb, YTO6bl CKAHMPOBaHWE He Ha-
pyLIano KPUTUYHBIX TPaHuL, Hanpumep, ceTeBbIX YCTPOICTB.

MpumeuyaHue 5— Mognucu COTS MOryT NIOXHO UAEHTUULMPOBATL HEKOTOPbIE NleranbHble (aiibl cneyu-
anbHbIX MPUIOXEHUN, KaK BPEAOHOCHOE NporpaMmHoe o6ecriedeHune. MoaToMy NOAMNMCU AOMKHbI 6bITh TECTUPOBAHBLI A0
NPUMEHEHUs K KOHKPEeTHOl cucTemMe aBTOMaTW3auuu UM JOMKHO GbiTb MOMY4YEeHO 0A0GPeHNe y W3roTOBUTENS COOTBe-
TCTBYIOLLE/ CUCTEMbI aBTOMATU3ALNN.

8.2.6 YnpaBneHue LeN0CTHOCTbIO JO/HKHO BKIOYATb MOHUTOPMHI, NPOTOKONMPOBaHWeE, npoLleaypbl
ackanauuv aBapuit.
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3710 060CHOBAHO TEM. YTO 6€3 MOHWUTOPUHra Le/IOCTHOCTU U aBapuii Bnagesneu/onepatop He cMoxeT
JloKasaTtb, YTO Lle/IOCTHOCTb 6blna obecneyeHa. MNpoTokoNMpoBaHMe Takke Heo6XxoAMMO /18 06HapyXeHUs
OTK/IOHEHUI OT HOpPMbI 1 cyAebHoro pasbupaTtenscTsa.

8.2.6.1 [lo/mkeH oCyLecTBAATLCA LeHTpPan30BaHHbI MOHUTOPUHT BCeX Wwio308 SGW.

MpumeyaHune — CM. NnpoTokonvpoBaHue. 7.3.4.2.

8.3 YnpaBneHue nornyeckum fOCTynom

FapaHTMpyeTCs TOMbKO CaHKLMOHUPOBAHHBIN Normyecknii goctyn k pecypcam ICS B COOTBETCTBUM C
NMPUCBOEHHBLIMU NPUBUIETUAMU.

8.3.1 [o/mkHbl OblTb NPUCBOEHbI OCOGEHHOCTW, yCTaHaBnuBalLle MNOAJMHHOCTb, ajpeca, KIuu,
COOTBETCTBYIOLME cepTudmKaTbl Nofb3oBaTeNe N YCTPOICTB, a Takxke npasa/npusmnernn. Takxe LO/MKHO
OCYLLEeCTBNATLCA YNpas/ieHNne BCEM NepeyncieHHbIM.

3710 060CHOBAHO TEM. YTO NMPoOBeEpPKa MOA/MHHOCTM MOb30BaTenei 1 yCTPOCTB B TOUKaX OKOHYaHUA
ceccun cBA3W caenaeT HEeBO3MOXHbIM HECAHKLMOHWPOBAHHBIA AOCTYN M OTKa3 OT hakTa NonyyeHus wnm
oTnpaeneHns coobwerna. Ans 6e3onacHocTn ICS BaXHO OrPaHNYUTb NPUBUIETMN KaXOro Nosib3oBaTtens
[0 MVHMMAaNbHO HeOBXOAMMbBIX ANA AKCRyaTauuy 1 nogaepxanusa paborocnocobHoctn ICS.

B gaHHOl nonnTuke npegycMoTpeHbl NpeaBapuTeNbHble YCN0BUS 1 OrpaHUyeHus, 3akivanwmecs B
TOM, YTO OTKPbITbIA NOTMYECKUIA OCTYN MOXET OblTb HEOOX0AUM, HAaNpUMep, AN IKCNayaTaunum, BbiNnoHse-
MOIA 13 KOHTPOJIbHOW KOMHAaTbI, U3 KOTOPOIi OCyLecTBAsieTCA ynpaBneHne 6e30nNacHOCTb0 (PyHKLNOHMPOBaA-
HVUA. OTO UCK/IOYEeHWe [O0/MKHO KOHTPONMpOBaTbCA 3a CYeT (PM3MYECKOro orpaHuyeHus pocrtyna B
KOHTPO/IbHYO KOMHAaTY.

MpasBuna peanusaunn NoNMTUKN npusepeHsl B 8.3.1.1—8.3.1.9.

8.3.1.1 [lo/mkHbl 6bITb yaaneHbl cepTudukaTsl, 3aaHHble N0 YMONYaHUIO Ha 3aBOAe-N3rotosuTene.

8.3.1.2 Monb3oBaTensmM U yCTpoicTBam A0/MKHbI ObiTb MPUCBOEHbI MUHUMAaSIbHO HEo6XoAuMble npu-
BUMErnn 1 TONbKO Takue, KoTopble TpebytTca AN 3KcnayaTaunm B COOTBETCTBUMN C UX POSISIMU NPU AKCnya-
Tauuu.

MpumeuyaHune 1— YuyeTHble 3annCu, HA3HAYEHHbIE N0 YMOMYAHUIO U YCTBPEBLLME CePTUGINKATLI UCTOPUYECKM
6bI/IM OA4HUMU U3 CaMbiX 60/IbLIMX YTPO3 6€30MacHOCTW. B HACTOSALLEM CTAHAAPTE NPUHATO NPEANOIOKEHUE, YTO OHM Bbin
M3MEHeHbI NpK yCTAHOBKE CUCTEMbI Onepauueil KOHTPOIs LEeNoCTHOCT CUCTEMbI, CM. pa3gen 8.2.3.1.

MpuMmeyaHune 2— MNPUHUMN HAUMEHBLUUX NPUBUIEMNI I — 3TO NPUHLMN 06ecneyeHns 6e30nacHoOCTy, rapaH-
TUPYIOLLMIA. 4TO Kaxas cucTema UCnosb3yeT MUHUMasbHble PeCYpCbl U TOIbKO Te aBTopu3auuu, koTopble TpebyloTca Ans

ee paboThbl.

MpumeuaHue 3— YnpasneHue AOCTYNOM Ha OCHOBE POJIEN — 3TO XOPOLLO 0TpaboTaHHAs CXema ynpasne-
HUSI U paLuvoHanMsauum Npas focTyna Ais 60bLUKX rpynn Nonb30BaTesnell Uam ycTpoicTs ¢ M3MEHSIOLWUMUCS TPe6oBaHu-
AMU JOCTYMA N MOXET BK/0YaTh UX MPUCYTCTBUE HA (PM3UYECKON Mo afKe B COOTBETCTBYIOLMA Nepuos BpeMEHM.

MpumeyaHune 4— PasgeneHve nofb3oBaTeneil No pas3nnyHbIM, COBMECTHO YNpaB/isieMbIM PONSM yMeHbLUa-
€T BEepOATHOCTb aTtak nHcaiiaepos.

8.3.1.3 Korga nepcoHan ocTtaBndAeT CBOU PO/IN WU OHU MEHAKTCA, OOJTKHbI 06HOBNATHCSA y4YeTHble
3annucu n npuBmnnernn ynpaBneHna AoCTynom.

MpumMeuyaHune — VN3MEHEHUS JO/MKHLI BHOCUTLCA GbICTPO, Cpasy Nocsie Toro Kak Npou3oLULIvN COOTBETCTBYIO-
LWye cobbITUA, TO ecTb Nnoc/e npekpalieHnsi 06s13aHHOCTe, U3MEHEHWIi B 3aKPEnIeHNsIX U HACTPOWKax YCTPOMCTB.

8.3.1.4 [nsA ayTeHTUMKaLMM AO/MKHbI UCMOIb30BATLCA C/I0XHbIE CEPTURIMKATBI.

MpumeyaHue — [o/mKHa KOHTPONNPOBATLCS A/IMHA W XapaKTEPUCTUKN Naposieil, OHW A0MKHbI 6bITb JOCTATOY-
HO CNOXHbLIMU, UTO6LI NPefoTBPATUTL UX 06X0f, HANpUMep, ¢ NOMOLLbI0 AOrafoK U paccyxaeHuint unv B3noma. Ecim oHm
NpU3HaHbl MPOCTBIMU, HEO6XO0AMMO A06aBUTHL AOMOSTHUTENbHbLIE (DAKTOPbI, HANPUMEP, UCTIO/Ib30BaHME anmnapaTHbIX Kio-
yeil. 6UOMETPUM, OTPaHNYEHNE PU3NYECKOTO AOCTYNA K NYNbTy ayTeHTU(MKALNA.

8.3.1.5 [nsa daiinos, NpUNOXeHWA, MHCTPYMeHTOB O/S, cnyx6, yCTPOCTB M CErMEHTOB A0/IKHbI GbITb
yCTaHOBMEHbI NpuBUIernm Hambonee NOAXOAALErO YPOBHS.
MpumeyvyaHne 1— HekoTopble yTuanTbl O/S NO3BONAIT 3HAUNTENILHO UBMEHUTL COCTOSIHWE, HACTPOIKY X0cTa

1 BCeil cuctemMsbl aBTomMaTusauuu. bonblMHCTBY Nosib3oBaTeneii cuctembl ICS. Hanpumep, onepaTtopam, MOXeT He Tpe6o-
BaThbCA AOCTYN KO BCEM 3TUM YTUAUTAM (UMK K UX YacTu).

MpumeyaHne 2— BOMbWNHCTBO KAHANOB CBA3WN, UAYLLMX CHAPYXW B CETMEHT U U3 CErMeHTa Hapyxy, 1 KaHa-
10B CBA3U MexXxay CermeHTaMmun A0/HKHbI 6bITb accouynmmnpoBaHbl C NnpaBamMmu goctyna nonb3oBaTenei un yCTpOIZCTB K 3TUM cer-
MeHTaM.
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NMpumevyaHune 3— MNpuUBUIETUN YCTAHOBKM UCMONHAEMbIX (DAN0B, HANPUMEpP, NPUIOXEHWI [OMKHbBI CTPOrO
KOHTPO/IMPOBATLCS.

8.3.1.6 TpwuBunernn cBA3N AO/HKHbI YCTaHaBINBaTLCA OTAENbHO ANA UCTOYHMKA U HAa3HAYeHUs — no
yCTpOl7ICTBaM, X0CTaM N HOCUTEeNIAM.

MpumeuvyaHne 1— Ocoboe BHUMaHME cnefyeT yaenaTb NPUCBOEHMIO IP-aapecoB 1 ynpaBneHnio UMu, Hanpu-
Mep, TPaHCAALMM aapecoB, 3aBUCUMOCTSAM CEFMEHTOB OT MacoK nofceTei, cnyxbe KaTanoros, pasmell,eHnio COOTBETCTBY-
IOWMNX cepBepoBs, Cnyxbe AoMeHHbIX UMeH (DNS). npefoTsBpalleHno UCMONb30BaHUSA TPaHCNALMM CeTeBbIX afpecoB
(NAT), ncnonb3syembix ICN.

MpunmeuvyaHne 2— HegonyckaeTca OTKPbITOE 3aKpensieHne, Hanpumep, 3akpernseHme u MOHTUpOBaHne guc-
KOB. NM60 BellaHne BO BHELLUHWE CeTV WU U3 HUX.

8.3.1.7 lpuBUNeErMn Ha U3MeHeHne HacTPOeK KOHUrypauum onepaunoHHbIX CUCTEM U annapaTHbIX
CpefCcTB [O/KHbI CTPOro KOHTPOIMPOBATLCA.

8.3.1.8 [lns npusunernii Ha W3MEHEHUe HaCcTPOeK KOH(Urypauuu, BAUAKLWNX Ha 6e30nacHoCTb U
CYLL,eCTBEHHO B/IMAIOLWMX HA NPaBUNLHOCTb (PYHKUMOHMPOBaHUA ICS — A KOMMYTaTopoB, MapLupyTn3aTo-
pOB. cCTeM 06HapYXeHnst BTOpXeHuii IDS. w308 SGW U T. 4., fO/MKHA ObITb NPUMEHEHA CUbHAasA 3awmuTa
ynpas/fieHust OCTYMNOM.

8.3.1.9 [lo/mxHbl ObITb YCTAHOBNEHbI KOHKPETHbIe NpoLeypbl NPOBEPKU NpUBUAErnii ynpasneHusa goc-
TYNOM. rapaHTupyoLme, YTo NPUBUAETMN U YPOBHW, NPUCBOEHHbIE KaXXA0MY NO/Ib30BaTESI0 UK YCTPONCTBY,
ynoTpebnsanTca U UCMONb3YITCA N0 HAa3HaYeHN0, 060CHOBAHHO M COOTBETCTBYIOT TEKYLUUM TpeboBaHUAM.

8.3.2 B cnyyae cnaboctn mMep ynpasneHus fOCTYNOM JO/DKHbI ObiTb peann3oBaHbl fONONHUTENbHbIE
Mepbl 3aWnTbl KOHPUAEHLMATBHOCTU U/MIN NOBbILEHbI TPEOOBAHNSA K KOH(UAEHLMANBHOCTH.

3T0 060CHOBAHO TEM. YTO 3aluTa AOCTyna K yCTPOMNCTBaM Y HOCUTENSM, COAEePXalluM KOHUAEeHL M-
anbHble faHHble, MOXeT Oka3aTbCsA He[0CTaTOYHOW M3-3a TpeboBaHWi NOBbILWEHUS KOHPULEHLNaIbHOCTH
[aHHbIX, HanpuMmep, NPU HaNMYMM HEeHaJexXHbIX kabeneli unum ans ceptudmkaToB nonb3osartenein. B atom
cryyae mMoxeT notpebosaTbCs LWNGPOBaHME.

Mpasuna peanusaunn NOANTUKA npuseneHsl B8 8.3.2.1 1 8.3.2.2.

8.3.2.1 B aBTOHOMHbIX BHELWHMX ycTpoiicTBax SED, 4yBCTBUTE/IbHbIE MPOU3BOACTBEHHbIE [aHHbIE
[O/MKHbI 6bITh 3aLUULLEHbl OTAEBHO OT AAaHHbIX MPOrpamm.

8.3.2.2 HeobxoanMmMo M3MEHATb MeToAbl WNPOBaHNA 1 MPOBEPATb UX. YTOObI rapaHTMpoBaTb pasyM-
HO-[l0CTaTOYHYH CONPOTUB/ISAEMOCTb K NPSAMbIM aTakam B TeYeHue OXnAaeMblX NepnoAos BPEMEHN.

NMpumevyaHune 1— CnoxHoe WngpoBaHNe NoapasyMeBaeT Nepuoauyeckyrd CMeHy Kkueld, ynpasneHue
KYamu, a Takke nepuogunyeckoe husnyeckoe YHUUTOXEHUe Ktoueld, HocuTeneli n faHHbIX.

NMpumeuyaHue 2— Bpems MexXay 3TUMU COGLITUAMU AOMKHO 6bITb cOGaNaHCMPOBaHHbLIM, Tpe6oBaHus 6e30-
NacHOCTU JO/DKHbI 6bITh BbINMOIHUMBIMW NPU HAPYLLEHUSX KaHaia CBSA3U MexXAy CTOpoHaMmu.

8.3.3 [Mpu nosbiweHMn TpeboBaHUn N0 HEBO3MOXHOCTM OTKas3a OT aBTOPCTBA COO6LLEHUS AOMOJHU-
TeNbHO [O/MKHbI ObITb peann3oBaHbl Mepbl, AenalLline oTkas OT aBTOPCTBa COO6LEHNA HEBO3MOXHbIM.

370 060CHOBAHO TEM. YTO rapaHTUpoBaHWe OTBETCTBEHHOCTW MyTeM HEBO3MOXHOCTW OTKasa OT aBTo-
pcTBa CO06LLEHNS IBNAETCA OLHOW 13 Hanbosee BaXHbIX Mep NPOTMB aTak MHCaiLepos.

MpumeyaHue — MoryT okasaTbCs NPUrOAHBLIMU Mepbl KpunTorpagum.

8.3.4 Ha BblgeneHHOM 060pyf0BaHNW, B COOTBETCTBMN C 3aKPEM/IeHHbIMW NPUBUAErUSAMU, AO/KHbI
ObITb yCTaHOB/1€Hbl U NHULUWaNU3NpOBaHbl npusuierun ayTEHTI/IdJI/IKaLl,I/II/I, obmeH Knwoyamu, mMexaHu3mbl
ynpasieHua 4ocTynom. [Jo/KHO OCYLLeCTBAATLCA ynpas/ieHne npusuieruamm ayteHtudmkaymm, obmeHom
Ktoyamn n mexaHvusmamm ynpassieHUs fOCTYMNoM.

370 060CHOBAHO TeM, YTO AN ynpasneHns AOCTynom TpebyeTcs ayTeHTUdUKALUA.

B gaHHOl nonuTuke npefycMOTpeHbl NpeABapuTesbHble YCI0BUA WM OrpaHuyeHuns, 3akayvatLlmecs B
TOM. YTO MpPU aBapun A0MKHbI 6bITb NPeAYCMOTPEHbI BO3MOXHOCTW AN NPUHYANTENbHOro 06xoaa oTkasas-
e ayTeHTuukaLum, Hanpumep, n3-3a BO3MOXHOTO TEXHUYECKOro 0TKa3a NofACUCTEMbI YNpaBieHns ayTeH-
Tudpukaumein n [OCTynom nnu n3-3a OTCyTCTBUA oneparopa.

Mpasuna peanusaunn NoNUTUKK npuseneHsl 8 8.3.4.1 1 8.3.4.2.

8.3.4.1 JomxHo 6bITb 06ecneyeHo ahheKTBHOE afMUHUCTPUPOBaHE NPUBUEMNIA C CMONb30BaHN-
€M VHCTPYMEHTOB, U. N0 BO3MOXHOCTW, BO3MOXHO, CPeACTB aBToMaTnsaunm, Takmx kak cepsepbl ayTeHTUdu-
Kauuu u LEHTPbI KoYe.

MpumeuvaHune — CepBepbl ayTeHTUDMKALUN 1N LEHTPbI KOYel coAepXaT BbICOKOUYBCTBUTE/bHbIE JaHHbIE U
[0/KHbI 6bITb pasmelleHbl BHYTPU 3aBOAa, KOHTpoAupyemoro agmuumcTpaumeid ICN. OHW Ao/KHbI 6bITh 3aLULLEHbI 10TN-
yeckn 1 usnyecku.
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8.3.4.2 [o/mKHO 6bITb ONpejeneHo feliCTBUE CUCTEMBI NPY COOLITUM 0TKa3a ayTeHTUgMKaLW.

MpumeuyaHue 1— MoryT 6biTb 3a4aHbl CTaHAAPTHbIE AeCTBUS, HaNpUMep, HeorpaHUYeHHoe YMCOo NoMbl-
TOK. HEOTPAHWYEHHOE YUC/I0 MOMLITOK C BO3PaCTaloLEen 3aJepXKoii, 6/10KMpPOBKa NOC/Ie 3a4aHHOr0 YMcna MnonbITOK, BO3-
MOXHasl reHepauus v ackanaunsi coo6LLeHNi aBapuiiHoii curHanuaaumm.

MpumeuaHune 2— MoxeT 6biTb UCMONb30BaHA NPOLEAYpa NEPesayn Ha XxpaHeHue TpeTbeMy MLy, rapaHTu-
pytoLiasi HeBO3MOXHOCTb CUTYaLMii HEKOHTPOIMPYEMOTO MOJb30BATENBCKOrO AOCTYNA WM 0TKa3a OT aBTOPCTBa.

8.3.5 JlonmxeH ocywecTBASATLCA MOHUTOPUHT M MPOTOKONMPOBAaHWE MNPUBUAETMIA ayTeHTudmkKauuu,
obMeHa k1tYaMm 1 MexaHM3MoB ynpasieHns 4OCTyNnoMm.

3T0 060CHOBAHO TeM. 4YTO NPOTOKO bl MPUBA3bLIBAIOT NO/b30BaTENEl K yCTPONCTBaM M NO3BONAIOT ycTa-
HOBUTbL aBTOPOB MPOU3OLLIEALEro N NX OTBETCTBEHHOCT.

B paHHOW nonuTuke npefycMOTpPeHbl NpeABapuTesibHbIe YCN0BUSA U OrpaHUYeHmns, 3aknyvatrLmecs B
TOM. YTO HEKOTOPblE 3aKOHbI, KacalLwmecs KOHPUAEHUNaNbLHOCTN, MOTFYT NoTpeboBaTh YMEHbLUEHUS AaHHbIX
oTyeTta UM UX aHOHUMHOCTH.

MpasBuna peanusaunn NOANTUKK npuBegeHsl B 8.3.5.1.

8.3.5.1 [AnA nonb3oBatens {no kpaliHeli mepe ANA NONb30BaTeNs, YCTAHOBMBLUErO CECCUI0) AO/HKHO
6bITb 3aNPOTOKO/IMPOBAHO BPEMS U BCe AeCTBUS, KacaloLmecs 6e30nNacHOCTW, KOTOPbIE GblNN BbINOMHEHbI C
[aHHOro nynbTa ynpasneHus.

MpumeuyaHne — O6 UCNONb30BAHWUM M MOHUTOPUHIE AocTyna B cuctemy cm. MCO/M3K 27002.

8.4 YnpaBneHue un3Myeckum JOCTynom

YnpaBneHune n3nyecknum AOCTYNOM rapaHTMpyeT TOJ/IbKO CaHKLMOHUPOBAaHHbIN dU3nyecknii 4OCTyN K
pecypcam ICS Ha nnowjafke B COOTBETCTBUN C NPUCBOEHHbLIMU NPUBUAETUAMW, B TOM YUC/E CaHKLUOHUPO-
BaHHbI 4OCTYN K 060py0BaHNIO N UHCTPYMEHTaM, HOCUTENAM UN K MH(DOPMaL K B LIe/IOM.

8.4.1 XocCTbl, YCTPONCTBA, HOCMTENN AO/IKHbI ObiTh 3alLMLLEHbI OT HECAHKLMOHMPOBAHHOIO AOCTyNa,
nepemMeLlleHus, paspyLleHns 1 BOpOBCTBa. 3allnTa A0/MKHA YA0BIETBOPATL COOTBETCTBYHOLWUM TpeboBaHUAM.

D70 060CHOBaAHO TEM, YTO B JOMNOJIHEHNE K flormyeckoii 3awuTte ICS gomkHa obecneunBatb M3NYECKYHO
3aWUTy NYTEM MEXaHWYeCcKoi 6/10KMPOBKM, pa3MeLLEHMS XOCTOB, YCTPOWCTB M HOCMTE e B 3anepThIX HA 3aMOK
wKadax, AN UCKTIYEHUA UX BOPOBCTBA, NOpYX, NepeMeLLeHna 1 HeCaHKLMOHMPOBAHHOTO AOCTYNa K HAM.

MpumeyaHune — ObopyaoBaHue, HagexHoe B (hU3NYECKOM CMbICNe, BKIOYaeT B cebs:
KOMHaTbI, WKadbl, KOXYXU koMMyTaTopoB. SGW, Kopnyca Ans nepcoHanbHbix komnbioTepos (MK);
Mo6unbHoe o6opyAoBaHue u Hocutenu, Hanpumep. MK, nopTaTMBHbLIE KOMMNbIOTEPbI:

USB-nopTbl. NpUBOAbI AUCKET:

aBTOHOMHbIe MPOMbILL/IEHHbIE YCTPOICTBA YNpaBAeHuUs;

- kabenu.

8.4.2 [l0/KHO OCYLeCTBNATbLCA ynpaBfieHne 0CobeHHocTAMM (ycTaHaBAMBaloWMMU MOAMHHOCTD),
agpecamu, kKnyamu, COOTBETCTBYOLMMU cepTUdMKkaTaMy Noib3oBaTeneli 1 yCTPOCTB, a Takxke npaBaMu u
NpUBUIETNSMN.

3710 060CHOBAHO TeM, YTo ANA 6e3onacHocTy ICS BaxHO 06ecneunTb 3akpensieHne 3a nonb3oBaTenemM
npvBUAernii 4octyna kK 060pyAoBaHuNio aKcnayaraumumn n nogaepxaHns paéorocnoco6HocTn ICS.

B gaHHOW nonutuke npefycMoOTpeHbl NpeaBapuTesnbHble YCI0BUS 1 OrpaHUyeHmns, 3aknvaowmecs B
TOM. YTO MEHeKMEHTOM MO NepcoHany A0/HKHA KOHTPO/IMPOBATbCA HAAEXHOCTb U MaaTtexecnocobHOCTb
NoAYNHEHHOTO eMy nepcoHana.

Mpasuna peanunsauuu NOANTUKN NpusBefeHsbl B 8.4.2.1.

8.4.21 MpuBunernn goctyna AO/KHbI ObITb accoLMUMPOBaHbl C AOCTYNOM Yepe3 BopoTa (Ha BXog U
BbIXOA) CEFMEHTa W, NpU HEOBXOAMMOCTU, C APYTUMU CETMEHTaMW.

8.4.3 [o/MKHbI OCYLLEeCTBIATLCA MOHUTOPUHE U MPOTOKONMPOBaHMe husnyeckoro AocTyna B annapat-
Hble KOMHaTBI, K lWKadam 1 kopnycam, Takke AO/DKHbI NojaBaTbCs COOTBETCTBYHOLME CUTHAMbI TPEBOTK.

3T0 060CHOBAHO TEM. YTO BepudurKauus NOASMHHOCTU MNOSb3oBaTenell, AONYLEHHbIX B 3aKpbiTble
usnyeckme cermeHTbl, 6yaeT CHUXKaTb BO3MOXHOCTU HECAHKLMOHMPOBAHHOIO AOCTyNa 1 0Tkasa oT CoAesH-
Horo. [MpoToKoNbl CBA3bIBAKOT MOsb30BaTens (UNu. No KpanHeln mepe Monb3oBaTens, KOTOpbIA pabotan c
MeXaHW3MOM ynpasfieHus [OCTYNOM) C BpeMeHemM U o6ecneunBaloT YCTaHOB/IEHWE aBTopcTBa MU
OTBETCTBEHHOCTH.

B gaHHOW nonutuke npefycMoOTpeHbl NpeaBapuTesnbHble YCIOBUS Y OrpaHUyeHmns, 3akavaowmecs B
TOM. YTO TENeBU3NOHHbIA MOHUTOPWMHI MOXET ObiTb 3anpelleH corfaleHns M Mexay pabotogaTtenem um
COTPyAHUKaMK, M60 MECTHbIM 3aKOHOAAaTEe/IbCTBOM.

Mpasuna peannsaymm NONUTUKN npuseseHsl B 8.4.3.1—8.4.3.4.
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8.4.3.1 B KpUTMYHbIX BOpOTax thusnyeckoro goctyna PAG n/vnun cermeHTax fo/KeH Haxo4uTbesa nep-
COHasn OXpaHbl MW JOMKEH OCYLLECTBAATLCA UX TENEBU3UOHHbIA MOHUTOPUHT, MO3BONAOLNI 0B6HAPYXMBaTb
HapyLleHnsa 1 HapyLluTenei.

8.4.3.2 YacTblo adhheKTUBHOrO ynpasieHns nsnyeckum JOCTYNOM AO/KHbI OblTb 03HAKOMUTE bHbIE
3aHATUSA C MePCOHaIOM, UMEIOLLUM OfMHAKOBbIE AO/MKHOCTHbIE 06A3aHHOCTY.

8.4.3.3 B KpUTUYHbIX BOpoTax husmyeckoro goctyna PAG nu/unu cermeHTax 4O/HKeH HaXoAnTbCA nep-
COHaN OXpaHbl UKW AO/KEH OCYLLECTBASATLCA UX TENEBU3NOHHbI MOHUTOPUHT, 06ecneyvBatoLw i 03HaKoM-
neHve.

8.4.3.4 PearnpoBaHue Ha HapyLlleHne hn3nM4eckoro Aoctyna [O/HKHO ynpasBaAaTbCA W KOOPAWHUPO-
BaTbCHA Ye/I0BEYECKMMU pecypcamu.

8.5 YnpaBneHue cermeHTOM

CTpykTypupoBaHue ICS Ha oTAeNbHble Nornyeckme unm usnveckme cermeHTbl, 3awueHHblie SGW
ninn PAG ahbekTMBHO yMeHbLlUaeT MOBEPXHOCTb artaku 3a cyeT fob6aBfeHus elle OA4HOro napameTpa K
napameTpam MPUCBOEHHOI NpUBUIETNN.

MpumevyaHune 1— PasnnyHble NOrMYECKNe CErMEHTbl MOTYT MepecekaTbCsi, HanpuMmep, MarucTpanslo (Ha
TOM e YPOBHE W/N B MEPAPXMYECKON CTPYKTYpE).

MpumeuaHne 2— 0 nepeceueHusix mexagy ICN un no6oit EN cm. pasgen 8.6.

8.5.1 [AnA 3alWLLieHHbIX FpaHnL, TOTUYeCcKUX U PU3NYeCKMX CErMEHTOB, JO/MKHbI ObiTb peann3oBaHbl
BopoTa PAG u wno3bl SGW ¢ COOTBETCTBYHOLNMIU Npasuiamn ynpasneHns fOCTynoMm, TpeboBaHnAMN K
3alurTe 1 Tonosaoruun.

370 060CHOBAHO TeM. 4TO 06bIYHO 601ee IKOHOMUYHO 3almLaTe obopygosaHve, HMI n kabenu, crpyn-
nupoBaBs VX, Hanpumep, No OTAEe/IbHbIM 30HaM, KOMHaTaMm, wWwkadam uan apMartypam, n onpegenus eauH-
CTBEHHYIO TOUKY BXOZa, & HE MHOXECTBO OTAE/IbHbIX TOUekK AocTyna.

MpaBuna peanusauumn NoAUTUKK npueefexsl B 8.5.1.1—8.5.1.4

8.5.1.1 Kaxablii cerMeHT AoskeH 6biTb 3awuwieH SGW B eQUHCTBEHHO Touke Bxofa/Bbixoga B
o6Ly0 MarucTpasab UM B NOAYNHEHHbI CErMEHT.

MpumeyvaHune — PyHkynsa SGW un nobble CBA3AHHbIE C HUM BCNOMOraTe/ibHble (DYHKLUN [OMDKHBI ObITh peanu-
30BaHbl Ha Bblfe/IeHHbIX X0CTax uan npméopax.

8.5.1.2 LUnto3bl SGW A0/XHbI pa3peLlaTtb CBA3b CO CBOE 3alluLLeHHOM 30HOW TObKO ANSA CTaHUuuii 13
HafeXHbIX 30H UM HaAeXHbIX YCTPOWCTB MarucTpasim.

MpumeyaHue — Bca CBA3b, He ABNAIOLWAACA HEOGXOAUMOINA, fOMKHA 6bITh 326/10KMPOBaHa, HanpuMep, CBs3b,
He sBAsLWanca HeobxoANMO ans 6usHeca, NM60 CBA3b, 38 KOTOPYIO ABHO HUKTO HE HECEeT OTBETCTBEHHOCTU.

8.5.1.3 YnpasneHune gocTtynom yepes w3 SGW K cerMeHTy MOXeT [OMOSIHUTENIbHO KOHTPOJIMPO-
BaTbCA KPUNTO3aLMLLEHHbIMU NpoToKonamu unn PAG.

MpumeyaHune — Ob6opyaoBaHne (OCHOBHOE M BCromoratesibHoe), YHKLNKW, CnyXe6Hble 0653aHHOCTM AO/MKHbI
6bITb CrPYNNUPOBaHbl 3NEKTPUYECKM, TOTUYECKU U PU3NYECKN B COOTBETCTBUM C (PYHKLMOHANIOM 1 TPEGOBAHUSIMU 3aLLUTHI.

8.5.1.4 Kaxgblii wnw3 SGW fomkeH NpoTOKONMPOBaTb COOTBETCTBYIOLLNE AeNCTBMA 6e30nacHoCTH,
HanpumMmep, NonbITKY AOCTyNa K 3aluaemMomMy UM CerMeHTy.

8.5.2 [omkeH ocywecTBNATLCA NOCTOSIHHbIA MOHUTOPWHT NIOTNMYECcKO n/mnmn chnsnyeckoin akTMBHOCTH
BHYTPU CErMEHTOB A1 06HapYXeHUs Uy NpeceyeHns HenpaBubHbIX NIV COMHUTENbHbIX A4eNCTBUIA (Hanpu-

Mep. BTOPXEHWS), CO34aHUSA COOTBETCTBYIOLLMX MPOTOKOMNOB U BblAayn CUTHAM0B TPEBOrK.

3710 060CcHOBaHO TeM. 4YTo BopoTa PAG v wno3bl SGW SBNATCA €4MHCTBEHHbIMY TOYKaMW NOTEHUN-
a/lbHO BO3MOXHOr0 BTOPXEHMUS Yepe3 rpaHuLy cerMeHTa, No3ToOMy OHU MpennoyTUTEsIbHbl AN UHAMKaLUU
HECAHKLVOHNPOBAHHOW AeATe/IbHOCTU. JTO YynpasfieHWe [paHuLeli AO/MKHO AOMNOSHATLCS BHYTPEHHUMU
Mepamu, TakMMu Kak cuctema obHapyXeHns BTopeHuii IDS. B 4acTHOCTM, NpuW Yrpo3e atak UHcaligepos.

MpaBuna peanusaunn NOANTUKA npuseneHsl B 8.5.2.1—8.5.2.4.

8.5.2.1 JomkHa 6bITb peann3oBaHa cuctema IDS aAns o6HapyXeHUs yCneLlHbIX BTOPXeHW 1 HecaH-
KLUMOHNPOBAaHHbIX AEeACTBWIA NHCANaepoB.

MpumeuvyaHne 1— Jatuuk IDS gomkeH 6bITb HeagpecyeMbiM, OH AO/HKEH TOMIbKO NPOCAyLWMBATLCA, A8 UC-
KNIOYEHNA BEPOATHOCTU aTaku Ha Hero.

MpumeuyaHune 2— Cuctemsl IDS Ha 6a3e xocTa. IDS Ha 6a3e ceT U CpeACcTB NPOBEPKM LEeNoCcTHOCTY ¢haiino-
BOI CUCTEMbI JO/DKHBI UMETb BO3MOXHOCTb AOMOJHATL APYT ApYyra.
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n punmedaHne 3 — Cuctema oﬁHapy)Keva BTOp)KeHI/II7I AO0/KHa nogpasymMmeBaTtb nogady curHasa Tpesoru no-
Nb30BaTeIAMN Ha XOCT.

8.5.2.2 WHpukaTopsl, Hanpumep, cuctembl ynpasneHns. HMI n/unu nogcuctembl ynpasneHus curHana-
MV TPEBOTM A0/DKHbI ONOBeLLaTh ONepaTopos 0 NpobaeMax C U3MeHeHUAMY NOToKa AaHHbIX, 06yCNOBAEHHbIX
pearmpoBaHneM Ha OGHapy>XEeHHYI0 aTaky.

8.5.2.3 Mepbl N0 yKNOHEHUO OT atak, Hanpumep, NpPoBOKaLuW, NpMMaHku, obecneynBatoT JONOMHU-
Te/lbHble BO3MOXHOCTV O6HapYyXeHUs noc/ie BTOPXEHUS.

8.5.2.4 TepcoHan MOHUTOPUHIa 1N NOAAEPXKM [O/KEH CBOEBPEMEHHO YBELOM/IATLCA O NIOOLIX U3Me-
HeHVAX NpaBwn, KOTOPbIE MOTYT NPUBECTUN K cpabaTbiBaHWNIO TpMITEpa, BK/IOYaloLWero nogady curHana Tpeso-
m SGW.

8.5.3 J10M1XHO OCYLLECTBAATLCA HaJeXHoe agMuHucTpuposaHue sopot PAG v wnio3os SGW.

3710 060CHOBAHO TEM. YTO WO3bl SGW f0/MKHbI HAAEXHO aAMUHNCTPMPOBATBLCS, YTOObI rapaHTUpo-
BaTb. YTO caMu npasuna AoCcTyna 1 CTPOrocTb UX COBMAEHUSA COOTBETCTBYIOT pa3BMBaloLLMMCS Yyrpo3am.

MpaBuna peanusauum NoaUTUKN npusegeHsbl B 8.5.3.1—8.5.3.3.

8.5.3.1 YnpaBneHue fO/MHKHO pacnpoCTPaHATLCA Ha XOCTbl, KOMHATbI C CETEBbIM 060pyA0BaHMEM, LUKA-
thbl. KOpnyca, kKabenbHOe X03AICTBO.

8.5.3.2 Heobxoagumo yfenatb ocoboe BHMMaHne Tpaduky ynpasneHns 6e30nacHoOCTbI0.

MpumMeyaHne — KaHanbl €BS3W, UCNOMb3yeMble A5 ynpaBiieHns 6e30NacHOCTbi0, JO/MKHbI ObiTb OTAENEeHb!
0T KaHasI0B nepejayn NPou3BOACTBEHHOro Tpaduka.

8.5.3.3 Oco6oe BHMMaHWEe [O/KHO ObiThb yAeNeHOo 3aluTe Tpaduka ynpasieHusi 6e30MacHOCTbo,
NOCTyNalLLero 13 BHeLUHNX CeTel 1 yXoasLLero Bo BHELLIHNE CeTU, HanpuMep, BHELLHEro NocTasLuka ycayr
6e30MacHOCTV WU YAANEHHbIX CETMEHTOB.

8.6 YnpaBsieHWe BHEWHUM JOCTYyNOM

Bcsa cBA3b mexay ICN. ceTamu n ycTpoiicTBamu, BHELUHMMM N0 OTHOWeHUIo K ICN. cuntaeTca HeHadex-
HO. KpOMe 6e3onacHoi, Takoii, kak CBA3b BO BHelHeli ceTn EN opravmsaunu. O6wepoctynHaa EN nmeet
ropasfgo 60sbliee Yncno 60see pasHoobpasHbIX U MeEHEe HaAEeXHbIX NoNb3oBaTtenei, yem cetb ICN.

8.6.1 BHeluHWe coeVHEHNS AOMKHbI ObITb paspeLleHbl U peasin3oBaHbl, TONILKO eCii OHM Heo6Xxoau-
Mbl 4718 3KCNAyaTaumu, ynpasneHus n nogaepxanmsa pabotocnocobHoctm ICS.

3710 060CHOBAHO TEM. YTO HAMEPEHHbIN UK CAyYaiiHblli UMNOPT B cMCTEMY (haiifioB C BPeAOHOCHBLIM
nporpamMmmHbIM o6ecneyeHnemM siIBSAETCA CyLeCTBEHHOW yrpo30ii.

Mpasuna peannsaymu NoaAUTUKA npuseseHsl B 8.6.1.1—8.6.1.7.

8.6.1.1 [lonxHbl 6bITb yCTaHOBNEHBI M COBMOAATLCA NPoLeAypPbl 3aWnTbl OT UMNOPTA HECAHKLMOHNPO-
BaHHbIX WY 3apaeHHbIX DaifoB 13 HeHafeXHbIX UCTOYHMKOB, TakMX Kak CeTU 1 nopTaTVBHblE HOCUTENN
AN XpaHeHUs JaHHbIX.

MpumedyaHue — COOTBETCTBYIOLME ANPEKTUBLI NMOUTUKIA 6E€30MACHOCTI MOTYT 6bITh YCU/IEHBI TEXHUUECKUMY
cpeacTBamu.

8.6.1.2 AamuHuctpauus ICS gomkHa NONHOCTLIO KOHTPONPOBATL BCe AaHHble, UMMOPTUPOBaHHbIE B
ICN. a Takxe Bpems Ux NOCTYM/EHUS.

8.6.1.3 MopTaTvBHblE YCTPOWCTBA, NPOHECEHHbIE HA 3aBOf, HanpuMmep, NOPTATUBHLIE KOMMbLIOTEPSI,
HOCUTENN AaHHbIX, AO/MKHbI CYNTATLCA BHELUIHVMMW YCTPONCTBaAMM.

8.6.1.4 [ina KpUTWUYHBIX haiinos, HanpyMep, UCMONMHAEMbIX, UMNOPTUPOBAHHbLIX (OU3NYECKN UK INeK-
TPOHHO. agMuHUCTpauns ICS gosmkHa ycTaHoBUTL 1 cobntogatb npoueaypbl Bepudnkauum, nogTeepxaao-
e cnegyrouiee: atn dalinel ABASAIOTCA UMEHHO TeMun haiinamu, KoTopble TPebyTCs, OHW NPUTOAHbLI AN
UCMOMb30BaHUA, He cofepXar BpefOHOCHOro Kofa, He Oblnn noggdenaHsl Npu nepegave, 6ui1M UMAOPTUPO-
BaHbl N0 TpebyemMoMy Ha3HaYeHUIo.

MpumeuyaHue 1— duU3nYecKUii UMNOPT 03HAUAET UMMOPT NOPTATUBHLIX HOCUTENENH XPAHEHNsI fLaHHbIX U ApY-
X NOPTATUBHBIX 3/IEKTPOHHBIX YCTPOIACTB.

MpumeuyaHue 2— Mpasuna U3MHECKOrO MMMOPTA AO/DKHbI GbITh YBA3aHbI C NPOLEAYPAMU YCUIEHNS 3aLin-
Tbl B YaCTW OrPaHUYEHNsI BO3MOXHbIX Ha3HAUEHWIi (hM3MYecKoro MMNopTa, HanpuMep UHTEPgENCcoB 1 NOPTOB foCTyna

8.6.1.5 [lnA 06HOBNEHWI 1 onepawluii 06CNyXMBaHNSA, BbIMOMHAEMbIX TEXHUYECKUMMN crieunannctTamm
N3roToBUTENS, AO/XKHbI ObITb YTBEPXAEHbI NMPoLeAypbl YCTAHOBMNEHUS BPEMEHHbIX WX CMeLnanbHO Bblfe-
NEHHbIX N5 3TOW Lenun coeavHeHW.

8.6.1.6 [lnA HenpepbIBHbIX OHNAWH-CECCUIl JOMKHbI YaCTO MEHATLCA K/IKOUM, HaMpYMep, Npu Kaxgoi
HOBOI perncTpayum.

MpumeuyaHne — TpeboBaHMA K 6€30MACHOCTY AO/MKHbI YUUTbIBATL COOMN KaHana CBSA3N.
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8.6.1.7 JOo/KeH oCyLLeCcTBASTLCA MOHUTOPUHT HECAHKLMOHMPOBAHHOIO JOCTyNa KO BCEM CpeAcTBam
CBA3W, NpefiHazHaueHHbIM Kak A1 BHYTPM3aBO/ACKOM CBA3M, Tak U A5 CBA3W C 06beKTaMmn, HaxoAAWUMncs
3a npefenamu 3aBofa.

MpumevyaHune — [loNKEH OCYLECTBAATLCA MOHUTOPUHI BO3MOXHbIX CPEACTB CBA3M, B TOM yucie TenedoH-
HbIX ceTeli 06Lwero nonb3osanna POTS, cpeAcTB pagnocBsa3n, COTOBO CBA3WM, 6eCcnpoBOAHON0 gocTyna u T. 4.

8.6.2 CoefiMHEHUSA C BHELUHVMUW CETAMW CBA3M A0/DKHbI 6bITh 3awuuieHbl ECG B cOOTBETCTBUM C Tpe-
60BaHNAMM 3aLUUTbI.

3T0 060CHOBAHO TEM. YTO BCS CBSA3b MeXAy XocTamu, ycTpoicTBamu ICS W BHELWHUMWU CETAMW WUnn
yCTpoicTBaMmM A0/KHA 6bIThb 3allyLLieHa OT Yrpo3, UCXOAALLMX OT BHELLHMX CeTell opraHnsaunm n BUpTyasibHO
HeorpaHMYeHHbIX Yrpo3, UCXOAALMX OT O6LLEA0CTYNHbIX BHELIHUX CETeN.

B gaHHOl nonuTuke npefycMOTpeHbl NpeABapuTerbHble YCI0BUA 1 OrpaHuYeHuns, 3aknyvatwmecs B
TOM. YTO B NONINTMKE yNpaBieHns AOCTYNOM A0/MKeH ObiTb 3anpeLleH MaccoBbIii/NoNHbIM gocTyn yepes ECG,
Hanpumep, BeLLaHno, MOHTMPOBaHne hainos v T. 4.

MpaBuna peanusauumn NoAUTUKK NpueeneHsl B 8.6.2.1 1 8.6.2.2.

8.6.2.1 CooTBeTCTBYIOLNE MEXAHU3MbI AO/MKHbI NCMOIb30BaTLCA TOMbKO A5 TOr0, Hanpumep, 4ToobbI
rapaHTMpoBaTh LLeN0OCTHOCTb UCTOYHMKA, LLe/IOCTHOCTb AaHHbIX W, ecnun TpebyeTcs, KOH(PUAEHUNANbHOCTb.

MpunmeuyaHune — CobCTBEHHblIE MeXaHW3Mbl 6€30MNacHOCTU MOryT npu pa6oTte yepe3 ECG (hyHKUMOHUPOBaATb
HenpasWIbHO, NPU 3TOM MOXeT noTpebosaTbCcs cneunansHas obpaboTka.

8.6.2.2 Ecnu Ans aflekBaTHOI 3alunTbl, B TOM YUCe ayTeHTUdUuKauumn, TpebyTcs NpoKCu-cepBepsl,
OHW JOJDKHbI 6bITh peasn3oBaHbl.

OT0 npegoTBpalyaeT yrposbl, ucxogswme ot EN. Hanpumep, npsimoe Ha6nwgeHve ICN. Tpaduka u
XapakTepucTuk NpoTokonos xocToB ICN. KpomMe Toro, MoXHO 3KpaHUpoBaTb BXOASALLMIA N UCXOAALLMNIA KOHTEHT
Ha ypOBHEe MpUoXeHIA.

8.6.3 [lonxeH ynpaBnsiTbCs ¥ NPOTOKO/IMPOBATLCS AOCTYN K BHELIHUM MO/Ib30BaTENSIM U YCTpOCTBaM
N [OCTYM OT HUX.

370 060CHOBAHO TEM. YTO 3TO TpeboBaHMe obecneymBaeT HALEXHYH CBSA3b MO JIMHUAM YAa/IEHHOTO
[ocTyna, OTpaXeHne atak UHcalifepoB, NCMOMb3YyLWMX yAaNeHHOTO KANEeHTa, U NO3BONSET OTC/NeXnBaTb
04YeBUAHbIE aTakn 1 BTOPXEHMS.

Mpasuna peanusaunn NOANTUKN npuseneHsl B 8.6.3.1 1 8.6.3.2.

8.6.3.1 Korpa ceccuu yganeHHoOro goctyna He TpebyiloTcs, B COOTBETCTBYHOLLME 3TOMY Nepuoabl Bpe-
MEHU CBSI3b C BHELUHUMY MO/Ib30BaTENSIMU U YCTPOMNCTBAMM A0MKHA GbITb HEPAGOTOCNOCOGHA.

NMpumeuvyaHune — MNpeacraBnseTca 6Gonee HaAeXHbIM 3NeKTPUYECKOe OTCcOoeAuHeHWe mnosnb3oBaTenei wn
YCTPOWCTB, Yem flornyeckoe 610KMpOBaHME YUETHbIX 3anuceil nonb3oBaTtenein yaaneHHoro goctyna Ha ESG unum npokcu-
cepsepe.

8.6.3.2 [1nf KPUTWUYHBIX BUAOB CBSA3M NPOTOKO/IMPOBaHWE AeACTBUI BHELLHETO A0CTyNa AO/KHO MO3BO-
NSATb BOCMPOM3BECTU CECCUI0 MOBTOPHO BO BCEX NOAPOOHOCTSAX.

8.6.4 [JoNXHO OCYLLECTBNATLCA yrnpaB/ieHne 6e30NacHOCTLI0 YAa/IEHHbIX KTMEHTOB, UX cepTudmrkaums
1 aBTOpM3aLUS.

370 060CHOBAHO TEM. UYTO A1 YCTAHOBEHUA U NOALEPXKAHUSA fOBEPUS YaaNeHHbIe KIIMEHTbl TPebyoT
COOTBETCTBYHLLNX TEXHUUECKUX MEXAHN3MOB M HACTPOEK, HA HNX pacnpocTpaHseTcs nonmTrka 6esonacHoc-
™ ICS.

NMpumeuyaHue — Ciofa BXOAAT yAaNeHHbIe: LEHTP YNpaBieHWs, KAUEHT, XOCTbl, paboune cTaHuuu, ycTpoii-
cTBa.

B paHHOl nonutuke npefyCcMOTPeHbl NpeaBapuTesibHble YCI0BUS U OrpaHnyeHmns, 3akavarowmecs B
TOM. YTO ec/v ynpaB/ieHMe ocyLlecTBAsieTca Apyroii opraHunsauueli (He ICS). To 3Ta opraHusayus MoOXeT
umeTb oTanyatowmecs IT-noaMTnkn 6esonacHocTv. B 3ToM cnyyae Ao/mKHbI ObITh 3ak/l0YeHbl NOAPOOHbIE
KOHTpaKTHble cornalleHus mexay opraHusauueii ICS n opraHusauueii yaaneHHoro KiameHTa.

Mpasuna peanusaunn NOANTUKK nNpuseneHsl B 8.6.4.1—8.6.4.3.

8.6.4.1 MMonutuka ICS go/mkHa NPUMEHATLCA K yAaIEHHOMY K/IMEHTY B MOSIHOM o6beme. [Jo/KHbI 6bITb
cob6n0aeHbl Nepuoabl BpeMeHU KUCnob30BaHusa u coegmHeHus ¢ ICN.

8.6.4.2 3akpenneHHble Cnyx6bl U NOPTbl [AO/MKHbI ObITb CKOH(UIypMpoBaHbl 3apaHee, Hanpumep,
MNCMOb30BaHNe NAEHTUGMNKALNN Bbi3blBAKOLLEro abOHEHTa UM 06paTHbI Ha6op hKkCMpPoBaHHOIrO HoMepa B
TeneoHHbIX ceTsAX. be3onacHble KaHasbl Takke AO/XHbl OblTb CKOHPUIYypUpoBaHbl 3apaHee.

8.6.4.3 AgmuHucTtpauus ICS gomkHa nepmognyeckn NpoBoAUThL ayauT COOTBETCTBUSA paboThl yaasieH-
HOro KnneHTa nonntuke 6esonacHocTn ICS 1AM KOHTPaKTHLIM CorfalleHusm.
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8.6.5 LUnto3bl SGW A0/MKHbI OCYLWECTBASATE MOHUTOPUHT NPaBW AOCTYNa K CBA3W Y KOHTPO/IMPOBATb
nx cobnoaeHue.

3710 060CHOBAHO TEM, YTO A1 rapaHTum Toro, Yto nepcoHan ICS ocBefOMNEH O BCEX BXOAALLUX CeCCU-
AX YAANEHHOTo A0CTYNa M MOXeT KOHTPO/IMPOBaTh BPEMS CECCUI yaaneHHOro AocTyna A0/KHbl UCNOMb30-
BaTbCS TEXHWYECKMNE cpefcTBa.

MpaBuna peanusaumy NoIMTUKK NpusBegeHsl B 8.6.5.1—8.6.5.3.

8.6.5.1 [lo/KeH OCyLLecTBAATLCS LeHTpan30BaHHbIi MOHUTOPWHT W030B SGW.

8.6.5.2 [lonXHO 6bITb ONpeAesieHo pearnpoBaHne Ha HapyLleHVs ynpasieHus AocTynom. JTo pearun-
poBaHue A0J/1XHO ObITb 3a40KYMEeHTUPOBaHO M BbINO/IHATbLCA HeMed/IeHHO Nnocne HapyuwleHua, B COOTBET-
CTBUW C MNAHOM AelCTBUI B HeMpeaBUAEHHbIX 06CTOATENLCTBAX.

8.6.5.3 [lo/mKHO ObITb ONpeAeneHo pearnpoBaHre Ha NpobsieMsl € JOCTYNHOCTbIO. OTO pearnpoBaHune
[O/MKHO ObiTb [OKYMEHTUPOBAHO W BbINOMHATLCA HEMEAJ/IEHHO, B COOTBETCTBMM C NAaHOM AelicTBuli B
HenpeaBueHHbIX 06CcToATENbCTBAX.

CM. 06 oT4eTax 0 Co6bITUAX UHCDOPMALMOHHOW 6e3onacHocTy U ee cnabocTsax B UCO/1IM3K 27002.

8.6.6 PuCKM [OCTYNMHOCTU KPUTWYHbBIX BHELLIHNX KaHaNoB CBA3WN MOTYT ObiTb YMEHbLUEHbI.

3T0 060CHOBAHO TEM. YTO AOCTYMHOCTb MOXET ObITb BaXHbLIM aCneKkTOM Npu aKkcnayatauum v nogaep-
XaHuu pabotocnoco6HocTu ICS.

B gaHHOW nonuTuke npefycMOTpeHbl nNpeABapuTesibHbie YCI0BUA U OrpaHuYeHuns, 3aknvarwmecs B
TOM. YTO c6Oli KaHana cBA3K BO BpeMs aTaku 0Tkasa B 06C/NyXMBaHUN HEBO3MOXHO NMPefoTBPaTUTb, Tak Kak
MexaHn3Mbl 6€30MacHOCTU, NPUMeHNMble K XocTaMm ICN uyunm KOMMYH/UKaLMOHHBIM YCTPONCTBaM, He BANSAIOT
Ha [OCTYNHOCTb BHELUHEl CBA3W.

JocTynHocTb nto60ro UHAMBUAYaNbHOrO kKaHana CBS3v BHELLHEN CeTn He ynpasBnseTcs agMuHucTpaumei
ICS 1 noatomy He MOXeT 6bITb rapaHTMpOBaHa C Kakoi-iMbo pa3yMHOl CTeNeHbio 4OCTOBEPHOCTY.

Mpasuna peanusaunn NoANTUKN npuseseHsl B 8.6.6.1 1 8.6.6.2.

8.6.6.1 CkopocTb nepefjaun B 3afjaHHOI MOs0Ce YacTOT NpU CBA3WN JO/MKHA GbiTb BbibpaHa Cc y4eTom
B&XHOCTW A4N1A 3KChyaTauuy n nogaepxaHms paboTocnoco6HOCTH.

NMpumeyaHune — [locTynHas nosioca 4actToT MOXeT 6biTb Bbl€/IEHA HECKONIbKUM NOMb30BaTENAM, C OrpaHuye-
HWSIMU MO CKOPOCTU W C YCTaHOBKO NPUOPUTETOB.

8.6.6.2 1A noBblWEeHNA [OCTYNHOCTUN AO/KHBI MCNOJIb30BaTbCA METO/Abl pe3epBUpPOBaHUS U pas3BeT-
B/IEHUS.

MpuMmeuyaHune 1— MeTofbl Pa3BETBEHUS BKIOYAOT B CE6GS NCMNO/b30BaHME OTAE/bHbIX NOCTABLLNKOB YCAYT,
[0N0NHEeHVe 06LWe0CTYNHbIX ceTeil TeNethoHHbIMW CeTAMN 06LLEero Nonb30BaHWUS UAN GECNPOBOAHLIMU CETAMMU.

n pnmedyaHune 2 — PasBeTBneHne wunun npocToe pes3epBupoBaHMe NOBbIWAKT YA3BUMOCTb K aTakam (CM.
8.1.1.2).
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MpunoxeHne A
(cnpaBo4yHoe)

FoToBAWeeca kK ny6nnkaumm Hosoe nsgaHne MIK 62443

Moa o6wmm HaumeHoBaHueM «be3onacHOCTb MpU M3MepeHun NPOW3BOACTBEHHOrO mpouecca W ynpaBfieHuun
MM — 6€30NacHOCTb CUCTEMbI U CETU», roToBsALeecsa K ny6nnkauuy Hosoe nsgaHne M3K 62443 06beAnHNUT cneayoline
yacTtu:

- yacTb 1. Pabounii npouecc — aHann3 pUCKOB W yrpos*;

- yacTb 2. FapaHTMpoBaHWe 6e30MNacHOCTN: NPVHLMWMbI, NOANTHKA, MPaKTUYeCcKne MeToabl**;

- yacTb 3: Tpe6oBaHuA 6e30MacCHOCTM NpW TUMOBbLIX cLueHapusax 6e3onacHocTy.

roToBsweecs nsgaHne M3K 62443 go/mKHO NPMOGPECTM CTaTyC OCHOBHOM Ny6nukauny no 6e3onacHocTu, Hanogo-
6u1e Toro, Kak OCHOBHOI ny6nukauueli no akcnayaTaunoHHoli 6e3onacHocTu siensietca IEC Guide 104.

BeepeHune

Mo Mepe pocTa UCMob30BaHUs 06LLEA0CTYNHbIX CETENR, CUCTeMbl aBTOMAaTHN3aLun, paHee GbIBLLIVE NU30/TMPOBAHHbI-
MW OT HUX. CTAHOBATCA BCe 6oflee ys3BUMbIMK AN1A aTak. CTaHfapTHble IT-MexaHn3Mbl 6e30nacHOCTU, UCMOMb3yloLne
3almaemble Len ncTpaTernm 3aWwmnTbl MOTyT 0ka3aTbCs HEMPUTOAHLIMU AN CUCTEM aBTOMAaTU3aLun, Hanpumep, Korga
CBOEBpPEMEHHOe pearMpoBaHne MOXeT 0Ka3aTbCA KPUTWYHbIM A5 6e30NacHOCTU W 3KCnyaTaunoHHol 6e3onacHoCcTu
nepcoHana 3aBoja, OKpyxawleil cpeabl 1 kopnopauuv. ToT CTaHAAPT NOCBALLEH KOHKPETHbIM acnektam 6e3onacHoro
[0CTyna K NPOMbILWAEHHbIM CUCTEMAM W BHYTPU HUX. B 4ACTHOCTU, KOrga Hanbosee WNPOKO pacnpocTpaHeHHble MeToabl
obecneyeHnsa 6e30NacHOCTM Ha OCHOBe IT oKa3biBAKTCA HE3(MEKTUBHBIMU UM HENOAXOAALLUMMU.

Ocobble akueHTbl caenaHbl Ha obecnevyeHnn XU3HEHHOro Lrkna 6e30nacHoOCTH, Ha CNOb30BaHUN FNob6anbHOro
nepexoga ot go6aB/ieHNs KOMNOHEHT 6€30MacHOCTM CUCTEMbBI K UHTErpaLMmn TpebyemMbix CBOCTB 6€30NacHOCTY B NPOAYK-
Tbl ¥ CUCTEMbI, B BUAE HEOTHEM/IEMOW YacTu UX PYHKLMOHANA W XN3HEHHOTO LMKNa.

[ns npunoxenuii akcnayaTtauMoHHO 6e30nacHOCTU, NPUNOXEHWI B hapmaL,eBTUYeckoli 1 Apyrux Bbicokocneuma-
NIN3UPOBAHHbIX OTPACAAX NPOMbILLIIEHHOCTH, MOTYT MPUMEHATLCA JONOHUTE bHbIe CTAHAAPTLI. pekoMeHjauumn, onpege-
neHunsa n ycnosus, Hanpumep. M3K 61508. GAMP (ISPE). ana GMP — cosmecTumocTb ¢ 21 CFR (FDA) n ctaHgapTHas
npouegypa akcnayatauuun, npuHaTas EBponeiickum meguumHckum areHtcteoM (SOP/INSP/2003).

0O630p

[laHHbIll cTaHgapT 6yaeT ycTaHaBnmBaTb Tpe6oBaHus AN 6e30nacHoro 4octyna Kk 13aMepeHnsam Npon3BoACTBEHHO-
ro npouecca, CeTsAM ynpaB/ieHWUs 1 ycTpolicTBam 3TUX ceTeli a TeueHne BCEro XU3HeHHoro uyukna ICS.

[aHHblil cTaHgapT 6yaeT npefocTaBnATb Tpe6oBaHNA N PyKOBOASALME NPUHLMMBI MO Lensam 6e3onacHocTy Ans.

- pa3paboTyMKOB CUCTEM aBTOMaTU3ALMU;

- npousBoguTeneii (M3rotoBuTeneit) ycTpoiicTs, NOACUCTEM U CUCTEM;

- WHTEerpatopoB MOACWUCTEM W CUCTEM;

- BnafenbueB ¥ ONepaTopoB CUCTEM aBTOMaTu3auun (OTBETCTBEHHbIX 3a 3KCMyaTauuo 3aBoja).

CraHgapT 6yfeT yuuTbiBaTh cnefytoline acnekTbl:

- MocTeneHHoe pasBUTUE W MUTPaLMIO A5 CYLLECTBYIOLWNX CUCTEM, MEPbI, NPUHUMAaEeMble NPU pa3paboTke HOBbIX
CUCTEM U KOMMOHEHTOB;

- TEeXHONOrun v NPoAyKThl, yAoBneTBOpsAlLW e Luenam 6esonacHocTu, Bkaoyas COTS;

- pexumbl paboTbl Mocne oTkasa, Mpu KOTOPbIX ob6ecneunsBaeTca aKcnyataunoHHas 6es3onacHoCcTb npouecca, B
TOM 4yucne npu oTkase B o6cnyxmnsaHmm (HanpuMmep, aBTOHOMHas paborta).

- HafexXHOCTb U JOCTYNHOCTb;

- MacwTabupyemocTb (OT C/IOXHbIX 3aBOA0B [0 ManeHbKMX HeJopOrnx CUCTEM C MasibiIMU pUcKamm).

- pasgeneHue TpeboBaHMii 6e30MacHOCTW, 3KCMyaTalMoOHHON 6Ge3onacHocTM u TpeboBaHwii yHKUMOHana,
HaCKO/IbKO 3TO BO3MOXHO;

- paccMmMoTpeHue acnekToB 6e30mMacHOCTM BO Bpems pa3paboTku cucTeM aBToMaTu3aumm U NX KOMMNOHEHT.

MpumevyaHune — 3aBoAbl U CUCTEMbl MOTYT cofepxaTb KPpUTUYHble ANA 3KCMayaTauMoHHON 6e3onacHoCcTu
KOMMNOHEHTbI 1 YCTPOICTBA, 0CO6EHHO YCTPOIiCcTBa, padpaboTaHHble B COOTBETCTBUM ¢ M3K 61508 n SILs. KpuTnyHble agns
3KcnyaTaunoHHO 6€30NacHOCTU KOMMNOHEHTbI U yCTPONCTBA MOTYT NPUMEHATLCA B Liensx 6e3onacHoCcTu, onpeaensemblx
C NOMOLLbIO OTAENBHOrO aHanu3a. ATu uenm 6e30nacHOCTU MOryT COOTBETCTBOBATb PekOMeHAauusaM, NpeanoXeHHbIM B
[aHHOM CTaHjapTe, OHaKO OH He rapaHTupyeT, 4To BCe ero cneyudukaymmn 6yayT NPUrogHbIMI UAN CYLLLECTBEHHbIMU ANS
6e30MacHOCTY TakMX YCTPOCTB o6ecneyeHunst aKkcnayaTalunoHHo 6e3onacHocT. JTOT CTaHAAPT He pelaeT npo6nem 6e30-
NacHOCTN OMOB, 3aLiUTbl FPaXaaH 1 3alWuTbl OT BOEHHbIX atak Uin NpUMpoAHbIX KaTacTpod.

* B HacToswwee Bpemsa gelictByeT IEC/TC 62443-1-1:2009.
** B HacTosilLiee Bpems feiicTByeT MIK 62443-2-1:2010.
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MOK 62443 (4acTb 1) N03BONUT NO/Ib30BATESI0 OLEHNTb CUTyaLuio C 6e30NacHOCTbIO, HanpumMep, B TEpMUHax npu-
MEHUMbIX YTPO3 1 ysI3BUMOCTE M NOArOTOBUTLCA KYNpaB/ieHnto puckamy 6e30nacHOCTM a TeYeHNe BCero XU3HeHHOro Lyk-
na cuctembl nosib3oBaTens. YacTb 1 BKIoyvaeT:

- cnosapb, onpefefieHns TepMUHOB, LieNeBy0 ayAuTopuio, 061acTb NPUMEHEHUS, 3auHTepecoBaHHble CTOPOHbI.
posnu:

- obLue YepTbl M OTIMYNA NPOMBILLIEHHBIX CUCTEM YNPaBIEHNSA a CPaBHEHWM C LUMPOKO PaCnpPOCTPaHEHHbIMU MPpu-
MeHeHusamun IT;

- COObITUA aTak u Ux cueHapuu.

- XWU3HEHHbIN LUK;

- OXujaemble pe3yfbTaTbl aHann3a prcKoB U yrpos;

- npumepsbl ANs:

- uenn 6e3onacHocTu:

- aHanusa ys3BMMOCTEN:

- OLlEHKM PUCKOB.

M3K 62443 (4acTb 2) N03BOMISIET NOMb30BaTENAM ONpeAenvTb U peann3oBaTb UX NOJMTUKM 6e30NacHOCTMH, CBS-
3aTb pe3ynbTupyloLine TpeboBaHns CKenaeMbIMU NPaKTUYEeCKUMK acnekTamun 1 ypoBHeM [leTaslbHOCTW 1 Co BceMu hasa-
MW XXU3HEHHOTO LyKna. B yactn 2 pacCMOTpeHbI:

NPUHLMUNLI 06ecneyveHns HafexXHoCTU, Knaccudukaumus, oLeHka.

NPUHUMNLI pa3paboTkn yCTPOACTB, KpUTepuii NpoeKkTNPOBaHUs, CBOWCTBA YCTPOICTB;

cTapble ycTpoiictBa. COTS 1 ycTpoiicTBa, Haxofsalwmecs Ha cTagun paspaboTku;

acnekTbl 6e30NacHOCTV BO Bpems pa3paboTkn KOMMOHEHTOB (He TO/IbKO KOMMNOHEHTOB 6€30MacHOCTH) NMPOMbILL-
NEeHHbIX cUcTeM ynpaBneHus (gatyuku/akTioatopbl/P1.C/ceTb/cepBBpXXM1).

B M3K 62443 (vacTb 3) npuBefeHbl NpUMepbl pelleHnii Ha OCHOBE WCMO/Ib30BaHNA NPakTUYeCcKUx MeTof0B ANs
TUNOBLIX cLieHapues. MprBeAeHHbIe NPYMepbl NOMOrYT M0/1b30BATE/IAM BbINO/IHUTL KOHKPETHYIO peanunsauunio:

- TUNOBLIX CLeHapneB 1 Mep 6e30nacHoCTH;

- TUNOBbIX NONUTUK 6G€30MaCHOCTM, ONMCAHWUIF NPOLLeCCoB U Npoueayp.
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Mpunoxexnne AA
(cnpaBo4yHoe)

AndaBuTHbIN yKkasaTenb TEPMUHOB

Ararca (attack)

Ayant (audit)

Bnageneu/onepatop (owner/operator)

BHewwHuit (external)

BHewHsa ceTb (external network: EN)

Boporta cumsnueckoro goctyna (physical access gate; PAG)
BpepgoHocHble nporpaMmbl (malware)

B pexume peanbHOro BpemeHnu (real-time)

JemunnutapmsosaHHas 3oHa (demilitarized zone. DMZ)
[leTekTMpoBaH/e HecaHKLMOHVPOBAHHbLIX NPOHUKHOBEHMIA (intrusion detection)
[osepue, poBepAThb (trust, trusted)

[ocTtynHocTb (availability)

3aBsog (plant)

3awuta oT Henpu3HaHma yyacTus (non-repudiation)

3alnLeHHbI, 3alULEeHHOCTb (Secure, security)

3HaumMMoCTb AN 6e3onacHOCTM/3HaUNMBbIl Ana 6e3onacHoCcTu (security relevance/relevant
ViMylecTBeHHbIi 06beKT (asset)

WHcaiipep, B npegenax, BHyTpeHHuit (insider, inside, internal)
WHTpaHeT, nHTpaceTsb (intranet)

WHumnaeHT (incident)

McTouHumK yrposbl (adversary)

Kommepyecku goctynHble npoaykTel (Commercial off the shelf. COTS)
KoHTpmepa (countermeasure)

KoHdmpaeHunansHocTe (confidentiality)

KpunTorpadmueckuniti unu comnsmyeckunii knd ((cryptographic or physical) key]
Mepa 6e3onacHocTu (secunty measure)

HapexHocTb (assurance)

HapyweHune 6e3onacHocTu (security violation)

HesalymueHHbli, He3almIeHHOCTb (exposed, exposure)
HecaHKuMOHNpOBaHHOE NPOHUKHOBEHUE (intrusion)

OcTaTouHblli puck (residual risk)

OTka3 B o6cnyxuBanmm (ataka) (denial of service (attack)J

OTKpbITbIA TEKCT (plaintext)

OTcnexuBartb (monitor)

MepumeTp (perimeter)

MoBepxHocTb aTaku (attack surface)

Monutnka 6e3onacHocTu (security policy)

Monb3oBatensb (user)

Mpusunerus (privilege)

MpoBeaeHue ayTeHTUhnkaumu, ayteHTudrkaumns (authenticate, authentication)
Mpokcu (cepBep) (proxy (server))

MpombiwneHHasa ceTb ynpaeneHus (industrial control network; ICN)
MpombiwneHHas cuctema ynpasnenus (Industrial control system. ICS)
MpoTokonuposatb, npoTokonvposaHue (log. logging)
PeructpaunoHHble faHHble (credentials)
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3.1.6

3.1.8

3.1.41
3.1.19
3.1.21
3.1.44
3.1.36
3.1.49
3.1.15
3.1.33
3.1.61
3.1.10
3.1.46
3.1.40
3.1.53
3.1.58
3.1.4

3.1.29
3.1.31
3.1.26
3.1.2

3.1.11
3.1.37
3.1.13
3.1.34
3.1.56
3.15

3.1.59
3.1.18
3.1.32
3.1.51
3.1.16
3.1.45
3.1.39
3.1.43
3.1.7

3.1.57
3.1.63
3.1.47
3.1.9

3.1.48
3.1.27
3.1.28
3.1.35
3.1.14
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Pesepsuposanue (redundancy)

Puck (risk)

CermeHT, cermMeHTMpoBaHue (partition, partitioning)

CurHan TpeBoru (alert)

CucTema ynpasneHus (MH(opMaLMoHHOI) 6e3onacHocTbio ((Information) security management system (ISMS)]
CobbiTne (event)

CoobueHne (message)

Yrposa (threat)

YnpaBneHue pgoctynom (access control)

Yeunate 3awuTy, yeunenune sawumtel (harden, hardening)

YTeuka nHgopmaunm (compromise)

LlenoctHocTb (Integrity)

LleHTp 6e3onacHocTu (security centre)

YenoBeko-malwuHHbI nHTepdelic (human-machine-mtertace. HMI)
LLno3 BHeLWHNX NnoaknoueHnii (external connectivity gateway; ECG)
LW nto3, wnio3 6e3onacHocTn (gateway, secunty gateway; SGW)
OkcnepTtusa (forensic)

SdhdhekTnBHOCTL yHKUMK (strength of function)
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Mpunoxexne b
(cnpaBo4yHoe)

CBefleHNs1 0 COOTBETCTBUMN CChIJIOUHbIX MEXAYHAPOAHbLIX CTAHAAPTOB
HauMoHaNbHbLIM cTaHgapTam Poccuiickoii ®enepauum

Ta6bnuuya Ob.1

O603Ha4eHNe CCbINIOYHO0 MeXayHapoaHo O603Ha4eHne 1 HaMmeHoBaHVe COOTBETCTBYHOLLEH

CreneHb COOTBETCTBUSA

CTaHjapTa HaLWOHa/IbHOTO CTaHapTa
MNCO/M3K 15408 (Bce yacTtu) — .
MCO/M3K 27002 — .

COO0TBeTCTBYIOLW NI HALMOHANbHBIN CTaHAAPT OTCYTCTBYeT. [J0 ero yTBEpXAeHUsl PeKOMEeHAYeTCsl UCNOMb30-
BaTb NEPEBOJ, HA PYCCKMiA A3bIK AHHOTO MeXAyHapoAHOro cTaHaapTa. MepeBos 4aHHOTO MEXAYHapoAHOro cTaHgapTa
HaxoauTcsi B defepasbHOM UHDOPMAaLMOHHOM (POHAE TEXHUUYECKUX PernaMeHToB U CTaH4apToB.
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KntoueBble cnoBa: NPOMbILW/IEHHbIE KOMMYHUKALMOHHbIE CETU, CETU U CUCTEMbI, 3alLULLLEHHOCTL, kKnbepbeso-

NacHOCTb. NpPOMbIWIEHHaa cucTtemMa ynpaBneHusa, Mmoaesib yrpo3-puckos, XU3HEHHbIN unKn 6e3onacHocTy,
MoJe b 3alinTbl, NOSIUTUKa 6e3onacHocTn
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