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uum» (000 «LBW»)

2 BHECEH TexHu4yeckum KOMUTETOM MO cTaHdaptusauun TK 362 «3awmTta nHpopmauumns»

3 YTBEPX/EH W BBEJEH B AENCTBWE Mpuka3om ®eaepansHOro areHTCTsa no TeXHUYeckoMy pe-
rynupoBaHuio n metposorum ot 19 asrycta 2015 r. N° 1180-cT

4 BBEJJEH BMNEPBbIE

MpaBuna npMMeHeHMa HacTOoALWeEero cTaHgapTa ycTaHosneHsl B FTOCT P 1.0-2012 (pa3gen 8). VH-
hopmauua 06 U3MeHeHNAX K HacToALeMy cTaHgapTy ny6avkyeTca B exerogHom (Mo cocTOosAHMI0 Ha 1
AHBapsa TeKyLllero roga) MHopMaunoHHOM ykasaTene «HaunoHanbHble CTaHAapThi», a ouunanbHbIi
TEeKCT W3MEHEHW 1 NonpaBokK - B €XeMecsYHOM MH(pOpMaLMOHHOM yKasaTene «HaunoHanbHble CTaH-
fapTbi». B cnyyaB nepecmoTpa (3aMeHbl) WAK OTMeHbl HacTOAWEro cTaHgapTa CooTBeTCTBYylLee
yBefioMeHne byaeT onybiMKoBaHO B 6avkalilleM BbiMyCKe eXeMecsa4yHOro nHhopMaLMoHHOI0 ykasaTens
«HauunoHanbHble cTaHfapThl». COOTBETCTBYOLWAas MHhopmaLms, yseJoOMIEHNS U TeKCTbl pasMmeLLannT-
€S Takke B MHPOPMaLVMOHHON cucTeme obLLero nosib3oBaHus - Ha oduymanbsHoOM caiTe defepanbHOro
areHTCcTBa No TexXHNYECKOMY PeryMpoBaHuio 1 MeTposorun B ceTu VIHTepHeT (mvw.gost.ru)

© CtaHpapTuHcopm. 2015

HacToswwii ctaHgapT He MOXeT 6biTb NOIHOCTBIO UM YAaCTUYHO BOCMPOU3BEAEH, TUPAXUPOBAH U pac-
npocTpaHeH B kayecTBe onLManbHOro n3gaHus 6e3 paspelleHus defepanbHOro areHTCTBa no TeXHUYecKo-
My perysiMpoBaHuio 1 METPOIOTUM
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BBepeHne

HactosAwwmin ctaHgapT BXOAMT B KOMMNIEKC CTaH4apToB, YCTaHaBAUBAILWMX Knaccudukaumio ya3smmo-
CTeil. Npasuna onncaHusa ya3snuMocTel, cofepxaHme v NopsafokK BbiNONHEHNUA padoT Mo BbISIB/IEHUIO U OLLEeHKe
ysi3BUMOCTEW MHhopMaLnoHHbIX cuctem (UC).

HacToswwmin ctaHgapT pacnpocTpaHsaeTca Ha feATeIbHOCTb Mo 3awuTe nHhopMaLumm, CBA3aHHYH0 C Bbl-
AAB/IEHNEM. ONUCaHNeM, yCTPaHEeHWEM UN UCK/TI0YEeHNEM BO3MOXHOCTU UCNOb30BaHMA yassrumocTtein VIC npu
pa3paboTke, BHeApeHun n akcnnyatauum UC.

B HacTosiwem cTtaHgapTe MPUHATBLI NpaBuia ONMCaHUs YA3BMMOCTEW, KOTOpble MOrYyT 6biTb MCMNO/b30-
BaHbl creuvanuctTamv no MHMOPMaLMOHHON 6e30MacHOCTU NPU CO3A4aHnn U BefeHUn 6a3bl AaHHbIX YA3BU-
mocTeli IC, pa3paboTke CpeAcTB KOHTPONS (aHanu3a) 3allulLleHHOCTM MHdopmauum, paspaboTke Mogenei
yrpo3 6e3onacHocTV MHopMaLum N NPOEKTUPOBaHUM CUCTEM 3aLnTbl MHGOPMaLuy, NPoBeaeHnn paboT no
naeHTUdrKaLMn, BbIABNEHNIO YA3BUMOCTE, NX aHaNn3y 1 yCTpaHeHuto.
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HAUMWOHANBbHBIN CTAHOAPT POCCUMNCKOMN OSGEALEPALUNN

3awmTta nHdopmarmm
YA3BUMOCTUN NH®OPMALMOHHbLIX CUCTEM
MpaBuna onucaHns ysa3BumocTei

Information protection. Vulnerabilities in information systems. Rules of vulnerabilities description

[ata BeegeHusa — 2016—04—01
1 06nactb NpMMeHeHMnA

HacToswwnii ctaHgapT ycTaHaBnuBaeT o6lve Tpe6GoBaHWS K CTPYKTYpe ONUCaHWs YS3BMMOCTW U mpa-
BU/1AM OMNUCaHUSA YA3BUMOCTU UH(DOPMALMOHHOM cucTemMbl (MC). B HacTosLeM CTaHaapTe NPUHATA CTPYKTY-
pa onucaHus ysa3BUMOCTY, UCMOMb30BaHWE KOTOPOi NO3BOMMT 06eCcneynTb OCTaTOUHOCTL UHGDOpMaLUn ANs
uaeHTudrKaumm ysassuMoctu VIC 1 BbINOIHEHUA pa6oT no aHanusy ysssumocTeii UC.

HacTosAwwii cTaHgapT He pacnpocTpaHseTcs Ha ysi3BUMoCcTU MIC, cBsi3aHHble C yTeukoi MHdopmaLum
no TeXHUYECKUM KaHanam, B TOM 4uc/e YysA3BUMOCTSIMW 3/1IEKTPOHHbIX KOMMOHEHTOB TeXHUYeckux (annapar-
HbIX 1 annapaTHO-NPOrpaMMHbIX) CPEACTB UH(OPMALMOHHBIX CUCTEM.

2 HopmaTtuBHbIe CCbl1KK

B HacTosALWem cTaHfapTe UCnosb3oBaHa HOPMAaTUBHAA CCblfka Ha CnefyoLnin ctaHgapT.
FOCT P 56546-2015 3awuta nHdopmaummn. YAa3sumocT MHPoOpPMaLMOHHbIX cucteM. Knaccudmkaums
yA3BUMOCTEl MHDOPMALMOHHBIX CUCTEM

NMpumeyaHue - MNpu NONb30BAHWN HACTOSLLMM CTAHAAPTOM LieN1ecoo6pasHO NPOBEPUTL AEACTBUE CCbITOYHBIX
CTaHAapToB B MHDOPMALMOHHOI cucTeme 06LLEro Nosb30BaHUS - Ha ohuLManbHOM caiiTe HauMoHanbHOro opraHa Poc-
cuiickoil defepaunm no cTaHgapTU3aLmm B ceTn MIHTEPHET WK NO eXeroAHoOMY UH(OPMaLMOHHOMY ykasaTento «Hauuo-
HaflbHble CTaH4apTbI», KOTOPbI ONYG/IMKOBAH NO COCTOSHUIO HA 1 AHBaPS TeKYLero rofa, 1 no Bbinyckam exemMecsiyHoro
MH(OPMALMOHHOTO yKasaTens «HaluuoHanbHble CTaHAapThi» 3a TeKywui rog. ECny 3aMeHeH CCbINIOYHbIA cTaHaapT, Ha
KOTOpbI AaHa HefaTUpOBaHHAsA CCbIIKa, TO PEKOMEHAyeTCst UCMOo/b30BaTh AeCTBYIOLLYI0 BEepCuio 3TOro ctaHaapTta C
Yy4YeTOM BCEX BHECEHHbIX B [laHHYH BEPCUI0 U3MEHEHUIA. ECNM 3aMeHeH CChINOYHbIN CTaH4ApT, Ha KOTOPLIA AaHa faTw-
poBaHHas CCblnka, TO peKOMeHAyeTCcs UCMNO/b30BaTb BEPCUIO 3TOTO CTaHAAapTa C YKa3aHHbIM Bbille FOA0M YTBEPXAEHUS
(NpuHsTHSA). ECnn nocne yTBEPXKAEHUS HACTOSILLENO CTAaHAAPTA B CCbIIOYHbIA CTAHAAPT, HA KOTOPLIA AaHa f4aTupoBaHHas
CCblNKa, BHECEHO M3MEHEHWe, 3aTparmBatoLee NoNoXeHNe, Ha KOTOPOe faHa CCbifika, TO 3TO NONOXEHNE PeKOMEHAYeTCS
NPUMEeHATL 6€3 yyeTa JaHHOIo U3MEHEHUS. ECM CChINOYHBIA CTaHAAPT OTMEHeH 6€3 3aMeHbl, TO NOIOXKEHUE, B KOTOPOM
[laHa ccbifika Ha Hero, pekoMeHAyeTcsl NPUMEHSATbL B YaCTH, He 3aTparnBatoLleil 3Ty cCblsky.

3 TepMuHbl 1 onpegeneHunsn

B HacTosLeM cTaHAapTe NPUMEHEHbI Ciefyolme TEPMUHbI C COOTBETCTBYOLLMMY ONpeaeneHnsiMu:
3.1 nHdpopmaymnoHHas cuctema: CoOBOKYMHOCTb cofepxallelica B 6a3ax AaHHbIX MHhopmaumm n obe-
crneynBarLmx ee 06paboTKy MHPOPMALMOHHbLIX TEXHOMNOTUIA N TEXHUYECKMUX CPEACTB.

MpumeuyaHue - OnpegeneHne TEpMUHA COOTBETCTBYET [1J.

3.2 yrpo3a 6e3onacHocTu nHdopmMalum: CoOBOKYMHOCTb YCI0BWI U (DAKTOPOB, CO34at0LLMX NOTEHLU-
anbHYK WIN peasibHO CyLLeCTBYIOLLYH ONacHOCTb HapyLleHus 6e30nacHoOCTV MHopMaLuuu.

3.3 yaA3BUMOCTb: HepgoctaTok (€n1abocTb) NPOrpaMMHOro (MPOrpamMmmMHO-TEXHUYECKOTO) cpeacTBa uam
MH(OPMALMOHHO! CUCTEMBI B LLe/IOM, KOTOpbIli (KoTopasi) MOXeT 6biTb UCNONb30BaHa AN peannsaunm yrpos
6e30nacHOCT! UHGOpMaLUK.

3.4 npaBuna onucaHnsa ysa3BumocTu: COBOKYNHOCTb MOMIOXEHWUNA, pernaMeHTUPYIOLWNX CTPYKTYpY K
cofepXaHue onMcaHus ysa3sumocTy.

M3paHue oduymansHoe
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3.5 onucaHne ysa3BuMocTn: VIHchopmaums o BbIIBNEHHON YA3BUMOCTY.

3.6 macnopT yA3BMMOCTU: [lOKyMeHT (hopmann3oBaHHOe NpefcTaB/ieHne), coaepxaliuii onucanue
YSA3BUMOCTU, ONpeAensioLwmnii XxapakTepucTukn ysa3BUMOCTU U BbIMOJIHEHHbIA B COOTBETCTBMAM C NpaBuiamMm
onucaHunsa ysa3sBuMOoCTU.

3.7 n3BecTHasa ysa3BUMOCTb: YA3BMMOCTb, OMNy6/IMKOBaHHAsA B 06LLEfOCTYNHbIX UCTOYHUKAX C onuca-
HVeM COOTBETCTBYIOLMX Mep 3aliuTbl MHCOPMALUK, UCNpaB/eHNin He0CTaTKOB MM COOTBETCTBYIOLMX 06-
HOBNEHWIA.

3.8 yA3BMMOCTb HY/N1€BOr0 AHA: YA3BMMOCTb, KOTOpas CTaHOBUTCA M3BECTHON A0 MOMEHTa Bbinycka
pa3paboTyMKOM KOMMNOHEHTa MH(OPMALMOHHON CUCTEMbI COOTBETCTBYIOLMX Mep 3aluTbl MHOpMauum, mc-
npasneHnii HeJOCTaTKOB UM COOTBETCTBYHOLLMX OGHOBIEHWIA.

3.9 BnepBble BbiAB/IEHHAA YA3BMMOCTb: YA3BUMOCTb, Heony6/iMKoBaHHas B 06LLe0CTYNHbIX UCTOY-
HUKax.

4 OCHOBHblIe NONOXeHNA

4.1 OnucaHune yassnumocTtu NIC BbINOMHAETCA B COOTBETCTBMMN C NpaBuiammn onncaHus.

4.2 MpaBuna onucaHns yassumocTeit IC pacnpocTpaHsaoTCa Ha U3BECTHbIE YS3BMMOCTU, YA3BMMOCTM
HYNEeBOro AHS U BrepBble BbIAB/IEHHbIE YSA3BUMOCTMW.

4.3 Onucaxune ysaizsumocTtn NC ochopmisieTcs B BUAE nacnopTa ysa3BUMOCTU, hopma KOTOPOro 1 npumep
3anoniHeHns npegcTasneHsl B Tabnmue Al (npunoxexuve A).

5 CTpyKTypa v cogepxaHue onumcaHus yasBumocTtei

5.1 O6wue Tpe6oBaHUsA K CTPYKType ONuUCaHUs ysi3BUMOCTH

5.1.1 CTpyKTypa onncaHus ysa3sBMMOCTU fO/KHA o6ecneymBaTtb AOCTATOYHOCTb MHhopMaLuuy AN naeH-
TMhukauum ysssumoct IC 1 BbINoNHeHUs paboT no aHanm3y ysssumocTeid UC.

5.1.2 N 04HO3HAYHOW nAeHTUMKaLnm ysa3BUMOCTY ONvcaHvWe JO/MKHO BKIOYaTb cnefylouime asne-
MEHTbI:

- naeHTUmnKaTop ysa3sMMocCTH,;

- HaMmMeHoBaHne yA3BUMOCTH;

- Knacc ya3BUMOCTH:

- HaMmeHoBaHue nporpaMmmHoro obecneyexus (MO) u ero sepcus.

5.1.3 lna obecneyenuns paboT nNo aHanm3y ysssumocTei VIC onvcaHne fO/MKHO BKIOYaTb cnegytowne
3/1EMEHThI:

- ugeHtTudmkaTop TMNa HegocTaTka;

- TUN HeJoCTaTKa,;

- MECTO BO3HVKHOBEHMS (MPOSIBNEHWSA) YA3BUMOCTMW.

- cnoco6 (npaswnso) o6HapYXXeHUs ysa3BUMOCTH;

- BO3MOXHbIE Mepbl M0 YCTPaHEeHWNI0 YA3BMMOCTMW.

5.1.4 Aina obecneyeHns getanbHON HopmaLmmn 06 ya3BUMOCTY OnMcaHne MOXEeT BKIoYaTb crefyro-
LMe 3/1eMeHTbI:

- HaMMeHOBaHWe onepauvioHHON CUCTEMbI U TUN annapaTHoi NnaTgopmsbl;

- A3blK NporpaMmmunposaHus Mo;

- cnyxo6a (nopT), kKoTopyto(blid) UCNONBL3YHT A/18 (hYHKLMOHMpoBaHus MO;

- CTeneHb OMacHOCTU YSA3BUMOCTH.

- KpaTkoe onucaHue ysa3BUMOCTH;

- nAeHTUdMKaTOPbl APYTNX CUCTEM ONUCaHW YyS3BUMOCTEIR;

- flaTa BblIIB/IEHUS YA3BUMOCTH;

- aBToOp, ONy6/MKOBaBLLMIA MHOPMALMIO O BbISB/IEHHOWN YS3BMMOCTY;

- KpUTEPUM ONACHOCTU YA3BUMOCTH.

5.1.5 fjlononHMTeNnbHO onucaHne ysassumoctn IC MOXeT BKIOYAaTh MPoUyo MHopMaLuuio B cocTase
crnefyoLWwmx 3/1eMEHTOB:

- onucaHve peannlyemoi TexHonoruy o6paboTkm (nepegauun) nHcopmauuu;

- onucaHve koHdurypauun MO. onpegensemoli napameTpamy yCTaHOBKM:

- onucaHue HacTpoek MO. npu KOTOPbIX BbiSB/IEHA YA3BUMOCTb;
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- onucaHve nosiHoMouuii (Npae gocTyna) kK VIC, HeobXoaMMbIX HapyLLUUTESo 4718 SKCMyaTaummn ysa3BuMoCTU:

- onucaHne BO3MOXHbIX Yrpo3 6€30MacHOCTV MHpopMaLMK, peann3aumns KOTOpbIX BO3MOXHA MpU 3KC-
nayatauum ys3asmumocTy:

- onucaHve BO3MOXHbIX NMOCNEACTBUIA OT aKcnnyaTaymm yassumocTu UC;

- HauMeHoBaHVe opraHusaumn, kotopasi ony6/mkoBana NHGOPMAaLMIO O BbISIB/IEHHON YA3BUMOCTY;

- narta ony611KkoBaHUsl YBEAOM/IEHNS O BbISIB/IEHHON YSI3BUMOCTH, a Takke AaTa YCTpaHeHUsi ys3BUMO-
cTn paspabotuvkom MO;

- Apyrvue ceefeHus.

5.2 O6uwwe TpeboBaHNA K COAEPXAHNIO ONMCaHNA YA3BMMOCTH

5.2.1 CopgepxaHue onucaHusi ysi3aBMMOCTW A0/IKHbI 06eCneynTb 0AHO3HAYHOCTb M MOSIHOTY MHGOpMa-
Unmn 06 ysa3BUMOCTH.

5.2.2 OnemMeHT «HavMeHoBaHWe ysi3BUMOCTU» NpeAcTaBnseT coboii TEKCTOBY MHA)OpMaLmMio 06 yss-
BMMOCTM, HA OCHOBE KOTOPOI BO3MOXHO YCTAHOBUTb NPUUYUHY U (MNK) NOCNeAcTBUS YA3BUMOCTU. HanmeHo-
BaHWe YA3BMMOCTU LO/MKHO GbITb NMPEACTaB/IEHO HA PYCCKOM fA3blke (B CKOBKax Ha aHr/IMNCKOM A3blke - npu
Heo6xoaAMMocCTH).

Mpumep - OnucaHve ysi3BUMOCTMU B YacTy 3feMeHTa «HaumeHoBaHUA yA3BMMOCT U»: YA3BUMOCTb,
npusogaLwas Kk nepenonHeHuto 6ydepa B cnyx6e RPC DCOM B onepauunoHHbix cucrTemax Microsoft Windows
4.0/2000/XP/2003 (Vulnerability Windows XP RPCSS DCOM Buffer Overflow).

5.2.3 9nemeHT «/aeHTndnkaTop yAa3BMMOCTU» NpeacTasnseT coboli andaBUTHO-LUGPOBOI Ko, BK/O-
yalowmin Kog 6a3bl AaHHbIX YS3BUMOCTEN, rof, BbISBNIEHUSA YA3BMMOCTW U NOPSAKOBbIA HOMEp YA3BMMOCTM,
BbISIB/IEHHOW B Tekylem rogy. Mpu onpegeneHnn naeHtTudmkaTopa ys3BMMOCTM Kog, 6a3bl AaHHbIX YS3BUMO-
CTel, rof, BbISBNIEHNS YSA3BUMOCTU 1 MOPAAKOBbIA HOMEpP YA3BUMOCTW AO0/MKHbI GbITb OTAENEHbI APYT OT Apyra
3HaKOM «-», Npu 3TOM 3HaK Npobena He CTaBUTCA.

Mpumep -OnucaHne ys3BUMOCT U B YacTU 3aNeMeHTa «/geHTugnkaTop ys3BMMoCT n»: XXX-2003-0813.

5.2.4 2nemeHT «WpeHTudmkatopbl APYrnx CUCTEM ONUCAHUIA YA3BUMOCTEN» npeacTasBnsieT coboi
NOEHTUMKATOPLI YA3BMMOCTU B APYIMX CUCTEMAxX ONUCaHWiA. [aHHbIi 3/1eMEHT BKIOYaET UAEHTUUKATOPbI
YSA3BMMOCTM 13 06LLEeJO0CTYNHbIX UCTOYHMKOB U COAEPXUT, Kak Npasuo, LundpoBol nim andaBuTHO-LNGPO-
BOW Kog,. OnucaHve MOXeT OblTb BbINOSIHEHO B BUAE rMnepcchbiniok B oopmate agpecos URL.

Mpumep - OnucaHue ys3BUMOCTMW B YacTu anemMeHTa «/aeHTnduUKkaTopbl Apyrux cMcTem onuca-
HWii ysasBumocTeli»: CVE ID: CVE-2003-0813; Bugtraq ID: 52018; OSVDB ID: 65465: Qualys ID: 90777; Secunia
Advisory: SA48183; SecurityTracker Alert ID: 1025250; Nessus Plugin ID: 38099.

5.2.5 OnemeHT «KpaTkoe onucaHue ysi3BUMOCTU» NpeAcTaBfisieT cob0il TEKCTOBYH MHpopMaLmio 06
YA3BMMOCTU Y BO3MOXHOCTAX €€ UCMNOo/Mb30BaHus.

Mpumep -OnucaHne ysi3BUMOCT 1 B YaCcTHU 3/ieMeHTa «KpaTKoe onncaHue yasBuMOCT U»: YyS3BUMOCT b
o6HapyxeHa B cnyx6e RPC DCOM. HapywunTenb MOXeT Bbl3BaTb 0TKa3 B 06C/NyXMBaHUN (aBapuitHoe 3aBep-
WeHve paboThbl cUCTEMbI NN Nepe3arpyska), co3gasasn ABa NOoTokKa ANA of4HOro u Toro xe RPC-3anpoca. Mo

coobueHno pa3paboTumka, YA3BMMOCTb MOXeT MCNO0/b30BaTbCA AN18 BbINOSIHEHMA MPOM3BOJILHONO KOAa B
yFISBMMOI‘;I cucrTeme. Pa3p360THMK OLUEHUN, YTO YyA3BMMOCTb nmeeT KKpI/ITVIHeCKI/II‘/'I»ypOBeHb onacHocTMw.

5.2.6 9nemeHT «Knacc ya3BumocTu» npeacraBiseT co60i TEKCTOBYO MHGOpMaL Mo, KOTOpYHo onpeje-
nawT B cootBeTcTBMM ¢ TOCT P 56546-2015.

n punmep - OnucaHne YA3BUMOCTMWN B HaCTW 3IeMeHTa «Knacc YASBUMOCT U»: YyA3BUMOCT b KOAa.

5.2.7 3nemeHT «HanmeHoBaH1e NporpaMMHOro obecneyeHns 1 ero Bepcus» npeactaBnseT coboi nH-
dopmaumio o HaumeHosaHum MO 1 ero Bepcuu.

MpumMmep -OnucaHue ya3BUMOCTMU B YacT anemMeHTa «HanmMmeHoBaHWe NporpaMmmMHOro o6ecneyeHus n
ero sepcus»: RPC/DCOM Microsoft Windows 4.0/2000/XP/2003.

5.2.8 OnemeHT «Cnyx6a (nopT), KoTopyto(blii) MCNONBL3YHT AN8 (DYHKLMOHMPOBAHNUA MNPOrpamMMHOro
obecneyeHus» npeacTaBnseT cob6oii KOMOGUHNPOBAHHYIO MHOPMaLUo O CnyXx6e (CUCTEMHOWN U ceTeBoi),
0 CeTeBOM MopTe, KOTOPbIA NCNONb3YT ANS PYHKLUMOHUPOBaHUs MO. 1 0 HAMMEHOBaHUW CETEBOrO NPOTOKONA
nepegauv AaHHbIX. Homep ceTeBOro nopta v HavMeHOBaHWe CeTeBOro NPOTOKO/a NepeAayn AaHHbIX OTAens-
0T APYr OT fpyra 3HakoM «/».
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MpumeuvaHune - Cnyx6a (NopT), KOTOPYH(bliA) NCNONB3YIOT ANSt (PYHKLUOHMPOBAHWSA NPOrpamMMHOro o6ecneve-
HWSA. MOXET He UMeTb NOCTOSIHHOTO 3HavYeHus. MporpaMMHOMy o6ecneyeHnto MoOXeT 6biTb Ha3HaYeH NoOpPT N0 YMOHYaHuio,
HO npakTuyecku Nt6oe MO rnoXeT 6bITb NEPEKOHMUIYPUPOBAHO HA APYTOii NopT.

Mpumep - OnucaHue yA3BUMOCTMW B YacTy anemMeHTa «Cnyxba (MopT), KOTopyto(blil) NCNONb3YyOT
ANA PYHKLMOHMPOBAHMA NporpamMmHoro obecnevenmsa»: RPC 139/tcp.

5.2.9 9nemeHT «£3bIK NporpaMmMnpoBaHunsa NporpaMMHOro obecneyeHvs» npeacrasnsieT coboli Haume-
HOBaHue s3blka NporpaMMmnpoBaHus, UCNosib3yemoro npu paspabotke (npegctasneHun) MO. CoBpemeHHoe
MO. kak npasuno, paspabarbiBatloT C NCNO/Ib30BaHNEM CEMECTBA A3bIKOB NPOrpamMMUpPOBaHNs, NO3TOMY faH-
HbIl 31EMEHT MOXeT BK/IYaTb MHhopmaumio 0 TeXHONorMu (cpege) NporpaMMnpoBaHus.

MpumMmep -OnucaHue ys3BUMOCTMU B YacTU 3NEMEHT A «A3blK NPOrpamMmMnpoBaHnsi NporpaMMHoro o6e-
cneveHus»: C++.

5.2.10 9nemeHT «Tun HegocTaTka» npeacTaBnseT coboii TEKCTOBYH MH)OpMaLUio, KOTOPYIo onpeaerns-
toT B cooTBeTCcTBUM € TOCT P 56546-2015.

Mpumep -OnucaHne ya3BUMOCT W B YaCcTW 3leMeHTa «Tun HegocTaTkKa»: HefJocTaTKu, CBA3aHHbIE C
nepenosHeHnem bydepa namaTun.

5.2.11 dnemeHT «/geHTudmkaTop TMna HegocTatka» npefcTaBnseT cobol YHUKanbHbI MAeHTUdN-
KaTop Tuna HejocTaTka M COAEepPXUT andaBUTHO-LMGPOBOW Kog. NaeHTUdMKaTop MOXeT ObiTb B3AT (U Npu
Heob6X0ANMOCTY AOMNOHEH) U3 06LLEe[0CTYMHbIX UCTOYHUKOB.

Mpumep -OnucaHne ya3BMMOCTMN B YacTu anemMeHTa «aeHTudnkaTop Tuna HegocTaTka»: CWE-119.

5.2.12 3nemeHT «MecTo BO3HUKHOBEHUs (MPOSIBIEHNS) YSI3BUMOCTU» NpeAcTaB/sieT coboii TEKCTOBYHO
MHOpMaLMI0 O KOMMOHEHTaX WH(POPMALMOHHON CUCTEMbI, KOTOPbIE COAEPXAT paccMaTpvBaeMyl ys3BU-
MOCTb.

Mpumep - OnucaHne ys3BUMOCTMW B 4acTU 3fleMeHTa «MecTO BO3HUKHOBEHUS (NPOABNEHUSA) YA3BU-
MOCTU»: YI3BUMOCT b B 06L,ecMcTEeMHOM (06LEM) MPOrpaMmMHOM obecneyeHnn.

5.2.13 2nemMeHT «HanmeHoBaHWe onepauroHHOi CUCTEMbI U TUM annapaTHO nnaTdopmbl» NpeacTas-
nsieT coboli MHhopmaumio 06 onepauuoHHON cucTeMe 1 TUNe annapaTHoli nnatdopmel. Tunamy annapartHol
nnartdgopmbl senatoTcs: I1A-32. 1A-64, X86. ARM. PA-RISC, SPARC. System z n gpyrue.

Mpumep - OnucaHue ya3BUMOCTMW B YacTu anemeHTa «HaumeHoBaHMe OnepauyoOHHOW CUCTEMbI K
Twun annapaTHoli nnaTdopmbi»: Microsoft Windows 4.0/2000/XP/2003 («32).

5.2.14 3nemeHT «/[laTa BbISIBIEHUS YA3BUMOCTW» NpeacTaBnseT co60oil uHopMaLmio o faTe BbisiBrie-
HVA ya3BMMOoCTu B chopmate A0/MMYITIT. flaTa BbIABNEHNS yA3BMMOCTU B Crlyyae hakTuyeckoin HEBO3MOX-
HOCTW ee yCTaHOB/IEHWNA CUMTAETCS COBMNajatLLell ¢ faToii perncTpaumm coobleHns o6 yassumocTu B 6ase
[aHHbIX YyA3BUMOCTEN.

Mpumep -OnucaHve ya3BUMOCTMUW B YacTu anemeHTa «/laTa BbIBNEHNS YA3BUMOCT U»: 23/12/2004.

5.2.15 SnemeHT «ABTOp, OMy6MKOBaBLUMIA MHDOPMALMIO O BbISBNEHHOW YA3BMMOCTU» NpeacTasnser
co60li MHhopMaumio 06 aBTope, KOTOPbI 06HAPYXUA 1 ONy6IMKOBaN YA3BUMOCTb NEPBbIM.

MpumevyaHune - BnemeHT ABNAETCA HeobsA3aTeNbHbIM K 3ano/IHEHUI0. PasmelleHne nHdopmayun 06 asTope
ocyulecTBasieTcsa ¢ yuyetom [2].

5.2.16 9nemeHT «Cnocob (NpaBuio) 06HapyXeHus ysa3BUMMOCTW» MpefacTaBnseT coboi chopmanuso-
BaHHOE MpaBuIo onpefeneHns yassmmocTn. Cnocob (npasuio) ob6HapyXXeHUs yS3BMMOCTU MO3BONSET Npu
noMoLUM crneunanbHol NpoLeaypbl MPOBECTU NPOBEPKY HAIMYNSA YA3BUMOCTY.

Mpumep - OnucaHve yasBUMOCT MU B YacTK anemeHTa «Cnocob (NnpaBuio) obHapyXeHns ya3BUMOCT U»
Ha A3blke onucaHma OVAL:
AND Software section
Criterion: Windows XP is installed
registry_test (oval:org.mitre.oval:tst:2838): check_existence = at_least_one_exists,
check = af least one
registry_object (oval:org.mitre.oval:0bj:419): hive: HKEYJLOCAL_MACH!NE
key: SOFTWARE\Microsoft\Windows NT\CurrentVersion
name: CurrentVersion
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registry state (oval:org.mitre.oval:ste:2657):
value: 5.1
OR a vulnerable version ofrpcrt4.dll exists on XP
AND 32-bit version of Windows and a vulnerable version ofrpcrt4.dll exists
Criterion: 32-Bit version of Windows is installed
registry_test (oval:org.mitre.oval:tst:2748): check_existence = at_least_one_exists,
check =at least one
registry_object (oval:org.mitre.oval:0bj:1576): hive: HKEY_LOCAL_MACHINE
key: SYSTEM\CurrentControlSet[Contro\Session Manager\Environment
name: PROCESSOR_ARCHITECTURE
registry_state (oval:org.mitre.oval:ste:2569):
value: x86

MpumeuaHune - OVAL (Open Vulnerability and Assessment Language) - OTKpPbITbIi 13blK ONUCAHUS YSI3BUMO-
cTeii n npoBeaeHusn oueHok. OVAL feTanbHO onucbiBaeT MeToj NPOBEPKM NapameTpoB KOHMrypaunm 4ns onpegeneHvs
HanMuuns ysi3BUMOCTH.

5.2.17 SnemeHT «KpuTepun onacHOCTU ysI3BMMOCTW» NpeAcTas/sieT co60i COBOKYNHOCTb MHhopMaLmm
0 KpUTEPUSIX, UCMOMb3YEMbIX MPU OLLEHKE CTEeMNeHN ONacHOCTM YA3BMMOCTU, 1 O UX 3HaYEeHMAX. Kaxablli kpuTe-
pWii MOXET NPUHMMAaTbL 3HAaYeHUs, COrNacHo creaytoLleinl HoMeHknatype:

- KpUTepuii «Tun focTtyna» (nokKasbHbli, yaaneHHbli, Apyroi Tun gocTyna);

- KpUTEpUIA «yCcnoBua AocTyna» (ynpasneHne AOCTYNOM, Apyrie YC/oBUS, ynpaBneHue AOCTYNoM He
npuMeHseTcs);

- KpUTepuii «TpeboBaHWsa ayTeHTUdMKaLM» (OfHOKpaTHas ayTeHTUduKauns, ncnonb3osaHme (MHoro-
KpaTHbIi BBOA) Pa3NnyHOl ayTeHTUMKaLMOHHOM UHhopMaLum, ayTeHTudmkauus He TpebyeTtcs);

- KpUTEpWin «BAMSHWE Ha KOHMUAEHUMNaNbHOCTb» (He OkasblBaeT BAUSAHWSA, HapylleHne KOH(UAeHUn-
a/IbHOCTHN);

- KpUTEpUIl «BNIUSIHNE Ha LeNIOCTHOCTb» (He 0Ka3blBaeT B/IMSHUSA, HapYLUEeHWE LLeN0CTHOCTN);

- KpUTEPUIl «BIUSIHWE Ha AOCTYMHOCTb» (He OKasbiBaeT BANAHUSA, HapyLueHue AOCTYMHOCTH).

NMpumeyvyaHue - MNpUMepPoOM ONUCaAHUS KPUTEPUEB ONACHOCTH YSI3BUMOCTMN IBNSIETCS 6a30BbIii BEKTOP YSI3BUMO-
cTn B cootBeTcTBUM ¢ Common Vulnerability Scoring System1.

5.2.18 3nemeHT «CTeneHb ONACHOCTU YSI3BMMOCTU» MpPeACTaBAseT cOo60l TEKCTOBYH WMHopMaLumio,
KoTOpas MOXeT NMPUHMMATb OLHO U3 YeTbipex 3HaUYEHW: KPUTUYECKUIA, BbICOKUIA, CPeAHWA N HU3KUIA YpOBEHb
onacHocTu. CTeneHb ONacHOCTU onpeaensioT B COOTBETCTBMM C OTAENbHON MEeTOAMKOIA.

Mpumep -OnucaHue ya3BUMOCTMU B YacTU afieMeHTa «CTeneHb 0nacHOCT U YA3BMMOCT U»: BblCOKMIA
YPOBEHb OMAaCHOCTU.

5.2.19 9nemMeHT «BO3MOXHble Mepbl MO YCTPAHEHWIO YA3BMMOCTU» BK/OYAET B Ce6A MpeasiokeHns 1
pekoMeHAauun No yCTPaHEHWIO BbISIBMIEHHbIX YA3BUMOCTEN UK UCKITIOYEHNI0 BO3MOXHOCTU UCMNO/b30BaHUS
HapyLUMTENEM BbISIBIEHHbIX Ysi3BUMOCTEN. MpeanoXeHus U pekoMeHAaumnn AOMKHbI cofepXaTb CCbIIKM Ha
Heobxoaumoe MO un (nnm) onucanme koHdurypaumii MO. ANA KOTOPbIX Yrpo3bl 6e30nacHOCT UHopMaLuu,
1cnosb3ytoLme AaHHY0 YA3BUMOCTb, HE ABMSIOTCA akTyalbHbIMU.

Mpumep -OnucaHveysa3BUMOCTW B YacTV 3IeMeHTa «B0O3MOXHbIE MepPbl M0 YyCTPaHEHUIO YS3BUMOCT »:
YcTaHoBMTE COOTBETCTBYHWL,ee 06HOBNEHUE:

Microsoft Windows NT Server 4.0 Service Pack 6a;

Microsoft Windows NT Server 4.0 Terminal Server Edition Service Pack 6;

Microsoft Windows XP and Microsoft Windows XP Service Pack 1,

Microsoft Windows XP 64-Bit Edition Service Pack 1;

Microsoft Windows XP 64-Bit Edition Version 2003;

Microsoft Windows Server 2003 64-Bit Edition.

5.2.20 SnemeHTbl ONUCaHUs yA3BMMOCTM C Npoyeil nHchopmaumein NnpeacTaBNsaloT CO60V TEKCTOBYHO UH-
hopmanmio. KoTopas no3BonseT AONOMHUTL 06LLYI0 MHopmaumio 06 yassumoctu (cMm. 5.1.5).

Mpumep - OnucaHue ysisBUMOCT W B YacTy afieMeHTa «1poyas nHchopmaLma»: cneymanbHbIX MOHO-
MouMii (NpaB gocTyna) No O THoWeHUo K IC HapylunTento He TpebyeTcs.

1 Common Vulnerability Scoring System (CVSS) - o6wwas cnctema OLeHKN ysa3BMMOCTM ony6imkoBaHa Ha omum-
anbHOM caiite coobuwecTtBa FIRST no agpecy URL: http:Wwww.first.org/cvss.
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MpunoxexHue A
(pekomeHpyemoe)

®opma nacnoprta ya3BMMOCTU C NPUMEPOM €ro 3anosiIHeHnsa

Ta6nunuya A.l- dopma nacnopra ysi3BUMOCTU C NPUMEPOM ero 3arnosiHeHus

SnemeHT onucaHus YA3BMMOCTN
HanmeHoBaHue yA3BUMOCTU

NaoeHTndmkarop
YA3BUMOCTU

NaeHTudmkaTopbl Apyrux cuctem

onuncaHuii yssasumocTei

KpaTtkoe onucaHune ysi3BUMOCTH

Knacc ys3smmocTun

HaumeHoBaHue MO v ero sBepcusi

Cnyxb6a (nopT), koTopas
(koTopblil) ucnonbayeTcs Ans
dhyHKUMOHMpPOBaHuA MO
A3bIK nporpammupoBaHna Mo
Twvn HepocTaTka
MecTo BO3HUKHOBEHUS
(NposiBNeHnA)ys3BMMOCTH
MaeHTudmkatop Tmna
HepgocTaTka
HaumeHoBaHWe onepaLoHHO
cucTeMbl U TUM annapaTtHoii
nnatopmbl
[laTa BbIfABNEHUS YA3BUMOCTU
ABTOp, OnNy6/1MKOBaBLUNIA
MHOPMAaLMIo O BbISIBNIEHHO
YA3BMMOCTU

Mpumep 3anonHeHVs ONMcaHNsA YA3MNMbIOCTH
Ya3BMMOCTb, MpuBOAAWLAA K nepenonHeHuto 6ycepa B cnyxbe RPC DCOM B
onepaumoHHbIX cuctemax Microsoft Windows 4.0/200Q/XP/2003 (Vulnerability
Windows XP RPCSS DCOM Buffer Overflow)
XXX-2003-0813

CVE ID: CVE-2003-0813

Bugtraq ID: 52018

OSVDB ID: 65465

Qualys ID: 90777

Secunia Advisory: SA48183

SecurityTracker Alert ID: 1025250

Nessus Plugin ID: 38099

Ya3sumocTb O06HapyxeHa B cnyx6e RPC DCOM. Hapywwutenb MOXeT Bbl3BaTb
oTka3 B 06cnyxuBaHWM (aBapuiiHoe 3aBeplueHne paboTbl CUCTEMbI UK
nepesarpyska), cosgasas fBa NoToka AN oAHOro m Toro e RPC-3anpoca. lMo
coobuieHnto pas3paboTurka, ya3BUMOCTb MOXET UCMO0/b30BaTbCsA AN BbINOHEHNS
Npov3BO/IbHOTO KoAa B YA3BMMOI cucteMe. Pa3paboTumk oLeHus, 4To ya3BUMOCTb
UMeeT «KpUTUYeCKnii» ypoBEeHb OMacHOCTH.

YA3BMMOCTb Koga

RPC DCOM Microsoft Windows 4.0/2000aP/2003

RPC 139,'tcp

C++
HepocTaTku, cBA3aHHble ¢ nepenosiHeHnem bydepa namaTu
YA3BMMOCTb B 06LiecncteMHom (06Liem) nporpaMmMHoOM obecneveHnmn

CWE-119

Microsoft Windows 4.0"2000/XP/2003 (*32)

10/03/2003
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OKoH4aHve Tabnuuybl A, 1

OneMeHT onvcaHnii yA3BMMOCTU Mpumep 3anonHeHVs onncaHns yA3B1MOCTY
Cnoco6(npasunno)obHapyxeHua AND Software section
ySI3BMMOCTHU Criterion: Windows XP is installed

registry_test (oval:org.mitre.oval:tst:2838): checkexistence = at_least_one_
exists, check = at least one
registry_object (oval:org.mitre.oval:obj:419):
hive: HKEY_LOCAL_MACHINE
key: SOFTWARE\MicrosoflWindows NT\CurrentVersion
name: CurrentVersion
registry_state (oval:org.mitre.oval:ste:2657):
value: 5.1
OR a vulnerable version of rpcrt4.dll exists on XP
AND 32-bit version of Windows and a vulnerable version of rpcrt4.dll exists
Criterion: 32-Bit version of Windows is installed
registry_test (oval:org.mitre.oval:tst:2748): check_existence = at_least_one_
exists, check = at least one
registry_object (oval:org.mitre.oval:obj:1576):
hive: HKEY_LOCAL_MACHINE
key: SYSTEM\CurrentControlSet\Contro\Session Mar.ager'Environment
name: PROCESSOR_ARCHITECTURE
registry_state (oval:org.mitre.oval:sle:2569):

value: x86
Kputepun onacHocTtu
YyA3BMMOCTHU Hanpumep, B cootBeTcTBUU C CVSS - AV:N/AC:L/Au:N/C:C/I:C/A:C
CTeneHb ONacHOCTW ySI3BUMOCTU  BbICOKMIA ypOBEHb OMacHOCTH
B03MOXHble Mepbl N0 YcTaHoBUTE COOTBETCTBYIOLLEE O6HOBNEHME:!
yCTPaHEeHUo yA3BUMOCTHU Microsoft Windows NT Server 4.0 Service Pack 6a

Microsoft Windows NT Server 4.0 Terminal Server Edition Service Pack 6
Microsoft Windows XP and Microsoft Windows XP Service Pack 1
Microsoft Windows XP 64-Bit Edition Service Pack 1
Microsoft Windows XP 64-Bit Edition Version 2003
Microsoft Windows Server 2003 64-Bit Edition
Mpouas nHopmayms CneymanbHbIX NOTHOMOYNIA (NpaB AocTyna) No oTHoweHuo Kk NC HapylumTento He
TpebyeTcs
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