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Mpepgucnosue

1 PABPABOTAH O6uWecTBOM C OrpaHW4YeHHOW OTBETCTBEHHOCTbI «LleHTp 6e3onacHocTu MHGoOpma-
umn» (000 «LBW»)

2 BHECEH TexHW4YeCcKUM KOMUTETOM no cTaHgaptusauun TK 362 «3awmTta uHopmayum»

3 YTBEPXJ/JEH VW BBEAEH B JENCTBUE MMpukazom deaepansHOro areHTCTBa N0 TEXHUYECKOMY pe-
rynvmposaHuio n metponoruu ot 19 aBrycta 2015 r. N° 1181-cT

4 BBEAEH BMEPBbIE

MpaBuna npMMeHeHMa HacTOoALWeEero cTaHgapTa ycTaHosneHsl B FTOCT P 1.0-2012 (pa3gen 8). VH-
hopmauua 06 U3MeHeHNAX K HacToALeMy cTaHgapTy ny6avkyeTca B exerogHom (Mo cocTOosAHMI0 Ha 1
AHBapsa TeKyLllero roga) MHopMaunoHHOM ykasaTene «HaunoHanbHble CTaHAapThi», a ouunanbHbIi
TEeKCT W3MEHEHW 1 NonpaBokK - B €XeMecsYHOM MH(pOpMaLMOHHOM yKasaTene «HaunoHanbHble CTaH-
fapTbi». B cnyyaB nepecmoTpa (3aMeHbl) WAK OTMeHbl HacTOAWEro cTaHgapTa CooTBeTCTBYylLee
yBefioMeHne byaeT onybiMKoBaHO B 6avkalilleM BbiMyCKe eXeMecsa4yHOro nHhopMaLMoHHOI0 ykasaTens
«HauunoHanbHble cTaHfapThl». COOTBETCTBYOLWAas MHhopmaLms, yseJoOMIEHNS U TeKCTbl pasMmeLLannT-
€S Takke B MHPOPMaLVMOHHON cucTeme obLLero nosib3oBaHus - Ha oduymanbsHoOM caiTe defepanbHOro
areHTCcTBa No TexXHNYECKOMY PeryMpoBaHuio 1 MeTposorun B ceTu VIHTepHeT (mvw.gost.ru)

© CrtaHpgapTuHgopMm, 2015

HacTtoswuit cTaHgapT He MOXeT 6blTb NOIHOCTbIO WU YACTUYHO BOCMPOU3BELEH, TUPAXUPOBAH U pac-
npocTpaHeH B KayecTBe 0hMLMANBHOTO M3aHuns 6e3 paspelleHns degepanbHOro areHTcTBa No TEXHUYECKo-
My perynupoBaHuio u MeTpoaornu
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BBepeHne

HactosAwwmin ctaHgapT BXOAMT B KOMMNIEKC CTaH4apToB, YCTaHaBAUBAILWMX Knaccudukaumio ya3smmo-
CTeil. Npasuna onncaHusa ya3snuMocTel, cofepxaHme v NopsafokK BbiNONHEHNUA padoT Mo BbISIB/IEHUIO U OLLEeHKe
ysi3BUMOCTEW MHhopMaLnoHHbIX cuctem (UC).

HacToswwmin ctaHgapT pacnpocTpaHsaeTca Ha feATeIbHOCTb Mo 3awuTe nHhopMaLumm, CBA3aHHYH0 C Bbl-
AIBIEHNEM 1 ycTpaHeHneMm yassumocTeli C npu co3gaHum n akcnnyatauum UC.

B HacTosLwem cTaHfapTe npuHATa knaccudukaumsa yassmumocTteit AC. nexoas us 06nactv Npoucxoxae-
HMA ys3BUMOCTEN, TUNoB HegocTatkoB IC 1 mecT BO3HUKHOBEHWA (NposBneHuns) yassumoctein VIC.
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HAUMWOHANBbHBIN CTAHOAPT POCCUMNCKOMN OSGEALEPALUNN

3awmTta nHdopmarmm
YA3BUMOCTUN NH®OPMALMOHHbLIX CUCTEM
Knaccudmkauusa yassmumocTeid MHPOPMaLNOHHbIX CUCTEM

Information protection. Vulnerabilities in information systems. The classification of vulnerabilities in information systems

[arta BBegeHna — 2016—04—01

1 06nactb NpUMMeHeHMnA

HacTosiwumii cTaHgapT ycTaHaBMBaeT knaccudumkaLmio ysasBumocTeldh MHdopmaLmoHHbix cuctem (AC).
HacTosilwmii cTaHfapT HanpaBneH Ha COBepLUEHCTBOBaHWE MEeTOAMYEecKOro obecrneveHus onpepeneHns u
onucaHusa yrpo3 6e3onacHocTV nHopmaLmmn npu nposegerun paboT no sawute nHdopmauum B UC.

Hactosiwumii ctaHfapT He pacnpocTpaHAeTcsl Ha YysI3BUMOCTU MH(DOPMALMOHHBIX CUCTEM, CBA3aHHbIE
C YTeuKoi nHhopmMaummn no TEXHNYECKUM KaHanam, B TOM Y/C/e YA3BUMOCTSAMMW 31E€KTPOHHbBIX KOMMNOHEHTOB
TEeXHWYeCcKMX (annapaTtHbIX 1 annapaTtHO-NpPorpaMMHbIX) CPeACcTB UHAOPMALMOHHBIX CUCTEM.

2 HopmaTtuBHbIe CCbl1KK

B HacToALWem cTaHfapTe UCNob30BaHa HOPMaTHBHASA CCblNka Ha cnefyoLwmnin ctTaHaapT:
FOCT P 50922-2006 3awuta nHdgopmauum. OCHOBHbIe TEPMUHBI 1 OnpeaeneHuns

NMpumeyvyaHue - MNpu NONb30BAHNM HACTOSILLUM CTAHAAPTOM Lie/IecO06pa3HO NPOBEPUTL AENCTBUE CCbINOYHbIX
CTaHAapToB B MH(DOPMALMOHHOI cucTeme 06LLErO NOMb30BaHUSA - Ha ohuLManbHOM caiiTe HauMoHanbHOro opraHa Poc-
cuiickoil defepauun nNo cTtaHzapTM3aumm B ceTn MHTEPHET UK NO eXeroAHOMY MHOPMaLMOHHOMY yKkasaTento «Haumo-
HaflbHble CTaHA4apTbI», KOTOPbI ONY6/IMKOBAH NO COCTOSHMIO HA 1 AHBaPS TeKyLero roga, U no Bbinyckam exemMecsyHoro
MHOPMALMOHHOIO yKasaTens «HaunoHanbHble CTaH4apThl» 3a TeKywui rog. ECny 3aMeHeH CCbINIoYHbIA cTaHgapT, Ha
KOTOpbI AaHa HefjaTupoBaHHas CCblka, TO PeKOMeHAYeTCs UCNo/b30BaTh AeliCTBYIOLW Y0 BEPCUI0 3TOT0 [OKYMeHTa C
Yy4eTOM BCEX BHECEHHbIX B [laHHYH BEPCUI0 U3MEHEHUIi. EC/IM 3aMeHeH CCbINOYHbIN CTaH4apT, Ha KOTopbIi AaHa faTw-
poBaHHas ccbl/ika, TO PeKOMeHAYeTCA UCMNO0Nb30BaTb BEPCHIO 3TOTO OKYMEHTA C YKa3aHHbIM Bbille F0A0M YTBEPXAEHNS
(NpuHsTHSA). ECnn nocne yTBEPXAEHUS HACTOSILLENO CTAaHAAPTA B CCbIIOYHbIA CTaHAAPT, HA KOTOPLIA AaHa fAaTupoBaHHas
CCblNka, BHECEHO N3MeHeHWe, 3aTparusatoLLee NonoXeHne, Ha KOTOpPoe faHa CCbifika, TO 3TO NOooXeHNe peKOMeHAyeTCs
NPUMeHATL 6e3 yyeTa JaHHOI0 U3MEHEHUS. ECNM CCbINOYHbIV CTaHAaPT OTMEHeH 6e3 3aMeHbl, TO NOIOXKEHUE, B KOTOPOM
[laHa ccblfika Ha Hero, pekoMeHAyeTcsl NPUMEHNATbL B YacTW, He 3aTparnBatoLeil 3Ty cCblsky.

3 TepmuHbl N onpegeneHns

B HacToAleM cTaHAapTe npuMeHeHbl TepMuHbl no FTOCT P 50922, a Takke cnegyroline TepMuHbI C Co-
OTBETCTBYIOLMMW ONpefesieHUAMNU:

3.1 nHhopmaumnoHHas cuctema: CoBOKyMHOCTb cogepxatllelics B 6a3ax faHHbIX MHpopmauum n obe-
cneyuBalroLLmx ee 06paboTKy MHPOPMAaLMOHHBIX TEXHOMOTMI N TEXHUYECKNX CPeACTB.

MpumeuaHune - OnpegeneHne TepmuHa cootseTcTByeT (1J.

3.2 KOMNOHEHT MHMOPMALMOHHOK cUCcTeMbl: YacTb MH(OPMALMOHHON CUCTEMBI, BKIHOYatoLWasa He-
KOTOPY0 COBOKYMHOCTb MHhopMaLun 1 obecneunsarnoLmx ee 06paboTky oTAe lbHbIX MHPOPMALNOHHBIX TeX-
HOMOTUI N TEXHUYECKUX CPEACTB.

3.3 npusHak knaccuukaumnm yassumocTein: CBONCTBO UM XapakTepucTuka ysa3BuUMOCTER, No KoTo-
pbIM MPOM3BOAUTCSA Knaccudukaums.

3.4 nH(hopmaunoHHas TexHonorua [TexHonorusa o6paboTkmn (nopogaymn) uHopmauum B nHop-
mMaunoHHON cucteme]: Mpouecc, meToA noucka, cbopa, xpaHeHus, 06paboTkn, NpefocTaBneHns, pacnpo-
CTpaHeHuss Hopmaumm 1 cnocob OCyLLECTBNEHUSA TakUX NPOLECCOB Y METOAOB.

M3paHve oduymansHoe
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3.5 KoHUrypaLms MHOpPMaLMOHHOI cucTeMbl: B3anMocBa3aHHbIe CTPYKTYPHO-(DYHKLMOHA bHbIE
XapakTepucTukn MHOpMaLMOHHON CUCTEMBI, BK/IOYatoLWme CTPYKTYpy M cocTaB MHhOopMaLMoHHON cucTe-
Mbl. pm3nyeckne, nornyeckme, QPyHKUNOHabHbIE N TEXHOMOMMYECKMEe B3auMOCBA3N Mexy KOMMNOHeHTamMun
MHCOPMALMOHHOW CUCTEMbI, C UHBIMWU WHCYOPMALMOHHBIMK CUCTEMAMU Y MHADOPMALMOHHO-TENEKOMMYHU-
KaLuMOHHbIMW CeTAMMU, a Takke C MOSIHOMOYMAMM Cy6bEeKTOB AOCTyna K 06bektam AocTyna nHopMaLMoHHO
CUCTEMbI.

3.6 yrpo3a 6e3onacHocTu nHopmauun: CoBOKYNHOCTb YC/I0BWI M (DAKTOPOB, CO34at0LLMX NOTEHLU-
albHYI0 UM peasibHO CYLLeCTBYIOLLYI0 ONacHOCTb HapyLleHus 6e30nacHoCTM UHopMaLmu.

3.7 yasBumocTb: HepgocTtatok (cnabocTb) NporpaMMHOro (MporpammHO-TEXHUYECKOr0) cpeacTsa wan
MHCOPMAaLMOHHOW CUCTEMBI B LLE/IOM, KOTOpPbIl (KOTOpasi) MOXeT 6bITb MCMOMb30BaHa AN peansaunm yrpos
6e3onacHoCTV UHopmaLmu.

3.8 yAA3BMMOCTb Koja: YA3BMMOCTb, NOABMBLUASACA B npoLecce pa3paboTku nporpaMMHoro obecne-
YyeHus.

3.9 yaA3BUMOCTb KOH(purypauuun: YA3sBumoCTb, MOABMBLUASACA B Mpouecce 3afaHus KoHdurypaumm
(NnpumeHeHns napaMeTpoB HACTPOIKM) NPOrpaMMHOro o6ecneyeHmnss  TeEXHUYECKNX CpeAcTB MHOPMaLMOH-
HOI cucTeMbl.

3.10 yA3BMUMOCTb apXnTEKTYpbl. YA3BUMOCTb, MOABUBLUAACA B NpoLecce NpoekTupoBaHnsa nHdopma-
LIMOHHOW cucTeMmbl.

3.11 ya3BMMOCTb OpraHu3alnoHHas: Ya3BMMOCTb, NMOSABMBLUAACA B CBA3W C OTCYTCTBMEM (MW Heao-
cTaTKaMu) OpraHM3auVOoHHbIX Mep 3aluTbl UHOPMaLMM B MH(OPMALMOHHON cucteme u (unu) Hecobro-
[JeHvem npasua aKcnayaTauuy CUCTeMbl 3alnTbl MHPOpMauMK MHPOPMAaLVOHHOW CUCTeMbl, TpeboBaHwWi
opraHusaLoHHO-pacnopsaanTeNbHbIX AOKYMEHTOB Mo 3alwute nHdopmaumum u (M1M) HeCBOEBPEMEHHOM Bbl-
NOMIHEHNN COOTBETCTBYIOLMX AENCTBUIA JOMKHOCTHLIM NULOM (paboTHMKOM) WU nogpasfeneHnem, oTeeT-
CTBEHHbIMM 3a 3aLuTy MHDopMaL UK.

3.12 yA3BUMOCTb MHOrohakTopHas: YA3BMMOCTb, NOSIBUBLLASACA B pe3ysibTaTte Ha/Munst HeCKObKUX
HeloCTaTKoB pas/INyHbIX TUNOB.

3.13 A3bIK NporpaMmmMunpoBaHuna  $3blK, NpegHa3HauvyeHHbl 48 pa3paboTkn (npegcTasBfieHns) npo-
rpaMMHOro obecneyeHus.

3.14 cTeneHb onacHOCTU yAa3BUMOCTU. Mepa (CpaBHUTENIbHAA BeNYMHA), XapakTepusylowas nog-
BEPXEHHOCTb MH(DOPMALMOHHON CUCTEMbI YA3BUMOCTU 1 €e B/IMSIHWE Ha HapylleHne CBOWCTB 6e30MacHOCTM
MHbopmaummn (KOHPUAEHUNANBHOCTb, LLeIOCTHOCTb, AOCTYNNOCTB).

4 OCHOBHbIE MONTOXEHUSA

4.1 B ocHoBe knaccudukaumm yassumocTtein C ncnonb3yotes cnegytolime knaccudukaunoHHble npu-
3HaKU:

- 06/1aCTb NPOMCXOXAEHNS YA3BUMOCTMY;

- TUMbl HegocTaTkos VIC;

- MeCTO BO3HUKHOBEHUA (MposBreHns) yassumocTtu VIC.

NMpumeyaHune - B KayecTBe yS3BUMbIX KOMMNOHEHTOB WH(HOPMALMOHHOW CUCTEMbI paccmaTpuBatoTcs: obLye-
cuctemHoe (obLiee), NpuknagHoe, cnelunansHoe NporpaMmHoe obecneyeHmne, TEXHUYECKMe CPeaCcTBa, ceTeBoe (KOMMY-
HUKaLMOHHOE. TENEKOMMYHUKALMOHHOE) 060pYyj0BaHNE, CPeACTBA 3aLUThl MHChOPMALK.

4.2 TToMuUMO KnaccuuKauMoHHbIX NMPU3HAKoB ysA3BuMocTeld VIC MCnoMb3yroTCA NMOUCKOBbIE MPU3HAKK
(oCHOBHbIe 1 fONONHUTENbHbIE). MOUCKOBbIE MPU3HAKM NpeAHa3HaYveHbl A1 OpraHn3aLmMn pacluMpeHHoro no-
ncka B 6asax faHHbIX YA3BUMOCTEN.

4.3 K OCHOBHbIM MOWCKOBbLIM Npu3Hakam yassumocTeil UIC oTHOCATCA cnegyoLime:

- HaVMeHoBaHve onepauroHHoi cuctembl (OC) 1 TMN annapaTHON nNnaTgopMbl;

- HanMeHoBaHve nporpaMmmHoro obecneuvenus (MO) n ero Bepcus;

- CTeneHb 0NacHOCTU YSI3BUMOCTW.

4.4 K pononiHUTENbHBIM NOMCKOBbLIM NMpMU3Hakam ys3BuMocTei IC oTHOCSTCS cneaytoLume.

- A3bIK NPOrpaMMUpPOBaHNS;

- cnyxb6a (nopT), koTopas (KOTopbIiA) ncnonb3yeTcs ANA PyHKLMoHUpoBaHus MO.
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5 Knaccudukaymnsa

5.1 YsizBumocTu VIC no 061acTvi MPOMCXOXAEHUS NOAPA3LENAOTCA Ha ceaytoLye Knacchl:
- YI3BUMOCTU Kofa:

- YI3BUMOCTU KOHhurypauuu;

- YI3BUMOCTM apXUTEKTYpbI;

- OpraHM3auyoHHbIe YA3BUMOCTH;

- MHOrohaKTOpHbIe YA3BUMOCTMU.

MpumeyaHune - B uenax BbIABNEHUA U OLEHKUN yﬂ3BVIMOCTel7I I/IHqJOpMaLU/IOHHbIX CUCTEM MOTYT BblAENATLCA
noaknaccol yﬂ3BI/IMOCTeVI.

5.2 YazsumocTtn NC no tTmnam HepoctaTtkos VIC nogpasfenstorcs Ha cnegytoume:
- HefloCTaTKM, CBSA3aHHbIE C HENPAaBU/ILHOW HACcTpoiikol napameTpos MO.

MpumeuvaHune - HenpaBunbHas HacTpoiika napameTpoB MO 3akiyYaeTcs B OTCYTCTBMM HEOBX04MMOro napa-
MeTpa, NPUCBOEHNN NapamMeTpy HenpaBubHbIX 3HAYEeHW, HaNYMM N36bITOYHOTO YMCa NapaMeTpPoB WU HeonpeaesneH-
HbIX napameTpos MO;

- HeOCTaTKun, CBA3aHHbIe C HEenosIHOTOM NnpoBepPKN BBOAUMbIX (BXO,D,HbIX) AaHHbIX.

NMpumeuaHue - HeaocTaToyHOCTb NPOBEPKM BBOAMMbIX (BXOLHbIX) AAHHbLIX 3aK/l04aeTcs B OTCYTCTBMU Npo-
BEPKM 3HAYEHUN, N36LITOUHOM KOJIMYECTBE 3HAYEHWIA, HEONPEAENEHHOCTU 3HAYEHNI BBOAUMbIX (BXOAHbIX) AAHHbIX;

- HeoCTaTKu, CBA3aHHbIE C BOSMOXXHOCTbIO NMpocnexXxnsaHna Nyt A40CTyna K Katasioram.

Mpumeuanue - MpocnexusBaHue Nyt JOCTyNa K KaTasoram 3ak/104aeTcsi B OTC/IEXMBAHUM NyTW JOCTyna K
katanory (no agpecHoii CTpoke/00CTaBHOMY UMEHW) W MOMyYEHWUU AOCTYNa K NpeablAyLyeMy/KOpHEBOMY MECTY XpaHeHwst
LaHHbIX:

- He4OoCTaTkn, CBA3aHHbIE C BOSMOXXHOCTbLIO nepexoaa no CCbl/ikam;

MpumeyaHune - lNMepexos No CCbl/IKaM CBA3aH C BO3MOXHOCTbIO BHEAPEHNA HapyLLIMTEsIeEM CCbINIKU Ha CTOPOH-
HWe pecypcbl, KOTOpPble MOTYT coaepxXaTtb Bpep'OHOCHbIVI Kog. Ans QJaVIHOBbIX cucTtemMm HepgoctaTkaMun ABMAKTCA CUMBOJIb-
Hbl€ CCbI/IKW M1 BO3MOXHOCTW NpocCaiexmnBaHnda no HAUM HaxoxXxneHuna pecypca, 40CTyn K KOTOPOMY OorpaHu4yeH;

- HeoCTaTKN, CBSA3aHHbIE C BO3MOXHOCTbIO BHeApeHuss komaHg, OC:

NMpumevyaHune - BHegpeHue komaHg OC 3aknoyaeTcsi B BO3MOXHOCTY BbINOSIHEHWS NO/b30BaTEIEM KOMaHA
onepawyyMoHHOl CUCTEMbI (HanpyuMep, NPOCMOTPA CTPYKTYPbl KaTanoros, KONMMPOBaHWeE, yaaneHue ¢ainos u apytue Ko-
MaHzbl).

- HeOCTaTKu, CBA3aHHbIE C MeXCanToBbIM CKPUNTUHTOM (BbII'IOI'IHeHI/IeM cu,eHaleeB).

NMpumeyaHune - MexcaliToBbIii CKpUNTUHT 06LIYHO pacnpocTpaHeH B BEG-PUIOXKEHUAX U NO3BONAET BHEAPSATH
Kof, B BEG-CTpaHULbl, KOTOPbIe MOryT NpoCcMaTpuBaTb HeNlerMTUMHbIE NONb3oBaTeNn. MNpuMepaMmu Takoro koAa ABMSOTCS
CKPUNTbI, BbIMOJTHAIOLLMECS HA CTOPOHE No/b30BaTeNs;

- HeOoCTaTK1, CBA3aHHble C BHEAPEHNEM NHTEPNPETUPYEMbIX ONEePaTopoB A3bIKOB NporpaMmmMmmnpoBaHus
nnn pasmMeTKu.

NMpumeyaHune - HepoctaTkv CBA3aAHbI C BHEAPEHWEM WHTEPMNPETUPYEMbIX ONEPATOPOB S13bIKOB NPOrpamMmmmpo-
BaHWsi (Hanpumep, onepawum BoiGopa, S06aBNEHNS, YAAIEHUS U APYTUE) UK Pa3METKN B UCXOAHbIN KOA BEG-NPUNOXEHNS;

- HeoCTaTku, CBA3aHHble C BHeEAPEHMEM NPOU3BOJIBHOIO Koaa.

NMpumeyaHune - Hepocratku cBsA3aHbl C BHELPEHWEM NPOU3BOMLHOMO KOAA M YacTu KoAa, KOTOpble MOTYT Npu-
BECTV K HapyLLEHWI0 npoLiecca BbINO/IHEHUA onepaLuii:

- HeOoCTaTku, CBA3aHHble C nepenosiHeHnem 6y¢)epa namMaTn.

MpumeuvaHune - lepenonHeHne 6ydepa BO3HMKaeT B cnydyae, korga MO ocywecTBaseT 3anncb AaHHbIX 3a
npegenamv BblgeneHHoro B namatu 6ydepa. MepenonHeHne 6ycepa 06bIYHO BO3HMKAET M3-3a HENPaBUbHOW paboTbl
C AAaHHbIMU, NOSIYYEHHBIMY M3BHE, U MaMSATbIO, MPU OTCYTCTBMM 3aLMTbl CO CTOPOHbI CpeAbl NPOrpaMMUpoBaHnsA 1 one-
paunoHHoli cuctemMbl. B pesynbtate nepenonHeHus Gydepa MoryT 6biTb MCNOPYEHbI AaHHbIE, PACMNONIOXKEHHbIE CNefoM
3a 6ychepom wnm nepeg HuMm. MepenonHeHue Gycdepa MOXET Bbi3blBaTb aBapuiiHOe 3aBeplieHne unm 3asucaHue MO.
OTAenbHble BUALI NepenosiHeHnii 6ydepa (HanpyMep, nepenosiHeHWe B CTEKOBOM Kajpe) No3BOMSAT HapyLIMTEN Bbl-
NOJTHUTb MPOM3BOJILHbINA KOA4 OT UMeHU MO 1 ¢ NnpaBaMy y4eTHOI 3anncu, oT KOTOPOI OHa BbINOHAETCSA:
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- HeoCTaTKW, CBA3aHHbIE C HEKOHTPONMPYEMON hOPMaTHON CTPOKOIA.

NMpumeuaHue - dopmatHas CTpoka B A3blkax C/C++ ABMASETCS CneyuanbHbIM apryMeHTOM (OYHKLUU C AUHa-
MWUUYECKM U3MEHSIEMbIM YAC/IOM NapamMeTpoB. Ee 3HaueHne B MOMEHT Bbi30Ba (YHKLUM onpesensieT hakTuuyeckoe Kosmye-
CTBO W TUMbI NapamMeTpoB IyHKLMW. OWNGKM hOPMaTHO CTPOKM MOTEHLMABHO NO3BOSAIOT HAPYLWIMTENIO JUHAMNYECKM
M3MEHSITb NYTb UCMOJIHEHMS NPOrPaMMbI, B Psife ClydYaes - BHEAPATb NPOM3BO/IbHbBIA Kog;

- He4OCTaTKn, CBA3aHHbI€ C BbIYNC/TEHNAMN.

MpumeyaHune - KHepgocTatkam, CBA3aHHbIM C BbIYMC/IEHUAMUN OTHOCATCA creaytoLine;

HEKOPPEKTHbI AnanasoH, korga MO ncnonb3yeT HEBEPHOE MaKCMasibHOe WU MUHUMaNbHOE 3Ha4YeHue, kKoTopoe
oTNIMYaeTCA OT BEPHOro Ha eAMHMLY B 60/bLUYI0 UM MEHbLUYI CTOPOHY;

owmbKa ymcna co 3HakoM, Korga HapyLimMTelb MOXeT BBECTU AaHHble, cofepxalime oTpulyaTesnibHoe Lenoe Yncno,
KOTOpble NporpaMma npeo6pasyeT B NONOXUTENbHOE HeLenoe Yicno;

ownbka yceuyeHuss ymcna, korga 4acTtb ymcna otcekaetcs (Hanpumep, BCneACcTBME SIBHOTO WM HESIBHOTO npeo6pa-
30BaHMA WM UHbIX NEPEXOA0B MeXAy Tunamu yucen);

ownbka nHAnKauuym nopsgka 6ainToB B umcnax, korga B NO cmewmnBaeTca nopsgok o6paboTkm 6uToB (Hanpumep,
06paTHbIli 1 NpsAMOli NOpsAA0K 6UTOB), YTO NPUBOAUT K HEBEPHOMY YMC/Y B COAEPXKMMOM, MMEIOLLEM KpUTUYECKOe 3Haue-
Hue 4N 6e3onacHocTy;

- HeoCTaTku, npmeoasuimne K yTeLIKe/paCKprTI/I}O VIH(*)OpMaU,VIVI orpaHn4yeHHOro goctyna.

NMpumMeyaHune - YTeuka MH(OpMaLUW - NPEfHAMEPEHHOE WN HEYMbILWIEHHOE pasrnalleHne nHgopmauum
orpaHu4eHHoro goctyna (Hanpumep, CywecTByeT yTeukn nHdopmauun npu reHepuposanun MO coobuieHns o6 ownbke,
KOTOPOE COAEPXWUT CBEAEHUS| OrpaHUYeHHOro AocTyna). HejoctaTku, NpUBOASLLME K YTEUKE/PacKpbITUIO MHGOpMaLum
OrpaHu4yeHHoro JocTyna, MoryT 6biTb 06pa3oBaHbl BCMeACTBUE HAMUYNA UHBIX OLWINGOK (HanpuMep, oWNGOK, CBSA3aHHbIX
C WCMONb30BaHMEM CKPUNTOBY);

- He4OCTaTKu, CBA3aHHble C ynpaB/ieHnemM noJIHoMoYnamMmun (yLIeTHbIMVI ,anHbIMM).

MpumeuaHue - KHegocTatkam, CBA3aHHbIM C yNpaBieHNeM NOSIHOMOUUAMY (YHETHLIMMW JaHHbIMU) OTHOCATCS,
Hanpumep, HapylleHue NOJIMTUKM PasrpaHMyYeHust 4OCTyna, OTCYTCTBME HEO6XOAMMbLIX POSieli Nosib30oBaTeneil, owmneKkn
NpU yAaneHun HEHYXHbIX YYETHbIX faHHbIX U Apyrue;

- HeOoCTaTKu, CBA3aHHbIe C ynpaB/ieHneM paspellieHnammn, npusunernamm n oocTynom.

NMpumeyvyaHune - KHepgoctaTkam, CBA3aHHbIM C YNpaB/ieHNeM paspelleHnsaMun, NpUBNAErUAMIU U JOCTYNOM OT-
HOCATCS. Hanpumep, NpeBblleHe NPUBKUNEMUIA U NONHOMOYMI, HEOGOCHOBAHHOMY Ha/IMUYUIO cynepnonb3oBaTteneli B cu-
cTeme. HapyLleHue NONNTUKN pasrpaHnyeHus goctyna v apyrve;

- HeloCcTaTku, CBA3aHHbIE C ayTeHTUdmKauuei.

NMpumeuyaHune - KHepgoctaTkam, CBSI3aHHbIM C ayTEHTU(UKALMENH OTHOCATCS; BO3MOXHOCTb 06X0Aa ayTEHTU-
thukaumn. oWNGKM NOTUKM NpoLiecca ayTeHTUdMKaLUmM, OTCYTCTBIE 3anpeTa MHOXECTBEHHbIX HeyauHblX NOMbITOK ayTeH-
TUdMKALMKM, OTCYTCTBME TPEGOBAHUS ayTEHTUUKALUN AN BbINOMHEHNS KPUTUUHBIX (DYHKLWIA;

- HeflocTaTku, CBAI3aHHbIE C KpunTorpauyeckmy npeo6pa3oBaHUsaMuU (HELOCTATKN WNPOBAHUS).

MpumeuaHue - KHegocTaTkam, CBS3aHHbIM C KpUNTOrpaduyeckumy npeobpasoBaHnsiMn OTHOCSATCSA OLUNGKM
XpaHeHWsi UHhOpMaLMK B He3alWNgPOBaHHOM BUAe, OWMGKM NPU YNpaB/ieHU KTlo4YaMm, UCNoib30BaHNe HecepTuduLm-
POBaHHbIX CPEACTB KPUNTOrpadUUECcKoii 3alnTbl MHGOpMaLUK;

- HeJOoCTaTKu, CBA3aHHbIe C I'IO,CI,MeHOVI MeXCanToBbIX 3anpocos.

MpumevyaHune - lNoameHa mexcaiiToBoro 3anpoca 3ak/4aeTcda B TOM. YTO Ucnosibayemoe MO He ocyuiecT-
BNAET UK HE MOXET OCYLLEeCTBUTb NMPOBEPKY NPaBU/IbHOCTU (ZbOpMVIpOBaHVIFI 3anpoca:

- HeoCTaTku, npmeoasuUImne K «COCTOAHUKO TOHKN».

NMpumeyaHune - «COCTOSIHUE FOHKU» - OLIMGKA NPOEKTUPOBAHWUA MHOFOMOTOYHOWM CUCTEMbBI WU MPUNOXEHNS,
npn KOTOPOW (DYHKLMOHNPOBaHME CUCTEMbI UM NPUOXKEHNSA 3aBUCUT OT NOPAAKA BbINONHEHUS YacTh kofda. «CocTosHue
FOHKM» IBNSIeTCA cneuudunyeckoli olnMGKoi, NpoaBsoLWwencs B cnyyaliHbie MOMEHTbl BPEMEHMN:

- HeoCTaTKW, CBAA3AHHbIE C yNpaB/ieHNeM pecypcamu.

MpumeuaHue - K Hegocratkam ynpaBfieHWsi pecypcamy OTHOCSITCS: HEAO0CTaTOYHOCTb Mep O0CBO6OXAEeHMUs
Bbl€/IEHHbIX YUYACTKOB NamsTV MOC/IE MUCMO/Ib30BAHUS, YTO MPUBOAUT K COKPALLEHMIO CBOGOAHbLIX 06/1acTell naMsTi, oT-
CYTCTBME OUYMCTKM pecypca M NpoLecCcoB OT CBEAEHWI OrpaHuyYeHHoro AocTyna nepej noBTOPHLIM UCMO/b30BaHUEM W
apyrue:
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- UHbl€ TUNbl HEJOCTaTKOB.

MpumeyaHune - o pe3ynbratam BbIAB/IEHUSA yHSBMMOCTeVI VIHq)OpMaU,VIOHHbIX cucTem nepevyeHb TMNOB HeAo-
CTaTKOB MOXeT AO0NO/THATbCA.

5.3 YassumocTtu VIC no mecTy BO3HUKHOBeHUS (MPOABAEHNA) Nnogpa3faensoTcsa Ha cneayoume:
- YyA3BMUMOCTMK B o6 ecncteMHom (o6Liem) nporpaMMHOM ob6ecnevyeHunn.

MpumevaHune - KyasBumocTaAM B obujecucteMHom (o6LieM) nporpaMMHOM obecneyeHnn OTHOCATCS YSA3BU-
MOCTMW OnepaLMoHHbIX CUCTEM (YS3BUMOCTU halifioBbiX CUCTEM, YA3BUMOCTY PEXUMOB 3arpy3ku, ya3BUMOCTU, CBSI3aHHbIE
C Hannuvem cpepicTs pas3paboTku u oTnagku NporpaMmMHoro obecrneyveHusl, ya3BUMOCTW MeXaHW3MOB yrnpas/ieHus npo-
Lueccamu n gpyrue), yssBUMOCTU CUCTEM ynpaBfieHns 6a3amu faHHbIX (YSA3BUMOCTU CEPBEPHOI U KNWEHTCKOW uvacTtei
cucTeMbl ynpasieHns 6asamu faHHbIX, yI3BUMOCTU CReLnanbHOr0 WUHCTPYMEHTapus, ysa3BUMOCTU UCMOMHAEMbIX 06b-
eKTOB 6a3 faHHbIX (XpaHuMble npoueaypbl, TPUIrepbl) U Apyrue), ya3BUMOCTM UHbIX TUNOB 06LiecucTeMHoro (o6uero)
nporpamMMHOro obecneveHus;

- YA3BMMOCTU B NpUKAagHOM nporpammMHoOM obecneyeHuu.

MpumeuaHue - Kysa3sBAMOCTAM B NPUKIALAHOM NPOrpaMMHOM 06€CMEeUEHN OTHOCATCS YA3BUMOCTU ODUCHbBIX
nakeToB MPOrPamMm 1 MUHbLIX TUMOB NPUKIAAHOTO NPOrPAMMHOr0 o6ecneyeHus (Hanmune cpeacTB pa3pa6oTku MOGUILHOTO
KOfa, HeAOCTaTKN MEXaHU3MOB KOHTPOJIS UCMOJIHEHUSI MOGU/IBHOTO KOAA, OLMGKA NMPOrPaMMUPOBAHNS, HAIMUnE (OyHK-
LIMOHAIbHbIX BO3MOXHOCTE, CNOCO6HbIX 0Ka3aTb BAUSHWE Ha CPeACTBa 3aluThl MH(OPMALMK 1 Apyrue ya3BUMOCTH);

- yA3BUMOCTU B CMeLManbHOM NPOrpaMMHOM o6ecneyeHuu.

MpumevyaHne - K ya3sBMMOCTAM B chneyuanbHOM NporpamMMHOM o6ecneyeHun OTHOCATCA YS3BMMOCTW Mpo-
rpaMMHOro o6ecneyeHus, paspaboTaHHOro AN pelleHuns cneunuuecknx 3asady KOHKpeTHol MH(OPMALMOHHON CUCTEMBI
(oWwmnbkn NporpammmnpoBaHuns, Hanmume yHKLNOHAbHbIX BO3MOXHOCTEN, CNOCO6HbIX OKasaTb BAUSHWE Ha CpeAcTBa 3a-
WMTbl UHpOpMaLIMKN, HeAoCTaTKN MexaHW3MOB pasrpaHuyeHns gocTyna k o6bekTam cneymasnbHOro nporpaMMHoro o6e-
crnevyeHns u gpyrue yasBumocTh);

- YA3BMMOCTU B TEXHUYECKUX cpeacTBax.

NMpumeyaHune - K ya3BUMOCTAM B TEXHUYECKUX CPEACTBAX OTHOCSATCS YS3BMMOCTM NPOrpamMHOro obecne-
YeHUs1 TeXHWYEecKnx cpeacTB (YS3BUMOCTVM MUKPOMPOrpaMm B MOCTOSHHbIX 3anoMUHalLWMX YCTpoCTBax, ysA3BUMOCTU
MUKPONPOrpamMm B NPOrpamMMuUpPyeMbIX JIOTMUYECKUX MHTErpasibHbIX CXEMaXx, ysi3BUMOCTY 6a30BOI CUCTEMbI BBOAA-BbIBOAA,
YA3BUMOCTW NPOrPamMMHOro o6ecneyeHns KOHTPOINEPOB YNpaBAeHNs, UHTepdencoB ynpaBneHns n apyrue ysssumocTu),
MHbIE YA3BUMOCTN TEXHUYECKUX CPEACTB;

- YA3BMMOCTM B NOPTATUBHbIX TEXHNYECKUX CcpeacTBax.

NMpumeyaHune - K yAa3sBUMOCTAM B NOPTATUBHbLIX TEXHUYECKUX CPEACTB OTHOCATCSA YA3BUMOCTU OnepalyoH-
HbIX CUCTEM MOGW/BHLIX (MOPTATVBHbLIX) YCTPONCTB, YSI3BUMOCTU NPUIOXKEHWU AN1A MOSYyYEHUS C MOBWUIbHO yCTpoiicTBa
poctyna k VHTepHeT-cepsucam, ysa3BUMOCTW WHTepdelicoB 6ecnpoBOfHOr0 A0CTyna, WHble YS3BMMOCTU MOPTATUBHbLIX
TeXHWYECKNX CPeACTB;

- YySI3BUMOCTMN B CETEBOM (KOMMYHUKALWOHHOM, TE€IEKOMMYHUKALUOHHOM) 060PyA0BaAHUN.

NMpumeyaHue - Kys3BUMOCTSIM BCETEBOM (KOMMYHUKALMOHHOM, TEJIEKOMMYHUKALMOHHOM) 060pyA0BaHUN OT-
HOCATCA YS3BMMOCTU MapLUpyTU3aTOPOB, KOMMYTATOPOB, KOHLLEHTPATOPOB, My/IbTUN/IEKCOPOB, MOCTOB U TeNEKOMMYHUKA-
LIMOHHOTO 060PYA0BAHMSA UHBIX TUMNOB (YS3BMMOCTM NPOTOKO/IOB U CETEBbIX CEPBUCOB, YSI3BUMOCTW CPEACTB 1 NPOTOKO/I0B
ynpas/ieHus TeNeKoOMMYHUKaLMOHHbIM 060pyA0BaHNEM, HEAOCTATKN MEXaHU3MOB YNpaB/ieHUs NoTokaMu nHdopmauum,
HefocTaTkn MexaHW3MOB pasrpaHWyeHns JocTyna K yHKUMSIM ynpaBaeHnst TeNEKOMMYHUKALWOHHBIM 060pYyL0BaHNEM,
Apyrve ysi3BuMoCTH);

- yA3BUMOCTU B CPEACTBAX 3alWuTbl MHGOPMaL UK.

MpumevyaHne - K ya3sBMMOCTAM B CpeAcTBax 3aluTbl MHpOpMaLMUN OTHOCATCA YSI3BUMOCTU B CpeacTBax
ynpasfieHns JOCTYnom, cpefcTeax naeHTudukaunm n aytTeHTudukaymm, cpeacTeax KOHTPONA LEenocTHOCTU, CpefcTBax
[lOBEPEHHO 3arpys3ku, cpeAcTBax aHTUBMPYCHOW 3aluThbl, CMCTEMax 06HaPYXXeHUS BTOPXEHWUIA, CpecTBax MeXCeTeBoro
3KpaHMpOBaHWA, CPeAcTBax ynpasneHus notokamn nHdopmauun, cpefcTsax orpaHuyeHns nporpamMmMHoi cpefbl, cpes-
CcTBax CTMpaHus nHopmaLun 1 KOHTPONS yaaneHns nHpopmannmn, cpeacTeax 3alunTbl KaHaN0B Nepegadn nHchopmauum,
YA3BUMOCTYW B WHbIX CPeACTBax 3alnTbl HopMaunm (OWNBKN NporpaMMMpoBaHns, HeJ0CTaTKN, CBA3aHHbIE BO3MOXHO-
CTbio 06x0/4a, OTKNIOYEHUA, NPeoaonieHns PYHKLNU 6e3onacHocTu, Apyrne yssBuMocTh).
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