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Mpepncnosue

1 PA3SPABOTAH 3AO0 «WHTerpa-C» c yuyactuem 3AO «Bonracneupemctpoii», OO0 «WUHTerpa-T».
000 «MHTEIMPA-M». ®r'yn «HWL, oxpasa» MB/[, P®

2 BHECEH TexHuyeckuMm komuteToM Mo ctaHgapTtusauuu TK 22 «HpopmaunoHHble TeXHOMIorMmn» no
cornacoBaHuio ¢ TK 71 «[IpaxgaHckas 060poHa, npeaynpexaeHve n NMKengaumsa YypessblyaliHbiX CUTyaumins.
TK 234 «CuCTeMbl OXpaHHOW CUTHaNM3aLMmn U NPOTUBOKPUMUHABLHON 3aLUNTbI»

3 YTBEPX/IEH /N BBEJIEH B IEVICTBUE [Mpukazom ®efepanbHOr0O areHTCTBa N0 TeXHUYECKOMY pe-
ryiMpoBaHuio u MeTposiorun ot 26 dpespans 2016 r. Ne 81-cT

4 BBEJEH BIEPBbIE

MpaBuna npMMeHeHUs HacTosLWero craHgapTa ycTaHosnewbsl B FOCT P 1.0—2012 (pa3gen 8).
WNHdopmauyma 06 n3/nBHEHNAX K HACTOALEMY CTaHAap Ty NybimkyeTCsA B eXerofHoM (Mo COCTOAHUI0 Ha
1 aHBapsa TekyLiero roga) UHOPMaLMOHHOM yka3aTene «HalnoHanbHble cTaHfapThi», a 0UUNabHbINA
TEeKCT MW3MeHeHWi W NonpaBoOK — B E€XEeMeCsYHOM WH(OpPMaLMOHHOM YkasaTene kHauvoHanbHble
cTaHgapTbi». Bcnyyae nepecmoTpa (3aMeHbl) UM 0T MEHbI HACT OALLLEro cCTaHgapTa cooTBeTCTBYyLee
yBegomneHve 6ygeT ony6/1nMKoBaB B 6amkalillem BbiMycke eXemMeCAYHOro MHHOpPMaLMoOHHOIO0 ykasaTens
«HaupoHanbHble cTaHgapThi». CoOOTBETCTBYOLWasa UHhopMaL s, ysefJloM/IeHNe U TeKCT bipasmeLlanTcs
Takxe B MHOpPMaLMOHHON cucTeme 06Liero nonb3oBaHuss — Ha oduumanbHOM caiTe degepanbHOro
areHTCcTBa N0 TEeXHNYECKOMY PerynpoBaHunio 1 MeTponorum B ceTu MIHTepHeT (www.gost.ru)
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BeepgeHune

CtaHaapT paspaboTaH C Lenblo paclvpeHus rpynnbl HaLMOHaNbHbIX CTAHAAPTOB MO HOpMasM3aLuumn
TpeboBaHWii NPy CO34aHUN UHTErPUPOBAHHBLIX MHTENIEKTYasIbHbIX CUCTEM MOHWUTOPUHIA N o6ecneyeHns 6es-
onacHocTu npeanpusatuii (ganee MMCMUOBI). ux pacnpefeneHHbix 06bLEKTOB U TeppuTopwuii, hopmanu-
3auun obwunx TpebosaHuii K npoekTupoBaHuio MMCMuOBI 1 ocHalleHuio NpeanpuaTuii cpefcTBamm WH-
hopMaLMOHHO-KOMMYHVKAUMOHHbIX TexHonoruin (ganee — WKT) obuwero HasHauyeHus, ob60pygoBaHNEM 1
nporpaMMHbIMU CpeAcTBaMu ANS peleHnsa NPUKIagHbiX 3ajay OLEeHKN COCTOSHUA LLeIoCTHOCTM 1 6e3onac-
HOCTN 06BEKTOB, NPOLLECCOB U PecypcoB NPeanpusaTHli, opraHu3auun B3avMoAencTBms Cnyx6 BoccTaHOB/e-
HMA LeNOCTHOCTY U IMKBUAALUN NOCNeACTBUI aBapuiiHbIX N KPUTUYECKUX CcUTyaLuii Ha o6bekTax npegnpu-
ATUIA Y CMEXHbIX TEPPUTOPUAX C YHETOM APYrUX MHOPMALMOHHbIX UCTOYHMKOB, OTPaKatoLMX COBPEMEHHbIE
Hanpas/eHnsl pasBuTMA cucTemM 6e30NacHOCTU NPOMbILWIEHHBIX U COLManbHbIX 06bEKTOB, pacluMpeHns 06-
NacTv NPUMEHEHUS, a TakkKe NpuBeeHNs B COOTBETCTBME C AeiCTByoLLeli HopMaTUBHON 6a30ii. MpumeHeHve
CTaHAapTa B3aMMOCBS3aHO CO CTaHAapTamu:

FOCT P 22.1.01—95 «Bbe3onacHoCTb B Ype3BblYaiiHbiX CUTyaunsix. MOHUTOPUHT 1 NPOrHO3NPOBaHUE.
OCHOBHbIE MOMOXEHUA»;

FOCT P 22.1.12—2005. «CTpyKTypupoBaHHas CuCTeMa MOHUTOPUHIA U YpaBieHUa NHXEHEePHbIMU CU-
cTemMamu 34aHuii u coopyxeHuii. Obue TpeboBaHUSA»;

FOCT P 22.1.31—2013 «be3onacHOCTb B YUpe3BblyaiiHbIX cuTyauusx. CTpykTyprpoBaHHas cuctema mo-
HUTOPWHIA U YNPaB/EHUS MHXEHEPHbIMW CUCTEMaMM 34,aHNiA U COOPYXEHUI TpeboBaHUS K NOPSAAKY CO3aaHUs
1 aKcnnyaTauum»;

FOCT P 34.10—2012«WHchopmanmoHnas TexHonornsa. Kpuntorpaduueckas sawmrta uHdgopmauuu.
Mpouecchl (hopMMpoBaHNSA M MPOBEPKU 3NEKTPOHHON LMKPOBOI noanuncu»;

FOCT P 12.1.019—2009 «Cwuctema ctaH4apToB 6e3onacHoCTM Tpyga. dnektpobesonacHocTb. Obuyme
TpeboBaHUs 1 HOMEHKNaTypa BUAOB 3allUTbI», a Takke C MeXAyHapoAHbIMU 1 HaLMOHabHbIMK CTaHAapTa-
MW Mo BOMpocam MH(OPMaLMOHHOM 6e30nacHoCTy.

Ha pbiHke peanuzauun UKT — pewwennii B MUCMnOBI Poccun yyacTHUKK co3gatoT iokanbHele NACBK.
KOTOpble M3-3a B3aWMHbIX Pa3HOrIacuii 1 Hecorn1acoBaHHOCTU B MPUHLMNAX CBOEr0 NOCTPOEHUS HEBO3MOX-
HO 06bEeAUHUTL C LieNbl0 CO34aHNsA eAMHON cucTeMbl 6e30NacHOCTM 06BLEKTOB M TeppuTopuii rocyfapcTaa.
depepanbHbIi 3akoH 0T 9 dpeBpans 2007 r. Ne 16-®3 «O TpaHCnopTHOW 6e3onacHocTu», ctaTbs 11 MHdop-
MauVoHHOe obecneyeHne B 06/1aCTW TPaHCNOPTHOW 6e30MacHOCTM, a Takke pacrnopskeHue lMNpasutenscTea
P® ot 17 pekabpa 2010 r. Ne 2299-p «O nnaHe nepexoaa hefepasbHbIX OpraHoB UCMNOMHUTENbHON BNa-
CTU 1 hefepanbHbIX GIOMKETHbIX YUPEeXAEHNI Ha NCNONb30BaHWe CBOGOAHOrO MPOrpaMMHOro obecneyeHus
(2011—2015 rogbl)» noaTBEPXAAT hakT HE06XOAMMOCTM CO34aHUsA Takoli MHAOPMaLVOHHO-TEXHNYECKOW
cUcCTeMbl, KOTopas 06ocneyunT KOMNEKCHYHO 3aluTy )uTened Poccumn n rocyapCTBEHHO BaXHbIX 06EKTOB
N TEPPUTOPUIA.

[na obecneyeHns 6e30NacHOCTV MOAEN, OPUANYECKUX NULL. UX UMYyLLecTBa A0CTYn K MHhopmaumm
1 eB nepefava B efjMHOl cucTeme 6e30nNacHOCTM rocygapctsa NocpefcTBOM UCMO/b30BAHUA 3/1EKTPOHHON
nognmcy, nossonseT paboTHUKaM MPaBOOXPaHWUTEsbHbIX OPraHoB W APYTMM YNO/THOMOYEHHbIM KOMMNETeHT-
HbIM /MLLaM MCMNOMb30BaTb B CBOEN paboTe 3alMlieHHY0 Hadexalimm obpasoM 6asy naeHTuduuposaH-
HbIX JaHHbIX CUCTeMbl 6e30MacHOCTN BHE 3aBUCMMOCTU OT TOro, 060pyAoBaHNe Kakoro Npou3BOAUTENA U Ybe
nporpamMMHoe obecneyeHne WCNosnb3yeTca B KayecTBe CTPYKTYPHbIX 3/IEMEHTOB B cucteme 6e3onacHocty,
KTO ee NMpoeKT!poBasl, NPOM3BOANST MOHTaX U HACTPOViKY. B CBA3N C 3TUM BO3HWK/IA OCTpas HEO6XOANMOCTb B
CO3[jaHnn cTaHfapToB, 06ycnaBnMBaLWMUX eANHCTBO Tpe60BaHWI, KOTOPbIe A0/MKHbI NPeAbABNATLCS K BHOBb
NPOEKTUPYEMbIM WM NOANEXALUM PEKOHCTPYKLMN UHTErPUPOBAHHLIM UHTENNEKTyaslbHbIM cucTemam 6es-
onacHocTH.
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HALULWOHANTBbBHBIN CTAHOLAPT POCCUMNCKOW SGEJLEPALUNMN

MH®POPMALNMOHHBLIE TEXHONOINMM CNCTEMbI BESOMNMACHOCTW KOMITJIEKCHbIE
N MHTETPNPOBAHHbIE

Tunosble TPEGOBAHUS K apPXUTEKTYPE U TEXHONOTUAM UHTENNEKTyalbHbIX CUCTEM MOHUTOPUHIA
ans obecnevyeHna 6e3onacHoOCTV NpeanpuATUIA U TeppuTopuii

Information technologies. Comprehensive and integrated security systems. Standart requirements for the architecture,
hardware and software intelligent monitoring systems to ensure the safety of enterprises and territories

fata eBefeHns — 2017—01—01

1 O6nactb NpUMeEHEHUA

HacTosilwumii cTaHAapT onpeaesnisieT HasHayeHe U ycTaHaBMBaeT 0bLue TexHuyeckne TpeboBaHuUs K
apXnTeKType, COCTaBy KOMMOHEHTOB U (PYHKLMAM UHTErPUPOBAHHbIX MHTE//IEKTYasIbHbIX CUCTEM MOHUTOPUH-
ra n obecneyeHns 6e3onacHoOCTV pacnpefesieHHbIX 06bEeKTOB NPeAnpuUATUA 1 TeppuTopuii cTpaTernyeckmnx
1 coumanbHO-3HaYMMbIX 06 LEKTOB B pernoHax Poccuiickoii ®egepauvun. OnpegensieT obuwne TpeboBaHms K
NPOEKTUPOBAHUIO faHHbIX CUCTEM W OCHALLEHWI0 NpeanpusaTuii cpefctBamn MHPOPMaLNOHHO-KOMMYHKa-
LIMOHHBIX TEXHONOINI 06LLEero HasHavyeHusi, 060pyAoBaHNeM 1 NPOrPamMMHbIM CPeACcTBam A5 PeLueHns npu-
KNnafaHbIX 3afay OUEHKN COCTOSHWSA LLe/IOCTHOCTU 1 6e3onacHOCTM 06BEKTOB, MPOLECCOB M PECYPCOB npef-
NpUATWIA, opraHn3auuy B3aMMOoAenCcTBna cnyx6 BOCCTAHOBAEHWA LeNOCTHOCTU U NMKBUAaLUM nocneacTBuii
aBapUMHbIX U KPUTUYECKUX CUTYaUMl Ha 06 beKTax nNpegnpusaTuii 1 CMeXHbIX TEPPUTOPUSX.

MonoxeHus HacToALLEero cTaHgapTa pacnpocTpaHAaTCa Ha cnefyloLline 06beKTbl CTaHgapTusanum:

03.220.20 [JopOXHbliA TpaHCNOPT;

03.220.30 PenbcoBblil TpaHcnopT

03.220.40 BogHblli TpaHcnopT

03.220.50 Bo3ayLuHbIi TpaHcnopT

03.220.99 Buabl TpaHcnopTta npouve

13.020.30 OueHKa BO3ENCTBUSI Ha OKpPYXatoLLyt cpeay;

13.200 Bopbba ¢ HecHacTHbIMKU CydYasiMn U KatacTpodamu;

13.220.01 3awmTta OT NOXapos:

13.280 3awmTta OT pagmaunoHHOro U3nyvyeHus;

13.310 3awuTa oT NpecTynyeHuii;

13.320 CncTembl aBapuiiHOW CUrHaNn3aLum 1 ONOBELLEHUS;

33.020 TenekoMMyHMKaLMK B LIENOM;

33.040 TenekoMMyHUKaLWOHHbIE CUCTEMBI,

33.050 TenekoMMmyHMKaLMOHHAA OKOHEYHas annapatypa:

33.060.30 PaguopeneiiHble 1 cTauMoHapHble CMYTHUKOBbIE CUCTEMbI CBA3W;

33.070 MoaBwxHbIe CryXObl.

33.080 LindpoBas ceTb cBA3M € nHTerpauvein cnyx6 (ISDN);

33.200 TenemexaHuka. TenemeTpus;

35.020 ViHdhopMaLoHHble TexHonorum (AT) B Lenowm;

35.040 Habopbl 3HaKOB ¥ KOAWPOBaHUE NHAOpPMaLUK;

35.080 MporpammHoe obecneyveHue:

35.100. B3aMMOCBS3b OTKPbITbIX CUCTEM;

35.110 OpraHusauuns ceTtu:

M3paHune oduymansHoe
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35.140 KomnbloTepHas rpaduka,;

35.160 MukponpoL,eccopHble CUCTEMbI;

35.180 MHhopmaLMOHHO-TEXHOIOTYECKe TeEpMUHASLI U Apyrie nepudyepuiiiblie YCTPOWCTBa;

35.200. NHTepchelickbl 1 MeXCOeANHUTE bHbIE YCTPOWCTBA;

35.220.01 3anomwuHawoLMe YyCTPOICTBa;

35.240 MpumeHeHne MHHOOPMALMOHHbIX TEXHONOINIA;

47 Cy[oCTpOEHUEe 1 MOPCKNE COOPYXEHUS,;

49.140 KocMunyeckue cucTembl 1 onepauuu,

93.080.30 [opoxHoe 060pyfoBaHMe U yCTaHOBKM.

93.100 CoopyxxeHue xenesHbix 4opor;

93.120 CoopyXeHue a3ponopTos;

93.160 CoopyxXeHue rmapoTexXHNYeCcKnX 06bEKTOB;

95.020 BoeHHas TexHuKa. BoeHHble Bonpockl. BoopyxeHue

TpeboBaHNA HacToOsLLEro cTaHfapTa npefHasHayeHbl ANA UCMONb30BaHUA efepasbHbIMU U perno-
Ha/lbHbIMW OpraHamu MCMoIHUTENbHON BlacT cybbekToB Poccuiickoli degepaumn 1 MeCcTHOro camoynpas-
NIeHNA. Hay4yHO-UccneaoBaTelbCKUMMN, NPOEKTHbIMU, CTPOUTESTbHLIMA U MOHTaXHBIMU OpraHu3aunsamMm, ocy-
L EeCTBAAIWMUMY NPOEKTUPOBAHNE, CTPOUTENLCTBO, MOHTAaX, 3KCMyaTauuio, TEXHUYECKOe 06CnyxusaHue
n conposoxgeHune cpeacts MMCMUOBIT Ha o06bekTax WHXEeHEepHOW, TPaHCNOPTHOW 1 counanbHol nHdpa-
CTPYKTYpbl NPeANpUSATA 1 PETMOHOB, TakUX Kak;

- HauMoHaJslbHblEe 3/1EKTpOCETH,;

MarucTpasnbHble JIMHUW CBA3W;

06beKTbI TenepaavoBeLLaHns:

- onacHble NPon3BOACTBEHHbIE OOBLEKTDI;

- MarucTpasibHble Xene3Ho40POoXHbIe CeTu:

- mMarucTpasbHble Tpy60npoBoabl;

- He(TerasonepepabarbiBaloLme NPon3BOACTBA,;

- 3HeproreHepupytoLme o6beKTbl MOLHOCTbI0 6051ee 50 MBT;

- HauMoHasbHble NMOYTOBbIE CETYH;

MeXxayHapoaHble asponopThbl;

MOPCKUE MOPThbl MEXAYHAPOAHOIO 3HAYEHUS;

aspoHaBUralMoHHble CUCTEMbI YNpaBAeHNs BO3AYLIHbIM ABVKEHNEM;

CUCTeMbl 1 YCTPOICTBA, perynunpyoLme n rapaHTupytoLime 6e3o0nacHoCTb CyJ0X0ACTBA:

06bEKTbI aTOMHOW 3HEepreTuku;

06bEKTBI KOCMUYECKOI OTpac/u:

BO/J0X035CTBEHHbIE COOPYXEHUS;

aBTOMOGU/IbHbIE AOPOrK dhefepasibHOro 3HaYeHNsA 1 Ap.. a Takke Npu opraHusauuy n NaaHupoBaHnm
MeponpuaTA NO NPUBMEYEHNIO CUN U CPEACTB ANS NpefynpexaeHns n NUKBngaumm aBapuiiHbIX 1 YpesBbl-
YaiHbIX CUTyaLuWii B permoHax pas/iMyHoro xapaxkrepa.

OTaenbHble MOMOXEHUs cTaHfapTa cfefyeT WCMo/b30BaTb OpraHam TeXHUYECKOro perynmpoBaHus u
akKpeAuTOBaHHbIMY B YCTAHOB/IEHHOM MOpsiKe opraHusauusam (NpeanpusaTrsam), OCyLLECTBASIOLWUM OLEeHKY
n cepTupnkaLmio obopyfoBaHNs 1 NPOrpamMmmHbIX CPeACTB Ha COOTBETCTBME HALMOHANBbHBIM Y MeXayHapos-
HbIM CTaHJapTam.

Ha ocHOBe NonoxeHuit HacTosILLEro cTaHAapTa cneayeT paspabaTbiBaTtb, pervoHasibHblie U oTpacsieBble
HOpMAaTUBHbIE AOKYMEHTbI 1 npodunam cpencts MNMCMuOBI, yunTbiBaloLwme permoHasibHble 0CO6eHHOCTH U
oTpacsneBylo cneynuky 06beKTOB, NPOLLECCOB N PECYPCOB NpenpuAaTUi.

2 HopmaTuvBHbIE CCbIJIKN

B HacToAwem ctaHJapTe UCNosb30BaHbl HOPMATUBHbIE CCbISIKU Ha CRneaylowwmne JOKYMEHTbI:

FOCT 27.002—89 HagexHoCTb B TexHuKke. OCHOBHbIE MOHATUA. TEPMUHLI U onpegesieHns

[OCT 34.003—90 VHthopMaLMoHHas TexHoornsa. Komnaekc ctaHgapToB Ha aBTOMAaTU3MPOBaHHbIE CU-
CcTeMbl. ABTOMaTU3MpOBaHHbIE CUCTEMbI. TEPMUHBI U OnpeaeneHuns

FOCT 34.601—90 NHpopmaunoHHaa TexHonorusa. Komnaekec ctaH4apToB Ha aBTOMaTU3npoBaHHble cu-
cTeMbl. ABTOMaTU3MpOBaHHbIe cucTeMbl. CTagumn co3faHns

FOCT 34.602—9 NHopmaLmoHHaa TexHonorns. Komnaekc ctaHgapToB Ha aBTOMaTU3NPOBaHHbIE CU-
CTeMbl. ABTOMATU3NPOBaHHbIE CUCTEMBI. TEXHUYECKOE 3afiaHne Ha co3faHne aBToMaTU3MpPOBaHHbIE CUCTEMbI
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FOCT 34.603—92 VHopMaLoHHast TeXHoMorns. Buabl UCMbITaHUiA aBTOMAaTU3UPOBaHHbLIX CUCTEM

FOCT 28147—89 CucTtembl 06paboTkn MHhopMaummn. 3awmTta kpuntorpaduyeckas. AropuTM KpunTo-
rpaduyeckoro npeobpasoBaHus

FOCT P 1.0—2012 CraHgapTu3auus B Poccuiickoit ®epepaummn. OCHOBHbIE MOIOXEHNSA

FOCT P 22.1.01—95 Be3onacHOCTb B 4Ype3BblyaliHbiX CUTyauusix. MOHUTOPUHT 1 NMPOrHO3MPOBaHUE.
OCHOBHbIE MONOXEHUsA

FOCT P 34.10—2012 VHdopmaLmoHHasa TexHonorusa. Kpuntorpaduyeckas sawmra nidopmauum. Mpo-
Leccbl hOpMUPOBAHUSA 1 MPOBEPKUN 3NEKTPOHHON LMPOBOIA noanuncu

FOCT P 34.11—2012 WHcopmaunoHHas TexHonorusa. Kpuntorpaduyeckas 3awmrta UHGOpMauuu.
PYHKLMSA X3LIMPOBaHUSA

FOCT P 50739—95 CpeacTBa BblYUCAUTENbHOM TEXHUKW. 3alimMTa OT HeCaHKLMOHMPOBAaHHOIO A0CTyna
K nHdhopmauun. Obume TexHuyeckne TpeboBaHms

FOCT P 50922—2006 3awuTta nHopmaumm. OCHOBHblE TEPMUHBI U ONpefeneHuns.

FOCT P 51275—2006 3awuTa nHcpopmaunm. O6beKTbl MHhopMaTusauumn. ®akTopsl, BO3AeNCTByOLWMNE
Ha nHdopmauno. Obuime NonoxeHns

FOCT P 52438—2005 leorpadunyeckne MHPOpMaLOHHbIE CUCTEMbI. TEPMUHBI U OnNpegenexHns

FOCT P 55062—2012 VHgopMaLMoHHble TeXHOorMU. CUCTEMbI MPOMbILLMIEHHOW aBTOMATM3aLMN U NX
nHTerpauus. NHteponepabenbHOCTb. OCHOBHbIE NOMOXEHUS

FOCT P MICO/M3K 12207—2010 VHdopMmaumnoHHas TexHonorns. CucteMHas n nporpaMMHas MHXeHe-
pus. Tpouecchl XU3HEHHOTO LKA NPOrpaMMHbIX CPefCcTB

FOCT P MCO/M3K 15288—2005 NHpopmaunoHHas TexHonorms. CuctemHas uHxeHepus. lMNpoueccol
XW3HEHHOrO LMKna cuctem

FOCT P NCO/M3K 15408-1—2012 ViHthopmMaumnoHHasa TexHonorus. Metoapl U cpefctea obecneyveHns
6e3onacHocTn. KpuTepumn oueHkn 6e30nacHOCTU MHGOPMaLMOHHbIX TexHonornini. Yacte 1. BeegeHne u 06-
waa mogenb

FOCT P NCO 15704—2008 MNpoMblILL/IeHHbIE aBTOMATU3NPOBaHHbIe cucTemMbl. TpeboBaHuA K cTaHgapT-
HbIM apxuTekTypam v MeTofosIoTvaAM NpeanpuaTus

FOCT P MCO/M3K 29361—2012 NHdopmaLmoHHasa TexHonorus. NHteponepabenbHOCTb CETEBBIX YC-
nyr. basoselii npochuns WS-1. Bepcusi 1.1

NMpumeyaHue — MNpu NONL30BAHUM HACTOSALLUM CTAHAAPTOM Lie1IeCO06Pa3HO NPOBEPUTL JEWCTBUE CChITOYHbIX
CTaHAapTOB B MH(OPMALMOHHOI cucTeMe 06LLero Nob3oBaHUs —Ha odmLumansHOM caiite ®efepasnbHOro areHTCTBa no
TEXHUYECKOMY PEry/IMPOBAHMI0 N METPOIOTUN B CETU VIHTEPHET WU/ NO €XErofHOMY MHGOPMaLMOHHOMY yKkasaTesnto «Ha-
LMOHaNbHble CTaH4apTbI*, KOTOPbI ONYy6MKOBAH N0 COCTOSIHWIO HA 1 SIHBaps TeKyLiero roga, U no BbiMyckam exemMecsy-
HOro MH(HOPMALMOHHOTO yKa3aTens «HaumoHanbHble CTaHAapTbI» 3a TeKyLWMii rog. EC/M 3aMeHEH CCbITOYHbIA CTaHAAPT,
Ha KOTOPbIA faHa HeAaTUpPOBaHHAA CCblKA, TO PEeKOMEHAyeTCA UCMO/b30BaTh AeiCTBYOLLY0 BEpPCUi0 3TOTO cTaHhapTa
C YYeTOM BCEX BHECEHHbIX B J@HHYH0 BEPCUIO U3MEHEHWIA. ECNM 3aMEHEH CCbINIOYHbIN CTaHAAPT, HAa KOTOPbIA AaHa AaTu-
poBaHHas CCblfika, TO PEKOMEHAYETCA UCMOMb30BaTh BEPCUIO 3TOMO CTaHAapTa C yKa3aHHbIM Bbille [040M YTBEPXAEHUS
(npuHATKSA). ECnn nocie yTBePXAEHUs HACTOSALLEro CTaHAapTa B CCbIIOYHbIN CTAHAAPT, HAa KOTOPLIV faHa 4aTUpoBaHHas
CCblfIKa, BHECEHO N3MeHeHWe, 3aTparuBaiollee NosoXeHue, Ha KOTOPOE iaHa CCbINKa, TO 3TO NOMOXeHUe pekoMeHayeTcs
NpUMeHATL 6€3 yyeTa JaHHOTO U3MEHEHUS. EC/M CChINIOYHBIA CTaHAAPT OTMEHEH 63 3aMeHbl, TO NOIOXKEHUE, B KOTOPOM
[ilaHa cCblfika Ha Hero, peKoOMeHAyeTcsl NPUMEHATL B YACTU, He 3aTparvBaloLieii 3Ty CCbifKy.

3 TepmuHbl 1 onpepeneHns

B HacTosLweM cTaHAapTe UCMOMb3YIOTCA CeAyloLe TEPMUHbI C COOTBETCTBYHOLW MMM ONpeaeneHnsaMn.

3.1 aKTUBHbIe 3neMeHTbl: OpraHbl NPUHATUS PeLUeHnii (YenoBek-onepaTop, KOMNEKTUB UL, N TEXHU-
yeckune ycTpoiicTea), paboTa KOTOpbIX MOAAEPXMBAETCA cneunasnbHbIMW METOANYECKUMU 1 NPOrpaMMHbIMU
cpeactBamMun (MaeHTUdUKaALUS CUTHANOB JaT4yMKOB, asirfopuTMbl 06paboTKM AaHHbIX, CLueHapun OelicTBuiA B
KOHKPETHbIX CUTyaLuax 1 npouesypbl COrnacoBaHUs U NPUHATAS peLleHnii B TUNOBbIX CUTyaLmsaXx).

3.2 apxuTekTypa npeAnpuaTUSa: YnopsgovyeHHas COBOKYMHOCTb OPraHn3auoHHO-NPaBoBbiX OCHOBA-
HUI AeATeNbHOCTU, OPraHn3auMOoHHbIX CTPYKTYP YynpaBieHusi, 06beKTOB WMHXEHEPHON, NPOV3BOACTBEHHOW
N couManbHOW UHGPACTPYKTYpbl NpeanpuaTus, onpegensolias LenocTHOCTb NpesnpusaTUs 1 ycnoBus ero
PyHKLMOHMPOBAHNA B OKpYyXaloLeii cpege.

3.3 apxutekTtypa cuctom 6esonacHocTu: CocTaBHas 4aCTb apxuUTEKTypbl NpeanpuaTus, obecneum-
BaloLasa (PyHKLMOHMPOBaHWE MPEeAnpUATAS U ero Le/oCTHOCTb, @ Takke WX 3aluTy OT pas3Horo poja Hera-
TUBHbIX BO3[eNCTBUI, ONpefensowas coctas opraHn3aLMoHHO-MPaBoOBOro, MeTOANYECKOro, TEXHUYECKOro
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N NPOrpamMmMHOro o6ecnevyeHnss CMCTeM MOHUTOPWHIa COCTOSIHUS OOBEKTOB, TPe6OBaHUA K (PYyHKLMAM CnyX6
6e3onacHocTu, crneuvanbHOMY 060pYAO0BaHNIO 1 3M1EKTPOHHBIX KOMMYHUKALMWA, npoueaypam noAroTOBKU WH-
dopmauun 4NnS NPUHATUA PeLleHunii No X HedTpanusauum NHUMLEHTOB-Yrpo3 6e30MacHOCT! ¥ MUHUMU3aLMn
pYCcKOB 1 yliep6a B OCHOBHOI AeATEeNbHOCTU NpesnpusaTus.

3.4 6e30nacHOCTb: YC/oBuUs, Npu KOTOPbIX MPOLECCHI U pecypcbl NPeanpusTUA He NOABEePXEeHbl BHELU-
HUM 1 BHYTPEHHWUM HEraTMBHbIM BO3AEeViCTBUAM.

3.5 roonHopmalnoHHan cuctema: VHdopmaloHHasa cuctema, onepupytolias NPoCcTpaHCTBEHHbI-
MW AaHHbIMU.

3.6 XU3HEeHHbIN yukn: Meprod co3faHnsa 1 UCNOMNb30BaHNA CUCTEMbI, OXBATbIBAKOLWWNI pa3/inyHble CO-
CTOSIHUSI. HauMHas C MOMEHTA BO3HUKHOBEHWS HeO0BXOAMMOCTM B TakOW cUCTEME M 3akaHuMBas MOMEHTOM
BbIXO@ CUCTEMbI N3 yNOTpebneHns n ee NMKBUZALWN.

MpunmeyvyaHune— BknwuaeT B ceba no FTOCT P MCO.'M3K 15288 (MpunoxeHne B) ctaguu: 3ambicna, paspa-
60TKMN. NPOM3BOACTBA, NPUMEHEHUS, NMOAAEPXKKU NPUMEHEHUS, NPeKpaLLeHUsA NMPUMEHEHNUS U cnucaHusa. Kaxgaa ctagms
pasfenseTcs Ha psf aTanos v NpegycMaTpuBaeT cocTaB/ieHne AOKYMeHTaummn, oTpaxatLieid pesynbtaTbl paboT.

3.7 3awmueHHoCcTb 06bekTa: COBOKYMHOCTb CBOWCTB 00bekTa (COCTOAHME OpraHun3auMOHHO-TEXHU-
4eCcKnX MeponpuAaTUA N NHXEPHO-TEXHUYECKUX CPEeACTB 3alLnTbl MaTeprasibHbIX U MHPOPMaLMOHHbIX pecyp-
COB NpeAnpuaTMA), XapakTepnayioLasa BO3MOXHOCTY DYHKLMOHUPOBaHWSA 06BbEKTA NPY BO3AENCTBMN HA HUX
BHYTPEHHWX W BHELLHWNX HEraTuBHbIX BO3AENCTBUIA pa3iMyHoli Npupogel (Bk1oYas 3almTy OT owmnb0ok onepa-
TOPOB. HEMNPABOMOYHOTO A0CTYNa Ha 06BLEKTLI Y TEPPUTOPUIO NPEeANpPUATUS, NCNOb30BaHNe Pecypcos, Npu-
POAHBIX ABMEHWI U TEPPOPUCTUYECKNX aKTOB U Ap.).

3.8 MIHPOPMALMOHHO-KOMMYHUKALNOHHbIE TEXHONOTMKN 06U ero HasHayeHnss: COBOKYMHOCTb METO-
[0B. NPOLECCOB 1 NPOrPaMMHO-TEXHUYECKMNX CPEeACTB, MHTErPMPOBaHHbIX C Liefbio cbopa, 06paboTkm, XpaHe-
HUSI. pacnpocTpaHeHns, 0TO6paXeHNa 1 NCNOMb30BaHNA UHOPMAaL MK B MHTepecax HeonpeaeneHHoro kpyra
nosib3oBaresei.

3.9 MH(pOPMaALUNOHHO-KOMMYHMWKALWOHHbIE TEXHOMOIMU chneunanbHOro HasHauyeHusi: COBOKynN-
HOCTb METOZ0B, NMPOLLECCOB U NPOrpaMMHO-TEXHUYECKNX CPELCTB, MHTErpupoBaHHbIX C Lenblo cbopa, obpa-
60TKN. XpaHeHUs1, pacnpocTpaHeHunsl, 0TO6PaKeHNa 1 NCNOb30BaHUS MHOPMaL UK B MHTEpecax onpegenex-
HOTO y3KOro Kpyra nosib3oBaresei.

3.10 NHBApMaHTHOCTb apXnTeKkTypbl: CBONCTBO apXUTEKTYpPbl COXPaHATb CBO CTPYKTYPY U CBA3U Npu
onpefeneHHbIX U3MEHEeHNAX 06CTOATENBbCTB U NapaMeTpPoB BHELUHEN cpeabl.

3.11 nHTennektyanbHaa cuctema: CnoxHas cuctema, cnocobHas BOCNpMHMMAaTb, CpaBHUBATL, npe-
06pa3oBbIBaTh, CO3A4aBaTh U XpaHUTb BHYTpU cebs Moaenu onpefeneHHbiX 06beKToB.

3.12 nHTerpuposaHHasa cuctema: COBOKYMHOCTb BYX UK 60/iee B3anMMOYBSA3aHHbIX CUCTEM, B KOTO-
poit OYHKLNOHMPOBaHWE OHOW N3 HUX 3aBUCUT OT pe3y/ibTaToB PYHKLMOHUPOBAHUS APYTOi (4pYrMX) Tak. 4To
3Ty COBOKYMHOCTb MOXHO paccMaTpuBaTh Kak euHYI0 cuctemy.

3.13 MHUMAEHT (cobbiTMe): 3adKCMpoBaHHbIV /IIO6bLIMU JOCTYMHLIMU CPeACcTBaMu dakT HapyLLeHus
LLe/IOCTHOCTU 1 6e30MacHOCTM 06bEKTA WM NOCAraTeIbCTBO HA HECAHKLMOHMPOBAHHbIM AOCTYN Ha 06BLEKTHI
npeanpuATUs (34aHNs, COOPYXEHUs, TEPPUTOPUIO) K MaTepUasbHbIM U MHCHOPMALMOHHLIM pecypcaM 1 nx He-
CaHKLMOHNPOBaHHOE MCMO/Ib30BaHue.

MpumeyaHne — Kaxpoe coGblTve onpeaensieTcs Jatoii U BPEMEHEM HACTYN/IEHUS,, UCTOYHUKOM Yrpo3 (co-
06LLeHNsT). YyPOBHEM Yrpo3bl 1 BO3MOXHbIMW NOCNEACTBUAMMU.

3.14 NCTOYHUK YTpo3 (cooblieHne 06 UHLMAEHTAX): BHYTPEHHUI NN BHELUHWI Cy6bEKT AeATeNbHO-
CTU NPeAnpusATAsS UK MaTepuasbHblil HOCUTENb MHGDOPMALIMK O COGLITUAX (dhakTax), MPUBOASALLMX K pUckam B
[LEeATeNbHOCTU NPeanpuUsiTUsi, BOSMOXHOMY HApYLUEHWIO LEe/TIOCTHOCTU U 6e30MacHOCTN 06bEeKTOB, NPOLLECCOB
1 PecypcoB, a TaKkkKe UMUAXY NPeanpusaTus.

MpuMmeuyaHne — VICTOUHMKAMN YIPO3 TAKXKE ABJISIIOTCS HEKOPPEKTHbLIE 3aN1CKu B MPOEKTHO LOKyMeHTaumu, co-
rnalweHnsx 0 CoTpyaHUYECTBe, [0roBopax Ha nocTaBky 06opyfoBaHus U okaszaHue ycnyr, ny6nvkauum 8 CMU. Henpaso-
MOUHbIE AE/CTBUS MEPCOHAA, KOHTPAreHTOB, a TakKe HEeYCTAHOBJIEHHbIX JINL, U OpraHn3aLuii.

3.15 kpunTtorpagus: Hayka o metogax o6ecneqeHns KOH(OUAEHLNAIbHOCTY (HEBO3MOXHOCTW NpouTe-
HUSI MHChOpPMALUM MOCTOPOHHUM) U ayTEHTUYHOCTH (LLESIOCTHOCTM U NMOAJIMHHOCTY aBTOPCTBA, a TakkKe HEBO3-
MOXHOCTU OTKa3a 0T aBTOPCTBA) MHGOPMaLMK, a TaKKe NPUKIafHas UHXEHEPHO-TEXHUYEeCKas AUCLMNINHA,
KoTopas 3aHMMmaeTcs pa3paboTkoii, aHaIM30M U 060CHOBaHWEM CTOMKOCTY KpUnTorpagmyecknx cpeacTs 3a-
WUTBI MHChOPMALMM OT YrPOo3 CO CTOPOHbLI MPOTUBHUKA, 06eCcneunBas KOHPUAEHLNAIBHOCTb, LLETOCTHOCTD,
HeoTCNexXnMBaemMocTb.
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3.16 KPUTUYECKN BaXHbIN 06BbEKT: Hanbosnee BaxHbIi, onpeaensitownii, y3noBoi 06bEKT CUCTEMBI, OT
HOPMasIbHOTO (PYHKLMOHUPOBAHNA KOTOPOTO 3aBUCUT PaGOTOCNOCOGHOCTb BCEl CUCTEMBI.

3.17 kpoccnnatdhopMmeHHas peanusauus: Mcnonb3oBaHue NporpaMmMHOro obecnedvexus, padoTato-
Lero 6051€e YEM Ha OAHON annapaTtHoii naaTopme U/Mnu onepaumoHHO cucTeme.

3.18 Mmogenb 6e30nacHOCTU: YNopsAoYeHHass COBOKYNMHOCTb OpPraHW3aLnoHHON CTPYKTYpbl Npeanpu-
ATUA. MaTepuanbHbIX U MHOPMAaLIMOHHBIX NOTOKOB (4OKYMEHTOB, COOGLLEHNI, CUTHANOB), aNrOpPUTMOB UAEH-
TUhUKaLMN U N3MEPEHUS XapaKTePUCTUK COCTOAHWSA LLe/IOCTHOCTU 1 6€e30MacHOCTM 06 bEKTOB MOHUTOPMHIA B
TeKyLeld M NPOrHO3HOW cuTyauuu.

3.19 MoHnTOpUHT: CucteMaTnyeckunini coop 1 o6paboTka nHopmMaLum no npoueccam n 06bEKTamM BHU-
MaHUsi AN OLEHKN UX COCTOSAHWSA W NPOTHO30B Pa3BUTUA C Le/bH0 MPUHATAA PELLIEHUS.

3.20 HafeXHOCTb aBTOMAaTU3NPOBAHHON CUCTEMbI: KOMMNIEKCHOe CBOWCTBO aBTOMAaTU3MPOBAHHOW
CUCTEMbI COXPaHATb BO BPEMEHW B YCTAHOBJ/IEHHbIX Npefesiax 3HaYeHUs BCex NapaMeTpoB, XapakTepusyo-
LMX CNOCOBHOCTb AaHHOM CUCTEMbI BbIMOMHATL CBOM (DYHKL MM B 3a@HHbIX PEXMMAX W YC/IOBUSX 3KCNIya-
Tauum.

3.21 06beKTbl MOHUTOpPKWHTA: MpoLuecchl U pecypcbl NPeANpUATUS, 06EKTbI MHXEHEePHO MHpaCcTPyK-
Typbl NPeANpUsATASA, BKOYatoLme B ce651 3HaUYMMble A1 HEro TEPPUTOPMIO, aKBaTOPUI0 BOAHbIX GacceliHoB,
aTMocdepy 1 CBOWCTBa OKpyxatllel cpefbl, COCTOSIHNE KOTOPbIX MOXET U3MEHSITLCS U3-3a BHYTPEHHUX U
BHELLHWX HeraTWBHbIX BO3AENCTBUI C BOSHUKHOBEHMEM Yrpo3 HapyLleHWs HOPMasibHOTO (OYHKLMOHNPOBaHWS
npeanpuaTUs, LEenocTHOCTM 06bEeKTOB, 6€30MacHOCTM NepcoHasna, HaceseHns 1 HaHeceHus yuiepba okpyxa-
e cpege.

3.22 OTKpbITas apxuTekTypa: ApxuTekTypa KoMmnbloTepa, nepudgepuitHoro ycTpoicTea, NporpaMmMHOro
o6ecneyeHns Uam cUCTeMbI B LIEJIOM, Ha KOTopble Ony6IMKoBaHbl cneuudukaLuy, 4To No3BONSET APYrMM Npo-
n3BoauTeNsiM paspabarbiBaTb AOMNOMHUTENbHbIE YCTPOWCTBA K CUCTEMAM C Tako apXUTEKTYpPOiA.

3.23 0TKpbITOE NporpamMMHoe ob6ecneyeHune: MporpamMmHoe o6ecneyeHne ¢ OTKPbITbIM MCXOAHbBIM KO-
[IOM, KOTOpbI/i AOCTYNEH ANA NPOCMOTPA, M3YYEHUS N M3MEHEHWS, YTO MO3BOJISET NOMb30BaTeN0 NPUHATH
yyacTue B opaboTke camoli OTKPbITOW Nporpammbl.

3.24 OoTKpbITbIE MPOTOKOMbI: Haxogsdwmeca B CBOGOAHOM AOCTyne ceTeBble MPOTOKO/bI Nepeayn
[JaHHbIX.

3.25 nokasaTenb COCTOSIHUA 06bekTa KOMMMEKCHbIW: VIHTerpanbHas oueHKa LenocTHOCTU, (YHKLM-
OHasIbHOW NOMHOTLI M YPOBHSI 6€30MacHOCT 06EKTOB, MPOLLECCOB M PECYPCOB NPeAnpUATUS.

3.26 npeanpusaTne: AHTPOMNOreHHas peasibHO AeiicTBylLlaa cuctema, BkYawwas B cebsa u ode-
cneuynBawLLas B3avMogeiicTBre NACKUX, MaTepuasbHbIX, (OMHAHCOBBIX U NPUPOAHBIX PECYPCOB, Npeanpu-
HMMaloLas BocTpe6GoBaHHble 06LLECTBOM felcTBUSA, paboTatlas Bo B3aMMOCBS3N C APYTMU NOAOGHBLIMU
CUCTEMaMU U HaCeNIeHNEM.

3.27 npuknagHas 3agadva: Llenb HameuyeHHas ANA pelleHus npo6ieMHol cuTyauum ans 3afaHHoro
OrpaHN4YeHHOro MHOXeCTBa 0OGBLEKTOB yNpaBieHns onpefefieHHol oTpacnu nyTem peanusauuy OfHON unu
HEeCKONTbKUX (DYHKLNI aBTOMATU3MPOBAHHON CUCTEMBI.

MpumevaHne — 3afaun xapakTepusyoTca BXOAHbIMU AAHHBIMW, BbINO/THAEMbIMU beHKLWIFIMVI, BHELWHNMW BO3-
MYLWEeHNAMN N OrpaHNYeHUAMN, BbIXOAHbIMN Le/1eBbIMU pe3y/ibTaTaMu N NMokasaTesisMn KadecTBa peLleHuns.

3.28 nonuuBHTpMUOCcKan ceTb: CeTb, UMelOLasn asa n 60see BeAyLLUMX aAMUHUCTPATUBHbBIX (YnpaBns-
oW mMx) LeHTpa 6e3 ssBHOro npeobnagaHusa NuaepcTea 0gHOro Hag Apyrum.

3.29 nporpammHo-annapaTHaa nnatdopma: COBOKYNHOCTb 060pYA0BaHUS BbIYUCIUTENbHBIX KOM-
NIEKCOB. CPEACTB CBA3N OMEpaLMOHHbIX CUCTEM U NPOrpaMMHbIX CPeACTB 06LLero HasHaveHus, Ha 6ase ko-
TOPbIX CO34aKTCA aBTOMATU3UPOBaHHbIE CUCTEMbI A1 peanu3auun npuknagHeix 3ajady céopa, 06paboTku
[aHHbIX U ynpaBneHus 06 beKTaMi B OLHON WU HECKONbKMX chepax AesiTeNbHOCTW NPeanpusiTus.

3.30 pacnpegenieHHas ceTb: pynna pasmeLleHHbIX Ha 60/bLLIOM PaccTOAHUM APYT OT Apyra KOMMbio-
TEPOB. B TOM YWC/E KaK OTAENbHbIX, Tak U UX NIOKa/bHbIX CETel, COeAUHEHHbIX B AVHYI0 CUCTEMY JIMHUSIMU
npoBoAHON (KabenbHo) n/nnu BonHOBOI CBA3MN.

3.31 pexum 24/7/365: HenpepbiBHbI pexum pa6oTbl 6e3 nepepbiBOB KPYr/10CyTOYHO MOJTHYIO Hefeslo
B TeYeHue BCEro KaneHaapHoro roga.

3.32 puck: Bo3MOXHOCTb BO3HWKHOBEHUS HEGArONPUATHON CUTYaLMU UM HEYAAYHOTO UCXOAa OT KakKo-
ro-nnbo Buga feincTeusa unu 6esnenicTeus.

3.33 ceTb nepegayun gaHHbIX: COBOKYMHOCTb OKOHEUYHbIX YCTPOICTB (TEPMUHANIOB) CBSI3WU, 06befUHEH-
HbIX KaHanamu nepefauu faHHbIX ¥ KOMMYTUPYIOLLMMK ycTpoiicTBamu (y3namu cetun), o6ecneunBaromm
06MeH COO6LLEHNAMMN MeXAY BCEMU OKOHEYHbIMW YCTPONCTBaAMM.
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3.34 cuctema 6esonacHocTn: KombuHauus AACKUX, MaTtepuanbHbIX U (hMHAHCOBLIX pecypcos, 1c-
nosib3yemas KOMMeTEeHTHbIMU CNy)X6aMn NpeanpuaTUS B CAOXUBLUUXCS YCNOBUAX, rpaHuLax hyHKLUOHab-
HbIX BO3MOXHOCTEV MMeloLerocs o6ecneyerHns N HanpasieHHas Ha 06HapyXXeHne UCTOYHWKOB BHELUHUX U
BHYTPEHHMX HEraTUBHbIX BO3AENCTBUIA Ha MPOLECChl U pecypcbl NPeAnpusaTUs, Ha NMKBUAALMIO YKa3aHHbIX
WCTOYHMKOB, HEWTpanM3aLUmio HeraTMBHOTrO BO3AENCTBMNA UMW Ha YCTPaHEHUe ero nocneacTBuii.

3.35 cuTyaunoHHbIA LeHTp: CTauMoHapHbIA A MOOGWU/bHbLIN MHXEHEPHO-TEXHNYECKUIA KOMMNIeKe, oc-
HallleHHbIi HEOBXOANUMbIMU TeNTeKOMMYHVKaUVOHHbIMY cucTtemMamun ans céopa n obpaboTkm nHopmaumm o
COCTOSIHUM 0OBLEKTOB MOHWUTOPWHIA, NpeHa3HauYeHHbIl A8 o6ecneyeHns onepaTMBHOrO 1 COOTBETCTBYHOLLE-
ro pearmpoBaHusl Ha Yrpo3y BO3HUKHOBEHWS UM BO3HUKHOBEHVE TPEBOXHbIX MW Ype3BblYaliHbIX CUTyaLuid,
3ah(PeKTUBHOIO B3aMMOAENCTBUA NPUBMEKAEMbIX CUMT U YNPaB/IEHYECKON AeATeIbHOCTU U MPUHATUS KOoMMNe-
TEHTHbIX peLUeHuii

3.36 cutyaumnsa: CyobeKkTuBHasn oLeHka COCTOSHAA peasibHOro MW BUPTYasibHOro OrpaHN4YeHHoro npo-
CTpaHCcTBa B TeyeHne PMKCMPOBAHHOIO NPOMEXYTKa BPEMEHM.

3.37 cTpaTternyeckme n couunanbHo-3HauYMMble 06beKTbl: O6bEKTbl MOHUTOPWHIE, CYLLECTBEHHO
B/IMSIIOLME HA HOPMasibHOE CyLLecTBOoBaHue, pa3BuTie o6LiecTBa 1 Ha obecneyeHve ero 6e3onacHoOCTU.

3.38 cy6bekTbl cuctem 6e30nacHOCTN: DNeMeHTbl CTPYKTYPbl YNpaBieHns npeanpusTmeM, BHeLHNX
KOHTpareHToB, NpPeanpusATUiA, OpraHoB TEXHUYECKOTO PerynpoBaHusi, a Takke OTAeflbHble pugnyeckme un
dm3anyeckre nuua, NPAMO WM KOCBEHHO BAUSIOLLME HA COCTOSIHNE 06EKTOB MOHUTOPUHIA U/Unn 3anHTepe-
COBaHHble B NCNO/b30BaHUV Pe3y/ibTaToB MOHUTOPUHIa A5 peann3aumn CBOMX NPOBO3rNALLEHHbIX U CKPbI-
ThIX (NaTeHTHbIX) Lenel 1 3agad.

3.39 xapakTepucTukun 6e3onacHocTh 06bekTa: KayecTBEHHble W KO/IMYECTBEHHbIE HOPMaNN30BaH-
Hble MokasaTenIn COCTOAHUS NPOEKTUPYEMbIX WAN peasibHO CYLLEeCTBYHOLWMUX 06 bEKTOB MOHUTOPUHIA, 3aduK-
CYpOBaHHblE Ha OnpeAefieHHbIi MOMEHT BPEMEHM C YYETOM KOHKPETHOW hakTnyeckoi uam npegnonaraemMoi
cuTyauuu.

3.40 anekTpoHHasa undposasa nognuck: VHdopmaunsa B a/1eKTPOHHOW hopme, KoTopas npucoeau-
HeHa K Apyroii uHdopmaumm B 3NEKTPOHHOW chopme (NoAnvcbiBaeMOW MHopMaunm) nam UHbIM 06pasom
CBSfi3aHa C Takoi nHhopMaLmeil 1 koTopas MCNoNb3yeTcs 415 onpefesieHns nuua, NoAnuckiBarLwero nHgop-
maumio.

4 CokpalyeHus

B HacTosWwem cTaHfapTe NpUMEHEHbI CeayioLe CoKpaLleHns:
AC — aBTOMaTM3NpOBaHHAA cuctema:
ANC — aBTOMaTV3NpOBaHHAA MHOPMALIMOHHAA CUCTEMA,;
F'MCB — reouHdopMaLoHHasa cuctema 6e30nacHoCTu.
NNCMnOBI — nHTerpupoBaHHas MHTeNNeKTyasibHas cucteMa MOHUTOPUHIa U obecrneveHns 6e3onacHoCcTu
npesnpuaTns;
HT/[, — HOopmaTMBHO-TEXHMYECKas AOKYMeHTauus;

HC/[I — HecaHKUMOHUPOBAHHLIW AOCTYN HA TePPUTOPWIO, B 3[aHWS, OTAE/bHbIE NOMELLEHUS U HA CO-
OpYXEHWsI NPeANpUATUS, K CUCTEMAM XpaHeHUs1 MaTepuasibHbIX U MHEIOPMALMOHHbLIX pecyp-
COB NPEeANpPUSTUS U NPaB Ha UX UCMOJ/Ib30BaHNE;

MAMN — nporpaMMHo-annaparHas nnatdopma;
MTK — nporpamMmmHO-TEXHWUYECKUIA KOMMJIEKC;
MMK — nporpamMmMHO-MeTOANYECKU KOMMJIEKC;

MK — nporpaMmMupyemblii 1OrMY4ecKnin KOHTponnep;

MNC — nporpamMmMHble cpeAcTBa MHOTOKPATHOrO NPUMEHEHNs, OTYYXaaeMble OT pa3paboTynka u AB-
nsowmecs NnpeaMeToM OTAe/IbHOM NOCTaBKu [N BK/IOUEHWUS B COCTaB NPOrpaMMHOro o6e-
cneyeHns AC 1 aBToMaTM3MPOBaHHOTO 060PYyA0BaHUS;

MO — nporpaMmmHoe obecneyeHre aBTOMaTU3NPOBAHHbIX CUCTEM U 060PYA0BaHNUS;
VKT — uHhopmaumoHHO-KOMMYHUKALMOHHbIE TEXHOOTUN;
TMP — TMNOBOE MPOEKTHOE peLleHue;
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PUACLL — pervmoHanbHblii MHOOPMaLMOHHO-aHA/IMTUYECKNIA CUTYALMOHHBIA LEHTP;
PVCMO — pacnpegeneHHble UHTErPMPOBaHHbIE CUCTEMbI MOHUTOPUHIA COCTOSIHUSI OO HEKTOB;
CBb — cuctema 6e30nacHocTy;
CP/[, — cucTema pasrpaHnyeHns 4octyna K MHopMaLnoHHbIM pecypcam;
CK3W — cpefcTBa KOHTPOIA U 3alUMUTbl UHGDOPMALLUN;
Croj, — cepsep rpynnoBoro c6opa 06paboTkmM N XpaHeHUs AaHHbIX;
PMIMN — paboyee mecTo nosb3oBaTessi CUCTEMBI,
HWP — Hay4Ho-uccnegosartesbckne paboTol.
MNP — nuua, npuHUMatoLne peLleHue.

5 OCHOBHbl€ MOJIOXKEHWUS MHTErpayum CUCTEM MOHUTOPUHIA U o6ecrnedyeHus
6e3onacHOCTU pacnpefefieHHbIX 06 bEeKTOB NPeAnpuUaTUii 1 TeppuTopuii

5.1 Ha3Ha4yeHune

WNHTerpmpoBaHHble MHTENIeKTYaslbHble CUCTEMbI MOHUTOPUHTA U 6e30nacHOCTU NpeanpuATUiA npeaHa-
3HauyeHbl 418 obecneyvyeHnss HenpepbIBHOrO MOHUTOPUHIA TEPPUTOPUAbLHO pacnpeieneHHbIX 06 beKToB U Tep-
putopuii (MHTennekTyanbHOe BuAEeOHabM0AEHNE YA3BUMbIX 3/1eMEHTOB, OOHapyXeHVe OMnacHbIX BELLecTB,
KOHTPO/Ib TPAHCMOPTHOWM 1 WHXEHEPHOW WHMPACTPYKTYPbl, CUCTEM 06ecnevyeHnss XusHeaeaTebHOCTH, Me-
TPO/IOTMYECKOI 1 3KOMOrMYeckoli 06CTaHOBKM) HanpuMep, OnacHbIii 06bEKT, MyHULMNabHOe 06pa3oBaHue,
Cy6BbeKT, pervoH u Tepputopusa Poccuiickoih degepaumu.

VHTerpupoBaHHble MHTENNEKTyabHble CUCTEMbI MOHUTOPUHIA 1 06ecrneyeHuns 6e3onacHOCTU pacnpe-
[eNeHHbIX 06bEKTOB NPeANPUATUIA 1 TEPPUTOPUIA paccMaTpmUBalOT Kak aBTOMaTU3MpoBaHHble H(DOPMALMOH-
Hble CUCTEMbl 06ecneyeHnss OCHOBHOI AesiTeNnbHOCTU npeanpusaTusa. Llenesoe HasHauyeHue MINCMuOBI —
c6op 1 06paboTka nHopmMaumun 415 peLleHns 3agad OLEHKM TEKYLLEro COCTOSIHUSA nokasaTenen LenocTHoOCTH
1 6e30nacHOCTV MHPaCTPYKTYpbl NPeAnpuaTUS, OKpyXaloLeid cpeabl, NPoAyKLMKU, NPOLLeCcCOoB U pecypcoB
npeAnpuaTUa B YCNIOBUAX BO3AENCTBUSA HA HUX BHYTPEHHUX U BHELLIHUX HeraTMBHbIX (hakTOpoB, pa3paboTka
MEepPONpUATAIA N OpraHN3aLNOHHO-TEXHUYECKUX PELUeHU A Mo NpesynpexaeHuo 1 BOCCTAHOB/IEHNIO LieoCT-
HOCTV OOBLEKTOB B YCMIOBUSX aBAPUAHBIX U KPUTUYECKNX CUTYaLMWIA.

NNCMunOBTI 6a3npytoTcs Ha npyuMeHeHnn VKT o6Luero HasHaueHusi 1 cneuuann3mpoBaHHbIX UHXeHep-
HO-TEXHMYECKNX CPeACTB 3alunTbl 06BEKTOB, MPOLLECCOB U PECYPCOB MPEANnpUSATUA U Creunanm3upyoTcs Ha
peanusauun cnegyroLlero;

- BbINOMHAT (PyHKUMM cbopa U ynopsafoyveHUss AaHHbIX O COCTOSSHUM CTaLMOHapHbIX U ABUXKYLLUXCA
06BEKTOB OT pa3HOO6pa3HbIX NACCUBHbLIX M AUCTAHLMOHHO YNpaBseMblX NCTOYHUKOB MHhopmaumm, pacnpe-
[eneHHbIX No 06bekTam NpeanpuUsaTUS 1 TEPPUTOPUN PETUOHA;

- obecneunBaloT uaeHTUMKaL0 Co6bITUIA N aHa/IM3 COCTOSIHUA OOGBLEKTOB, MOATOTOBKY pELUEHUI 1
pekoMeHAauunii Mo ynpas/ieHNo 06bekTaMn B aBapUiHbIX Y KPUTUYECKUX CUTyaUunsX;

- pellalT NpuknagHbie 3a4ayn pacyeta TekyLMX nokasaresieil COCTOAHMS LeNoCTHOCTH 1 6e3onacHo-
CTV 06bEKTOB MOHUTOPUHIA, OLLEHKN PUCKOB B AEATENbHOCTU NPeAnpusaTUSA U ero OTAEe bHbIX MPOEKTOB;

- pelwlalwT 3a4ayv NAaHWpoBaHUS U pacnpefefieHns pecypcoB, HeO6XoAMMbIX AN NoAdepXaHus Le-
NIOCTHOCTN 06BbEKTOB MHAIPACTPYKTYPbl NPeAnpuaTUS, 3aluTbl MaTepuanbHbiX U MHAOPMAaLMOHHbIX pecyp-
COB NpeanpusTusi, peannsayun MeponpusiTuiAi Mo BOCCTAHOB/IEHMIO LIEJIOCTHOCTU 06LEKTOB B C/IOXUBLLENCS
cuTyaunu.

5.2 Cpepbl NpUMeEHeHUs

OCHOBHbIMU cchepamu npuMeHeHuss MMCMunOBI aBnstoTcs cTpaTternyeckne U counanbHO-3HauYnuMble
06bEeKTbI MHPACTPYKTYPbl PErMOHOB (TPaHCMOPT, aHeproobecrneyeHne, MPoOM3BOACTBO, KOMMYHa/IbHOE XO-
351ICTBO, 9KO/I0TMSA, 06l EecTBEHHass 6e30macHOCTb 1 ap.).

HenocpeacTBeHHoe ynpasieHne o6bekTaMn MOHUTOPUHTA, COB/I0AEHNE perfiaMeHToB U HopM 6e30-
NacHOCTW OCYLLLeCTBNSETCA UX BlafesbLlamy U NepcoHasioM OCHOBHbIX CYX6 nNpeAnpusaTus, a B aBapuitHbIX
N KPUTUYECKNX CUTYaUMUAaX — BHYTPEHHUMW U BHELLHUMU cryx6amn 6e3onacHoOCTV (oxpaHa, NpoTuBONoXap-
Hasa cnyx6a, opraHsl MUYC. MBJ, u ap.).

7
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5.3 PeXnMbl MOHUTOPUHIa 1 ynpaB/eHns o6bekTamu

MOHWUTOPUHT 1 ynpasneHne 06bekTaMmn OCyLLLeCTBASITCA NPy NOMOLLM CTaHAapPTHbIX CPeACTB CETEBOrO
ynpasneHus (Web. SSH. Telnet, koHconbHbIN NopT, a Takke SNMP), SMS-coo6uieHunii n e-mail B cnegyoLmx
pexvmax:

- PYYHON MOHUTOPVHI — MOMb30BaTe/lb PeryasipHO NOAK/YaeTCs K YCTPOWCTBY peructpaumm wn/nnm
cneunanM3MpoBaHHOMY CEpPBEpPY U NPOBEPSET COCTOSIHNE BXOAHbIX CUTHA/OB:

- perynsipHblii MOHUTOPWHT NO pacnucaHnio — CepBep CUCTEMbl PEryfsipHO B COOTBETCTBMM C 3aaH-
HbIM pacnucaHneMm, NpPoBepseT COCTOSTHNE NHAIOPMALMOHHBIX CNYX6 1 06LEKTOBbLIX KOHTPOIEPOB 1 NPU A,0-
CTWXKEHUN MUHUMAsbHO- WM MakCUMasibHO AONYCTUMbIX 3HAYEHWI NOPOroBbIX U APYrMX BENNUYMH 3anyckaeT
COOTBETCTBYIOLME cLeHapun o6paboTku (hopMMpoBaHMe M pacchinika KnacCuuuMpoBaHHbIX COO6LLEHNI
N0 KOPPeCNOoHAVPYOLWMUM Cyx6am NPUHATUSA pelleHnii U pearMpoBaHus, akTuBauna TEXHUYECKUX CPeACcTB U
UCMOJTHUTE/IbHBIX YCTPOCTB aBTOMaTU3MPOBAHHOIO pearnpoBaHns );

- MOHWUTOPUHI COObITUIA, (DOPMUPYEMBIX UHTENNEKTYaNbHLIMW CEHCOpaMK U UX CeTAMU, 0ObEKTOBLIM
o6opyfoBaH/emMm 1 MHOPMALMOHHBIMU CUCTEMAMMN W [OCTaBASIEMbIX HA CEPBEP CUCTEMbl B aCUHXPOHHOM
pexume, rae cobbiTns o6pabaTbiBalOTCA B COOTBETCTBMM C UX NPUOPUTETOM U 3HAYMMOCTBIO;

- NPOAaKTVBHbIA MOHUTOPUHT YOPMUPYIOLLMI NPOrHO3bl MO PUCKaM Ha OCHOBE BCEX JOCTYMHbIX MOTOKOB
OaHHBIX W UX aHanUTUKK, 6a3 3HaHUIA 1 NyYLWKNX NPaKTUK C Lefbio NpeAoTBPaLLeHNsa BePOATHbIX KPUTUYECKNX
CO6bITUIA.

5.4 BapuaHTbl peanunsaunm aaroputMmoB ynpassieHus

[na peanusaunn anropMTMoB ynpas/ieHns Co6bITUSMU [ONYyCKaeTcs UCNO/b30BaTh:

- BCTPOEHHbI MeXaHn3M KOHurypauuy no NpuHUnUNy «cobbiTne — peakums»;

- BCTPOEHHas KoMaHAHas 060/104ka 06paboTkmn cobbITuii (Linux (ash) u eé

A3blK CKPUMTOB);

- YTUANUTBI ANA BbI30Ba KOMaH4 OCHOBHOW KoMaHAHoW 060n04km NSG Linux;

- No6oW Apyroli CKpUNTOBbIV A3bIK MW A3blK NPOrPaAMMVPOBAHUS, NO3BONSIOWMI KOMAMANPOBATL WK
MMNoOpPTMPOBaTh AOMOJIHUTENbHOE NporpaMmMmHoe obecneveHne Ha nnatopmy NSG Linux B BUAE ABONYHbLIX
thaiinos.

5.5 NHTepdhbelic B3anmopaelicTBus

C60p MHopMaLuM OT faTUYMKOB Y YNIpaB/eHNe TEXHOIOTMYECKAM 060pYA0BaHNEM HA 0GBEKTAX LOJIK-
Hbl 6a31pPoBaTLCs Ha 60/1ee MPOCTbIX U TMBKMX TEXHUYECKMX BapMaHTax NoCTPOEHWE CUCTEMbI, BKOYas pac-
npefeneHve AaTYNKOB U KOHTPOJIZIEPOB B Npejeniax TeXHO/I0rMUYeckoi niaowaaku, COBMeCTHOe MCNosb30Ba-
HUe MPOoAYKTOB Pas/NyHbIX NPOU3BOAUTENEN.

MpumeuaHue — Hanpumep, 4719 3TOr0 MOXET ObITb UCMONBL30BAH OTKPbITLIA MHTepdeiic no cTaHaapTy RS 232
1 HU3KOCKOPOCTHAaA LUINHA.

5.6 Tpeb6oBaHUs K onepaLnoHHOWK cucteme

O6opyAoBaHve cnelmann3npoBaHHbIX CEPBEPOB N KOMMYTaTOPOB MOTOKOB AaHHbIX, YCTaHaBANBaeMbIX
Ha 06bekTax NpeanpusaTUsA, AO/MKHbI paboTaTb Noj ynpasfeHWeM OnepauvoHHbIX CUCTEM C OTKPbITBIMK UC-
XOJHbIMU KOAaMun 1 obecneymBaTb BOSMOXHOCTb KOHTPONSA:

- cpabaTblBaHMA ANCKPETHbIX [aTYMKOB, NOAK/IOUYEHHbIX KO BXOA4aM /10Ka/lbHbIX cepBepoB 06paboTku
[aHHbIX 1 ynpaBAseMbIX KOMMyTaTopax, MOAK/IYaeMbIX K aCUHXPOHHLIM NOPTaM Yepes BHELWHMe ajanTepsl
Tvna RS-232/1-Wire;

- HaaTus nporpaMMupyeMbIX KHOMOK Ha yCTpoWcTBax ynpas/eHns cepsepamu 1 kKommyTtatopax NSG,

- 3aflaHHbIX NOPOroBbIX 3HAYEHWI Ha BXofJax aHanoro-undpoBbix Npeobpasosarteneit (ALIM), kOHTpoO-
NIMpyeMbIX NapaMeTpoB Ha ApYrux cneuvann3mpoBaHHbIX faTunkax:

- OTCYTCTBUSI OXMAAEMbIX COObITUI O COCTOAHUN 0OBEKTOB MOHUTOPUHTA, (DOPMUPYEMbBIX MO pacnuca-
HUIO C 3a/4aHHbIM NEePUOLOM ONPOCa UHTENTEKTYasIbHbIX AATYMKOB COCTOSAHUS.

B uncknounTENbHBLIX CAy4Yasx B YCMOBUAX MNOBbILLEHHOW CEKPeTHOCTW AonyckaeTcs MpUMeHeHue cne-
Luann3mposaHHoro MO oTeyeCcTBEHHOW pa3paboTku OrpaHMYEHHOro MPUMEHEHWS C 3aKPbITbIMU UCXOAHBIMU
Kojamu.
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5.7 Tpe6oBaHNs K OpraHn3alMoOHHO-TEXHNYECKMUM peLlleHnam

5.7.1 OpraHu3auoHHO-TEXHMYECKNE peLleHns Mo OcHaLleHuo npeanpuaTuii cpegcteamm VKT obuiero
HasHauyeHus v cneymanbHbiMy cpegctBamn MNCMuOBI fomkHbI yunTbiBaTb BO3MOXHOCTY M HEO6XOANMOCTb
UHTerpauum CMCTem 1 cofepXartb UHCTPYMEHTbI 418 NPOEKTHON KOMMNOHOBKM, COOPKN U UCMbITAHWIA «UHANBU-
AyanbHbIX» CUCTEM NS KOHKPETHbIX NpUMeHeHuli ¢ npumeHeHneM TIP n o6opyaosaHus NKT npombiwneH-
HOro NpPoun3BOACTBA, NpoLeaWwnx TeCTUpoBaHne Ha (PYHKLUOHMPOBaHWE 1 COBMECTUMOCTb B NPON3BOACTBEH-
HbIX YCNOBUAX NPeANpUATUS — UHTerpaTopa, NocTasLLuKa CUCTEM.

5.7.2 Pa3paboTka KoHUenTyaslbHbIX, (OYHKLMOHANbHBIX, MH(OPMALMOHHBLIX 1 MaTteMaTuyeckux Moge-
neili 6e30nacHoOCTV NpeanpuaATUA AO/MKHA BbINOSHATLCS Ha YPOBHE MPeAnpuUATUS B LLe/IOM, OCHOBHbIX CTPYK-
TYPHbIX NogpasfeneHunii 1 KIYeBbliX NPOAYKTOB, MPOLLECCOB M PECYPCOB NPEeAnpUSaTAS 4718 BCeX NOTEeHLu-
aNbHO BO3MOXHbIX MCTOYHWMKOB U UHLUUAEHTOB — Yrp03 HapyLUeHWs LieNIOCTHOCTM 06bEeKTOB 1 6e30nacHoCTU
[eATeNIbHOCTN NPeAnpuUATUS.

5.7.3 ®yHKUMOHANBHO KOMMJIEKC obecneveHns 6e3onacHOCTU NpeanpuaTUA Ao/HKeH obecneynsatb pa-
60Ty BCeX CyX6 1 cuctem 6e30nacHOCTV B 3aMKHYTOM KOHTYpe ynpaBsfieHus npoueccamu (yciyramm cuctem
6e30nacHOCTH) ANS Kax40ro 06bekta MOHUTOPUHIA C yYeTOM MHTEHCUBHOCTU M 06 bEMOB BXOAHbIX — BbIXOA-
HbIX MOTOKOB AaHHbIX MeX/y 3/1IeMEHTaMN CUCTEM.

5.7.4 PacnpepeneHne yHKUWIA MexXay akTuBHbIMU anemeHTamm NCMuOBI v opraHaMu NpUHATUSA
peLueHunin No ynpasfieHno 06beKkTaMn B aBapuitHbIX U KPUTUYECKUX CUTYaUUsaX OnpeaensieTcs CNOXHOCTbIO 1
Xapakrepuctukamm 06bEKTOB MOHUTOPWUHIA, OpraHu3auMoHHO-TEXHUYECKUMU periaMeHTaMun npeanpusaTtus,
cTaHgapTaMu opraHusaunm n fO/MKHO OblTb OTPaXEHO B JOKYMEHTMPOBAHHbIX COrMalleHnsx 0 B3anMogein-
CTBUW N B TEXHONOTMYECKUX MHCTPYKLUUSAX A5 UCNOMHUTENEN.

5.8 CemMaHTUYeCKNe CBA3N OCHOBHbIX MNOHATUNA

OpraHun3auuio pa3paboTok 1 NPUHATUE peLleHnit 0 co3ganun unu mogudukauun MNCMuOBIT cnegy-
€T BbINO/IHATb HA OCHOBE CUCTEMHOrO OMMCaHUs 0OBHEKTOB, MPOLECCOB U PECYPCOB KOHKPETHbIX Mpeanpu-
ATWIA, NPeANpPOEKTHON OLEHKN XapakTepUCTUK BHYTPEHHWUX M BHELUHWX HeraTtuBHbIX BO34ENCTBUIA U PUCKOB
B AeATeNbHOCTU npeanpuatus. dopmupoBaHne ueneBoro HasHauyeHns MCMuOBIT gomkHO 6biTb OCHOBa-
HO Ha pasrpaHu4yeHun NoHATUI «OB6BbEKTbI MOHUTOPUHIa». «Moaenb 6e30nacHOCTU» U «O6BEKTbI NPOEKTU-
poBaHWsA» U onpefeneHnn cemMaHTUYeCKUX OTHOLLUEHWA MeXay HUMU ANS KOHKPETHbIX cdep AesiTeNbHOCTM
npeanpuaTua. Ha pucyHke 1 npusefeH npuMep onpefeneHnss ceMaHTUYecKuX CBA3ei Mexzy OCHOBHbIMU
NOHATMAMU B 06n1acTn npoekTuposBaHus AC, KOTOPble MOXHO MCMONb30BaTh A1 060CHOBAHUSA apXUTEKTYpbl
MNCMunOBIM n cnoco6oB ee peanu3auuu, popMUpoBaHns TpeboBaHU K 6a30BbIM KOMMNOHEHTAM U TEXHOJIO0-
TMAM UX peanmsaymu.
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PucyHok 1— CeMaHTUYeCcKMe CBSA3M OCHOBHbIX NOHSATMIA MMCMnOBIM

5.9 OTKPbLITOCTb apXUTEKTYpbl

5.9.1 Apxutektypa MMCMnOBI gomkHa 6bITb OTKPbLITON M CogepXaTb KOMMOHEHTbI OpPraHn3aLnoHHOro,
MeTOANYECKOr0, TEXHUYECKOr0o U NporpaMMHOro obecneyeHns, yHMULMPOBaHHbIE CUCTEMHbIE NHTEepdenchl
M OTKPbITble NPOTOKO/bI B3aVMOAENCTBUA 3/IEMEHTOB CUCTEMbI U BHELUHETO OKPYXEHUS.

5.9.2 Komnnekc mogeneii opraHusauunv B3ammogeincteua NVCMuOBIT co cMeXHbIMU aBToOMaTusu-
poOBaHHbIMU CcUCTEMaMMn MNPeanpuaTUS, UHAPACTPYKTYPbl PervoHa, MyHWLUMNasnbHbIMU W PervoHasibHbIMK
cnyx6amn 6e30MacHOCTW AO/IKEH YAOBNETBOPSATb TpeboBaHWAM OpraHn3auvoHHOW, CeMaHTUYeCKOW U Tex-
HMYEeCKO MHTeponepabenbHOCTM B COOTBETCTBMU C OCHOBHbIMW nonoxeHusamu MOCT P 55062 n FOCT P
MCO/M3K 29361.

5.9.3 Mpu NpoeKkTMpoBaHMn pernoHasibHbiX 1 MyHuumnanbHbix MNCMUOBI fomkHbl 6bITb Npeaycmo-
TPEeHbl OpraHN3auyMoOHHO-TEXHNYECKNe MEPONPUATUA U COrMalleHmns Mo UCMoNb30BaHNo 060pyoBaHus, ycTa-
HOB/IEHHOTO Ha 06BbEKTax AN MOHUTOPUHIA COCTOSHUA CMEXHbIX 06BEKTOB U TEPPUTOPUIA (Hanpumep, npu-
MeHeHne 0630pHbIX CUCTEM BMAEOHAGMAEHUA Ha TEPPUTOPMU MyHMLMNaNbHbLIX 06pasoBaHuii, nepegadya
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coo6uleHnii 06 MHUMAEHTaX yrpo3 6e30NacHOCTU B C/YX6bl BOCCTAHOB/IEHUS LLE/IOCTHOCT W NIMKBUAAL MK
aBapuWiHbIX 1 Ype3BblyaliHblX CUTYyaLuii, aHann3 TPaHCMOPTHbLIX NOTOKOB U Ap.).

5.9.4 MNCMunOBI1 cTpaTermyecknx n coumnasnbHO-3Ha4YMMbIX 06bEKTOB 1 TEPPUTOPUIA [OMKHBI ObITh pe-
ann3oBaHbl Ha OCHOBE YHUMULMPOBAHHbLIX MPOrpaMMHO-annaparHbIX TexHonornyeckux nnargopm NNCMu-
OBl 1 TMNOBbLIX NPOEKTHbLIX pelleHwuii (TMP). obecneunBaroLLmX:

- MHBapWaHTHOCTbL apxutekTypbl MMCMUOBIT oTHOCUTENBHO chepbl AeATeNbHOCTU NPeanpuaTus;

- (hyHKLMOHMpPOBaHNe NporpaMMHO-annapaTtHbiX nnaTtgopm nog ynpasieHneM onepauroHHbIX CUCTEM
C OTKPbITBIMU KOAAMMU,;

- BO3MOXHOCTMN HapawmBaHns yHKUMA n gopabotku TIMNP Ana peleHns KOHKPETHbIX NPUKNagHbIX 3a-
[Jay 3aKasyvka meTofamMun NPOEeKTHOW KOMMOHOBKM M COOPKN MHANBUAYA/bHBIX CUCTEM U3 YHUDULMPOBAHHOIO
psfa obopygosaHusa 1 nporpaMMHbix cpeacTs VKT obLero v cneunanbHOro HadHauyeHus:

- KpoccnnatgopMeHHY0 peann3aumio NPUKIagHbIX KOMMTOHEHTOB U MOBW/bHbLIX NPUMIOXEHWA, T. €. BO3-
MOXHOCTb MX (DYHKLMOHNPOBAHWA Ha pa3inyHbIX NporpaMMHo-annapaTtHbIX nnargopmax;

- BO3MOXHOCTb MMMoOpTa kapTorpauyeckmx AaHHbIX U3 06LeA0CTYNHbIX 0OMEHHBIX (hOPMATOB.

- oTo6paxeHne 06bekToB Ha 2D 1 3D nnaHe MecTHOCTW B MHOToypoBHeBOoM 3D n306paxeHun camoro
06bekTa C pa3MelleHremM BCeX CUCTeM 6e30MacHOCTV U KOHTPO/IA C MPUBA3KONA K reorpadmyecknm Koopau-
HaTawm;

- 06befvHeHVe BCcex nogcnucTeM 6e30nacHOCTU B €UHYH0 reouHOPMaLMOHHYI0 CUCTEMY, NpeAcTaBs-
1oLy COBO CUTYaLMOHHBIA aHanM3 TeppuTopuii U 06 LEKTOB HA MHOTOC/OlHbIX 3D KapTax ¢ BO3MOXHOCTbIO
0TOOGpaXEeHUS HUULEHTOB BO BPEMEHN;

- AOCTYN YNOMHOMOYEHHbIX NINL, K paspeLleHHoli Ana HUX MHopMaLuy ¢ UCNoMb30BaHMEM 3allULLEeH-
HOIi 3/1EKTPOHHOI NoAnMcK No M6bIM KaHanam CBS3W, B TOM YMcie o6wenocTynHbiM (MIHTepHeT), ¢ ncnosnb-
30BaHNEM MexXaHU3MOoB LUNPOBaHUS;

- AOCTOBEPHOCTb W MAEHTUUKaLMIO NepefaBaeMbIX AaHHbIX MPUMEHEHWEM 3N1EKTPOHHOI nognucu oT-
npasuTens.

5.10 NHTerpaumsa n macwtabupoBaHme NPOeKTHbIX peLleHuit

5.10.1 WHTerpauma n MmaclutabupoBaHue NpoekTHbIX peleHnin MMUCMuOBI ans npeanpustuii pasnuu-
HOTO YPOBHSI C/TIOXXHOCTM MOHUTOPUHIa Ha OCHOBE NpuMeHeHus 6a3oBbix MAMN MCMuOBI MoxeT ocylecT-
BMIATLCA [BYMSI OCHOBHbIMW Cnoco6amu:

- «BepTMKanbHasa» UHTerpauns — obbeavHeHne Ha ocHoBe 6a30Boli MAT pas3MuHbIX TUNOB NpuKnaa-
HbIX (DYHKLMOHa/IbHBIX KOMMOHEHTOB (KM3HeobecneyeHne 34aHuii, aHeprocHabXeHne, oxpaHHas curHanunsa-
LMA. noxapHas curHanmsauusi, KOHTPosb A0CTyna, BUAeoHabioAeHe 1 Ap.). BXOAALWMX B IMHEVKY NPpoayk-
uumn paspabotumka nnatgopmsl NMCMnOBIT,

- «rOpU30HTasIbHas» MHTerpauns — obbeAnHeHne Ha 6asoBoli MAI 06opyaoBaHNA U NPOrpaMMHbIX
CpefiCcTB pa3HbiX NPOU3BOANTENEN B paMKax OAHOV CUCTEeMbI.

5.10.2 PelwweHns no nHTerpauun cucteM 6e30macHOCTU A0/KHbI 06ecneyrBaTb pacnpefesieHHy 06-
paboTKy MHdOopMaLMK NO y3nam NPUHATUSA peLleHnit 1 NpoeccnoHanbHO-0PYEeHTUPOBaHHBIA AOCTYN NOMb-
30Bare/iel-onopaTtopoBs. OCYLECTBAALMX yNpPaBeHne 3akpenjeHHbIMA 38 HAMU 06 BbeKTaMu MOHUTOPUHTA,
aHaNUTUKOB CNyX6 6e30NacHOCTH, /UL, NPUHUMAIOLLMNX PELIEHWSI NPY BO3HUKHOBEHWN aBapuiiHbIX U KpUTHYe-
CKMX CUTYyaUUiA, N BHELLHNX Nosb3oBaTesneli — notpebuTeneli MHHOPMaLMOHHbLIX PecypCcoB.

5.11 NHCTpyMeHTbl focTyna K 06opyAoBaHuI0 1 pecypcam

PaboTta nonb3osateneit MMCMnOBIN gomkHa noadepXxunBatbCcs Cneuann3vpoBaHHbIMU UHCTPYMEH-
TaNnbHbIMUK cpeAcTBaMu foctyna k o6opyaosaHuio MMCMuUOBTI. nHgopmaunoHHbIM pecypcam (6asam gaH-
HbIX MOHWTOPWHIa) ¥ NpUkNagHbIM NporpamMMam coopa, 06paboTku, 0OTOOpaXKeHNA U NPUHATUS peLleHnit no
3aKpensIeHHbIM 3a HUMU POniaM, PYHKLMAM, KOMNEeTEHUUSAM 1 cdhepam OTBETCTBEHHOCTY.

5.12 NMOANLOHTPUYHOCTbL apxutektypbl MNCMnOBI

5.12.1 MNpu npoekTtupoBaHun MNCMnOBI oTpacnein (kopnopauwuii), MyHULMNaNbHbIX 06pa3oBaHuii u
PErMOHOB A0/MKHO ObITh NPEAYCMOTPEHO CO3AaHne pacnpeaeneHHol (MoNNLEHTPUYECKOR) CeTU cneymanmsmn-
POBaHHbIX CUTYaLMOHHbIX Y UH(DOPMALMOHHO-aHAIMTUYECKNX LEHTPOB NPUHATUSA PELLEHWA.

5.12.2 CuTyaunoHHble N MHOPMALMOHHO-aHANINTUYECKNE LLeHTPbl NPeanpuaTui, U MyHULMNAIbHbIX
06pa3oBaHnii 1 PErMoHOB A0/KHbI 6bITh paspaboTaHbl Ha OCHOBE 6a30BblX NPOrpaMMHO-annapaTHbIX TEXHO-
noruyecknx nnaThopm 1 0TpacieBbIX TUNOBbLIX NPOEKTHbIX pewweHnii MMCMMOBI. 6bITh OCHaLLEeHbI cneyma-
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NIM3VPOBAHHBLIMW KOMM/IEKCAMW NMPUKNALHbIX 334a4 06paboTKN AaHHbIX U NPUHATUA peLLeHnii B COOTBETCTBUM
C HanpaBeHNMUN UX AeATENbHOCTM, a Takke AO/KHbI NOAAEPXKMBATLCSA COrnalleHs M1 0 B3anMogelicTBun ¢
npeanpuATUAMU BnagesbLamMn 06BbEKTOB, CMEXHbIMY LieHTpaMu 1 ApYrMU BHELLIHUMY NoJb30BaTe N M1-No-
TPebUTEeNAMN NHPOPMALMOHHBLIX PECYPCOB U Pe3ybTaTOB MOHUTOPUHTA.

6 Tpe6oBaHUSA K aHaNM3y apxXUTEKTYPbl NPeAnpUsTAS N ero cBsasei

6.1 NccnepoBaHune npegnpuaTtuii npu cosgaHum MNCMunOBNN

6.1.1 PeweHusa no cosgavuio MMCMuOBI fonxHbl 6bITb OCHOBaHbI Ha NpeAnpoekTHOM aHanuse ap-
XWUTEKTYpbl NPeAnpuUsATUS 1 ero CBA3eiN C BHELWHUM OKPY)XEHMEM B YC/I0BUAX WCXOAHON HeonpeaeneHHoCTH
XapakTepuUCTUK BHYTPEHHWX U BHELLHNX HEeraTUBHbIX BO34EACTBUIA.

6.1.2 VicxoaHbIMU AaHHBIMUW AN NPOEKTHbIX UccnefoBaHnii n 060cHoBaHUS apxmuTekTypbl MMCMnOBI
ABMIAIOTCA Crefylolie Ka4eCTBEeHHbIE XapaKTepUCTUKN:

- MHpopmMauns 06 oTHECEHUW NPEeANPUATUS K KDUTUYECKN BaXKHBIM 06bekTaM MHppacTpyKTypbl pervo-
Ha 1 HaNNYMM 06BLEKTOB MOHUTOPUHIA C NOBbILLEHHBIMU TPEOBOBAHUAMM K UX 3aLUULLEHHOCTH,;

- oblwue ceefeHns 0 nNpeanpusaTAn (OpraHM3alnoHHasa CTPYKTypa, pasMelleHvne noapasgenieHnin, 06-
Las YNCMIEHHOCTb paboTalLlWmx Ha 06bekTe (MakCUMasibHasi YACNEHHOCTb, YNC/I0 paboTalLnx B AHEBHOE
1 HOYHOE BPEMSl, PeXnm paboTbl 06beKTa, Hanmume BOKPYr 06bekTa ApYrux nNpeanpuaTuii, HaceneHHbIX NyH-
KTOB. XW/bIX 34aHUIA N VHbIX 06 bEKTOB MACCOBOr0 CKOMEHUS Nofeil, pasmeLleHne o6bekTa Nno OTHOLLEHWIO
K TPAHCNOPTHbIM KOMMYHUKaLMAM, CBeAeHnsa 06 onacHbIX BELLLeCTBax U martepuanax, NCnosb3yembiX Ha 06b-
ekTe).

- BO3MOXHble YCNOBUSI BOSHUKHOBEHWSA Y Pa3BUTUA aBapuiHbIX 1 Ype3BblyaiHbIX CUTYaLuuii C onacHbIMu
CoLMasibHO-3KOHOMUYECKMMUN NOCNEACTBUAMY;

- MacwTabbl BO3MOXHbIX COLMaNbHO-3KOHOMUYECKUX MOCNEeACTBUA MHUMAEHTOB — Yrpo3 HapyLueHus
LlesIOCTHOCTU 1 6e30MacHOCTM NPeAnpusaTUS, B TOM YACIe B pe3y/ibTaTe COBEPLUEHNS akTOB He3aKOHHOro BMe-
LIaTeNnbCTBa. TEXHOTEHHbIX aBapuii U KaTacTpod U BO3MOXHbIX TEPPOPUCTUYECKIX aKTOB;

- CUTyaLMOHHbIe NaHbl U CXeMbl 06beKTa, NNaHbl U 3KCMIMKALUW OTAeNbHbIX 34aHWA U COOPYXEHWUA 1
WX YacTeW, UHXeHepHble KOMMYHMUKaUMK, naaH MeponpuaTuii No fokanusaunm n Nvkeugaummn nocneacTeuni
aBapuii Ha 06beKTe, NPOEKTHasA AOKYMeHTaUna Ha 06beKT, feknapauus NPoMbILLIeHHOW 6e30nacHoCcTU 06b-
eKTa. [JoKkyMeHTaLmnsA Ha TEXHO/IOTMYecKme NpoLecchl, UCMob3yeMble Ha 06beKTe.

KonnuecTBeHHbIMW XapakTepucTnkaMmn OfHOrO WM HEeCKO/IbKUX CBOWCTB, Onpefensowmx nokasaresb
HafeXHoCTn cuctembl B cootBeTcTBMMN ¢ TOCT 27.002—80, ABNSAOTCA BEPOATHOCTHbIE NokasaTtenn 6e3oTkas-
HOCTW, PEMOHTONPUrOAHOCTN W [ONTOBEYHOCTU.

MokazaTensimMm 6e30TKa3HOCTU ABMATCA:

- BEPOSITHOCTb 6e30TKa3HON paboTbl — BEPOSITHOCTb TOTO, YTO B Npefenax 3afaHHoli HapaboTkn oTkas
CUCTeMbl He MPOou3oKAaeT;

- BEpPOATHOCTb OTKa3a — obpaTHas BennuMHa, BEPOATHOCTb TOTO, YTO B Npefenax 3afaHHoi HapaboTku
0TKa3 CUCTEMbI MPoOU3oaeT:

- cpeAHsa HapaboTka [0 OTkasa — mMaTteMaTuyeckoe oxugaHue HapaboTKu CUCTEMb! 4O MEPBOro OT-
Kasa (419 HeBOCCTaHaBNVBAEMbIX CUCTEM);

- cpefHsif HapaboTka Ha 0Tka3 — OTHOLLEHWe HapaboTKM BOCCTaHAB/MBAEMON CUCTEMbI K MaTtemMaTu-
YeckoMy OXMAaHWIo Yncna ee 0TKa3oB B Npefdenax 3aToi HapaboTku;

- UHTEHCUBHOCTb OTKa30B — YC/I0BHAsA MJIOTHOCTb BEPOATHOCTM BO3HUKHOBEHWA OTKa3a HeBOCCTaHaB-
NMBaeMoli cucTeMbl, onpegensieMas A1a paccmMaTpryBaemMoro MOMeHTa BPEMEHW Mpu YC0BKKM, Y4TO A0 3TOT0
MOMEHTa 0TKa3 He MpPou3oLLesT,

- napameTp NoToKa 0TKa30B — OTHOLLUEHWEe CPpeAHEero Yicna 0Tkasos A1 BOCCTaHaB/VBaeMOl CUCTEMbI
3a NPOU3BOJILHO Masyto ee HapaboTKy K 3HAUEHUO 3Tol HapaboTKu.

MokasatensAmMy peMOHTONPUTOAHOCTU ABNAIOTCA:

- BEPOATHOCTb BOCCTAHOB/IEHNSI PabOTOCNOCOOHOrO COCTOAHNA — BEPOATHOCTb TOrO, YTO BPEMS BOC-
CTaHOB/IEHNSI pabOTOCNOCOOHOTO COCTOSAHNS HE MPEBbLICUT 3a4aHHOrO;

- cpejHee BpeMsi BOCCTAHOBJ/IEHNSA paboTOCNOCO6HOro COCTOSAHUA — MaTeMaTUyeckoe oxuaaHne spe-
MeHV BOCCTaHOB/IEHNSA paboTOCNOCOBHOIO COCTOAHUSA CUCTEMBI.

Mokasatensamu AONrOBEYHOCTN ABNAIOTCS:

- CpefHwuii pecypc — MaTtemaTuyeckoe oxuaaHne HapaboTKnm CUCTEMbI B TeYEHWEe CpoKa CryXobl,
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- KOMMNEKCHbIE NokasaTesin HafexXHoCTH, Hanpumep KoadduumeHT 6esonacHocTn Kg. — BEPOATHOCTb
TOro, 4To cuctema bygeT B paboTOCNOCOGHOM UMM 3ALLUTHOM COCTOSAHMN B MPOW3BO/IbHbI MOMEHT BPEMEHMU,
Kpome nnaHupyeMbIx NepruoLoBs, B TEHEHUE KOTOPLIX NPUMEHEHME CUCTEMbI MO Ha3HAYeHUI0 He npeaycMaTpu-
BaeTCs.

Hapsagy ¢ BepOATHOCTHbIMU NokasaTenamy HafexHoCTU npu hopmMrpoBaHny UCXOAHBIX faHHbIX He06-
XOAVMMO OnpeAennTb UIN paccunTaTtb P AeTepMUHUPOBAaHHbIX NoKa3aTe e, Taknx Kak:

a) UHTEHCUBHOCTb, A/IMTENBHOCTbL U rpad vk NPOBOAUMBIX HA 06bekTax paborT;

6) chnHaHcoBble pacxodbl 1 TpyAo3aTpaTthl Ha obecneyeHne 6e30NacHOCTY;

B) KONMYECTBO U TAXECTb MEBLUMX MECTO NPOUCLLECTBWIA.

[leTepMuHMpoOBaHHbIe NokasaTenn 06bIYHO BblipaXalTca PU3NYECKUMU BENNYMHAMU UN OTHOLUEHU-
eM 3TUX BE/IMYMH, Hanpumep, 6€30NacHOCTb MHOrOKaHanbHOW pe3epBMPOBaHHON annapartypbl MOXET oue-
HMBaTbCS YMC/IOM KaHaNoB, OTKa3bl KOTOPbIX NPMBOAAT K ONACHbIM CUTyaLusiM, CPOK CAyxObl onpegenseTca
KaneHAapHol NPOAO/MKNTENIbHOCTbIO 3KCMyaTaLun CUCTEMbl UM ee BO306GHOB/IEHUA NMOC/e PeMOHTa A0 Ha-
CTYN/1eHUs NpefesibHOro COCTOSHNA.

MprviMep HOMEeHKNaTypbl Ka4eCTBEHHbIX 1 KONIMYECTBEHHbIX NnokasaTenei n xapakrepnsyemMble MU CBO-
ctea MNCMnOBIN npueegeHbl B Tabnuue 1.

Ta6nuua 1— HomeHknatypa nokasateneit MMUCMunOBM

O603HaueHne HaumeHoBsaHve

HavimeHoBaHve nokasarens Kavectsa ~
nokasaresisad ka4ectsa XapakTepnsyemoro CBoCTBa

MokasaTenu HasHaueHus
MokasaTenu pyHKLMOHANbHbIE U TEXHUYECKOV 3 HEKTUBHOCTM

MofynbHOCTb ¥ (PYHKLMOHAIbHAS B3aUMOCBSI3b
CUCTEeM Ha NPOrpPaMMHOM YPOBHE: KOMIMYEeCTBO —_ MHTerpaLvoHHblii napameTp
cuctem

MopynbHOCTb U (PyHKLMOHANbHAS B3aMMOCBSI3b

— MHTerpaLvoHHblii napameTp
CUCTEM Ha annapaTHOM YPOBHE: KOIMYECTBO CUCTEM

KoHhurypaumoHHasi BApUaHTHOCTb: KOSIMYEeCTBO
BapnaHToB

— CTeneHb aBTOHOMHOCTU

KOHCTPYKTWBHbIE NokasaTenu
Bpems XxpaHeHusi 0TYETOB 1 apXMBOB, CyT. — JKcnnyaTauMoHHbIi napameTp

[nHa yyacTtka, OCHaLEeHHOro UHXEHEepPHbIMU

— JkcnnyaTauvoHHbI napameTp
CoOopyXeHnamu obecneveHns 6e30nNacHoOCTH, M

Uucno py6exeit oxpaHbl, Ui — JKcnnyaTauMoHHbI napameTp

Yucno ueHTpos c6opa 1 06paboTkn nHopmauuu,

ur — JKCnnyaTaumoHHbI napameTp

Yucno paboumx MecT onepaTopoB CUCTEMbI, LLUT. — JKcnayaTaumoHHbIA napameTp

Mnowasb 0630pa kKamMmepamy TeNeBU3NOHHOTO Ha-

— JkcnnyaTauMoHHbI napamer]
6/1104EHNSA. KB.M yarau p p

LieneBas 3afiaya Te/1€BU3NOHHOTO HAGMIOAEHNS:
ngeHTUdMKaLms, pacnosHaBaHue, o6HapyxXeHue, — JKcnyaTauMoHHbIA napameTp
MOHWUTOPUHT

NHTennekTyanbHblii aHann3 BUAE0U306paxeHns:

_ JKcnayaTaunoHHbIli napameT
nalvet yaray P P

[nvHa yyacTka, OCHaLLEeHHOr0 TEXHUYECKNMN

o — JKCnnyaTaumoHHbI napameTp
CPefCcTBaMu OXPaHHOl curHanmsayum, m

MNnowasb NoMeLeHnii, OCHaLLEHHbIX TEXHUYECKNMN

. — JKCnnyaTaumMoHHbI napameTp
CPefCTBaMu OXpPaHHO curHanuaauumu, kB.M
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OkoHuaHue Tabnuubl 1

O603HaueHne
nokasaTens kayecTsa

HakmewncBauune nokasarenun kayecrsa

Yucno TPEBOXHbIX |/|3Be|.|4aTene|7|| LT, —

Mnowasb NOMELLEHNI, OCHALLEHHbIX TEXHUYECKUMU
CpeACTBaMM KOHTPOJIS 1 YNPAB/EHUS 4OCTYNOM, _
KB.M

Mnowagb y4yacTka, OCHaleHHOro CUCTEMO FPOMKO-
rOBOPSILLEr0 OMOBELLEHUS, KB. M

KaTeropvm HaaeXXHOCTU CUCTEMBbI SJ'IeKTpOCHaG)KeHI/IFI —

Hanuune cncteMbl MOHUTOPUHTA NCMPABHOCTU
anemeHToB MNCMuNOB. ga/Het

[okasarenn HafexHocTn

CpeaHsis HapaboTka 0 oTKasa ANs annaparypbl

MHOrOKpaTHOro NpUMeHeHus, 4 Y3TK,
Hapa6oTka A0 nepBoro oTkasa (419 annapartypbl

OflHOKPATHOIO NPUMEHEeHUS). 4 *0.«2
CpepHuit pecypc, net TP
CpefiHee Bpemsi BOCCTaHOB/IeHNA paboTOCNOCOGHOro At
COCTOSIHUSA, MUH '
CpepHee Bpemsi BOCCTAHOB/IEHNA [0 3afaHHOro

3HayYeHUst nokasaTens kavyecTBa, MUH TB
CpepgHee Bpemsi 6€30TKa3HOro XxpaHeHus, 4 T

HanmeHoBaHue
XapakTepu3yemoro ceoiicTea

JkcnnyaTaunoHHbI napameTp

JkcnnyaTauroHHbI napameTp

JKcnyaTauMoHHbIA napameTp

Be3oTka3HOCTb

PeMOHTONpUrogHoCTb

BesoTkasHoCTb

Be3oTkasHOCTb
JlonroBeyHocCTb

PeMoHTONpPUrogHoCTbL

CoxpaHsiemMoCTb

CoxpaHsiemMoCTb

MokasaTenun ycTolunBOCTMN, CTOMKOCTU K BO3AENCTBUIO BHELLIHNUX HEraTuBHbIX (DAKTOPOB

Pa6ounii ananasoH Temnepartyp okpyxatoLei

YCTOWUMBOCTb K TEMNepaTypHbIM

, At o
cpegpl. 'C BO3/EeNCTBMAM
Pabounii fuanas3oH OTHOCUTENbHOW BAAXHOCTW AV YCTONUNBOCTb K KTMMATUYECKNM
BO3ayxa. % BO3AelCTBMAM
MokasaTenu TpaHcnopTabenbHOCTH
Mokasatenb BO3AeCTBUA TPAHCNOPTHOW TPSICKN U MpoOYHOCTb NPW TPaHCNOPTUPOBAHUN

Bubpauum (C yckopeHuem v npu yactote ygapos). %

Fa6apuTHble pasmepbl, MM d*I*h

B ynakoBaHHOM Buae

MpUCNOCO6NEHHOCTL K TPAHCNOPTUPO-

BaHWIO N 3KCnnyaTauun

Macca, r Mpucnoco6/1eHHOCTb K TPAHCNOPTUPO-

JlonycTuMble BUAbI TPAHCMOPTUPOBAHNA U3Lenus —

MokasaTenu ctaHgapTUsaumn n yHudgukaumum
KoadhhuumneHT npumeHsemoctu. % K, p
KoathpuuneHT noBTropsiemoctn. % Kn

Moka3atenu 6e3onacHocT

QnekTpuyeckas NPOYHOCTb N30NALMUN KabenbHbIX
Tpacc. kB

OneKTpnyeckoe CONpOTUBIEHNE N30N5LUN Kabenb-
HbIX Tpacc. Om
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6.1.3 O6cnepoBaHie 06bEKTOB NPeANPUATUA OCYLLECTBASAIOT B COOTBETCTBMU C METOAMKAMU, YUNTbIBA-
IOLLMMMN OCOBEHHOCTY MPOAYKLMMN N MHAPACTPYKTYPBI NPeanpuUaTUs.

Mo pe3synbTatam o6cnefoBaHNA onpenenstoT (YTOUHAIOT):

- cocTaB 0O6bEKTOB, MPOLLECCOB M PeCcypcoB NpeanpuaTvs, nognexalymx sawmTte oT HeraTVBHbIX BO3-
nelicTeui;

- onncaHna 06BEKTOB MOHUTOPUHIa U Cy6bekToB obecneyeHns nx 6esonacHocTy;

- 3HayeHus 3afjaHHbIX HOPM 1 NokasaTtesieil 6e30nacHoCTn 06bekTa:

- XapakTepuCTUKN BHYTPEHHMX N BHELLIHNX COObITUI 1 BO3MYLLLEHWI I — Yrpo3 6e30MacHoCTY;

- opraHbl NPUHATUS peLLeHnli B aBapUiHbIX N KPUTUYECKUX CUTYaLMsX N0 3aKpenaeHHbIM 3a HUMU 06b-
eKTam MHXEeHEePHOWN NHpacTPyKTypbl NPeanpusaTUsS, NPOAYKL MK, NPOLLECCOB, PECYPCOB, JOKYMeHTauu n ap.;

- Ha/Myve cornalleHnii o B3avMOAENCTBUN C BHELUHUMUW OpraHaMu BNacTW U MeCTHOTo caMmoyrnpasie-
HWA. opraHM3aLusaMn permoHasnbHbIX cnyx6 6esonacHocTy;

- CXeMbl MH(POPMAaLMOHHBLIX NOTOKOB W pasMeLleHne y3n10B NPUHATUSA PeLleHnidi Ha TeppuTopun 1 B No-
MeLLEeHNAX NpeanpuaTUa 1 CMEXHbIX NPeanpuaTuiA, BKIIOYas pacnosiokeHHble B Apyrnx permoHax Poccum n
Apyrux rocygapcreax.

- XapakTepucTuKM JOCTYMHbIX pecypcoB (NepcoHasn, cneuobopyfoBaHue. NporpamMmmHble CpeacTsa,
HT/A. Tunosbie pelieHns Mo obecneyeHno 6e30MacHOCTM 06bEKTOB, UCTOYHMKN 1 hOopMbl MX NpuobpeTte-
HYS;

6.1.4 Mo pe3ynbTaTaM 06Cef0BaHNS ONpefensoT:

- NCXOAHble MOCTAHOBKM 3afay co3gaHus (Mogudmkaunm n passuTusa) cuctembl 6e30NacHOCTU Npej-
npusaTUs;

- KOHUenTyanbHble mMogenu obecneyeHns 6e30NacHOCTU O06BLEKTOB MPeanpuUsATAS, OpraHn3aLMoHHbIe
pernaMeHTbl U Npoueaypbl NPUHATUA PeLLEHWI;

- 06wWue (hbyHKUMOHabHbIE TpeboBaHMs K cuctemMe 6e30NacHOCTU U ee apXUTEKTYpE;

- TpeboBaHNA K KOMMOHEHTaM OpraH13alMoHHOIo, UHAOPMALMOHHOIO, TEXHUYECKOrO 1 NPOrpaMmmMHOro
obecneyeHuns cmctem 6e30nacHoOCTY;

- TpeboBaHMUA K NpeAcTaB/EHNI0 AaHHbIX O COCTOSAHUM 06HEKTOB MOHUTOPMHIA Ha YCTPOlicTBax oTobpa-
XEHMA 06LLEro HasHavyeHust 1 pabounx MecTax yaaneHHbIX Nnonb3oBaTenieil u nx NpUBA3Ke K 1 KoopauHaTam
MEeCTHOCTH;

- NCXOAHble maTtepuasbl AnA paspaboTkM M MCMNOSIb30BaHUS KOHCTPYKTMBHbIX 30-Mofeneli 3gaHuin n
COOPYXEHWI MHXEHEePHON MHPacTPYKTypbl NpeanpusTUA, reonHpOpPMaLMOHHbIX CUCTEM O6LLEro 1 cnewu-
aNlbHOro HasHayeHus;

- pekoMeHgaummn no BbI6GOPY NMPOEKTHbIX PELLEeHWl NO OpraHn3aumMn MexsefoMCTBEHHOro B3auMogeii-
CTBUSA.

6.1.5 Ha atane HNP cnegyet paspabaTbiBatb WM Ha 3Tane NPOeKTMPOBaHMUSA MCNO/b30BaTh TUNOBbIE
mogenu 6e3onacHoCT npeanpuaTusa. Mogesns 6e30nacHOCTU NPeAnpPUATAA [O/KHA ObiTb NOIOXEHA B OCHOBY
KoHuenuuu cosganuns (passutmsa) MMCMunOBI n oTBeyaTb Ha BOMPOCHI, YTO ByAeT, ecnv N3MEHUTCH Kakon-nu-
60 3N1eMEeHT apX1TeKTypbl NPeAnpPUATUS, €ro NHXEHepHON, NPON3BOACTBEHHON 1 COLMaNIbHON NHPaCTPYKTY-
pbl. XapakTepUCTUKN BHELLHUX BO3AENCTBUIA, Kakne hakTopbl HEO6XOAMMO YyunTbiBaTb NPW NOCTAHOBKE 3ajay
obecneyeHns 6e3onacHOCTM 1 BbIGOpe CPpeacTB MX peanm3auuu.

6.2 Mogenb 6e3onacHocTV nNpeanpuaTuA

6.2.1 Mpn paspaboTke mMoaeneint 6esonacHOCTV NMpeanpuATUSA AO/MKHbI ObiTb OnpeaesieHbl OCHOBHbIE
TpeboBaHMA K OpraHn3auroHHO-MeToAMYEeCKOMY U MHHOPMaLMOHHOMY obecneyeHnto cucTtem 6e3onacHoCTH,
BK/tOYAS:

- XapaKTepuUCTUKM 06bEKTOB MOHUTOPUHIA U BHELLHEN cpeabl;

- nokasartesim OLEeHKU COLNaribHO-3KOHOMUYECKOr0 COCTOSIHMSA pernoHa v paktopbl, OkasbiBallLLe Bun-
AIHVME Ha LLe/IOCTHOCTb M TpeByeMbIl YPOBEHb 3aLULLEHHOCTU 06BHEKTOB, NPOLLECCOB M PECYPCOB NPeAnpuaTus
OT HeraTMBHbIX BO34ENCTBUIA;

- TEXHWYeCcKue pernameHTbl U HOpMbl 6€30MacHOCTM 06BEKTOB MHAPACTPYKTYpPbl NPeanpuaTAs 1 npu-
nerawLnx TeppuTopuii;

- KOHLEeNTyaslbHble 1 MaTeEMATUYECKME MOAE/IN OLLEHKN PUCKOB U 060CHOBaHKE BbIGOpa CpeacTB 3alym-
Tbl PECYPCOB OT HEraTUBHbIX BO34ENCTBUIA;

- COCTOSIHME HacneAyembiX MH(OPMALMOHHbLIX CUCTEM NPeanpusaTuii n pbiHka cpeacts VIKT u cneum-
anM3npoBaHHOr0 060PYA0BaHUSI CUCTEM 3alUTbl PECYPCOB NPEANPUATUS;
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- pernameHTbl 06MeHa gaHHbIMU, hopMaTbl COOBLLEHMI N NPOTOKO bl NEepesfayn faHHbIX B IOKabHbIX
(LAN), pernoHanbHbix (MAN) 1 rno6ansHbix (WAN) ceTax ¢ MHTerpauuein cnyxo6 4acTHOro Nosib30BaHus,

- MeTofbl CTaTUCTUYECKoV 06paboTKu AaHHbIX 1 (DOPMbI 3aNPOCOB Ha NpeAcTaB/ieHne OTYETOB MO pe-
3ynbTaTamMm MOHUTOPUHIA BHELUHUM NOTpebutensm.

6.2.2 Tpe6oBaHMs K hyHKLMOHANbHBIM, MHOPMALMOHHBIM, MaTemMaTyecknum 1 npoueaypHbIM mMoge-
nam AC MOHMTOPVHra COCTOSHUSA O06BEKTOB NpeAnpusaTUS, Hapsagy ¢ ycrnoBusMu n tpebosannsmu FOCT P
22.1.01. pomkHbl BKOYaTbL B cebs:

- onpegenexHvie U naeHTUUKaL MHLMAEHTOB Yrpo3 Le/loCTHOCTY 1 6e30MacHOCTN 06BbEKTOB:

- onpejgenieHne 4YacTHbIX W KOMM/IEKCHbIX (MHTerpasibHbiX) Mokasartesieii COCTOAHWA LieNOCTHOCTU U
6€30MacHOCT 0GBLEKTOB MOHUTOPUHIA, (DYHKLMOHAbHbLIX 3aBUCUMOCTEN 1 KOPPENSALMOHHbIX CBA3E Mexay
HUMU, BKNlOYas onpeeneHne MUHUMabHOro Heo6xoAMMOro Habopa KOHTPOIMPYeMbIX NapaMeTpoB, Bbibopa
4acToTbl ONpoca AaT4yMKoB (CEHCOPOB) Y UCTOYHMKOB COOBLLEHWNIA, PauMOHasIbHbIX HACTPOEK CPeACTB KOMMY-
Tauum NOTOKOB AaHHbIX U APYTUX HACTPOEK CUCTEM KOHTPO/A NapameTpoB OOHLEKTOB M CPEACTB BHYTPEHHUX
N BHELLHUX KOMMYHUKaLWiA;

- TpeboBaHMA K JOKYMEHTOO60POTY CNYX6 6€30NacHOCTH, KOHTPOJI0 UCMNOSTHEHNA peLleHnii 1 nokasa-
Tensam atpheKTMBHOCTU UCMONb30BaHNA pecypcos (060pyAoBaHne, NepcoHarsn, aHeprus, AeHbrn):

- OLeHKy TekyLlieli cuTyauuy no MHTerpanbHbIM (KOMNAEKCHbIM) NokasaTensiM 1 MPorHo3 nocneAcTBuii
ee pa3BuTus,

- MeTofbl 060CHOBAHUS NMPUHATUA peLleHnii No HelTpanusaumum yrpo3 1 nNaaHMpoBaHWI0 PecypcoB Ans
obecneyeHnss 6e30MacHOCTM OOBLEKTOB Y BOCCTAHOB/IEHNSA UX LI@/IOCTHOCTW B aBapWitHbIX N KPUTUYECKNX CU-
Tyauusx.

- BblGOpP CNOCO6GOB OTOGPAXEHUS pe3yibTaToB MOHUTOPUHIA U agpecHoro onoselleHus JIMP ansa aktu-
BM3aLMn CUN 1 CPeacTB Cyx6 6e3onacHOCTU NPeAnpuATUiA U PErMOHOB:

- MeTOofbl XpaHeHUsl U CTaTUCTUYECKON 06paboTKN AaHHbIX 06 NCTOPVM MHUMAEHTOB M 3¢hhEKTUBHOCTM
AeCTBUIA aKcnlyaTauMoHHOro NnepcoHasna 06bEKTOB U CNYX6 o6ecrneyeHns 6e30nacHOCTH.

6.2.3 MNpu pa3paboTke Mogeneli 6e30NacHOCTV NPeanpUATUS He06XO0AVMMO YYuTbIBaTb €ro B3auMoaei-
cTBUE C:

- cucTemoli XusHeobecneyeHus pacnpeseneHHbIX 06bEKTOB NPeanpuUsATUS U PErnoHa;

- pernoHasibHbIMK cnyx6amu obecneyeHnss 6€30NacHOCTM M aHTUTEPPOPUCTUYECKON 3aLLWLLEHHOCTH
06bEKTOB TPAHCNOPTA, SHEPreTVKW, NPOMbILIEHHBIX NPeANPUATUIA, 3KOIOrUK;

- opraHamu TEXHUYECKOTrO perysnmpoBaHusi, OLeHKN COOTBETCTBUS 1 HaA30pa;

- cnyx6amu BOCCTAHOB/IEHUS LIe/IOCTHOCTM 06BLEKTOB NPeAnpuAaTUiA 1 NKBMAALMN NOCNeACTBUI aBa-
PUIAHBIX 1 Ype3BblYaHbIX CUTyaLuii:

- opraHamu rocyfapCTBeHHOW BNacTy 1 MECTHOTO CaMOynpaB/eHus.

6.2.4 CTpyKTypa Komnaekca mogeneit 6e30nacHoCcT# 0606LLEeHHOro NpeanpuATUS NpuBeaeHa Ha pUCYH-
Ke 2.
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PucyHok 2 — MpuMep dhyHKUMOHaNbHO Mogeny 6e30nacHoCTU NpeanpusTus

6.2.5 Mpu pa3paboTke Mogenei 6e3onacHoCTU NpeanpusiTUs He06XoAMMO o6ecneunBaTb UX yHKLMUO-
HasIbHYIO MOJIHOTY AN1S1 06ecneyeHnsi MOHUTOPUHTA.
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7 ApXuTexkTypa M TUNOSIOTUSE UHTETPUPOBAHHBIX MHTETEKTYya /IbHbIX CUCTEM
MOHUTOPUWHIa pacnpeeseHHbIX 06bEKTOB NPeaNpUATUIA U TEPPUTOPUI

7.1 ®YHKUMOHA/IbHbIE 3/IEMEHTbI apXUTEKTYpbI

Apxutektypa MMCMunOBI onpepgensieT coctaB (PyHKLUMOHANbHbLIX 3/1IEMEHTOB OpraHn3aunoHHoro, Me-
TOLMNYECKOro. MHPOPMALMOHHOTO, TEXHNYECKOTo U NPOrpamMMHOro obecneyeHns u CBsi3eit C HUMK, 1 [O/KHA
BK/lOYaTb B CBOE COfepxaHve ponu nogen, onvcaHme npoueccos (hyHKLMM 1 NnoBeAeHNe) 1 npeacTaBneHe
BCEX BCMOMOraTe/ibHbIX TEXHO/IOTWI Ha MPOTSXEHNN BCETO XXM3HEHHOIO Lvkna npeanpusatis no FOCT P UCO
15704.

7.2 CpeacTtBa NPOEKTHON KOMMNOHOBKM

CpepcTBa nMpoekTHOM KoMnoHoBku MNCMuOBI pgomkHbl obecneunBaTb peanusauuio yHKUUA Ha-
CTPOVKM U MaclITabypoBaHUE Ha YCMOBUSA MPUMEHEHUS B Pa3/IMYHbIX NMPeAMETHbIX chepax AeATesIbHOCTH
npeanpusATuii, HanpuMep TaknMx Kak:

- OLEHKa MPOEKTHOW, TEXHO/IOTMYECKO M OpraHn3aunoHHO-pacnopsaMTeNbHOW AOKYMEHTaUun Ha Ha-
NINYne B TEKCTAX CBELEHUI, coepXaLlX KOMMEPYECKYIO U TOCYLapCTBEHHYH TaiiHy, HEAONYCTUMbIX U He-
KOPPEKTHbIX onpeAeneHnii TEpMUHOB U MOHATUA, YMCNOBBLIX 3HAYEHWI XapaKTepUCTUK OOBLEKTOB U ApPYrux
oWKMBOK B TEKCTax, MPUBOAALLMX K pUCKaM M BO3MOXHbIM MOTEPSM PECypcoB, BKAOYaA UMUOXK W fOBepue
noTpe6uteneis;

- MOHUTOPWHI COCTOAHWUA obopypoBaHnsa WIKT. cneunann3npoBaHHbIX CPeACTB UHXEHEpPHO-TeXHUYe-
CKOW 3alnTbl 06BEKTOB U MH(DOPMALMOHHO-BbIYUCIUTE/TbHBLIX CeTell NpeanpusaTus;

- MOHMWTOPUWHI UHXEHEPHbIX CUCTEM XU3HE06ECNEeUYEHUsT 34aHUA U COOPYXEHUA N OLEHKa (PAKTOPOB,
yrpoxaounx 6e3onacHocT MH(PACTPYKTYpbl NpeanpusaTs (noxapHas 6e3onacHoCcTb, aHeproobecneyeHue,
norofHble yCroBUsi, TEXHOTEHHble KaTacTpodbl Ap.);

- OXpaHa TeppuTopuu NpeanpuaTUS U KOHTPOJb HECAHKLMOHWPOBAHHOIO AOCTyna Ha 06bEeKTbl npea-
npuAaATUSA;

- KOHTPO/Ib fJOKYMEHTAL MM Ha NOCTaBKY KOMIMIEKTYIOLLNX U MaTepuasios npu npuemMke, HeCaHKLUMOHNPO-
BaHHOrO (He LleN1ieBoro) NCMosib30BaHUsA MaTtepuasibHbIX Pecypcos nNpeanpusaTus;

- 3aluTa MHOPMALMOHHBLIX PECYPCOB U UHTE/IEKTYasIbHON COGCTBEHHOCTU NPEeANpPUATUS;

- 6esonacHoCTb TpyAa 1 obecneyeHve 340pOBbS NepcoHana.

7.3 OCHOBHble YPOBHWN apXUTEKTYPHOTO peLlueHuns

ApxutekTypHble peweHna NNCMuUOBIT npu Ux MNOCTPOEHUW AO0/KHbI pacnosaraTtbCa Ha crefyroLmnx
YyeTbIpex ypoBHSAX.

7.3.1 YpoBeHb (hopmMupoBaHnsa 6a30BbIX NPOrpaMMHo-annapaTHbIX TEXHOOMMYeckMx nnaTopm cpe-
Obl pyHKuMoHuposaHua NNCMUOBI 1 hyHKLMOHAIbHO-NOMHOI0 KOMM/iekca 060pyA0BaHNs Y NPOrPaMMHbIX
CPefCTB AN1A PeLleHns NpukIagHbIX 3afady MOHUTOPYHIA COCTOAHNA 0OBEKTOB B NpeaMeTHbIX cdepax Aes-
TeNbHOCTY NpesnpuaTHii.

MpumeyaHne — PeleHNss 3TOTO YPOBHS AO/MKHbI YUUTbIBATL felicTByOLME HOPMATUBHO-NPaBoBble Tpe6o-
BaHMs B cpepe 6€30MacHOCTM M CofepXaTb NpaBoBble, OPraHW3aLMOHHO-3KOHOMUYECKME U TEXHUYECKNE MEXaHWU3MbI
pa3paboTkN MHTEerpupoBaHHbIX CUCTEM GEe30MacHOCTV W MOCTAHOBKW Ha NPOW3BOACTBO HOBbIX cpeacTB VKT obuiero n
cneunasnbHbIX CPEACTB 3alluUThl PECYPCOB NPeANpUSTUA NpenmMyLLecTBEHHO Poccuiickoro nponssoacTsa.

7.3.2 YpoBeHb cuctemHoro npoektuposaHus MMCMunOBI n nx «BcTpavBaHusi» B AelCTBYOLWME 1 Nep-
CMEeKTUBHbIE OpPraHn3auUoHHO-TEXHUYECKME CUCTEMbI YyNpaBAeHUs npeanpuaTus.

7.3.3 YpoBeHb NPOEKTUPOBaHUA U MHTerpaumun MHPOPMAaLMOHHbLIX CUCTEM MEXBEeAOMCTBEHHOIO B3au-
MOAECTBMSA pacnpefenieHHoN NONNLEHTPUYECKON CETU PernoHasbHbIX CUTYaLMOHHBIX N MHOPMAaLMOHHO-
aHaNUTUYECKUX LLEEHTPOB MOHUTOPUHIA CTpaTernyeckmx u coumanbHO-3Ha4YMMbIX OO LEKTOB PErMoHOB U Tep-
pUTOPWIA.

7.3.4 MpuknagHoi yposeHb akcnayatauun MMCMnOBI n o6ecneyerHns B3aumogeincTeus cnyxo6 6es-
0MacHOCTM B npoLeccax Tekylliein fesTeNbHOCT NpeanpuaTuii.

7.4 dyHKUMOHaNbHasA apxuTekTypa pacnpegeneHHoin MMCMunOBIM

CoBpeMeHHble My/NibTUCEPBHCHbIE pacnpefefieHHble KoprnopaTuBHble (CeTU) cucTeMbl 06paboTku AaH-
HbIX. B TOM uncne u 8 MMICMunOBT. npeacTtaBnstoT co60li COBOKYNMHOCTb BbICOKOCKOPOCTHOIO CETEBOrO 060pYy-
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[OBaHMA. NoAAepXUBAKOLLEro npuopuTesaumnio Tpaduka, a Takke 60MbLLIOTo YMcna BCEBO3MOXHbIX NpuKnaa-
HbIX NNatgopM ¥ cepBuUcoB peasibHoro spemerun (IP-teneoHnn 1 BUAEOKOHM(EPEHLCBA3M), peannsyoLLnx
IT-dyHAaMEHT 6M3HEeC-NpoLLEeCcCoB 1 CPeACTB 06LEeHUS.

7.4.1 B cocTaB hyHKUMOHanbHOI apxutektypbl MMCMuOBI BitovaoT coBokynHocTb MTK n MMK. kax-
[blli N3 KOTOPbIX PACCMaTPUBAIOT Kak OTAE/bHbIA NPOAYKT, KOTOPbIA MOXET MMeTb CBOMX NOTpebutenei n pas-
NINYHblE MOAMMMKaLMK, YUnUTbIBaOLWNE OCOBEHHOCTM UX NPUMEHEHNA HA KOHKPETHLIX NPeanpusaTusx.

7.4.2 ®yHKUMOHa/IbHbIE KOMMOHEHTbI apxutektypbl MMCMuOBI (cm. npunoxeHue B) AomkHbI GbiTb
npeAcTaBneHbl Kak 3aKOHYEHHbIe NPOAYKThI, ABMAIOWMECS NPeaMeTOM OTAeNbHOV NOCTaBkW, NpoLejLive Bce
UCMbITAHUA Ha NPeAnpUATUN-U3rOTOBUTENE U COAEPXATb HEOOX0AVMMbIE CPeACTBa HACTPOWKMA ANA NpUMeHe-
HMA B yCNOBUSAX NpeanpuaTusa paspabotunka MNCMuOBT. Ha nx 6ase npyv HEO6X0AUMMOCTU peanunsyTcs cu-
CTEeMbl MOHUTOPUHIa OAHOTUMHbLIX O6LEKTOB B CUTYALIMOHHBIX LleHTpax oTpacsell, PerMoHoB, MyHULMNaNbHbIX
o6pas3oBaHuii Ha pasHbix NKT-nnatgopmax ¢ Mcnosib3oBaHMEM 060pyAOBaHUSA 1 NporpaMMHOro obecneuve-
HWA pas/IMYHbIX U3rOTOBUTENEN N MHTErpupoBaThCA C AeNCTBYHOLWMUMI aBTOMaTU3NPOBaHHBIMU MHAOPMAaLLW-
OHHbIMW CMCTEMaMKN NpeanpuaTuii. Heobxogumble CBA3N MexAy KOMMOHEHTaMu onpeaensanTcs YHUULm-
pOBaHHOW cucTeMOl MHTepdencoB B3aMMOAENCTBUA MeXAy 3NeMeHTaMy U MOoAAEePXUBAIOTCA cpeacTBamu
WHTerpauun pas/imyHblX KOMNOHEHTOB M MOAYNEeN, C X TeCTUPOBaHMEM Ha COBMECTMMOCTb M paboToCcnoco6-
HOCTb B KOHKPETHbIX YC/I0BUSAX.

B 3aBMCMMOCTM OT C/IOXHOCTV 06BEKTOB MOHMUTOpMHra B coctaBe MINCMuOBI ucnonb3ytoT, kak npo-
cTeflllme cUCTEMbl KOHTPONS OTAE/bHbIX NapameTpoB, Tak W COXHble nepapxmyeckue KOMMIeKCbl CpeacTs
OLEHKN KOMM/IEKCHOro (MHTerpasibHoro) COCTOAHNA 06 bEKTOB.

7.4.3 PaunoHanbHas apxutektypa MMCMunOBI ans KOHKPEeTHbIX 06BEKTOB A0/MKHA 0b6ecneumBaTh:

- afilekBaTHY0 MWHUMMW3ALMIO COCTaBa KOHTPOJIMPYEMbIX NapaMeTpoB W nokasaTesiell COCTOSHNA 00b-
€KTOB MOHUTOPUHra:

- MCNOMb30BaHMe anropuTMoB 06paboTKM AaHHbIX U TOTUKN NPUHATUA peLueHnii;

- onpefesneHne 1 3aKpensieHve y3noB NPUHATUA pelleHnii n pacnpegeneHne cpep nx oTBETCTBEHHOCTYU
B 3aBMCMMOCTMN OT CUTyaunn Ha obbekTe;

- ONTUMAIBHYI0 MUHUMU3ALMIO MHAOPMALMOHHBIX MOTOKOB W 3arpy3ku KaHasioB CBA3M,

- ajleksaTHOe 1 CBOEBPEMEHHOE 0TOOPAaXeHNe AaHHbIX MOHUTOPUHIA ¥ OMOBeLLeHre NuL, npuHuMalto-
LMX peLUeHns no ynpasieHnio o6bekTamu.

7.4.4 CpepnctBa 06HapyXeHus CO6bITU — WMHUMAEHTOB Yrpo3 6e30nacHOCTV A0/DKHbI obecneunBatb
06paboTKy NOTOKa AaHHbIX OT pas/INYHbIX UCTOYHWUKOB U peluaTth cnegyowme yHKUMOHabHbIE 3a4a4uu:

- onpeferneHve pernameHTa 06CNyXWBaHUS NOTOKa AaHHbIX (CUrHANOB AAaTYMKOB, COOOBLLEHNI, AOKY-
MEHTOB);

- peructpauusi cobbITUs 1 onpefesieHne NCTOYHMKA COObLEHNST O COBbITUN;

- BblfeNieHne NPM3HaKkoB Yrpo3 U3 NoToka OTAe bHbIX COOBLLEHNIA:

- MaeHTudukauma Tuna yrposbl 1 onpefeneHne BO3MOXHbIX NOCNeACTBUIA pa3BUTUS COObITUS;

- MHULManusauus AeincTsuii NuL, NPUHUMAIOLWNX peleHnsa B cuctemax 6e3onacHoCTv NpeanpusaTus;

- ynopsfoyeHve nNoToka Co6bITWIA, BefeHNe apxuBa NCTOPUK COObITMIA.

8 O6LMe TexHnYeckne TpeboBaHNWsl K MporpamMmMHO-annapaTHbIM
TeXHOMOorMYecknM nnatPopMamM UHTETPUPOBAHHOW MHTENNeKTyabHO
CUCTEMbl MOHUTOPUHIA U oGecnevyeHns 6e30MacHOCTU NpeanpuUATUs

81 CTpyKTypa KOMNJEKCOB

ABTOMaTU3NPOBaHHbIE KOMMAeKehl cpeacts MMCMuOBI ana peanusauuun npuknagHbix 3agad cbopa,
06paboTKN flaHHbIX MOHUTOPMHIA COCTOSIHUA W yNpaBneHns o6bekTaMu nNpeanpuaTus cnegyeT co3fasartb Ha
ocHoBe 6a30BbIx AN VKT obuiero HazHauyeHns (BblYMCIMTENbHbIX KOMMIEKCOB, CPeACTB CBA3W 1 MOAAEPXKM-
BaloLWMX UX ONepaLnOHHbIX CUCTEM U MHCTPYMEHTASIbHbIX CPEACTB), peasin30BaHHbIX HA OCHOBE MPUHLMNOB
CO3[aH1sA OTKPbITbIX CUCTEM C LENbl YNpoLEeHUs UHTerpauum ¢ Apyrumm cuctemamu. FeonHdopmaumnoH-
Has cucTema 6e30MacHOCTU A0/MKHA COAEPXKaTb OTKPbITble MPOrpaMMHble UHTepdenickl ANa NHTerpaunm c
MCTOYHMKaAMN MHpopMauM 1 BHELHUMU MHAIOPMAaLUOHHBIMY CUCTEMaMM 1 COOTBETCTBOBATL C/eayloLM
TpeboBaHuAM.
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8.1.1 B cocTaB 0CHOBHOro o6opyaoBaHus 6a3osoii MAM MNCMWOBIM. ycTaHaBNMBaeMoi Ha 06bekTax
npeanpusTAsA, B COOTBETCTBUM C peLlaeMbIMK 3agadammn 1 TpebyemMbiM YpoBHEM MHCGOPMaLMOHHOK 6e3onac-
HOCTW [0/KHbI ObITb BK/IHOYEHDI:

- ycTpoiicTBa cbopa nHdopMaLmn ¢ NepBUYHbIX AATYMKOB (CEHCOPOB) COCTOAHUSA OGBHEKTOB MOHUTO-
puHra;

- NIoKasibHas BblYUCAUTENbHAA CETb NPeanpuaTUs;

- peructpaTopbl pas/IM4yHoOro Buaa coobLeHuii, ayamo- u BUAe0AaHHbIX, BKIoYas cTaumoHapHbie 1 noa-
BUXHblE,

- NnokanbHble cepsepbl cb6opa, XpaHeHVs 1 06paboTKM AaHHbIX O COCTOSTHUW 3ajaHHON Tpynnbl 06bek-
TOB MOHUTOPUHrA,;

- KOHTpO/INepbl YNpaBieHUst yCTPOMNCTBAMMN CUCTEM XW3HEOOEeCcneyeHus 34aHuii U COOpYXEeHWM, KOH-
TpoNA foCTyna B 3[aHNA U COOPYXEHUS U Ha TEPPUTOPUIO NPeAnpuUATUS, BUAEOHAOMIOAEHUSA, HAUKaLUU 1
0TOOPaXKEHNA COCTOAHWUA 0OBLEKTOB, MOHUTOPWHIA rPYNMNOBbIX Y UHAMBUAYAIbHLIX pabounx MecT Nnosib30Ba-
Tenei;

- cpeAcTBa KOMMyTaLMM MOTOKOB AlaHHbIX (YnpasnsemMble U Heynpas/isieMble);

- cpefcTBa afgMUHUCTPMPOBAHNA CUCTEMbl 6@30MaCHOCTU C YCTAHOB/IEHHLIM NPOrpaMMHbIM o6ecneye-
HYeM npouecca agMuHucTpmpoBaHus Cb u cuctembl pasrpaHuyeHmns goctyna k 06opyAoBaHuio n nHcopma-
LIMOHHbIM pecypcam CUCTEMBI,

- cepBep XpaHeHus AaHHblX, 060pyA0BaHHbIA YCTPONCTBAMW XpaHeHus u goctyna K 6asam faHHbIX
NHMOPMaLMOHHBIX PecypcoB CNyxobl 6e30nacHOCTV NPeanpuUsATUS ¢ 4OCTATOYHbIMW €MKOCTbI NamsaT, Npo-
N3BOAMUTENBHOCTbLIO. A/IMTENbHOCTLI0 BPEMEHW XPAaHEHUS apXUBOB AaHHbIX (MCTOPWUM COGLITUIA) U 06PaBOTKM
3anpocoB Mosib3oBarte el Ha NOMCK N NpeAcTaB/eHne faHHbIX ANA NMPUHATUA PeLLeHuii; MetoLLMii gocTaTou-
HbIli 06beM NamaTy 418 AUTENIHOrO XPaHeHUs faHHbIX MOHUTOPMHra CBb npeanpuaTus, u Nnpov3BoanTelb-
HOCTb. 06ecneymBaolLyto Tpebyemyto CKOpoCTb 06paboTkM 3anpocoB Nosb3oBaTeNeil;

- paboune mecTa onepaTopoB cuCTeMbl, obecneynBatolme paboTy B IOKaNbHOW KOMMbIOTEPHON ceTun
npeanpuATUS ¢ 3afaHHbIM YpoBHeM gocTyna k obopygosanuio MMCMnOBI v cpefctBam KOM/IEKTUBHOIO
(rpynnoBoro) oTo6paxeHns nHopmauuu;

- yAaneHHble paboyne mecTa BHELUHVX 3aperncTpupoBaHHbIX Nosb3oBaTeneil cucTembl, 060pyLoBaH-
Hble CTaluMOHapHbLIMU UM MO6UNBbHBIMKM AT ycTpoiicTBaMun, UMELMMIN JOCTYN B SIOKa/IbHbIE Y KOpNopaTuBe-
Hble CEeTU N OCHALLEeHHblE NPUIOXKEHUAMN AN focTyna K nHopmaunoHHbIM pecypcam MNCMuOBI.

8.1.2 B cocTaB 6a30B0Oro oTpacneBoro Winm permoHasnbHoro (MyHuumnansHoro) npocpuna MNMCMuOBIN
pekoMeHAyeTCs BKIYaTbh KOMMNOHEHTbI, yka3aHHble B (hopMe onucaHna cTpykTypbl 6asosoro npodunsa NAC-
MwuOBIT, cornacHo NpUNoXeHno B.

8.1.3 Cocrtas, uncno n xapakrepuctukm cpeacts MMCMuOBI gna KOHKpeTHbIX 06beKTOB onpeaensT
no pesynbTartam OLEeHKV YPOBHSA 3alUWLLEHHOCTV 06 BEKTOB NPeAnpUATUS U TEXHUKO-3KOHOMUYECKOro 060CHO-
BaHWA NPOeKTa OCHalLleHNs 06BEeKTOB NpeAnpuaTUA cpeacTeamu VKT o6Lero n cneuuanbHOro HasHaueHus.

8.2 be3onacHOCTb MHPOPMAaLNOHHbIX pecypcoB

Be3onacHocTb MHGopMaLMoHHbIX pecypcoB MMCMuOBIT, PCUALL onpefenseTca cOCTOSHMEM 3alu-
LWeHHocTn WIPT OT pasfinyHbiX Yrpo3, U B UTOre — CMOCOBHOCTbI0 06ecneynTb KOHKPETHOMY 3apeructpu-
pOBaHHOMY M0/1b30BATE/O AOCTYNHOCTb, LENOCTHOCTL U KOH(UAEHUanbLHOCTL Tpebyemoli uHgopmaunm B
CUCTEME B COOTBETCTBUMU C €ro PYHKLUMAMU, KOMNETEHTHOCTLIO N YPOBHEM AOCTyna K pasfenam pacnpeje-
NeHHOW 6asbl AaHHbIX VPTI.

8.3 TpeboBaHMs K MOCTPOEHWIO ceTell nepefayun faHHbIX

BasoBoe nporpammHoe obecneyeHne CUCTEM CBS3W AO/KHO GbITb OPUEHTUPOBAHO, B NEPBYIO oYepesp,
Ha cobntofeHne TpeboBaHWin COOTBETCTBYIOLLMX MEXAYHAPOAHbIX U HALMOHa/IbHbIX CTaHAaPTOB.

KntoueBbIM KOMMOHEHTOM, CBA3bIBAOLWMM Y3/1bl CETU Nepefayn AaHHbIX, ABASETCA BWA UCNOIb3YyeMOi
CBA3K, KOTOpas obecneunsaeT nepegavy Tpaduka mexay ysnamu. lna opraHusanumn nepefaym AaHHbIX Mex-
[y y3namu pekoMeHAyeTCsi UCNoMb30BaTh CrefytoLlime BUabl KaHaioB U CNOCO60B CBA3M:

- BblAe/IeHHbIEe IMHNM CBA3M — ONTUYECKUe UIn MefHble kabenu n pagmovyacToTHbIe KaHaslbl, COeANHSA-
oLMe y3/bl CeTU 3aKasuuka,

- Bblfle/IeHHble KaHaslbl JaHHbIX — KaHasbl flaHHbIX NpefocTaB/iieMble onepaTopoM CBSA3M NOBEpPX
CBOeil ceTu nepegaun faHHblx, Hanpumep: ATM (PVC); E1/E3/STM-1: Ethernet VLAN, coeanHeHne Ha 6ase
«rpynnoBoro» goctyna, Hanpumep: IP VPN, o6MeH AaHHbIMKU No TexHonorun VPLS (cnyx6a BMpTyasibHOW
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YaCTHOW NoKaNbHOI ceTn), ¢ amynauneli pacnpefesnieHHol NoKaNbHOW BbIYMC/IUTE/ILHOW CETU MOBEPX CETK
onepaTopa;

- rnobasbHas ceTb «/HTepHeT».

MpumeHsemble Npy NOCTPOEHUW CeTU Nepefayn AaHHbIX NPUHUMMLI WKdpaummn n pacnpeaeneHns Tpa-
¢hmka. MCNoNb30BaHUA MEXCEeTeBbIX 3KPAHOB, NMPOBEAEHUA Pa6oT CO CPEeACTBAMMU BbIYUCANTENbHOW TEXHUKY,
[O/KHbI COOTBETCTBOBATL TPEGOBAHUAM POCCUIACKOTO 3akoHOAATeIbCTBA U PYKOBOASALLMX JOKYMEHTOB locy-
[lapCTBEHHOI TexHu4Yeckol kommceun npu MpesngeHte Pocculickoil ®epepauun u ®epepanbHoi Ciyxobl No
TEXHUYECKOMY 1 3KCMIOPTHOMY KOHTPOSIHO.

8.4 Tpe6oBaHus K NOKazaTeNsiM kayecTsa

8.4.1 dopmupyemble TpeboBaHua kK kadecTBy MNCMuOBIT fomkHbl 6bITb HanpasfieHbl Ha JOCTUXe-
HVe LieneBblX NokasaTesieil Ha3HaYeHNs CUCTEM NPU OrPaHNYEHNAX Ha AONYCTUMbIE 3aTpaThl U NpuemaeMblii
ypoBeHb 6e3onacHocTu VIP. CTeneHb peanusauumn uenein yHkumoHnposaHus MNCMuOBI onpegensioT B
3aBUCYMOCTY OT COBOKYMHOCTW OOBEKTMBHBLIX U CYOBEKTUBHbIX (DAKTOPOB, BO3AEWCTBYIOLWMX HAa NPOLECCh
NPVHATUSA PELUeHUn 0 nx co3gaHun (MogudmkaLmm n/unm pekoHCTpyKLuMn n o6HoBneHun). Knaccudukauus
JaHHbIX hakTopoB — no FOCT P 51275.

B cocTaB Tpe6oBaHuii k kayectBy MMICMuUOBTM B Lenom n otaenbHbix MTK 1 MMK gomkHbl 6bITb BK/O-
YeHbl cnegyouiue:

- K HafeXHOCTW, CBOeBPEMEHHOCTU 1 JOCTYNHOCTY NpeACcTaB/eHns NHgopMauum na pasinyHbIxX KaTe-
ropuii nepcoHana akcnayataumoHHbIX CNYX6 1 BHELLHKX Nofb3oBaTenei;

- K MOMIHOTE U [,OCTOBEPHOCTU MUCMO/b3YyeMOi MHDOPMALIMN HA MOMEHT NPUHATUSA peLleHunid nnn 3a 3a-
JaHHbIli nepuog,;

- 3alMLLEHHOCTN CUCTEM XpPaHeHUs MHAOopMaLMoHHbIX pecypcos oT HC/, 1 KOHbMAeHUNanbHOCTH WH-
hopmauun:

- cocTtaBy, yHKUMSAM nepcoHana cnyx6 akcnnyataumm MMCMuOBI 1 oueHke Mx KOMNeTeHuuu;

- CHWXEHUIO BEPOSATHOCTU OLUIMBOYHLIX AEACTBUIA AO/MHKHOCTHLIX /ML, U 3alULIEHHOCTM 06BHEKTOB OT
OnacHbIX NPOrpaMMHO-TEXHUYECKNX BO3AENCTBUIA.

8.4.2 ina obecneueHns Tpebyemoro kavectBa NMCMuMOBI gonxeH ocywecTBnaTbca cbop Konuue-
CTBEHHOW 1 KayeCTBEHHOW MHAOpMaLUM 0 HEOGXOAUMBIX U LOCTATOYHbLIX NapaMeTpax W XapakTepucTukax
[eNCTBUIA JOMKHOCTHBIX /UL, B cucTeme. MoHATME ownbKM JO/MKHO GbiTh ONpeAeneHo B aKCnayaTalMoHHOM
JOKyMeHTauun Ana KaXAol KOHKPeTHON 3ajayuv MHGOPMaLVOHHON CUCTEMbI B 3aBUCUMOCTU OT LENeBoro
Ha3HaveHus uHcopmauumn. MoHsATHe 6e30WNB0YHOCTY AeCTBUI [AO/MKHO pernaMeHTUpoBaThbCst Ha YpPOBHE
TpeboBaHMii aKcnayaTaLMOHHON JOKYMeHTaLUuy, B TOM Y1Ce UHCTPYKLMA AO/MKHOCTHbIX L,

8.4.3 MNokasaTenn kayecTsa, onpefensioLne ypoBHN LeNIOCTHOCTU KPUTUYECKN BaXKHbIX 06 LEKTOB MO-
HUTOPUHTa NPeAnpPUATUSA, A0/DKHbI yCTaHaB/MBaATLCA B T3. OLEHMBATLCA U YTOUYHATLCA MPU NPOEKTUPOBAHMUMN,
a TaKkKe KOHTPO/IMPOBAaTLCA B PeXUME peasibHOro BpeMeHu ¢ NeprmoioM onpoca B 3aBUCUMOCTU OT MHTEHCUB-
HOCTY BXOZHbIX MOTOKOB AAHHbIX.

PekomeHayemasi HoOMeHknatypa nokasaTeneii kadyectea MNCMuOBI u 6a30BbiXx (PYHKUMOHASIbHbIX
KOMMNOHEHTOB NpuBefeHa B Tabnuue 2.

Ta6nunuya 2 — PekomeHyemas TUNOBas HOMEHKNATypa nokasateneii kauecTBa yHKLMOHANbHbIX KOMNOHEHTOB

XapakTepuctuka kavyectsa OCHOBHOI1 nokasaTe/ib kKayecTBa (MYHKLMOHUPOBAHUSA KOMNOHEHTOB MACMuOBM.
(YHKLMOHNPOBAHUSA KOMNOHEHTOB ANA KOTOPbIX AO/MKHbI 6bITb 3afaHbl 4ONYCTUMbIE 3HAYEHUS

HazexHocTb NpeAcTaBnenus nHpopma-  CpefHsis HapaboTka 06bekTa Ha 0Tkas uau c6oii MHap.
LMK O COCTOSIHUM 06BEKTOB MOHUTOPUH-
ra. NpefocTaBnsieMOil MO pernameHTy
UK 3anpocy nonb3osaresns

CpefHee Bpemsi BOCCTAHOB/IEHUs 06bekTa nocsie oTkasa 060pyAoBaHus,
uenoBeka-onepaTopa Unu c60s NPOrpamMMHOro o6ecreyeHns 7Boc.

KoathpmumeHT rotoBHOCTU 06bEKTa K.

BeposiTHOCTb HAAeXHOTo NpPeACcTaBeHNst BbIXOAHON UHpopmaLum Pog.
B TeYeHMe 3aaHHOro neproga PyHKLMOHUPOBaHMSA

BepoATHOCTb HafeXHOro BbINOHEHWS TEXHOMOrMYecknx onepaunii P/,
B TeyeHue 3agaHHoro nepuoga dyHkumoHuposanma NC M\n
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OKoHuaHue Tabnuupbl 2

XapakTepucTtuka Kkavectsa
d.)yHKU'VIOHVIpOBaHVIH KOMMOHEHTOB

CBOEBPEMEHHOCTb MPeACTaBeHUs WH-
thopmauum 0 CoCTOSIHUN 06LEKTOB MO-
HUTOPVHTA WV BbIMOSIHEHUM 3ajaBae-
MbIX TEXHOMIOTMYECKMX onepauuii

MonHoTa ncnonb3yemoi nHopmauum
0 COCTOSIHUM 06bEKIOB

AKTyanbHOCTb UCMO/b3yeMoii
Hopmaymmn

KoppeKkTHOCTb 06paboTku nHhopmaunm

KoHhugeHunanbsHoCcTb MHopmauum

Be30wWmn604HOCTb AeiicTBMIA NepcoHana
N AO/MKHOCTHBIX NTNL,

3aluLLeHHOCTb 0T ONacHbIX NPorpaMm-
HO-TEXHUYECKNX BO3AENCTBUIA

3awuweHHocTb oT UC/

8.4.4

OCHOBHOI nokasaTesib kayecTBa PyHKLUMOHMPOBAHNA KOMNOHeHToB MCMnOBM
ANS KOTOPbIX AO/MKHbI ObITh 3a4aHbl 4ONYCTUMbIE 3HAYEHUA

CpepHee BpeMs peakuyun cuctemsl npu o6paboTke 3anpoca w/unm gose-
AeHnn nHdpopmauuy 7noflj( Mnn BeposiTHOCTb CBOEBPEMEHHO 06pa6oTKU
nHcopmauun Pa, 3a 3agaHHoe Bpema7 ~.

CpefHee BpeMs BbINO/IHEHUS TEXHONOrMYECKoW onepauun Tron, uns
BEPOATHOCTb BbINOJIHEHNSA TEXHOMOrMYeckoii onepauumn Pcs 3a 3agaHHoe
spema’ ~

BeposaTHOCTb 06ecneyeHmns NOHOTbI ONEPATUBHOTO OTPaXXEHWS HOBbIX pe-
aslbHO CYLLEeCTBYIOLWMX 06BEKTOB U AB/IEHUI NpeaMeTHOol ob6nactn P A,

BepoATHOCTb COXpaHeHUs akTyaslbHOCTU UHhopMauny Ha MOMEHT ee uc-
nosb3oBaHusa Pak,

BepoaTHOCTb P,npp Nony4YeHnst KOPPEKTHbIX Pe3ynbTaToB 06paboTKu MH-
hopmaumn 3a 3agaHHoe Bpems 7,1

BepoATHOCTb COXpaHeHUst KOHUAEHLMaNbHOCTU UHopMaLmmn P, nva
a TeyeHve 3a4aHHOro nepuoga KoHUAeHUnanbLHoCTN 7rvd

BepoAaTHOCTb 6e30LWNGOYHbIX AeACTBUI [O/MKHOCTHBIX UL, Pues B TeueHue
3alaHHOTO Nepuosa PYHKLMOHNPOBAHUS 7.,

BepoATHOCTb OTCYTCTBMA ONacHOro Bo3feicTens P,ov B TeueHne 3ajaH-
HOro nepuoga hyHkunonuposanus NC 73ag,

BeposiTHOCTb coxpaHeHus 3awmueHHocT oT HC/, nHchopMaLoHHbIX
1 nporpammMHbIx pecypcos — P[1(q

MeToabl, NOPSLOK ¥ NpaBunia OLEHKU U KOHTPOAS kadecTBa (DYHKUMOHWpoBaHWst AVIC 0OMKHbI

yCTaHaBNMBATLCS MO COrTACOBAHMI0 MEXY 3aKa3uMkKoM U paspaboTyHnkom (MOCTaBLLMKOM) B 3aBUCUMOCTU OT
cneyudmku co3gaBaemoii (NoCcTaBASeMOii) CUCTEMBI C YHETOM CeLudUKA CUCTEMbI U NPUHATLIX Y 3aKazumka

HOpM, NpaBun u TpeboBaHuii.

[lns oueHKn 1 KOHTpoNs nokasartenei kavecTBa PyHKUMoHupoBaHua AVC pekoMeHgyeTcs MCnosb30-
BaTb TUNOBbIE METOAMUKMN, KOTOPLIMU AO/MKHbLI pacnonaratb pa3paboTumky, 3aka3ymkm cCUCTEM, opraHbl Mo cep-
Tubukaummn n ucnbiTaTenbHble nabopatopun. TUNOBble METOAMKW AO/KHbI OblTb a4anTVPOBaHbl C YYETOM
cneundukm cMcTeMbl, METOAOB OLEHKN Pe3yNbTaToB HaTYPHbIX UCTbITaHW 1 TpebosaHuii TOCT 34.603.

8.5 TpeboBaHMS K HAAEXHOCTH

HapgexHocTb MMCMMOBI gonxHa 6bITb 06ecneyeHa Ha OCHOBE cneLuasibHbIX TEXHOIOTMYECKMX peLle-
HWI1. obecneymBaloLLMX 0TKa30yCTOWUMBOCTb Hambosee oTBETCTBEHHOro obopyaoBaHus NMCMuOBN. Cpok
cnyx6sl MINCMnOBIM gomkeH 6bITb HE MeHee 7 NIeT C YYeTOM 3aMeHbl HEMCNPaBHbIX U BbipaboTaBLUKX CBOM
pecypc KOMMNOHEHTOB. [apaHTWiHbI/ CPOK Ha pPaboTbl NO OCHALLEHUWIO, Ha yCTaHOB/eHHoe obopyfoBaHue U
MCMNO/Ib30BaHHble MaTepuasibl A4O/KEH 6bITb He MeHee 12 mec.

CpepgHee BpeMsa HapaboTku Ha oTka3 obopygosaHua MMCMnOBIM — He meHee 10000 u.

8.6 TpeboBaHus 6e3onacHoOCTH

8.6.1 Yctpoiictea MMCMuOBI. ycTaHaBn“BaeMble Ha 06beKTax NpeanpusaTUin, He AO/DKHbI OKa3biBaTb
BpPEeLHOro BO34eiCTBUS HA NepcoHan NPeanpusaTAa 1 4pyrux nlaei, nMeLwmx 4oCTyn Ha TepPUTOPUI0 06b-

eKTa.

8.6.2 YcTaHaBNMBaeMoe Ha ob6bekTax npeanpuaTuii o6opyaoBaHne 4O/HKHO COOTBETCTBOBATL TpeboBa-
HUSIM 3/1eKTPO6E30MacHOCTY U UMEeTb YCTPONCTBO 3a3eM/IeHUs1 B COOTBETCTBUM ¢ MY MpaBunamu ycTpoii-

CTBa 3/1eKTPOYCTaHOBOK*.

* TMpaBuna ycTpoiicTBa 3/1eKTPOyCcTaHoBOK (MY3). N34, 7-e (yTBEpXAeHbl Npukazom MuHaHepro Poccuu oT 8 uions

2002 r. Ne 204).
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8.6.3 O6opyaosaHne MNCMuUOBT n ncnonb3yemble pacxogHble matepuanbl AN aKenayatauum fomx-
Hbl COOTBETCTBOBATHL TPE60OBaHNSIM AENCTBYIOLLMX HOPMATBHbIX JOKYMEHTOB MO OXpaHe TpyAa, a Takke Tpe-
60BaHNAM N0 3/1EKTPO- M MOXAapPHOWK 6e30NacHOCTY.

9 TpeboBaHWa K PYHKLNOHANbHBIM KOMNOHEHTAM U TUNOBbLIM MPOEKTHbIM
peleHnsaM UHTETPUPOBAHHOI NHTENNeKTyalbHOW CUCTEMbl MOHUTOPUHTA
n obecnevyeHns 6e30nacHOCTU NpeanpuUAaTUii

9.1 Cucrtemsbl u cpenctea OCHOBHbIX (*JyHKLI,VIOHEU'IbeIX KOMMNOHEHTOB

B o6wem cnyyae B COCTaB OCHOBHbIX PYHKLUNOHaNbHbIX KOMNOHEHTOB VMCMMUOBIT Ao/mKHbI BXOAUTb
crnefylouine CUCTeMbI U cpeacTBa:

- NloKasibHble CUCTeMbl c60pa AaHHbIX O COCTOSIHUM OGBLEKTOB, OnepaTuBHOl 06paboTkn MHopmaLmn
N ynpasfeHns UCMOSHUTENbHBbIMU MexaHu3Mamu (gaTyukm u npeobpasosartenin CUrHasIoB CUCTEM XU3He-
obecneyeHns. B1geoKkaMepbl, KOMMYTaTOPbl U PEFMCTPaTOpPbl, CPeACTBa KOHTPOA AOCTYNa, OXpaHHoli U no-
XX@pHOW curHanmsaums n onoBeLleHns Ap.), KOTOpble C MOMOLLbIO LMJPOBOro BUAEOHAOAAENNS AO/MKHbI
OCyLLeCTBNATbL 0TO6paxXeHne, AeTannsauno pasNnyHoi cTenexHun, a npu Heo6xoAMMOCTM A06aBNATL UK Ha-
KnagplBaTb BUAeon3obpaxeHne Ha 06beKTbl B TPEXMEPHOM NPOCTPaHCTBE C MPUBA3KOW UX K reorpadunyeckmm
KoopAuHaTam.

- cpeAcTBa aBTOMAaTM3MPOBAHHOIO NpoekTupoBaHus 3D Mogeneli 34aHWit 1 COOpYXeHWiA, NOAroTOBKU
nnaHoB 06bEKTOB N pasmeLLeHns 060pyaoBaHNs Ha ob6bekTax 418 0TobpakeHNs 06beKTa 1 BCEX ero cUcTemM
6€30MacHOCTU U KOHTPONS Ha MHOroc/oiHbiX 3D kapTax, 06beAnHsAs UX B efUHYH0 reoumopMaLMoHHY0
cucTemy, NO3BOMSAIOLLYI0 NPOBOAUTL CUTYALMOHHbIA aHaIn3 06bEKTOB U TEPPUTOPUI C BOSMOXHOCTbIO OTO-
6paxeHns Bo BpemeHu (4D),

- cpefcTBa Komnnektauum obopyfoBaHus, OLEHKM COBMECTUMOCTU MHTepdeicoB, UHTerpauuu, WH-
CTaNNALNM. TECTUPOBAHNSA 1 HACTPOIKN Ha YCNOBUS KOHKPETHbLIX 0GBHEKTOB.

- CpeAcTBa OpraHnsaunm KOMMYHUKaunii 1 BUAEOKOH(EPEHLL-CBA3N.

- cpefcTBa naeHTudMKaLMmn nonb3oBaTtesnei, KOHTPOIA AOCTyna B KOPNOpaTuUBHbIE CETU C HOYTOYKOB,
KIMK. coToBbIX TeniedOHOB 1 Ap.;

- cpefcTBa XpaHeHus nHpopMaummn (CobbITUA, TEKCTbI, BUAEO0N306paKeHUs, ronoc, n 4p.) 0 COCTOAHUN
06bEKTOB,

- cpeficTBa BefeHUs reouHopmauoHHbIX 6a3 AaHHbIX 06LLEero 1 cneunasnbHOro HasHavyeHus.

- cpeAcTBa UAEHTUMMKaLMN BHYTPEHHNX W BHELLUHUX COObITUIA — WHUUAEHTOB Yrpo3 6e30nacHoCTv 1
OLEHKN PUCKOB HapyLUEeHUs LLe/IoOCTHOCTU 06bEKTOB, NPOLECCOB U PeCcypcoB NpeanpuaTus.

- cpeficTBa BefleHUs peecTpoB 060py0BaHNA U PeCYPCOB pacrpefesieHHbIX CNyX6 TeXHUYecKoro 06-
CMY)XMBaHNA TePPUTOPUAIBHO pacnpefeneHHbIX 06beKTOB.

- cpefcTBa MHAOPMaLMOHHOW MOAAEPXKM OMepaTUBHOrO B3aMMOAENCTBMA 3KCNayaTaluMoHHOro nep-
COHana 06BbEKTOB C BHELLUHMMM Nofb3oBaTensMu u cneucnyxéamu pervoHos (MBA. MUC u ap.). Bkiwoyas
COrnalleHns o B3auMOAeNCTBUN, OpraHn3aunoHHbIe U 3/1eKTPOHHbIE periameHTbl, cTaHfapTbl v opmaThbl
o6MeHa faHHbIMU B NNOKa/IbHbIX W IN06asbHbIX ceTax IBM.

KOHKpEeTHbI cocTaB 1 OyHKLUM KOMNOHEHTOB INCMUOBI hopMUPYIOT C yH4ETOM Ha3Ha4YeHUs CUCTEMbI
MOHUTOPWHra NpeanpuaTUin 1 TeppuTopuii No KpMTepusaM «3heKTUBHOCTb — 6e30MacHOCTb — CTOMMOCTb».

9.2 O6bwume TexHnyeckmne TpeboBaHnsa k MMCMunOBI

9.2.1 B cocTaB 06wux TexHuyeckux tpebosanmnii kK MMCMuOBI AO/MKHbI BXOAUTL:

- TpeboBaHWA K CTPYKTYpe 1 OyHKLMAM CUCTEMBI;

- TpeboBaHWs K KOMNOHEHTaM 1 Bugam obecrneyeHus (opraHn3aLlnoHHO-MeToAMYeckoe, MHPOpMaLOH-
Hoe. MaTeMaTuyeckoe, TeXHUYeCcKoe, NporpaMMHoE);

- TpeboBaHMA K HafeXHoCTH;

- TpeboBaHusA 6e30nNacHoOCTY;

- TpeboBaHNsA K 3proHOMUKE;

- TpeboBaHnA K aKcnyaTauum, TEXHNYECKOMY 06CTYXXMBAHWIO, PEMOHTY Y XPaHEHWUIO KOMMOHEHTOB CU-
CTEMbI;

- TpeboBaHMA K COCTaBy YNCIEHHOCTU U KBanUUKaLMM nepcoHana paspaboTymkoB 1 nosb3oBarteneit
CUCTEMbI:
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- TpeboBaHusA K 3awmTe NHPOPMALMOHHBIX PECYPCOB OT HECAHKLMOHMPOBAHHOIO fOCTyna:

- TpeboBaHWA K NaTeHTHON YNCTOTE;

- TpeboBaHWA No cTaHAapTM3aLun 1 yHudmkauum,

- [AONOMHUTENbHbIe TpeboBaHus, yunTbiBatoLwme cneyndunyeckme ocobeHHOCTN NpesnpuaTus.

9.2.2 PYHKLMOHA/IbHbIE KOMMOHEHTbI A0/MKHbI 6bITb OPUEHTUPOBAHbLI HA NMPUMeHeHue B npoektax MNC-
MrOBIT TUNOBbLIX NPOEKTHLIX PeLUeHNA.

- opraHu3aunoHHO-MeToAnYeckoe obecneyeHne CUcTem;

- apxuTekTypa (PYHKLNOHAIbHbIX KOMMOHEHTOB;

- YHMMLMpPOBaHHbIEe NHTEPAIENCHI.

- YHUMUMpOBaHHbIE WKadbl KOHTPOSA U yNpaBneHus.

9.3 Tpe6oBaHuUsi MO MOAEPHM3ALUN NPOrPAMMHOro o6ecneyeHns N yaaneHHoMy AOCTYNy K Hemy

9.3.1 [ina BCeX yCTPOWCTB A0/KHA ObITb NPeycMOTpeHa BO3MOXHOCTb MogepHusauun MO.

9.3.2 [inA yCTPOICTB pacnpefeneHHoi ceTn fo/mkHa OblTb o6ecneyeHa BO3MOXHOCTb YAaSIeHHOro f,0-
ctyna k MO CB. a Takxe K ynpaBneHuio 060pyA0BaHNEM MO CETU C NMOAAEPXKKOW nHTepdelica RS-485. akcec-
cyapoB Ha 6a3e USB 1 HM3KOCKOPOCTHOM TEXHOMOTMYECKON WnHbI 1-Wire.

9.3.3 CusioBble KOHTPOIEPBI 3NEKTpUYEecKUx Leneii (4o 220B/16A) fomkHbI 06ecneynBaTh yaaneHHoe
ynpas/ieH/e nutaHvem o6opyfoBaHusa 1 pectapT Npu BO3HUMKHOBEHUW OTKa30B 060opyaoBaHus, c6oes B 10O,
a TaKKe VHULManu3auuio 3anpocoB Ha BbINO/IHEHVE OTBETCTBEHHbIX OnepaLuii Mo BOCCTaHOB/IEHNIO paboTo-
CNOCOBHOCTU U 3aMeHe NPorpaMMHOro o6ecrneyeHns Ha ynpaensieMom 060pyA0BaHuN.

9.3.4 NHTepdhelicHble MOAYNW 1 BHELLHVe akceccyapbl AN yAaneHHOro ynpasfieHuss KOHTpoaiepamm
ynpasneHus obopyfoBaHWeM, creurann3mpoBaHHbIMU /TOKaIbHbIMU CepBepamu, MapLupyTu3aTtopam U KOM-
MyTaTtopamMu npefHasHauveHbl AN HENOCPeACTBEHHOrO MOHUTOPUHIA W ynpasieHus usnyeckuMy napave-
Tpamu (TakMMu Kak TOKW, thakT 3amblKaHNA Un pasmblKaHWsa 3NeKTPUYecKoi Lenu, HanpsXxeHus, Temnepary-
pbl 1 T. N.) 1 06ecneynBaTb KOHTPOSIb;

- cpabartbiBaHMA NOXapHbIX, OXPaHHbIX U APYTUX 4aTYNKOB COCTOSAHUSA CUCTEM XM3HeobecneyeHus, KoH-
LieBbIX BbIKtoUaTenel n gpyrux ABOUYHbIX AATUYMKOB N06Oro poaa;

- Hanuve HanpshkeHust NuTaHus (B ABOMYHOM BUAE — «Ja/HET»);

- HanpsXXeHus Ha pe3epBHbIX akKyMy/NATOPHbIX 6aTapesx (B aHan0rosom Buae);

- Temnepatypbl OKpyxXatLieii cpefbl U OTAENbHbIX 3/1EKTPOHHbIX YCTPONCTB Ha 06bekTax B MecTax
yCTaHOBKM 060PYA0BaHNS;

- COCTOSIHUSA CUTHA/TbHBIX «CYXUX KOHTAKTOB» Ha Te/IeKOMMYHUKaLUOHHOM 060pyA0BaHnN.

9.4 ®YyHKLMNOHANbHblEe BO3MOXHOCTM BbIXOAHbIX KOHTPON/EPOB U CUNOBLIX pene

BbIXOfHblEe KOHTPOJIIEPLI U CU/TOBbIE pesie LO/MKHbI 06ecneynBaTh ynpaBieHne 3NekTpuyeckumm Lens-
MU Nto60ro TMNa 1 HasHavyeHus, Kak cnaboToYHbIMU, Tak U CUNOBbLIMU, B TOM YUC/E:

- BK/OYATb CUrHasIbHblE Tabs0, CUpPEeHbl, 610KMPOBaThL ABEPU U T. N.;

- nepesarpyxartb npobsemHoe 060pyfoBaHWE, PacrnofOXeHHOe B HenocpefcTBEeHHOl 6amM3ocTu oT
ycTpoiictBa NSG. nyTem 3amblkaHus ero ueneih RESET unn POWER:

- NPUHYAMTENbHO nepesarpyxatb Npo6ieMHoe 060pyAoBaHNe NyTeM NpepbiBaHUA ero Lenn 31eKTpo-
nuTaHus;

- nocnepoBaTesibHO BK/IOUYaTb 060pyA0BaHME B TENEKOMMYHUKALMOHHbIX Y3/1ax C 3aflaHHbIMW 3a4epX-
Kamu, nsberas neperpysok NnuTaHuUs npu o6LeM eMHOBPEMEHHOM CTapTe;

- yNpaBnsTb CUCTEMAMMN PE3EPBHOIO 3/1EKTPONUTAHUS;

- ynpaBfATb CUCTEMAMU OTOM/IEHUS U KOHAULMOHUPOBAHUS LLKAOB.

10 TpeboBaHuUsA K opraHusaluun pacnpefesieHHol ceTn pernoHanbHbIX
CUTYALMNOHHbIX U MHPOPMALUOHHO-aHAIUTUYECKUX LLEHTPOB MOHUTOPUHIA
COCTOSIHMSA LeNOoCTHOCTM 06bEKTOB U 6€30NacHOCTY TeppuUTopuii

Ocobas posb Npu paspaboTke TexHosnoruii cosgaHus PUCMO otBoauTcs (DOpPMUPOBaHUI0 Mogeneit
06paboTkn co6LITUI 1 NpoLeypP NPUHATUA PeLleHni B CUTyaLMOHHbIX LLeHTpax npeAnpuaTuii. leatenbsHocTb
COBPEMEHHbIX NpeanpuaTUiA BO MHOTOM OnpegensieTcs COCTOSHUEM WHAPaCTPyKTyp TeppuTopwuii, UCNosb-
30BaHVeM PecypcoB 3eMJIEeNo/b30BaHUsA, 3HEeProcHabXeHusi, TpaHcnopTa, KOMMYHasbHbIX CyX6 ropofa u
APpYrMMK npolieccaMn B3auMOENCTBUA C BHELIHUM OKPYXEHWEM W B3aMMOB/IMSHWEM Ha COCTOsiHWEe 6e30-
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NacMoCTN UHXEHEPHOW 1 coumanbHOl MHPACTPYKTYpPbl PErMoHa, 3KOMOrMYecKoi, NPOMbILLIEHHON 1 06LLe-
CTBEHHOW U MHbIX BMAOB 6e3onacHocTu. MNMpumMep 0606LLeHHO cxeMbl B3aumopeiicteua MMCMuOBN B peru-

OHe NpUBELEH Ha pUCyHKe 3.

BloMyLL eHHA BHELLHEeN cpefbl 1 yrpeTbl LesnoctHoe™ u 6e3onacHoe™ 06bekToB

t +

OebBKra*L“ bl 1 OetoTuUNuUTLIH Cny/bl
nBBCnMsika
OMENMHEO1M
NerdpacTpykType uiiceHepHba
IO MIYyMUL NI NpegnpusaTus I
JICTNbHbIO CcMeTam*
YYBACHIAL 08bOKIML
NOOTLLWM u kT 08l o m‘m
voprooTa B )
06LWBCTTCMSANA
TUNBI OBUTO 6monkrocTu
REEHK
Opratbl PBCrpBAB/MBHHMIOXTIBbIbl MOHMUTOP*ra COCTOAHNN OBbMCTOMN pernoHa Cwupceol
MUXBLWTT! EMaTTOANMMU
pwyndomMHHs WNnooTM K
UTUMH 1 1 olllbmTON
OOCHBALUIMIL 1 IOOKMZoNbLT UC

CucteMbl TaKTM4eCcKoro 06Cl‘|y)KI/IBaHI/IH A peMOHTa cCpeacTB
VICT 1 HXeHepHO 3aLLmTbl O6LEKTOB

PucyHok 3 — O606LeHHas cxema B3anmogeictauss MMCMuOBTI pernoHa

B nHtpacTpykType pernoHos (ropofoB U MyHULMNaNbHbIX 06pa3oBaHuii) BbigeNsanTcs pag cneynanu-
31pOBaHHbIX OpraHu3auuii, OpMEeHTUPOBAHHbLIX Ha peLleHne 3aAay MOHUTOPUHra COCTOSHUS 6e30nacHoOCTH
3aKpensieHHbIX 3a HAMW TPyMMbl 06bEKTOB, B KOTOPbIX CO34al0TCA COOTBETCTBYHOLME CUTYALMOHHbIE U MHOP-
MaLMOHHO-aHaIMTUYECKMEe LEHTPbl NO OTAE/bHbIM HanpaBieHusasM (3HepreTuka, TpaHcnopT, obLwecTBeHHas
6e30nacHOCTb, 3KOMIOMWA, NMKBUAALNA aBapUitHbIX 1 Ype3BblYaiHbIX CUTyaLmWii n ap.)

10.1 OpraHn3aLnoHHbIe BONPOCHI co3faHunsa

10.1.1 Opranusaumus pa6ot no cosgaHuio MMCMnOBI gomkHa BKAoYaTb B ceba TUNOBYIO CXeMy Npo-
BefeHuss paboT Ha cTafusax Xu3HeHHoro uukna MMCMuOBI (cm. npunoxexHne A), COOTBETCTBOBaTbL Tpebosa-
HuaM FTOCT 34.601 1 copepXaTb HEOOXOAUMBIA 1 AOCTATOYHbIA HABOP METOANYECKNX U MHCTPYMEHTasIbHbIX
CpeAcTB NPOEKTHOW KOMMOHOBKY 3aKa3HbIX «MHAMBUAYAIbHbIX» CUCTEM MO OTKPbITLIM crneundmkauusam Tpe-
60BaHMWii AN KOHKPETHbIX 3aKa3uMkoB, a Takke cpefcTBa AOKYMEHTUPOBaAHWA NPOEKTOB W NpaBw/ B3auMo-
[eCcTBNA Y4aCTHVNKOB NPOEKTOB.

10.1.2 Mpwu opraHn3auuy ceTeBOro B3anMoAeiCcTBUS yYaCTHUKN CETEBOro 06MeHa A0/IKHbI COrnacoBaTth
N NPUHATL COrNalleHns No ypoBHAM W TUNaM 3/1EKTPUYECKMX CUTHA/IOB, KPUTUYECKUM pasMepam cooblue-
HWIA. MeTogaM KOHTPONs AoCToBepHoCTU. CornaweHvs fO/MKHbI OblTb NPUHATBLI MO BCEM YPOBHSAM B3anMO-
[ecTBNA. HauMHas 0T caMoro HU3KOro — nepejaya 6UToB MHhopMaLMK, U 3aKaHUYMBas CaMbIM BbICOKMM, pe-
anusyLwmum 06cnyxrBaHne nonb3osareneii cet. MexBeAOMCTBEHHbI 0OMEH AaHHbIMW AN NOATOTOBKA U
NPUHATUA peLleHnin N0 MeponpuAaTnAM obecnedyeHns 6e30MacHOCTU cTpaTernyecknx 1 CounasibHO3HaYMbIX
06bLEKTOB U TEPPUTOPUIA LOSIKEH BbINOMHATLCS MO COrNACOBaHHLIM pernaMeHTam, NpoTokonam v hopMaram
o6MeHa faHHbIMW B pacnpeiesieHHON NONLEHTPUYECKOW CeTW CUTYyaLMOHHbIX Y MHPOPMaLMOHHO-aHaNNTU-
Yyeckux LeHTpoB Poccuiickoii dhegepauun.
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10.1.3 OpraHn3aLnoHHO-TEXHUYECKNE pelleHns Mo BblGopy cpedbl peanusauuu, o6opygosaHus VKT
06LLero HasHauyeHusi B CUTYaUMOHHbIX LEHTpax NpeanpuaTuii, MyHULMNaibHbIX 06pa3oBaHuii U PErMOHOB
[O/KHbI 06ecneyrBaTb B3avMOAENCTBUE BCEX HEOOXOAMMbBIX U AOCTATOYHbIX NOAPa3feneHuin n cnyxo akc-
nnyatauuun 06beKTOB MOHUTOPUHIa N BOCCTaHOB/IEHUA LLe/NIOCTHOCTU 06bEKTOB B aBapI/I[/'IHbIX N KPUTUYECKNX
cuUTyaumsx.

10.1.4 OTAeNbHbIE CUTYaUMOHHbIE LLEHTPbI MOTYT CNeLMann3MpoBaTbCcs Ha pelueHny 3ajady OLeHKN co-
CTOsIHUSt 6e30MNacHOCTM nepcoHasia U HaceneHus, o6LEeCTBEHHON 6GE30MacHOCTMW, 3KO/I0TMYeCcKoii 6e3onacHo-
CTWU. pafMauoHHON U XMMUYECKOM 3aLuThl, 3HEPTEeTUKN, TPAHCMNOPTA, MPOMbILLIEHHbLIX MPON3BOACTB U TEXHO-
IOTWIA. KOMMYHa/IbHOTO X035licTBa U Ap.

10.2 Tpe6oBaHusi K 06paboTke COGLITUI B pacnpefeneHHbIX MHTErpupoBaHHbIX cUcTeEMax
MOHWTOPUWHTIA COCTOSIHUSI 06 BEKTOB

CobbITe A0/MKHO 6bITb NPeACTaBIEHO Kak 3adMKCMPOBAHHOE Ha onpefeneHHbli MOMEHT BPpEMEHU CO-
CTOsiHME BXopsllero, B o6Lliem cnyyae, CnyvyaiiHOro HecTauvoHapHOro MoToka AaHHbIX. OCHOBHbIMY 3aja-
yamu 06paboTKM TaKoro NOToKa AN 0OHAPYXEHUSA U HelTpanm3auuy HeraTBHbIX COBLITUIA Y MUHUMU3ALUN
yLiep60B B AeATEeNbHOCTU NPenpusiTUSt U ero K/I4YeBbIX MPOLLEeCCOB SIBMATCA:

- peructpauusa cobbiTUs 1 onpefeneHne NCTOUHKKa COobLLEHNA 0 co6bITUK;

- Bblfje/IeHne NPN3HaKoB yrpo3 13 NoTokKa,;

- MAEHTUMKALMS TUNA Yrpo3 1 BO3MOXHbIX MOCNEACTBUI pa3BUTUSE COObITUS U UHULMMPYEMbIX UM feli-
CTBWIA;

- 06HapyxXeHne NCTOYHUKOB Yrpo3 C OAHON CTOPOHbI U 3/1IEMEHTOB NPUHATUA peLleHuit (B obem cny-
Yyae L, NPUHUMAKLWMNX PELUEHUS,, WU UHTENNEKTYallbHbIX YCTPONCTB) B cUCTEMAaX ynpasieHus npegnpu-
ATWUA Pa3HOro YpOBHS;

- onpejgeneHvie pernameHta o6CcnyxumBaHWA COOTBETCTBYIOLErO0 NOTOKa AaHHbIX (COOBLEHNN, cuUrHa-
N0B. JOKYMEHTOB):

- ynopsifoyeHune notoka cobbITUiA 1 opraHm3aumns adhhekTUBHOrO HaKOMIeHUs NoToka cobbITuil (Beae-
HMe apxvBa UCTOpUM COBbITUIA);

- onepatuBHas 06paboTka nocTynawliein MHopmMauun B COOTBETCTBMM C 3apaHee OnpeaesieHHbIMN
npasunamu o6paboTkv 1 NPUHATUA peLLEeHNi;

- BTOpMYHasA o6paboTka MacCMBOB Pa3HOPOAHBIX COGLITUIA U KOPPENSLMOHHBIX CBA3EN MeXAy HUMK
(nouck B3aMMOCBSAI3aHHbIX COObITUI, 06BbEKTOB M CYOHEKTOB A/ NPUHATUS AONONHUTENBHBIX Mep. NaaHupo-
BaHNsi MEPONpUATHIA U ApYrux AeACTBUiA):

- NPUHATWE peLleHnit n dhopMmmnpoBaHme HeobXoAVMbIX aAPECHbIX COOBLLEHNIA 41 NX UCTIOSTHEHWS.

11 TpeboBaHMA K 3aWuTe MHPOPMALMOHHbLIX PECYPCOB NpeanpuaTUiA n npasam
AocTyna nosib3oBaTesieit UHTErPUPOBAHHON MHTENIEKTYa/IbHON CUCTEMBI
MOHUTOPUHIra n obecnevyeHna 6e30MNacHOCTN NpeanpuUATUSA

11.1 O6wwme TpeboBaHMs

11.1.1 Apxutektypa MMCMunOBIN gomkHa npegycmaTtpvBath Hanuume MTK, obecneumsatowero Heob6-
XOAMMBIA YPOBEHb 3aLUTbI Y COXPAHHOCTY MHEPOPMALMOHHbIX PECYPCOB NPeAnpuaTUS B YCNoBUsIX cboeB
1 0TKa30B NporpamMmHo-annapartHbIX CPeAcTB, BkoYasa c60i B cUCTEME 3NEeKTPONUTaHusA. YkasaHHblli MTK
MNCMuOBI gomkeH obecneunmBaTb KOppPEKTHOe BoccTaHoBneHue pabotbl MMCMuOBI nocne c6oeB 6e3
notepu AaHHbIX.

11.1.2 B uenax obecrnevyeHusi CoOXpaHHOCTU MHpopMaLUOHHbIX pecypcoB MNCMuOBIM fomkHO 6bITb B
o06s3aTeNIbHOM NopsifKe NPegycMOTPEHO Hannyme yHKLUN Ppe3epBHOro KOMMPOBaHWUA AaHHbIX.

11.1.3 TpeboBaHMs K ONYCTUMbIM 3HAYEHUSAM NoKasaTtenei PYHKLMOHNPOBAHUS U K OCHOBHbIM Xapak-
Tepuctukam AC (HagexXHoCTb, ObICTPOAENCTBME, BO3MOXHOCTb M3MEHEHNA KOHUrypaLummn) A0/MKHbI Cobto-
[aTtbCsA MpU UCMO/b30BaHUM NPOrPaMMHO-TEXHUYECKUX CPeACTB 3aLnThl.

11.1.4 NNCMuOBIM ponxHa obecneunBaTb KOHTPO/b 3P(PEKTUBHOCTU cpeacTB 3awuTbl oT HCJ. Ko-
TOPbIA MOXET 6bITb MO0 NEPUOANHECKUM, MO0 MHULMMPOBATLCA NO MOpPe HeobX0AMMOCTM Nonb3oBaTenem
U KOHTPOIMPYIOLLIMMW OpraHamu.

26



FOCT P 56875—2016

11.15 CpefcTBa 3alnTbl MHOPMALMOHHbIX PECYPCOB NPeAnpUATUA U MH(OPMALMOHHO-aHaNUTHYe-
CKUX U CUTYaLMOHHbIX LIeHTPOB [0/IXHbI BK/1l0YaTh B Ce65 opraHm3auoHHO-pacnopsgnTesibHble Mepbl, cpes-
cTBa (OM3NYECKOl 1 31eKTPoHHOI 3awuTtbl no FOCT P 50739. FTOCT P 50922, TOCT P 51275 B 3aBUCUMOCTU
OT MecTa pacnosioXeHnss 06bekTa, KOHKPETHbIX YCNI0BUIA 1 OCOGEHHOCTEN 06BHEKTOB MOHUTOPUHIA, pexuma
6e30nacHOCTU, AeiCTBYIOLLEro BHYTPY 06bEKTA, HA/TMUNA UHXEHEPHO-TEXHUYECKNX CPeACcTB (IN3NMYecKon 3a-
LWMTbl HaKoNMTene AaHHbIX.

11.2 NpeHTudmkaLnsa coobLeHnia

Co006LLEHUSI 0 COCTOSIHUM 06LEKTOB MOHUTOPKHTIA C NOBbLILIEHHbIM YPOBHEM Yrpo3 6e30MacHOCTM (30HbI
OrpaHMYeHHOTo AOCTYNa B 3[aHusl, COOPYXEHUs!, Ha TEPPUTOPMIO 1 MHOPMALMOHHbIE PECYPCHI MPeAnpUsTUs
U T. N.) AO/DKHbI COAepXaTb CPeACTBa aBTOMATMUYECKOl LMGPoBOit 3NeKTPOHHOM noanmcu, cepTuhuLmMpoBaH-
Hbl€ YNOSIHOMOUYEHHLIMW OpraHamm u CTpykTypamu Po.

11.3 Tpe6oBaHMA K HENPEPLIBHOCTY LUKAA 3aUTbl MIHPOPMALIMOHHBLIX PECYPCOB

3awumTta nHhopmaLmnoHHbIX pecypcoB AC fo/mkHa 6biTb 0b6ecneyeHa Ha BCeX TeXHOIOrMYeckMx atanax
06paboTkM MHOPMAaLIMM N BO BCEX PeXMMax PyHKLMOHMPOBaHWSA, B TOM Y/C/Ie NPYU NMPOBEAEHUN PEMOHTHbIX
N pernamMeHTHbIX paborT.

11.4 Knaccudmnkayms ypoBHA 3aliULLEHHOCTH

[ns knaccudurkaymm o6 bEKTOB MOHUTOPUHIA MO YPOBHIO 3aLUULLEHHOCTV MH(POPMAaLMOHHbLIX PECYpCcoB
06bEKTA AO/MKHbI GbITb UCMOMb30BaHbI CeAYLNe XapakTepuUCTUKu:

- VHhopMaLMoHHbIe, onpegensiolme LeHHOCTb nHhopmaumn, ee 06bem U cTeneHb KOHMAEHLNAb-
HOCTW. a TakkKe BO3MOXHble NOCNeACTBUA HENPaBW/IbHOTO (PYHKLMOHMPOBAHNA M3-3a UCKaKeHUs (notepu)
MHopmaLuuu;

- opraHv3aLMoHHble, onpeaensiolime NoIHOMOYMSA Nob3oBaTenei;

- TeXHOoMorMyeckre, onpeaensiowme ycnosmsa o06paboTkm nHgopmauuy, HanpuMep, cnocob 06paboTku
(2aBTOHOMHbIN, MyNbTUNPOTrPAMMHBIA U T. A4.), BPEMS LUPKYNAUUn (TpaH3nUT, XpaHeHue 1 T. 4.), Bug AC (aBTo-
HOMHas. ceTb, CTauMoHapHas, NoABWXHaA U T. 4.).

11.5 Cnocobbl 3aWwmnTbl NHOOPMALNOHHBLIX PECYpPCcoB

Ob6ecneyeHne 3awmTbl MHDOPMaLMOHHBIX pecypcos MMCMMOBI ocylecTsnseTcs:

- CPJ nonb3oBarteneii K060pya0BaHunio, MHOPMaLMOHHBIM pecypcaM 1 MporpaMMHbIM cpeacTBamM 06-
paboTKM AaHHbIX, OTOOPaXKEHNA 1 NPUHATUA PeLLEeHNi;

- peanu3auueil NpaBWn pasrpaHUyeHnsa AOCTyna K yCTpoicTBaM CO34aHUA TBEPAbIX KOMWIA ¢ AOKYMEH-
Tauuu,

- n3onAuMei nporpamm npotecca, BbINO/HAEMOro B MHTepecax Cy6bekTa, OT APYruX CyObeKTOB;

- ynpaBfieHMeM NoTOKaMM flaHHbIX B Lensx npefoTepalleHns 3annucn gaHHblX Ha HOCUTENN HECOOTBET-
CTBytOLLEro rpuga.

OcHoBHbIMK TpeboBaHMAMK kK CK3W npn aTom ABAAOTCA cnegyowme:
BbINOSIHEHVE LeneBbIX (yHKLWIA;
yA06CTBO M nNpocToTa 06CyXnBaHUS;
- onTUMasibHasA NMpPon3BOANTESIbHOCTD;
BbICOKas HafeXHOCTb B pexume paboTbl 24/7/365;
HeBbICOKas COBOKYMHas CTOMMOCTb 3KCMlyaTalmm B TeYeHNe BCEro XXNU3HEHHOro Lmkna,;
COOTBETCTBME TPEBOBAHNAM PEry/IMPYIOLLMX OPraHoB (CepTudukaTbl COOTBETCTBUSA);
wndpoBaHve no NOCT 28147 (256 6uTtoe).

CueHapusamn ncnonb3osaHnsa CK3U asnatoTca cregyowme:

- MeXceTeBble B3auMOAelicTBus;

- 3alULWEHHbIR JOCTYN yAaneHHbIX 1 MOBUMbHbIX Nonb30BaTenel;

- 3alWmTa 6ecnpoBOHbIX CeTeli CBA3N:

- 3awmTa MynbTUCEPBUCHBIX ceTel (BkItoyan IP-TenedoHunio 1 BUAEOKOH(EPEHLCBA3B);

- pasrpaHuyeHune Aoctyna k MHopmaummn B 10Ka/IbHbIX CETAX, a Takke niobble KoMOMHaUuuy Bbilwene-
peyYncneHHbIX CLeHapues.
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11.6 CpeacTtBa pasrpaHuyeHunsa gocrtyna

11.6.1 CpepcTBa pasrpaHnyeHns Aoctyna nosib3osartesneii K MatepuasibHbIM 1 MHDOPMAaLVOHHbIM pe-
cypcam npeanpusaTus [O/MKHbI 0becneyunsathb:

- ABYX(aKTOPHYIO NAEeHTUMUKALMIO N ONO3HaHWe (ayTeHTUdMKaLMIO) 3aperncTpupoBaHHbIX Nosb30Ba-
Teneli n NpM HEO6XOAMMOCTU onpefeneHne NPUBA3KA K MECTY €ro HaxoXAeHus;

- perucTpauuio elicTBuUiA nonb3osartenieil N0 HeCaHKLMOHMPOBAHHOMY AOCTYMY K 060pyA0BaHUIO U UH-
hopMaLMOoHHbLIM pecypcaM NpeanpusaTUsa 1 X UCNosib30BaHuIo;

- WCK/IOYEHNEe U BK/IOYEHNe HOBbIX NOMb3oBaTesnieli 1 06bEeKTOB [OCTYNa, a Takke N3MEeHeHue NosiHo-
MOuMil nofib3oBaTenei;,

- peakuuio Ha nonbITkM HCA. Hanpumep curHanusauuo, 6J10KMPOBKY, BocCcTaHoBeHMe nocne HCA;

- 04YMCTKy onepaTVMBHON MamsATu 1 paboynx o6nacTeil Ha MarHUTHbIX HOCUTENsIX Noc/ne 3aBepLueHus
paboTbl Nosb3oBaTess C 3alMLLEHHbIMW AaHHbIMY;

- KOHTPO/Ib LeNoCTHOCTH 6a3 flaHHbIX MHOPMaLMOHHbIX pecypcos 1 CP[,.

11.6.2 Cnoco6bl peanm3auuy CP/, 3aBUCAT OT KOHKPETHbIX 0CO6EHHOCTEN 06bEKTOB MOHUTOPUHIa Npea-
npuaTus. lonyckaeTca NpUMeEHATb creayoLme cnocobbl 3awuTbl U 10bble UX coyeTaHus:

- CPJ. nokanusoBaHHas B NporpaMmMHO-TEXHUYECKOM KOMMIeKce (AP0 3alluTbl);

- CP/] Ha ypoBHe onepaunoHHbIX CUCTEM, CUCTEM ynpasneHus 6asamu faHHbIX UK NpUKIagHbIX Npo-
rpamm:

- CP/, B cpeAcTBax peanunsaunm ceTeBbiX B3aUMOLEWCTBUIA NN HA YPOBHE MPUIOXEHWIA;

- Mcnonb3oBaHve kpuntorpaduueckux npeobpasoBaHnii UM METOA0B HENOCPeACTBEHHOTO KOHTPO/A
fJocTyna,

- pacnpegeneHHaa CP[;

- nporpaMmmHas u (unu) TexHuyeckas peanusauma CPA.

- opraHusauust goctyna ynosIHOMOYEHHOro /iMua K paspelleHHon nHdopmMaummn, 3alueHHbId anek-
TPOHHOI NOAMUCHIO.

11.6.3 CP[l n cpeacTBa 3awWwuTbl MHOPMALMOHHBIX PECYPCOB MpeanpuaTUS A0/MKHbI obecneunBaTb
KOH(pMAEeHUManbHOCTb 1 LeNI0OCTHOCTb NoyYyaemoli nHdopMauum ¢ y4eToM HasHauyeHUsl, BaXXHOCTU 1 cneuu-
(PUKM 0O6LEKTOB MOHUTOPUHTA.

Mprmepamy oTAeNbHbIX peweHnii MoryT 6biTb crnegytoLye:

- KOH(MAEHLMANbHOCTb M LLe/IOCTHOCTb NepefaBaemMoli No ceTn nHhopmauum nytem Kpuntorpadguye-
cKoli 06paboTKM Kaxk0ro CeTeBOro naketa C MOMOLLbI0 KpUNTOrpagmyecknx anropuTMos;

- ayTeHTMVKauua oTAe/bHOro Nosb3oBartens u peanusauus

VHAVBUAYaNbHbIX NOIMTUK AOCTYNa K 3afaHHbIM KOMMboTEPAM, MPUKAA4HbIM Nporpammam o06paboTku
JaHHbIX U K pasgenaM 6a3 faHHbIX;

- BXOf B 3alUMLLEHHYIO CeTb TO/IbKO AN BNajenbLa NerMTUMMHOro KpUnTok/oya;

- BbINONHEHWe TpeboBaHuii cTaHgapToB 6e3onacHocTn IKE/IPsec ¢ npyMeHeHVeM pOoCCUACKUX anro-
puTmoB KpunTorpacduyeckoro npeobpasoBaHus no FOCT 28147. TOCT P 34.10 n TOCT P 34.11.

11.7 IHCTPYMEHTbI YNpaBAeHns U NoAAEPXKN 3KCnayaTauuy nporpaMMHo-annapaTHol
nnaTtopMbl UHTETPUPOBAHHOW UHTENNEeKTyaibHOW CUCTEMbI MOHUTOPUHIA N 06ecneyeHmns
6e30nacHOCTV NpeanpuaTus

WHCTpyMeHTbl ynpasneHus n nogaepxku akcnayatauun MAM NACMuOBI gomkHbl BkIYaTh B cebs
cpeAcTBa peanusauun nonntukm 6esonacHocT VPN KAMEHTOB M LUMNHO30B, OCYLLECTBAATb yNpaB/ieHne 3Tu-
MW YCTPOICTBaMM, BK/IlOYas HACTPOIiKN CeTeBbIX MHTEPECOB, CUCTEMbI NMPOTOKOMPOBaHUS, obecneynBaTb
BO3MOXHOCTb M/1aHOBOW 3aMeHbl cepTUdnkaTos 6e3 npepbiBaHNA LuKNa aKcnayaTauuu u CBAsn, yAaneHHoro
06HOB/IEHNSA NPOrPaMMHOro obecneyeHus.

11.8 Tononorna nocTpoeHus

LLnto3bl 6e30nacHOCTM JOMKHLI 06ecneynBaTb NOCTPOEHME N06bIX TOMOMOrMYECKUX CXEM («3Be3fa»,
«[iepeBO», «MNOJIHOCBA3HAA CeTb»). NpM HEO06XO0ANMOCTN peasin3yroT CXEMbl C MOBbILEHHON HAaAEXHOCTbIO,
obecneymBaeMoii kak 3a CYeT pe3epBMPOBAHUS LUMIO30B, Tak M 3a CYET WCNOJIb30BaHUSA aslbTEPHATUBHbIX
mMapLupyToB ceTu. MpumMep Takoi Cxembl N306paXeH Ha puUcyHke 4.
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PucyHok 4 — Cxema peanusauum MMCMWOBIT ¢ ncnosib3oBaHWeM L0308
6€30MacHOCTU 1 MEXCETEBbIX IKPAHOB

11.9 TpeboBaHUA K MeXCeTeBbIM 3KpaHam

Mpu BKAOYEHMN MexXceTeBblX 3kpaHoB B AC onpejesieHHOro kiacca 3alMeHHOCTH, Knace 3aliuieH-
HOCTW COBOKYMHOI AC. Moly4YeHHOI U3 NCXOAHON NyTem Ao6aBneHusi B Hee MeXCeTeBOro akpaHa, He Jo/MKeH
NoHWXaTbca. MexceTeBble 3KpaHbl JO/DKHbI ObITb cepTuduLmpoBaHbl kak CK3W knaccos 3alluLLLEeHHOCTH,
COOTBETCTBYHOLLMX Tpe60oBaHUAM PeaepasibHON cnyxObl N0 TEXHUHECKOMY 1 3KCMOPTHOMY KOHTposo Poccum
K o6ecneyeHunto 3aLlMTbl UHPOpMaLUy B aBTOMaTU3MpoBaHHbIX cuctemax n FOCT P ICOYM3K 15408-1.

11.10 AyTeHTudukaynsa yganeHHblX nonb3oBaTenei

Ons yaaneHHbIx Nosb3oBaTtesieil NPUMEHSIOTCA pas/nyHble MexaHW3Mbl ayTeHTUUKauum, HanpuMep
VHAMBUAYANbHbIA NpeaycTaHOBMEHHLIN KoY, Naposib, 3/1eKTPOHHAA NoAnuch. s NOCTPOEHUst Ha cTpaTte-
TMYECKM U COLMAIbHO 3HAUYMMBbIX 0OGbeKTax JOBEPEHHOTO CeaHca CBsi3n 1 o6ecrneyeHusi 6e30MNacHOCTU KOM-
MYHUKaLWiA B paMKkax AOBEPEHHOIO A0CTYNA K BblAeNeHHOMY KOH(MAeHLanLHOMY pecypcy fo/mkHa o6ecne-
uMBaTbCA LENOCTHOCTb MPOrpamMMHoli cpefbl TepMUHANA, W30MSILMS BbIYMC/IUTE/IBHOTO Mpoliecca KIUEHTa,
cTporasi AByXakTopHas ayTeHTUhMKaLms, U30/1sLMsi CeTeBOI cpefibl yAaNEeHHOTo Nosib30BaTess, KOHVAEH-
LManbHOCTL U LLe/IOCTHOCTb NepefaBaeMblX JaHHbIX.
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1111 YpoBeHb 3alMLLEHHOCTU CUCTEMbI pasrpaHnyeHnsa 4octyna K MHOpMaLnoOHHbIM
pecypcam

TpeboBaHMa K YpOBHIO 3awumuieHHocTn CPL fo/mkHbl ObiTh TWaTeNbHO AOKYMEHTMpOBaHbl. B cocTtas
OOKyMeHTauun BKIYaT PyKOBOACTBO MOb30BaTeNs MO UCNONb30BAHUIO U PYKOBOACTBO MO YNpaBieHUto
cpeAcTBamMy 3aWuThl, a Takke, NpU HEO6XOAMMOCTW, ApYyrve 3KcnayaTaluoHHble, yAOCTOBepsole 1 pas-
pelmnTenbHble LOKYMEHTbI C/yX6bl 6€30MacHOCTH.
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Ctagmun n aTanbl XM3HEHHOIo Uukna VIHTerVIpOBaHHOVI I/IHTel'II'IeKTyaI'IbHOVI
CUCTEMblI MOHUTOPUHTA N obecneyeHns 6e3onacHoCcTu npeonpunaTuna

CTagun 1 OCHOBHbIe 3Tanbl XU3HeHHoro uukna MMCMunOB/1 BbIGMpaloT B COOTBETCTBMU C PpEKOMEHAALNAMMN CTaH-
papta TOCT P MCO/M3K 12207. OCHOBHble LENU KaXAoW CTaauyv U COCTaB BO3MOXHbIX TEXHWYECKUX pelueHuid ans
060CHOBaHNA U MPOEKTUPOBaHWA NPOUASA KOHKPETHOW cucTeMbl obecneyeHunss 6e3onacHoCTV NpeanpuATAS NPUBEAEHbI

B Tabnuue A.1

Ta6nunya Al — Cragnm XU3HEHHOTO LKA N OCHOBHblE TeXHU4Yeckme peweHns MMCMunOBI

CTtafus XU3HeHHo
ymkna MMCMunOBMN

KoHuenuwusa

Paspa6oTka corna-
LWeHWiA. pernameH-
TOB U BHYTPEHHUX
CTaHAapToB AesTeslb-
HOCTU NpeanpuaTus
no o6ecneyeHunto
6e3onacHoCTn

MpoekTupoBaHune
(npnobpeTeHune)
cpeacTB obecneye-
HuA 6e3onacHoCcTn

LieneBble yCTAHOBKU cTaguu

OnpefenuTb cocTaB 06bEKTOB U Yrpo3 6e30MacHOCTU
npeanpuaTus.

OnpefenuTs cCocTaB nokasaTteneil LLEeNoCTHOCTU W
3aLYMLLEHHOCTU K/TIOYEBLIX OGBLEKTOB U CY6BHEKTOB
npeanpuaTUs.

CchopmynupoBaTth KoHuenuuio ob6ecneuyeHuss 6es-
0MacHOCTU K/THOYEBbIX MPOLECCOB.

OnpeaenuTb PYHKLUOHANBbHYH apXUTEKTYPY.
MpeanoxuTs NpUemMnemMble NPOEKTHbIE PELIEHUS.

Onpegenutb cocTaB nosib3oBaTesieli U nepcoHana
cnyx6 obecneueHuns 6esonacHocTu, pacnpegeneHve
X KOMNEeTeHUUMN, (OYHKLWIA, NpaB U OTBETCTBEHHOCTY.

Paspa6oTatb cneyudukauun TpeboBaHuii K noacu-
ctemam u 6a3zoBbiM MTK UKT.

OnpeAenuTb NPUHLMUMNbLI KOOPAUHALWMN AEATENbHOCTU
pabounx rpynn ucnonHutenei n pecypcoobecneve-
HUS 06LLLEeCMCTEMHOIO U YacTHbIX NPOEKTOB ob6ecne-
ueHust 6e30nacHoOCTM NpeaAnpuUATUS

YTOUYHWUTbL CUCTEMHbIE Tpe6oBaHUsS K cpeacTBam obe-
cneyeHus 6e30macHoCTu.

OnpepenuTb o6uWne pernameHTbl B3auMOAencTBUA
cnyx6 obecneyeHns 6e30nacHOCTV NpeanpusaTUs, oc-
HOBHbIX NoApasfeneHnii — BnagenbLes noTeHymanb-
HO OnacHbIX 06bEKTOB M NPOLLECCOB NPEANPUATUSA, UX
BHYTPEHHUX U BHELIHUX KOHTPAreHToB.

PaspaboTatb JOKYMEHTO060POT CyX6 obecneyeHns
6e3onacHocT

BbINONHWTL aHann3 NpoLeccoB u cpeicTs obecneye-
HUsi 6e30MacHOCTU KNOYEBLIX NPOLECCOB Npeanpu-
ATUSA.

Paspa6oTaTb (hyHKUMOHA/bHbIE W MaTemaTuyeckue
MOZenu NpoLeccoB o6ecneyeHns 6e30nacHoOCTU.

MoAroTOBUTL BapuaHThbl NPOEKTHbIX PeleHunii No Bbl-
60py CPeACTB OPraHU3aLMOHHOTO, METOAMYECKOrO,
TEXHWYECKOTo 1 MPOrpamMmMHOro o6ecrneyeHus.

BbINOMHUTL aHaNM3 TEXHWYECKUX NPEeasIoKeHuin u
NPOBECTM X TECTUPOBAHME HA COBMECTUMOCTb C 3KC-
nnyaTupyeMbiMn (HacnegyembiMu) LeneBbiMU aBTo-
MaTU3NPOBAHHLIMU CUCTEMAMU MPEANPUATUS.

Anana3oH peleHnii

JlokanbHble CUCTEMbI MOHUTOPUHTA W
6e30NacHOCTU K/HYEBbIX OObEKTOB
1 NpoLEeccoB NpeAnpusaTus.
MHTerpupoBaHHble cucTemMbl 06e-
crneyvyeHUsi KOMMNJEKCHOW 6e3onacHo-
CcTV nNpeanpuaTnA

CornalieHuss Ha OCHOBE 3aKoHofa-
TenbcTBa Poccuiickoil ®epepaumn.

KopnopatunsHbie cornalieHus.

PernameHTbl, npoueaypbl 1 opma-
Tbl O6MeHa faHHbIMU.

MpoToKONbI Nepeaaun faHHbIX

PaspaboTtka (3akynka) /OKanbHbIX
cuctem.

AkTyanusauus v npumMeHeHue ycno-
BWIN [eiCTBYIOLNX CTAHAAPTOB U TU-
NOBbIX NPOEKTHbIX pelleHnii cpeAcTB
6e3onacHoCTH.

MprMeHeHne oTpacneBbix (kopnopa-
TUBHbIX) TPE6OBAHWIA.

CucTeMHas uHTerpaums
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OkoHuaHue Tabnuubl A. 1

CTaaus XU3HEHHOTo
un*.na MMCMnOBN

kcnnyatauns

ConpoBoxpgeHue

3aBeplieHne (NNKBK-
Aauns)
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LieneBble ycTaHOBKM CTaANM

CchopmupoBatb nepeyeHb (peecTp) cpeacTs obecne-
4yeHns 6e30nacHOCTU, peKoMeHAyeMblX ANs npume-
HeHWs B NpoekTe.

OpraHusoBaTb MPOeKTUPOBaHWE (3akynky) CpeacTs
obecneyeHunss 6e30nacHoOCTU.

BbINOAHUTE paboTbl MO KOMMIEKCUPOBAHWUIO W WH-
ctannauumn cpeacts MMCMunOBI Ha pabouunx mectax
cnyx6 obecneyeHns 6esonacHocTn

Pa3paboTatb MOAENM TEXHWYECKOro 06CNyXnBaHuUA
cpefcTB obecneyeHnss 6e3onacHoOCTV NPeanpuATUS.

OnpefenuTb Tpe6OBaHNA K 3HAHWAM, HaBblkam 1 yme-
HUAM nepcoHana cnyx6 6e3onacHoOCTU u akcnnayarta-
LM TEXHNYECKOro 1 MporpaMMHOro obecneyexus.

MpoBecTn 06yyeHne 1 aTTecTaumio nepcoHana.

Ob6ecneynTtb BblaeneHne HeOﬁXOAMMHX pecypcoB
ANnsa sakennyataunm CUCTeMbl.

3KcnayaTupoBaTh CUCTEMY C Lief1bio YA0B/ETBOPEHUs!
notpebHocTeli nonb3oBarteneli LenesBblx M obecne-
yMBalKOLWMX aBTOMATU3MPOBAHHYIO CUCTEMY Npeanpu-
SATUA B cepBUcax 6e30nacHoCTU.

OpraHu3oBath C/yX6y MOHUTOPUHIA U COMPOBOXAe-
HUs cpefcTB 6e30MacHOCTY NPeAnpuUATUS.

Paspa6oTartb perfiamMmeHTbl B3aMMOAENCTBUS U TUMO-
Bble CLEHapuy aHanmsa UHUWAEHTOB — Yrpo3 6es-
onacHocTu.

AHanu3upoBaTb W3MEHEHWs B apxuTekType npej-
npuAaTWsA. NPOAYKLWKN, NpoLeccax n TeXHONMOTNAX U Nx
B/INSIHWE Ha COCTOsiHMe 6e3onacHocTu ANns moandu-
KaLum cuctem u akcnayarauyuu.

O6ecneuntb BblfeneHne HeobXoANMbIX PecypcoB
ANA ANUTENBHOTO (hYHKLMOHUPOBaHWE CUCTeMbl C
y4eToOM BO3MOXHOI MoAuuKkauum nan 3aMeHbl OT-
[lefIbHbIX KOMMOHEHTOB N0 MEPE WX MOPAasbHOro UIn
hn3nyeckoro nsHoca

AHanusupoBaTtb pa6oty cpefcts MWCMuOBI Ha
o6bekTax npeanpusTus.

BecTn yyeT 1 NporHo3npoBaHue TEXHUYECKOro U Mo-
pasibHOro CTapeHusi KOMNOHEHTOB, NJ1AHMPOBATL CBO-
€BPEMEHHYI0 3aMeHy, Bbifje/leHUst pecypcoB AJisf BOC-
CTaHOB/IEHMUSI LIEIOCTHOCTH CUCTEMBI.

XpaHeHue unu ytunusaums cpegcts MMCMuOBI

[unanatom pelieHun

Tpe6oBaHNA 1 yCNoBUSI TEXHNYECKO-
ro 06¢cnyxmBaHnsa NokanbHbIX (aBTo-
HOMHbIX) cucTtem obecneuveHus 6es-
OMNacHOCTU K/OYEBbLIX MPOLECCOB U
06bEeKTOB NpeanpuaTUS.

LleHTpann3oBaHHblIi MOHWTOPUHT
COCTOSAHNA 06BEKTOB Cnyx6oii 6e3-
onacHocTu.

LleHTpann30BaHHbIii MOHUTOPUHT CO-
CTOsIHMS 6€30MACHOCTU MHopMaL-
OHHbIX PECYPCOB NpPeanpuUATHs

ConpoBoxaeHne cpefcts 6esonac-
HOCTU cunamu cneynannsnposBaH-
HbIX CNYX6 npeanpuaTus.

ConpoBoOXAeHNEe KOMMOHEHTOB CU-
namy paspaboTuMkoB U NOCTaBLYU-
KOB 060pyA0BaHNs M NPOrpaMMHOro
obecneyeHus.

ConpoBOXAEHNE cnnamu cneyuanu-
3MPOBaHHbIX OpraHun3aLnii

3aMeHa O0TKaszaBLUMX U MOpasibHO
ycTapeBLWMWX KOMMOHEHTOB, crnuca-
HWE N YHNYTOXEHNE 06BEKTOB.
Peanusauus KOMMNOHEHTOB Ha PbIH-
Ke.

OpraHuMsauusi ¥ OCyWecTBMEHNE

XpaHeHna cpeacTs UM KOMMNOHEHTOB
NMNCMnOBN
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MpunoxeHne B
(pekomeHpyemoe)

dopma onucaHus cTPyKTypbl 6a30BOT0 NPOUIS UHTETPUPOBAHHOIA

Tabnuue B.1.

I/IHTe]'IﬂeKTya]'IbHOVI CUCTEMbI MOHUTOpPUHIA K obecneyeHns 6es3onacHoOCTH npeanpuaTua

OCHOBHble TuMbl 6a30BbIX MOAENEN, pekoMeHAyeMbIX ANA onucaHna npu paspabotke MMCMunOBT. npuBeaeHbl B

Ta6nwunya B.1 — Crpyktypa 6a3oBoro npochuna MMCMunOBMN

Tun

1.1

1.2

1.4

1.5

1.6

1.7

1.8

34

HanmeHoBaHune 6a3oBoii mogenu

®yHKUMOHANbHbIE  MoAeNnn  AesiTeNlbHOCTW
noapasgeneHnii npeanpuaTus — Bnagenbua
o6bekTa

MoppasaeneHns agMUHUCTPATUBHOIO YNpas-
nexus

HayuHble 1 NpoekTHble noapasfeneHns

Mpoun3BoACTBEHHbIE NoApasfeneHns

MoapasfeneHus NHXeHepHoW NHAPaCTPYKTY-
pbl NPeanpUATUS

MogpasgeneHnsa MHPOPMALMOHHON CnyX6bl
npeanpuaTUA

MopapasgeneHus 6e30MacHOCTU
MNogpasaeneHus cnyx6

Moppasgenequs UANanoe u npeacTasu-
TeNbCTB NPEANPUATUS B APYTUX PETNOHAX

NH(OpMaLMOHHbIE MOAENU [OKYMEHT0060-
poTa (Auarpammbl NOTOKOB AaHHbIX)

3akoHogaTtenbHOe 1 HopMaTMBHOe obecneyve-
Hue 3ajay obecneyeHuss 6e3onacHOCTU npo-
AYKUMW. MPOLEeCcCcoB 1 PecypcoB NpeanpuaTus

dopmat onucaHusa

Onsi Kakgoi cnyx6bl NpeanpuATAs yKasblBaloTCst 06BHEKTHI,
MPOLLECChI U PecypChl, Nog/exallue awure

OonucaHne YHKLUIA (TEKCT).
OpraHusaunoHHas cTpykTypa.
Cxema (gmarpaMmMa) B3aumoeincrTeus.

Cnucok 06bEKTOB, NPOLLECCOB W PECYPCOB, NOA/eXallux 3a-
LMTE OT HeraTUBHbIX BO3AENCTBUIA.

JAwnarpamma npoveccos

OnucaHve 06bEKTOB AeATENbHOCTU.

[inarpaMmMa noToKOB AaHHbIX.

Cnucok 06bEKTOB, NPOLLECCOB U PeCcypcoB, NoA/exalnx 3a-
LMTE OT HeraTUBHbIX BO3aeicTBuit

Cnucok 06BbEKTOB, NPOLECCOB 1 PECYPCOB, NOA/exallnx 3a-
LMTE OT HEeraTUBHbIX BO3AENCTBNIA.

CnucoK KOHTPONUPYEMbIX MapamMeTpoB NPOWU3BOACTBEHHbIX
noapasgeneHunii

Cnucok 06bEKTOB, NPOLLECCOB W PECYPCOB, NoA/exallux 3a-
LMTE OT HeraTUBHbIX BO3AENCTBUIA.

MnaHbl pasmelleHns 060pyAoBaHNS.

KOHCTpYKTMBHbIE 3D MOAENN 3[aHNIA N COOPYXEHU

PeecTp nHdopmauoHHbIX peCypcoB NpeanpusaTuil.

Peectp ob6opypoBaHusi U nporpammHoro obecneuveHuss AC
cucTeM npeanpusaTus

Cxema foKyMeHTO060poTa NpeAnpusATUs.
MaTtpuua nprMeHsaeMocTy AOKYMEHTOB B NoApasaefieHusix.
MapLpyTbl, AnarpaMMbl NOTOKOB AaHHbIX

CnncoK HOpMaTUBHO-TEXHUYECKNX JOKYMEHTOB.
Tabnuubl NMPUMEHAEMOCTN.

PernameHTUpoBaHHble (HOPMUPOBAHHbIE) 3HAYEHMUS MOKa3a-
Tenei



Mpogomkexnne Tabnuybl B. 1

Tvn

4

4.1

4.2

4.3

44

4.5

51

5.2

53

5.4

6.1

Hanmvemossume Baxosoli mogenm

MHhopmaLoHHo-normyeckue mMogenu 6a3s
LaHHbIX

O6Lero HasHavyeHus

NokanbHbiX 6a3 faHHbIX O XapakTepucTukax
06bEeKTOB 1 MokasaTtensx 6e30nacHoCTW Npo-
LYKUUW. NPOLECCOB U PECYPCOB NPeAnpUsTUs

Basa faHHbIX (peecTp) CpeACTB 3awWuTbl K
o6ecreyeHnsi 6e30MacHOCTV PecypcoB npea-
npusTus

Mopgenn Bbl6opa WHMOPMALMOHHON cpeabl
nons3osatenei (Tun OC. CYB/[ u ap.)

Mogenn opraHusaumu Aoctyna K gaHHbIM Mo
MHUMAEHTaM yrpo3 6e3onacHocTu W uctopun
NPUHATLIX MEp

WHTepdelicbl, cornaweHns no obMeHy AaH-
HbiMn B UMCMMBI

OpraHu3aLnoHHble pernaMeHThbl

TexHu4yeckve (annapartHble)

MporpammHbie

MpOTOKO/bI Nepesaun faHHbIX

BasoBble Moenu fesTenbHOCTU (opraHusa-
LIMOHHbIE PeriaMeHTbl)

PykoBoguteneit n Befywmx cneunanncTos
npegnpuatus (CoseTa 6e3onacHocTu npea-
npuaTna)

FOCT P 56875—2016

dopmar onucaHus

CxeMa 6asbl fJaHHbIX flornyeckas

CnpaBoYHUK MeTafaHHbIX pacnpefeneHHoi 6asbl JaHHbIX
npeanpusaTus.

Cxema 6a3bl aHHbIX.

CnuncoK 3aperncTpupoBaHHbIX Nosib3oBaTesei.

MpaBa goctyna mogesnb 3awuTbl o1 HCJ 1 ncnonb3osaHus
MHCOPMaLMOHHBIX PecypcoB

Cxema 6a3bl AaHHbIX husnyeckas.

TunoBble hopmMbl BBOAA AaHHbIX, 3anpockl Nosib3oBatesei
MHPOPMAaLMOHHBIX PecypcoB.

q)OpMaTbI BbIXO4HbIX OTYETOB

CxeMa 6a3bl AaHHbIX hrusnyeckas.

TunoBble hOPMbI BBOAA [AHHbLIX, 3anMpochl Nonb3oBaTenei
MH(OPMALMOHHBIX PECYPCOB.

dopmarthbl BbIXOAHbLIX OTYETOB

O60cHOBaHMe BblGopa (TeKCT).

MaTemaTtuueckas Mogenb (pacueTHble (POPMynbl) OLLeHKU
npoun3BOAMTENbHOCTW, 06BEMOB NamsTV, BPeMEeHU OTKMKa.
Tabnuua cpaBHUTENbHbIX XapakTepucTnk sapnaHTos TMP
Cnucok nonb3osareneii.

MpaBa gocTyna K faHHbIM.

MproputeTbl 06CAYXMBaHUA.

Mogenb 3awuTbl AaHHbIX.

CraTncTuka ncnonb3osaHms

CnuMCcoK cornaweHunii n NPUHATbLIX PeriaMeHToB B3auMogeii-
CTBUSI y4aCTHUKOB NPOEKTOB (TEKCT).

[lnarpaMmma BHELIHNX CBA3ENA.

CemaHTuyeckas Mofenb npegMeTHoW obnactu

OnucaHne nHTepdhelica o6opyfoBaHUst U YCTPONCTB CBA3N
(Tekcr).

CxeMa (pyHKLMOHanbHas.

Cxema npuHuunuanbHas.

WHCTpYKL 1S NO HacTpoiike

OnwucaHne nHTepdelica (Tekcr).
Cxema anroputma

OnucaHne npoTokona (TekcT).

OnwucaHue NPorpaMMHOro MoAynsi nepeaadn faHHbIX (OTKpbI-
ThIll KOZ, Ha A3bIKE NPOrPaMMUPOBAHNS)

Tabnuua (MaTpuua) pacnpegenernns yHKUWA N 30H OTBET-
CTBEHHOCTU MO 3aKPeneHHbIM HanpaBNeHUAM AEeATENbHO-
CTW noAapaspenexunii npeanpusaTUs

35



FOCT P 56875—2016

MpopgomkeHne Tabnuuybl B. 1

Tvn

6.2

6.3

6.4

6.5

6.6
6.7

6.8

7.1

7.2

7.3

36

HaukekaoaHne 6a30Boi Mogenm

AHaNNTUKOB MO OTAENbHbIM HanpasieHusaM
o6ecneyeHus 6e30nacHoOCTV NPOAyKLUM, Npo-
LIeCCOB 1 PecypcoB NpeanpuaTus

MepcoHana no Tekylleih onepaTuBHoW pa6oTe

ALMVHACTPATOPOB /I0Ka/IbHbIX 683 faHHbIX
MH(OPMAaLMOHHBIX PecypcoB nogpaszeneHuil
npeanpusaTUs

AAMVHNCTPATOPOB 6a3 faHHbIX 06Liero Ha-
3HAueHNs

ALMWUHUCTPATOPOB KOpPNopaTuBHbIX ceTeit 9BM

ALMUHUCTPATOPOB MOYTOBbIX CNYX6

TexHU4eckoro nepcoHana no o06CyXUBaHMIO
CPEeACTB U 3MIEKTPOHHBIX KOMMYHWMKaLUii

PacueTHo-aHanuTuyeckne mMofenu ans peue-
HUS NpuKnagHbiX 3agay 06paboTkn faHHbIX
1 NPUHATUA peLleHunii N0 MHUMAEeHTaM Yrpos
6e30nNacHOCTU B pernoHasnbHbIX (OTpacnesbIx)
uenesblix AC npeanpusaTus

BBog, uaeHTudmkauus v npegsapuTenbHas
06paboTka AaHHbIX O COCTOSIHUM O6HLEKTOB ©
cybbekToB 6€30nMacHOCTN NpesnpuaTus

YnopsijoueHne AaHHbIX, FPYNNUPOBKA W OLEH-
Ka TeKyLMX U NPOTHO3HbIX Nokasartenei 6es3-
0MacHoOCTW NpeanpusaTUs

Mogenu oueHku puckoB. PacuyeT HopmaTwB-
HbIX (NpuemnemblX) ypoBHell puckos obecne-
UEHWs1 3afaHHbIX KOHCTPYKTWBHO-TEXHOMOIU-
UECKMX XapakKTepUCTUK 06LEKTOB, MPOLLECCOB
1 pecypcoB npeanpuaTus

dopmar onucaHms

OnucaHue pyHKUUIA nocTa 1 30H OTBETCTBEHHOCTYU (TEKCT).

Cnucok (Tabnuua) KOHTPONUpYeMbiX nokasateseii cocTos-
HUSt 06BLEKTOB MOHUTOPUHTA.

3anpocbl Ha nouck nHopmauun B 6a3e faHHbIX (TEKCT Ha
A3blke NpegMeTHOl 061acTu NPoeKTa).

Mogenb npeAcTaBieHus U 0TO6paxeHUst AaHHbIX Ha pa6o-
ueM MecTe aHa/INThKa.

Tabnuubl peLueHuid.
[lepeBbsi peLlleHnid.

CTatuctuyeckas (BepoOsiTHOCTHAs) MOAEsSb OLEHKM BO3MY-
LalLwmnx Bo3AeCTBNA HA 06BEKT MOHUTOPYMHIA.

Maremartnyeckass mogenb (pacyeTHas opmyna) OLEeHKU
KOMMJIEKCHOTO COCTOSIHUSI 06beKTa.

CueHapuu feiicTBuii B aBapUiHbIX N KPUTUHECKUX CUTYaLnsIx
TexHOorMyeckme NHCTPYKLUM Mo AeiCTBUSM B aBapuiiHbIX 1
KPUTUYECKUX CUTYaLusax

PeecTp 06BEKTOB MHOPMALMOHHbLIX PECYPCOB.

PeecTp 060py0BaHNsA NHXEHEPHO-TEXHUYECKUX CPELCTB 3a-
LATBI.

PeecTp (Tabnvua) nonb3oBartenei n npas Mx 4OCTyna K WH-
hopMaLMoHHbIM pecypcamM NpesnpuaTus

Cnuncku nonb3osareneil.

Mogenb focTyna v 3awuTbl oTNpasaeHnii, Mogenb 3alunTbl
oT cnama

Peectp o6opyposaHus WNWCMUOBI. ycTaHOB/IEHHOTO Ha
o6bekTax 06CNyXnBaHus.

Ipacnk TeXHNYECKOro 06CnyxmnsaHms.

Mokasartesnim TeXHU4Yeckoro o6cnyXxmnBaHus.

PacueTHble hOpMyJibl OLEHKM 3aTpaT Ha TeXHUYecKoe 06Cny-
XUBAHNE N PEMOHT

OnucaHue BXOAHOIo NOTOKA AaHHbIX.

Cxema anroputma 06paboTkm coobuieHunit, opmbl BBOAA
[laHHbIX OnepaTopom.

3anpocbl Ha NOMCK AaHHbIX

Cxema anroputmMa o6paboTkm cooBLLEHWA.
Knaccudukaums noTokos.

Mogenb NpuopuTETHOro 06CNYXMBaHNSA COOBLLLEHNI

MaTtemaTtunyeckas Mofeib OUEHKN pUCKa.

PacuyeTHble (hopmMynibl HOPMATUBHBLIX (NPUEMIEMbIX) YPOB-
Heli pucka



OKoH4aHve Tabnuuybl B. 1

Tvn

7.4

7.5

7.6

7.7

7.8

10

HanmeHoBaHue 6a30Boli Moaenm

Mogenn cTatucTUyeckoro oLeHNBaHust u Npo-
rHo3a nokasaTesneil 6esonacHocTu. JKcnepT-
Has oueHKa cuTyauuii U nofrotoBka anbTep-
HaTVB NPUHATUA peLleHnii N0 MeponpuUATUAM
(npoektam) obecneyeHns 6eszonacHoCTH

Mogenn aHanusa BAUAHWA nokasaTeneii 6e3o-
NacHOCTK Ha K/loYeBble TEXHUKO-IKOHOMUYe-
CKMe nokasartenv AesaTeslbHOCTW NpeanpuaTus
(MyHMUMNanbHOro o6pa3oBaHns, permoHa)

BanaHcoBble mogenn pacnpegeneHus
CpPEeACTB U ycnyr 6e30nacHocTi no nogpasge-
NeHVAM npeanpusTus. Mogenmn coriacoBaHus
pecypcoB Ha NpoekTbl, 060pyf0BaHNEe U yCy-
™ nogpasgeneHnii 6esonacHocTn

Mogenu nnaHvpoBaHus onepauuii u corna-
coBaHMA peleHuii npo6aemMHO-CUTyaLnoH-
HbIX 3ajay ynpaBfieHuWs Mo HeWTpanusauyuun
BHYTPEHHUX U BHELLHWX Yrpo3 6e3onacHocTu
N MUHUMK3AUUN YLIep6OB B AeATeNbHOCTU
npegnpuaTus (pervoHa)

TEeXHNKO-3KOHOMUYECKNE pacyeTbl Mo Mpo-
rpamMMam. npoekTaMm U meponpusatusm obe-
cneueHust 6e30MacHoCTU

MpoekTHble MoAeny onTUMMU3aLNUN CTPYKTYpPbl
KoMnaekca cpefcTe obecneuyeHuss Gesonac-
HOCTYU

Mogenm TeXHUYECKOro 06CNYXMBAHUA U CO-
NPOBOXAEHUS CPEACTB 6e30MacHOCTM B MOA-
pasgeneHnsx

Mopenu dhopmnpoBaHusi TpeboBaHUiA K hyHK-
LUMSM M KOMNETEHTHOCTM 3KCN/IyaTalyMoHHOro
nepcoHana, oLeHKN AeATeNbHOCTU [OKHOCT-
HbIX NnLY

FOCT P 56875—2016

dopmar onvcaHus

MaTtemartunyeckasi MoAesnb, pacyeTHble hopmy/ibl.
CrartucTuka.

JKCnepTHas OUEHKa CUTyauuid W NOAroToBKA anbTepHATMB
MPUHATUA peLueHuit

CemaHTuyeckas Mofesb NpeamMeTHol o6nacTtu.
MaTemaruueckasi Mofe b, pacyeTHble hopMyIibl.

CraTuctuka

Tabnuua (MaTpuua) pacnpegeneHnss pecypcos.
dyHKUMOHANBHAA MaTeMaTuyeckas MoAeslb OLeHKN notTpeb-
HOCTW B pecypce.

CratucTuka Mcnosib3oBaHnsa pecypcos.

MaTemaTtuueckas Mogefnb MHOrOKpUTEPMasnbHOro aHanusa
anbTepHaTUB NPUHSATUA pPeLLeHunii

CeTeBas Mofe/lb NaHNPOBaHUS.

pacuk MaxTa.

CueHapuu pa3BuTus Co6bITUIA, aHanM3 BPEMEHHbIX PAoB
Tabnuubl peLeHnii.

[lepeBbs peLueHnii.

Martemartunyeckasn

Moge b onTUMu3aLum.

PacueTHble hopmyibl

OnuncaHne NPOeKTOB U MeponpuATuiA no obecnedyeHnto 6es-
onacHocTH.

MaTtemarnyeckne mogenu BANAHNA nokasaTtesnei 6esonacHo-
CTWN Ha nokasatesnun neAaTesibHOCTU nNpeanpuAaTuA.

PacueTHble (hOPMy/ibl OLEHKU MOTPEGHOCTM B pecypcax Ha
NpoeKTbI

OnuncaHne apxutekTypbl 1 TT1P (TekcT).
Cxema yHkymoHanbsHas MNCMunOBTT.
Cxema NOoTOKOB faHHbIX.

OnucaHne CUCTeMHbIX XapakTepucTuk 060pyAoBaHns 1 Npo-
rPaMMHOro 06ecneyeHnsi afibTePHATUBHbIX BapUaHTOB Npo-
€KTHbIX peLUeHWii.

MaTtemarunyeckne MoAenn OLEHKN HafexXHoCTu, I'IpOI'IyCKHOVI
CMOCOBHOCTU M NPOU3BOANTENBHOCTH.

NMnTaunMoHHas Mogenb (hYHKLMOHMPOBaAHUA. PacuyeTHble

chopmy bl
MaTtemaTuyeckune mogenu.
PacueTHble hopmy bl

OnucaHne yHKUMiA nocTa (TekcT).

Cxema (Aanarpamma) pabouero npouecca.

Mogenb onepaTuBHbIX JeNCTBUIA.

Moka3arenun kayecTtsa.

Mokasarenn pesynbTaTUBHOCTYU.

MokasaTenu HafexXHOCTU onepaTopckoil feATeNbHOCTH
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Mpunoxenune I
(pekomeHpyemoe)

TvnoBasi apxuTekTypa CUTYaLMOHHOTO LEeHTpa

TunoBas CTPyKTypa CUTYaLMOHHOTO LieHTpa NpuBefeHa Ha pucyHke 1

PucyHok 1 — TunoBas CTPyKTypa CUTYaLMOHHOTO LieHTpa
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YK 658.382.3:006.354 OKC 35.100

35.200
KnioueBble CIoBa: apxMTeKTypa CUCTEM, UHTerpaLus, UHTe/IIeKTyasibHble CUCTEMbI, 06LLecTBeHHas 6e3onac-

HOCTb. MOHWTOPWHT, 06LLMe TexHW4yeckne TpeboBaHWsA, NPOrpaMMHbIe CPeACTBa, CUTYaUMOHHbIW LEeHTp, OT-
KpbITble KOAbl, NOMIMLEHTPUYHOCTb. UHTEpONepatebHOCTb
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