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BeepgeHve

Mporpecc 1 pacnpocTpaHeHue COBPEMEHHbIX TEXHOJOMMA B UH(DOPMALMOHHON 1 KOMMYHUKALMOHHO
chepax, a TaKkke XOpoLIo OpraHW3oBaHHasA CTPYKTypa, OCHOBaHHAs Ha 3TUX TEXHOJOrUsX, BHECNU 6oMblive
U3MEHEHUs1 B COBPeMeHHOe 06LLEeCTBO. B 3paBOOXpaHEHUN paHee 3akpbiTble MHDOPMALVOHHbIE CUCTEMbI B
KaXX[OM YUpexXaeHun 34paBoOXpaHeHNst Tenepb 06beAVHEHb! CETSIMW, U HA CETOAHSILUHWIA fleHb TEXHOMOoTK
No3BONSIOT 06eCNeynTb B3aMMHOE WCMO/b30BaHe MeULMHCKOW nHpopMaLum, cobpaHHoli B Kaxaoi uHdop-
MaLoHHOI cucTeme. O6MeH Nofo6Hol MHhopMaLMeil Mo KOMMYHMKALMOHHBIM CETSIM peasnn3yeTcs He TONbKO
Mexay yUupexzaeHVsiMiU 34paBOOXpaHEeHUs!, HO U MeXAy YUPEeXAEeHUAMU 34paBOOXPAHEHUST U NOCTaBLLMKaMM
MeANLMHCKOTO 060pyA0BaHNS UM MEAULMHCKMX UH(DOPMALMOHHBLIX cucTeM. Brarogaps Tak HasblBaeMbIM
«CepB1caM yAa/ieHHOro TEXHUYECKOro 06CyXmBaHns» (CYO) CTAHOBMTCS BO3MOXHbLIM CHU3WUTb BPEMEHHble
noTepu 1 pacxogpl.

OfiHaKo 0Ka3asioChb, UTO Takas CBSA3b YUpexXAeHuil 34paBoOXpaHeHUs C BHELWHUMU OpraHusaLmsmm o6-
nafiaeT He TOMbKO NpeuMyLLecTBaMu, HO TaKKe HeceT B cebe pUCK, CBSI3aHHbIN C KOH(UAEHLMANLHOCTbIO, Lie-
JIOCTHOCTbIO M JOCTYNHOCTBIO MHGpOPMALMU U CUCTEM, TO €CTb PUCKM, KOTOPbIE PaHbLUE AaXe He YYUTbIBASIUCH.

Ha ocHoBe uHhopmaumu, npefnaraeMoit B HaCTOsLLEM CTaHAapTe, YUPexAeHus 34paBooXpaHeHus u
nposaiigepbl CYO cMoryT o6ecneunTb crieayoLlee:

- YTOYHWTb PUCKM, BO3HVKAIOLLME NPY UCNoNb3oBaHUK CYO. eCnv BHELIHWE YC/IOBUSI yyacTka 3anpalum-
BatoLiero nocrasuvka (LLYO) 1 mecta MeAMLMHCKOTO YUpexaeHusl, KOTOPOMY NpeAoCTaB/seTcs TeXHUYeckoe
o6cnyxuBaHue (HCF). MoryT 6bITb BblGpaHbl U3 KaTasora, NPMBEeAEHHOTO B NPUMOXEHUN A;

- MOHSITb OCHOBbI BbIGOPA U NMPUMEHEHUST TEXHUYECKNX U HETEXNUYECKNX «CPEACTB YNpaBieHUs», KOTo-
pble MPUMEHSIIOT B UX YUpexaeHun 415 NpejoTBPpalLeHNsi PUCKOB, OMUCAHHbIX B HACTOSLLEM CTaHAApTE;

- HanpaBWTb 3anpoc OT GM3HEC-NAPTHEPOB Ha NpPeAMET NPUHSATUS KOHKPETHBIX MEp NPOTUBOAENCTBUS,
TaK Kak HaCTOsILLMI [OKYMEHT MOXeT AEHTU(ULMPOBaTb COOTBETCTBYHOLLME PUCKW AJISA 3ALLNThI;

- YTOYHWUTbL rPaHULbl OTBETCTBEHHOCTU MeXay BnafesbLemM MeAULMHCKOro yUpexaeHus 1 nposaiigepom
CYO:

- MnaHuMpoBaTb MPOrpaMmMy Mo COXPaHEHUI UMK Nepedade prcka, T. K. OCTATOYHbIE PUCKW YTOUHSOTCA
NPy BbIGOPE COOTBETCTBYIOLUX «CPEACTB YNPaBeHUs».

MpUYMeHsIs OLLeHKN pucka U UCMOoSb3ys «CpeacTBa ynpas/ieHs» B COOTBETCTBUM C HACTOSALLMM CTaHAap-
TOM. Bfafenblibl MEAULMHCKOTO yupexaeHus u nposaiigepsl CYO CMOryT BOCMO/b30BATbCA CleAytLWwmMmn
npevnmyLLecTBamMu:

- ByZeT AOCTaTOUYHO BbIMOMHWUTL OLEHKY pYcKa 718 TEX OpraHU3aLVoHHbIX cdep, rae HacTosWMIA cTaH-
[apT He MPUMEHWM, a. ClefjoBaTE NbHO, YCUITUS MO OLEHKE PUCKA MOTYT 6biTb 3HAUNTENIBHO CHUXEHDI;

- GyAeT Nerko NpoAeMOHCTPMPOoBaTh TPEThel CTOPoHE TO. Y4TO Mepbl CYO Mo NpeceyeHnio HapyLleHnst
3alLMThI NPOLUIN NOATBEPXAEHNE HA COOTBETCTBUE;

- npu npegocTasneHun CYO Ha aByx wiv 6oniee yyacTkax npoBaiifiep MoXeT nocrefoBaTesibHo U ag-
(PEKTUBHO NPUMEHSITL Mepbl NPOTUBOAEHCTBUS.
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HAUWOHANBbHBIN CTAHAAPT POCCUWCKOWMW OEALEPALUMN

WNHopmaTrsaumnsa 3q0posba

MEHEIXXMEHT MH®OPMALIMOHHOW BE3OMACHOCTW YAAIEHHOIO TEXHUYECKOIO
OBCNYXMBAHNA MEOVNLMHCKMX MPUBOPOB M MEANUMHCKNX NHOOPMALIMOHHbBIX CUCTEM

YacTtb 1

Tpe6oBaHUs N aHaIU3 PUCKOB

Health informatics. Information security management for remote maintenance of medical devices and medical informa-
tion systems. Part 1. Requirements and risk analysis

[Oata BBegeHns — 2016—11—01

1 O6nacTb NpUMEHeEHUS

MpeameToM HacTosLero cTaHgapTa ABAAIOTCA YCNYTY YAAaNeHHOro TexHMYeckoro o6cnyxmsanus (CYO),
npegocTtasnsieMble MOCTaBLMKaMU MeAULMHCKOro 060pyAoBaHUs WU MHAOPMAULUOHHBIMU MEAVULUHCKUMU
cuctemamu (nposaiigepamm CYO) ana MHOPMALMOHHbIX CUCTEM B MELULMHCKUX yupexaeHusx. Kpome aToro
B J@HHOM CTaHAapTe npefocTas/ieH NpMMep BbIMOSIHEHNA aHaNM3a pucka, Heo6Xo0AMMOro ANA 3auTbl UHOP-
MaLMOHHbIX aKTUBOB 06eux CTOPOH (B NepByto o4epefb, CaMoii MHPOPMAaLMOHHON CUCTEMbBI U MEPCOHANbHbIX
MeANLUMHCKMX AaHHbIX), 6e30nacHbIM N 3(PEeKTUBHbLIM (B 3KOHOMUYECKOM CMbIC/1€) COCOOOM.

HacTtoawuii ctaHgapT BkAoYaeT B cebs.

- KartaJsor cueHapues ncnosnb3osaHus gna CYO:

- KaTanor NHPOPMaLMOHHbIX aKTVBOB B MEANLMHCKMX YUYpexaeHnax n nposaigepos CYO;

- NpUMep aHanusa prucka, OCHOBaHHbIN Ha BapvaHTax UCMoIb30BaHUA

2 TepMuHbI 1 onpepeneHvs

B HacTosiLeM AOKYMeHTe NpUMeEHEHbI CrefytoLine TePMUHbI C COOTBETCTBYHOLMMU ONpeaeneHnsamu:

21 nopoTyeTHOCTb (accountability): CBolicTBO, 06ecneynBatolLee 0AHO3HAUHOE MPOC/EXMBAHNE Aeii-
CTBW N06BOro 10rMYECcKoro 06bLEKTa.

[MCO/M3K 13335-1:2004. onpegeneHune 2.1)

2.2 akTuB (asset): Bce, uTo NpeAcTaBnseT LEHHOCTb /11 OpraHu3auum.

MpumeyaHuns
1 TepmuH 3ammcTBOBaH n3 NCO/M3K 13335-1.

2 B KOHTEKCTe 3aluTbl MeAULMHCKON MHhopMaLMn MHEDOPMaLMOHHbIE aKTUBbI BK/TOYAIOT:
a) MeguLMHCKY Hhopmaumio:

b) IT-cepBuchl;

C) annapaTHble cpeAcTBa:

d) nporpammHoe o6ecneyeHue;

€) KOMMYHUKaLMOHHblE CPeACTBa;

f) cpepcTtBa MHhopmauuu;

D) IT-cpeactea;

h) mMeanumMHCcKkMe NPUGOPLI, KOTOPbIE 3aNMCbIBAKOT AaHHbIE UM (POPMUPYIOT OTUETbI faHHBIX.

2.3 poBepue (assurance): PesynbTaT cepun NpoLeccoB YCTaHOBMEHUSI COOTBETCTBUSI, MOCPELCTBOM KO-
TOpPbIX OpraHM3aLusi 4OCTUraeT YBEPEHHOCTM B CTaTyce MeHeIKMEHTA 3aLLMTbl MHhopMaLmn.

M3paHne ouumnansHoe
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2.4 poctynHocTh (availability): CBOCTBO 06beKTa HAXOANUTLCS B COCTOSIHAM FOTOBHOCTU M UCNOMb3ye-
MOCTU M0 3anpocy aBTOPU30BaHHOIO JIOTMYECKOro 06bekTa.

[MCO/M3K 13335-1:2004. onpepenexune 2.4]

2.5 ouoHka cooTBeTcTBUA (compliance assessment): MNpoLecckl, KOTOPbIMU OpraHn3auus NoATeepxaa-
€T. YTO CpeACcTBa ynpaseHUs 3almuToi nHopmaLlum octaTca paboTocnoCco6HbIMU 1 3 EKTVBHBIMU.

NMpumeuaHue — COOTBETCTBME 3aKOHY, B YACTHOCTM, OTHOCUTCS K CPEACTBAaM yNpaB/ieHUs 3aLmMTOil, yCTaHOB-
NEHHbIM 4N cobntofeHns Tpe6oBaHNi COOTBETCTBYIOLLErO 3aKOHOAATENLCTBA, HaNpUMep, ANPeKTBLI EBponeiickoro co-
103a M0 3aLMTe NEPCOHASTbHBIX AAHHbIX.

2.6 koHuaeHunanbHocTb (confidentiality): CBOMCTBO MHOPMaLMM GbiTb HELOCTYMNHON W 3aKPbITON
[ANA HeaBTOPM30BaHHbIX ML, TOTMYECKOro 06beKTa 1am npotiecca.

[MCO/M3K 13335-1.2004, onpegeneHune 2.6]

2.7 LeNnocTHOCTb faHHbIX (data integrity): CBOWCTBO, rapaHTMpytoLLee, 4To AaHHble He B6yayT N3MEHEHbI
UM YHUYTOXEHbI HENPaBOMOYHbIM 06Pa3oMm.

[MCO/M3K 9797-1:1999. onpeaeneHue 3.1.1]

2.8 ynpaBneHue nHcopmauueii (information governance): Mpoueccsl, 6narofaps KOTOpbIM OpraHusa-
Lusa nonyyaeT yBePEHHOCTb B TOM, YTO PUCKW, CBA3aHHbIE C ee nHhopmaumeid, a 3HaumnT, paboToCcnoCco6HOCTb 1
Lie/IOCTHOCTb OpraHu3aunm athPeKTUBHO BbIABASIOTCA U KOHTPOSIMPYHOTCS.

2.9 nudpopmaumornHasa 6esonacHocTb (information security): MogaepxaHue KoHUAEHLMANBHOCTH,
LLe/TOCTHOCTU 1 JOCTYMHOCTN MHAOPMAaLIN.

MpumeyaHune — [pyrue CBOICTBA, B YaCTHOCTH noAOTYETHOCTb nonb3oBarenein, aTakxe AYTEHTUYHOCTb, OT-
KaSOyCTOﬁ‘-IMBOCTb N HafexXHOCTb, YaCTOo YNOMMHAKTCA KakK aCnekTbl I/IH(I)OpMaLI,VIOHHOﬁ 6e30nacHOCTUN, HO Takxe MoryT
paccMmaTpmBaTbCA Kak NpoOuU3BOAHbIE OT TpeX OCHOBHbIX CBOIiCTB B onpeneneHunn.

2.10 puck (risk): CoyeTaHne BepOATHOCTH COObITUS U €ro NocneacTeus.

[PykoBoacTBo MCO/M3K 73:2002. onpeneneHue 3.1.1].

211 oueHka puckoB (risk assessment): O6LKii NpoLecc aHan3a 1 OLEeHUBaHNS pUckKa.

[PykoBogcTtBo MICO/M3K 732002, onpegenexuve 3.3.1]

2.12 meHepXmeHT puckos (risk management): CKOOpAVHUPOBaHHbIE AEeCTBYSA, HaNnpPaBnsAoLNe U KOH-
TPONUpYyOLLMe opraHn3aumio paboT, CBA3aHHbIX C PUCKOM.

MpumeyaHne — MeHeoXMEHT pucka 06bIYHO BK/OYAET B ce65 OLEeHKY pucka, 06paboTKy pucka, cteneHb 40-
nycTUMOTO pucka 1 MHhopMMPOBaHME O pUCKaX.

[PykoBogcTtBOo MICO/M3K 73:2002. onpepenexuve 3.1.7]
2.13 obpaboTka puckoB (risk treatment): Mpouecc BbiGOpa 1 NPUMEHEHUA MeP AN U3MEHeHMs (06bIYHO
[ONS CHWXEHNA) pucka.

MpumeyaHne — ApgantuposaHo u3 Pykosogctea MCCLI3K 73:2002.

2.14 UenocTHOCTb CMCTeMbI (System integrity): CBOIICTBO CMCTEMbI BbIMO/HSATL NPELYCMOTPEHHYIO A/151
Hee (pyHKLMI0 B HOPMa/IbHOM peXxumMe, CBO604HOM OT NpeiHaMepeHHOro UM cy4aiiHoro HecaHKLMOHMPOBaH-
HOro BO3[EelCTBUS Ha CUCTEMY.

2.15 yrposa (threat): MoTeHUManbHasi NpUUXHA HEXeNnaTeNlbHOTO MHUMAEHTA, KOTOPbI MOXET HaHeCTu
ylep6 cucteme v opraHu3aLmu.

MpumevyaHne — AgantupoaHo n3 NCO'M3IK 13335-1.

2.16 yassumocTb (vulnerability): CnabocTb 0HOrO UM HECKOMbKUX aKTUBOB, KOTOpast MOXeT ObITb 1C-
nosib30BaHa yrpo3oii.

Mpumevyanune — ApantuposaHo n3 MCO/M3K 13335-1.
3 CokpaLleHus

MY — meguumHckoe yupexaeHue (HCF — Healthcare facility);

MXW — nporpamma xuweHus nagopmaumu (ISP — Information-stealing programme);

MMW— nepcoranbHan meguumHekan nHopmaumsa (PHI— Personal health information);

CYO — cnyx6bl yaaneHHOro TexHmyeckoro obecnyxmsaHunsa (RMS — Remote maintenance services);
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LIYO — ueHTp yaaneHHoro TexHmueckoro o6cnyxmsaHuns (RSC — Remote maintenance service centre);
3YO — 3awmTa yganeHHoro o6cnyxmnsaHusa (RSS — Remote maintenance service security);
VPN — BupTyanbHas yactHas ceTb (VPN — virtual private network).

4 OnucaHue 3aWnTbl CNYX6 YAANIEHHOTO TEXHNYECKOTO 06CYXMBaHNS

4.1 CopepxaHue 3alnTbl CYXO yAaNEeHHOTo TEXHNYECKOro 06CnyXmnBaHus

4.1.1 O6WMe NoNoxXeHns

Cnyx6bl yaaneHHoro o6cnyxmsanus (CYO) npegHasHauveHbl 415 Tpex uenei:

- obecneyeHune Hagnexatllel peakuum Bo BpeMsa 605 MeANLMHCKOro 060pyLoBaHNA:

- perynsipHoe TexHn4yeckoe 06CNyXMBaHE;

- 06HOB/MEHKE NPOrpaMMHOro obecneyeHust.

B HacTosem cTaHfapTe paccMaTpuBaeTcsi CUCTEMA, COCTOsILLAs U3 LefeBbiX NPUG0POB U BHYTPEHHEN

CeTn B MeULIMHCKOM YUpexaeHnu, BHELLHe ceTu, CoOeAUHALLEA MeAULMHCKOE yupexaeHne n LeHTp cnyxo6
yAaneHHOro TexHuyeckoro o6cnyxmeanmnsa (LIYO). a Takke BHYTpeHHei ceTun 1 obopyaoBaHus unu cnyxo B

camom LIYO (cMm. pucyHok 1).

B HacTosLwem cTaHAapTe ONUCLIBAKOTCA TUMbI U TEKYLL,Ee COCTOAHNE Mep 3alunTbl.

Llenesble
npruoéopbI
o poene
cets LYO yupexaeHus (a)
Llenesble
CcUCTEMbI
Cnyx6bl LIYO
Touka
poctyna
BHyTpeHHAs

ceTb
MeULMHCKOro
O6op|>_/|'p}|,/cgaHme yupexzaeHus (a)

Llenesble

npuéopbl

BHYTpeHHAs
ceTb
MeAMLMHCKOro
yupexaeHus (b)
LleneBble
cucTeMbI

PucyHok 1— lMpepanonaraemsie CYO

4.1.2 Bwugabl cnyx6 yaaneHHOro TeXHMYeckoro 06CnyXnuBaHusa n Mepbl TEXHUYECKON 3aLuunThl

4121 CYO. ncnonb3yowme KOMMyTUpyemyto TenedoHHyo ceTb 06LLero goctyna

B MeaMUMHCKOM yUYpexAeHun ycTaHaBMBaloT YyCTPOWCTBO C hyHKLMeli cepBepa KOMMYTMPYeMOoro Ao-
cTyna. 97O YCTPOICTBO COEAMHAETCA C KOMMYTUPYEMOI TenedtOHHOW ceTbio 06LLero 4octyna npy nomoLym
MoAema U T. 4., M 0OXugaeT nonyvyeHus goctyna ot yaaneHHoro o6opygosanuns LYO. TenekoMMyHUKaunoHHoe
obopygosaHve, obnagatouiee YyHKLUUAMU KOMMYTUPYEMbIX MapLupyTU3aTopoB, HaxXO4MTCA B LUMPOKOM UC-

noNb30BaHUN.
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Mpu ncnonb3oBaHUKM KOMMYTUPYEMO TenedOHHOW ceTn obLuero octyna TeNekoMMyHUKaLNOHHbIe Nn-
HWK 061aAaloT cneayoLwmmmn CBONCTBaMu:

- MapLpyT NpsAMOi KOMMYHUKaLWUW MEXAY MeANLUHCKUM yypexaeHnem n LIYO MoXeT ObiTb 3alluLLeH:

- nepexsaTtbiBaHWe MHOpMaUUM NpeacTaBiseTca 3aTpyAHEHHbIM B CBA3M C TEM. YTO KOMMYyTUpyemas
TenedpoHHas ceTb 06LLEro oCcTyna NoMHOCTbI0 paboTaeT B LPOBOM pexume.

Bnarogaps atum cBolicTBaM 3awmTa nogaepXvnsBaeTcs NOCPeACcTBOM CeayoWwmnX TEXHNYECKNX Mep:

a) ornpefesneHne HoMepa Bbl3blBaloOLLLEr0 abOHEHTA — UCMNOJIb30BaHne PYHKUUN cepTudmnkaTa obpaTHO-
ro 3BOHKa Wn OyHKLMKN cepTupnkaTa naeHTuuKauny 3BoHsLLIEro:

b) cepTudukaumsa nonbL3osarenss — UCNO/b30BaHe 04HOPAa30BOro Naposs 1 WNPOBaHUS Naposs;

C) 0630p XypHana ayauta cBA3nm — onpefeneHve HeserasabHoro ocTtyna K KoMnolotepy.

4.1.2.2 CYO. ucnonb3ywouiue VIHTepHeT

B MeAMLMHCKOM yupexaeHnn pacnosaraetcs yCTpoiCcTBO NOAKIOUEHMS K IHTEPHETY ¢ (DUKCUPOBaHHbIM
rno6anbHbiM IP-agpecom. LIYO roToBuT cpefly NOAKNIOUEHUA K VIHTEpPHETY 1 caM NOAKAYaeTcs K MeauLnH-
CKOMY yupexzeHuio yepes VHTepHeT.

HacTtoawuii ctaHpapT onpesensieT 60/blUniA HA6op TEXHOMOTWI AN KOMMYHUKALMN U MPOBEPKU MOA-
NIVHHOCTW MO/b30BaTeNa Mexay MeAULUUHCKUM yupexaeHuem un LIYO. T. k. no cyTn 370 06bluHOe VIHTepHeT
coefjuHeHne, a He NPsAMOe CoeAuHEHNe Yepe3 KOMMYTMpPYeMyto TenedtoHHYH0 ceTb 06LLero gocTtyna.

HacTosimii cTaHAapT AEMOHCTPUPYET criedytoLne npumepsbl:

- ycTaHoBka 6paHgmayspa:

- NPUMEHEHNE Taknx NMHCTPYMEHTOB, Kak aHTVBMPYCHOE NpOorpammHoe obecnevyeHue;

- cBA3b npu nomowm VPN 18 KoanpoBaHua KaHana CBA3N:

- MCMOMb30BaHNe MHOXeCTBa MeTOAO0B NPOBEPKU MOAMHHOCTM Nonb3oBaTenell, Takux Kak ofHopaso-
Bble Maposin, KOAMPOBKa Naponeli n Ncnosib3oBaHne LMgpoBbIX CepTUNKaTOB.

4.2 Tpe6oBaHuA K 3aWuTe cNyX6 yaaneHHOro TeXHUYecKoro o6¢cnyxuBaHums

4.2.1 Mepbl obecneyeHns 3almnTbl NPy yAaneHHOM TEXHUYECKOM 06CnyXnsaHum

OO6bIYHO AN 3aLLMLLEHHON PaboTbl CUCTEMbI U AN 3aLLMTbI KOHPUAEHLMANBHOCTY IMYHON UHopMaLK
MCNOoNb3YTCA pernameHTupyloLime npasuna. Hactoawwmin ctaHfapT npeAcTasnseT cneaytoLlive npyumepsbl pe-
rNamMeHTOB:

a) pernameHT gns oneparopa LIYO;

b) pernameHTUpyloLLme Mepbl, NckovarLwmne paboTy HeaBTOPU30BaHHbIX YAasleHHbIX TepMuHanos LIYO;

C) pernameHT Ha yBe/IMYeHne Yncna yganeHHbIx TepmuHanos LLYO u nx nepemeLleHme;

d) pernameHT 0 fOCTyne ¢ MOBGUNbHbIX TEPMUHASIOB.

4.2.2 KOHTpakTbl Mexay MeAULNHCKAM YYPeXAeHHOM U LLeHTPOM yAaneHHOoro o6¢cnyxumsaHuns

CnegywoLine pernameHTUpyoLMe HopMbl MOTYT MPUMEHATb B C/lyYae HenpeaBuaeHHbIX CO0eB:

a) pernameHTupyloLie npasuna AN pasrpaHnyeHns oTBETCTBEHHOCTU MeXAY MeAULMHCKUM yypexde-
Huem n LIYO:

b) 3ak1l04YeHne KOHTPaKTOB O KOHUAEHLMaNbHOCTM NHOopMaL M.

CyliecTByeT HECKOJIbKO CpeAcTB AnsA obecneyeHuss mep sawmTbl CYO. Kaxablii npoBaiigep CYO noga-
fepxXuBaeT 3awWuTy, UCMNOMb3ya 3TU CPefCcTBa B COOTBETCTBMM C MEpBOHAYasIbHbIMU pernaMeHTupyoLWwuMm
Hopmamu.

OpHako HacTosAWMIi cTaHAapT npegycMmaTpuBaeT, YTo B Gyayliem A8 MeAULMHCKUX YUpexaeHuin pac-
X0Abl Ha 3alMTy yBenmuaTcs, a noAdepxaHne ypoBHA 3aluTbl CTaHeT 60/1ee CMOXKHbIM, T. K. UCMNO/b3yeMble
MeToAbl ByAyT N3MEHSATLCA B 3aBUCMMOCTU OT npoBaiigepa CYO.

4.2.3 3awmTta nepcoHanbHO NHopmMaLuy 1 cnyxo6bl yaaneHHOro TeXHMYeckoro o6cnyxmBaHms

4.231 3awwTa KOHPOULEHLNATBHOCTU MeAULIMHCKOM MHhopMaLn B MeANLMHCKNX OpraHn3aumsax

B cooTBeTCTBUM C 3aKOHOAATEIbHBIMU aKTaMu 0 3aLmTe KOHPUAEHLNANbHOCTA ypasieHne KOHPUAEH-
LManbHOCTLI0 NepcoHabHOM nHhopmMaL My nepexoAnT OT Bpayeii K yCTaHOBMNEHWNIO NpaBa yrnpasneHns nHop-
mMaumen 1 3awmnToi ee KOHMOULEHLMATBHOCTU CaMUMKN NaLUyeHTamu.

MeaunumHckme opraHusanuy 06a3aHbl ynpasnsiTe NEPCOHabHOW MHopMaumeld, pasbAaCcHATb NauneHTy
pUCKM, KOTOPbLIM NogBepraeTca KOHUAEHUMaIbHOCTb NEPCOHaNIbHOW MHOPMaLuK, a Takke rapaHTMpoBaTh,
4YTO MeAULUHCKME PaboTHUKM He NCNO/b3YIOT HCOPMaLMIO O 3[0POBbE B LiENIAX, BbIXOAALLMX 3a Npedenbl Tex
Leneii, paan KOTOpbIX OHa 6blna cobpaHa.

B cBAI3M € TeM 4TO MeAMLMHCKas UHopMaumsa ABASeTC 0C060 BaXHbIM TUMOM MepPCOoHanbHO MHAOP-
MaLuun. ¢ Heil cneflyeT obpalarbca 6epexHo 1 OCTOPOXHO.
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4.2.3.2 OTBETCTBEHHOCTb U MeEpbI 3aLUTbl NEPCOHANLHOW NHhopMaLmm

3akoHbl CLUA 06 ycTaHOBNEeHUU npasBui o6MeHa NNYHON MeAVUMHCKON nHchopmauuein n ee sawurte oT
HepaspelueHHoro ncnonb3osanus (HIPAA) TpebytoT, 4To6bl MeAULMHCKAE OpraHusaunm HasHavanu auuo, oT-
BETCTBEHHOE 33 MeHe)KMEHT MHhopMaLmmn B cUCTEME, U ONPeSEeNsitoT OTBETCTBEHHOCTb MEANLMHCKOW opra-
HM3auumn 3a yTeuky nepcoHanbHoi nHhopmaumn 3a ee npegesbl He3aBUCUMO OT NPUUUH YTEUKN.

B AnoHun pykoBOACTBO NO 3aliuTe NepCOHasIbHON MHGopMauun B chepe 34paBOOXPaHEHNST yCTaHaB-
NMBaeT OTBETCTBEHHOCTb MEAMLMHCKUX OpraHvM3aumii 3a 3aluTy nepcoHasibHoin nHdopmauum n TpedyeT oT
OTBETCTBEHHOIO /LA MO 3aliuTe NePCOHasIbHbLIX AaHHbIX B OpraHunsauny 3paBooxXpaHeHns BbINOSIHEHNUSA ero
0653aHHOCTU. Takum 06pasom, MeAuLMHCKME OopraHusauuy ob6s3aHbl CaMOCTOATENIbHO 3aHMMaTbCA MeHea-
XMEHTOM MHpopmaLmun B cUCTEMe.

OfHako HaCTOSALWMIA cTaHAApPT paccmaTtpuBaeT ciyvyau, Korga MeAvuMHCKME OpraHu3aumn nosHOCTbo
nepefatwT MEHeI)KMEHT CUCTEM MeANLMHCKOW MHdopMauum noctasLkam CYO ans MeanLUHCKNX Npubopos
1 npoBaiifepam cuctem MeauUMHCKOW MHdopmaumm. OTBETCTBEHHLIM MLAM B MeAULMHCKON opraHu3auum
MOXeT ObITb C/TIOXHO HaA/nexalMm o6pa3om paspeliaTb HeNpocTblie NPob6/eMbl, CBA3aHHbIE C YNpaBieHnem
MHChopmaLmein B MeauLMHCKUX opraHn3aunsx, ecim ynpasneHme nHgopmMaumeli 66110 NOHOCTLIO NepeaaHo
nocrtasLmkam CYO.

OfHako B c/yyae MHUMAEHTOB, BEAYLUNX K yTeuke nHpopmaumm v T. 4.. MOXeT BO3HWUKHYTb Npobnema,
CBA3aHHas C TEM. KTO [JO/IXEH HECTU OTBETCTBEHHOCTb — nocTaBLmK CYO Uan nocTaBLUK MEAULIMHCKNX YCAYT.
AN paspelueHVsa Takmx cuTyaunin HacToAWMIA cTaHAapT ykasblBaeT Ha TO. YTO NpeAnoyTuTesibHee nepecMo-
TPeTb CUCTEMY MEHEKMEHTa HhopMaLMn MeANLMHCKON opraHn3aunmn, Ytobbl yo6eanTbCcs B ee COOTBETCTBUN
No6bIM NOABEAOMCTBEHHBIM akTaM Mo 3awute KOHMUAEHLMANbHOCT NEePCOHaIbHOWM NHAopMaLMK.

4.2.3.3 CYO v 3awuTa KOHPUAEHLMANBHOCTM MeQULIMHCKON nHhopmaLmm

[na 3awuTbl NepcoHanbHOM HhopMaL i Hagnexalymm obpasom MefuLHCKMe opraHn3an iy Ao/KHbI
o6ecneyntb Mepbl 3alnTbl, COOTBETCTBYIOLLME OTBETCTBEHHOCTV MEAMLMHCKOW OpraHu3aumm, kak onucaHo B
npeAbiayLiem noAnyHkTe.

B HacTosLlee BpeMs MeJuULMHCKUE opraHn3auuy B OCHOBHOM MPeoCTaBAaoT npasuia ynpasneHmsa me-
OVLMHCKOTO LLeHTpa, yCTaHaB/IMBAKT Mepbl HaA1exallero ynpasneHus n peasimsytoT Mepbl 3aLnTbl Hpopma-
LIMOHHbIX CUCTEM M TEXHUYECKNE CPeACTBa 3allMTbl NePCOHaNbHON MHOpMaLMn.

B yacTHOCTW, B KauecTBe Mep obecnevyeHns 3alnTbl CETU, MHOTME MeAMUMHCKAE OpraHu3auum peanu-
3yH0T Takme Mepbl, Kak «COeAMHEHNE C BHELLHel CeTbio He paspeLLleHo)*, «ncnob3oBate VPN» 1 T. 4.. a Takke
3aluTy NPOTUB BHELLHMX XaKepckmx atak n3 ViHtepHeTa. OfHako, faxe eCc/ivm KOHTPMepbl MefMLMHCKON opra-
HM3auuy NPOTUB BHELLHEr0 BMelLaTeNbCTBa NPeAcTaBianTCca naeasibHbiMu. CYO ABNAITCA €AUHCTBEHHbLIM
KaHas1oM, KOTOpbIA NO3BONSET fOCTYN U3BHE.

JocTyn cotpygHvka, ob6cnyxmatowero nocraswmka CYO. B cuctemy yepes CYO npuHumaeTcs kak He-
o6xoammas cnyxba ans 6bICTPOro BOCCTaHOBEHUS DYHKLUN.

CYO umeeT npeumyllecTsa kak nepej MeAuLUHCKUMKW OopraHusaumamu, Tak 1 nepeg nocTaslymkamu
CYO. 1 NoaTomy ABNsieTcA HeobxoAMMON Cnyx60i, Aaxe Korga AOKyMeHTbI MO 3auTe KOHPULEeHLManbHOCTH
MeAVLUHCKOW HOopMaLnm yXe b NPUHATLI U ONy6NKOBaHbI.

[nsa npyMeHeHus 3awuTbl U OTBETCTBEHHOCTU NpU Ucnonb3oBaHu CYO meAMUMHCKAE opraHu3auuu
[O/MKHBI XOPOLWO NoHMMaTb CYO. 3aK/1unTb COOTBETCTBYIOLWA KOHTPAKT U MPUMEHUTb TEXHUYEecKne MOopbI
obecneyeHuns 3awuTbl U onepaTuBHble Mepbl. BaXKHO YeTKO pa3rpaHnynTb OTBETCTBEHHOCTb MeXAy MeanLnH-
CKoli opraHmsauveii n noctasLykamu CYO. noCTpOMTb NpoLleALnii Heo6XxoANMYI0 OLeHKY MexaHu3M 6esonac-
HOCTW. 4TOGbI 06ecneynTb COOTBETCTBNE NOAOGHbIX pasrpaHNyeHunii 3awwmTe KOHpuAeHUNaIbHOCTN MeANLVH-
CKOW MHpopmauun. Kak MeguumHckan opraHmsauums, Tak U noctaBlmkyn CYO fOMXHbI YETKO NMOHMMATb CBOM
obA3aTenLCTBa U BbIGNpaTh cooTBeTCTBYIOWME CYO No B3aMMHOMY COrNaLleHuto.

4.3 Ponu yeHTpa yAaneHHOro TeEXHMYEeCcKOoro 06CnyXmBaHna u MeanLMHCKON opraHmsaynm

Ecnu meanLmHCKoe yupexaeHune no KOHTPakTy 06CnyxumBaHus ¢ noctaslmnkamm CYO noBepuio nocTtas-
wrky CYO obecneyeHue 4ns ee 3awuTbl, TO MEPbI 3aWUTbl MPUMEHSIOTCA B COOTBETCTBMM C MpoLeaypamu 1
OTBETCTBEHHOCTbLIO KaXaoro rnocrasLyvka CYO.

BosHukaloT cneayolyme npobaembi:

- He CyLLecTBYeT MOJIOXEHWUI O TOM. YTO TPETbSA CTOPOHA MOXET yA0CTOBEPUTLCS B TOM. YTO MOCTaBLLYMK
CYO npefocTtaBnsieT AocTaTouHble Mepbl 06ecrneyeHns 3auThbl.

- MeAMUMHCKOE yuYpex[eHue He paccMaTpuBano MOpbl YMpaBfieHUs Kak TEXHOMOTMYecKue Mepbl, 1c-
nosb3yloWwmecss BMecTe C Mepamy obecneyeHns 3awuThbl:

- MeJULMHCKOe yupexaeHne HeJocTaTouHo U3yymno nocnefoBaTe/lbHOCTb COObITUIA NOCNe NHUMAEHTA;
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- MeAVLMHCKOE yupexeHne He N3yynsio LWNMPOKO pacnpoCcTPaHeHHbIe Yrposbl, TakMe Kak KOMMboTePHbIe
BUPYCbI.

[loKyMeHTbl Mo 3alwuTe KOH(UAEHUNANBHOCTU TPEBYIOT OT MEANLMHCKOTO yupexaeHus B3ATb Ha cebs
OTBETCTBEHHOCTb 3a 3aLUNTY MHAMBUAYANbHOW MeAULMHCKOM MHhopMaumu. MeanUrHCKOe yupexaeHue Takke
[O/MKHO B35iTb Ha ce65 0TBETCTBEHHOCTb 3a 06ecneyeHune 3awuTbl CNyxX6 yaaneHHoro obecnyxmsanus. Cne-
foBaTeslbHO. HACTOALWMIA CTaHAAPT 06BACHAET (DYHKLMN MEeAULMHCKOTO yupexaeHus u noctaswmkos CYO.
Peanusauma sawmtbl B CYO aBnsietca yHKUMER NOCTaBLUMKOB CNYX6 yAaneHHOro 06CnyXnBaHns, Tak Kak
TONIbKO nocTaBLnk CYO MOXeT peanun3oBatb PYHKL M0 CYX6bl yaaneHHOro o6¢cnyxmsaHusa gns MeauuuHCKon
NHpopMaLMOHHOV cncTemsl. Moctaswunkn CYO JOMKHbI YUnTbIBATL, YTO NPYMEHEHWEe PasINyHbIX TEXHONOIWi
3alMTbl NPENATCTBYET PacnpoCTPAHEHWIO CNYX6 yAaneHHOro 06CnyXunsaHus.

Mpwn noaroToBke ToYek focTyna Ana kaxaon CYO nocTaBLMKUN MOTYT YCNOXHUTb ynpaB/ieHve 3aluToii.
Takoe YyC/IOXHEHHOE yrnpaB/ieHne cnocobCTBYeT HapyLLIEHUSAM CUCTEMbI 3awuTbl. CnefoBaTesibHO, KaxX bl no-
cTaBLWwmk CYO fo/keH agantuposaTh Y peannsosatb CTaHAapTU3NPOBaHHYIO U LLIMPOKO UCMNOb3yeMYO TEXHO-
noruto obecneyeHns 3awuTbl.

Mepsbl, ncnonb3yemble 418 MeHeKMEHTa 3alluTbl MHOPMALMK, Tak Xe BaXHbl, Kak 1 TEXHO/0rnye-
ckune mepbl. OHM HEOOXoAMMBI KakK A1 MeULMHCKOro yupexaeHus, Tak n gna LYyO. Oba aTux yupexaeHus
[OJ/IKHBI JOKYMEHTaIbHO 0TPa3nTb TEKYLLY0 CUCTEMY MeHeMKMeHTa 3almTbl MHhopMaumm, OprueHTUpyaChb
Ha MexAyHapoAHblli cTaHgapT, Hanpumep MCO/M3K 27001. koTopblii NOAAepXKMBaET peannsaLyio NoNnTUKn
3aWuThbl. [locne 3Toro OHU JO/XKHbBI CPaBHUTbL U COMOCTaBUTL €e C NOIMTUKAMM 3aluTbl; HEOOXOANMO TakKxe
YTOUYHUTb MUHUMasbHbIV CTaHAapT 3awnTtbl gna CYO. MeAnuMHCKOe yupexaeHne NpvH1UMaeT pelleHne v
MCNoMb3yeT Mepbl, OCHOBbIBAACH Ha CBOEW COOCTBEHHOW NONNTUKE 3alUWTbl, ¥ 3aTeM M3yyaeT u oueHuBaeT
3Ty NONUTUKY 3aLUUThI, & TakxKe 06CToATENLCTBA NPUMEHEHUA Mep o6ecneyeHns 3awmTbl B CYO. yKasaHHbIX
noctaswmkamu CYO. MNocne 3TOro MeguUMHCKOe yYpexAeHune npuxoguT K COrnalleHuto ¢ nocTasLyMKamMm
CYO 0 cooTBeTCTBUMN MX PaboTbl 1 06ecneveHnn koHduaeHumanbHocT. B pesynbTaTe 3awmuta CYO rapas-
TMpoBaHa.

5 BapwuaHTbl NCNO/Ib30BaHNSA CMYXX0 YAA/IEHHOI0 TEXHNYECKOro
ob6cnyXuBaHus

51 BsepeHue

HacToswmii cTaHgapT BblgeNseT TpU TUMUYHBIX BapuaHTa ncnonb3oBaHua CYO, paccmaTprBaembixX B
kauecTee Mofenwv 418 cBoei paboTbl.

a) YcTpaHeHuWe HencnpaBHocTel Npu nepe6osix B pabote

B cnyyae nepe6oes B paboTe 060pyfoBaHNSA B MEANLIMHCKOM yYpeXxaeHnn 1 B Xofe 0TBeTa Ha 3anpoc 13
MeZMNLMHCKOTO yupexaeHusi, Npou3BoAaTCS onepaumm no TEXHNYECKOMY 06CyXMBaHWIO, OCYLLeCTBsSIEMbIE C
NMOMOLLbIO AOCTYNa K LieneBbiM Nprbopam 13 LieHTpa yaaneHHoro 06CnyxmBaHus.

b) PerynspHoe TexHnyeckoe ob6CnyxnBaHne

Onepauyuy No perynsipHoMy 06CNyXMBaHMIO BbINOMHATCA U3 LIYO nocne nonyuyeHus paspelueHns us
MeANLMHCKOrOo yYpexaeHns. 3To MOXET NPUBECTU K Nepuoanyeckomy AOCTYNy K LenesbiM npuéopam B mean-
LIVHCKOM YUpeXaeHuu.

c) O6HOB/EHMEe NporpaMmMHOro obecneyeHns

BbinonHseTcs o6HOBMEHME NPOrpamMmMHOro obecneyeHmns LenesbiXx NpMbopoB B MEANLIMHCKOM yypexae-
HMM NpU NoNyYeHUiA gocTyna K HUM 13 LIYO.

5.2 YcTpaHeHue HeucnpaBHOCTEN nNpn nepeb6osix B pa6oTe

Mopsigok paboTbl B C/y4Yae YCTpaHeHWs HewcnpaBHOCTElM Npu nepebosix NpoAeMOHCTPMpOBaH Ha
pucyHke 2.

[LaHHblli nopsaaok paboTbl BKAOYAET crneaytoLlme warm:

a) MegMUMHCKoe yupexaeHue yBegomnseT YO o BO3HUKHOBEHWUW Npobnembl (MOXET 6biTb B hopme
aBTOMAaTWNYeCKOro yBeJOM/IEHNS NO 3/IEKTPOHHOI NoyTe)»;

b) LYO 3anpaluvBaeT MegULMHCKOE yupex/eHne O NOAKIIYEHUN K CETU ANA CyX6bl yAaneHHoro 06-
CNYXWNBaHNSA:

c) LYO BbinonHaeT 3anyck NOAKIIOYEHNSA K CeTu:

d) TexHuueckme cneymanucTbl LeHTpa yAaseHHOro o6CnyXXmBaHns BbINOHAT MHCNEKTUpOBaHWe, 06-
paboTKy N NOATBEPXAEHUE Yepe3 ceTeBOe NOAKI0UEHME:
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1) ucnonb3yeTca NnporpaMma aBTOMaTU4eCKOr0 MHCMEKTUPOBAaHNUS;

2) cobupaeTcsa coOTBETCTBYOLWAsA MHOPMaL s O LiesieBoM 060pyA0BaHUN:
i) XypHan perucrpauum paboTbl,
i) paHHbIe B BUAE n306paxeHuii,
i) kKOHMrypaunoHHsle daiinbl / MHhopmaLuus 0 KOHUrypauuyn CUCTEMBI.
iv) cogepxaHve 6a3bl AaHHbIX;

3) nccneposaHve Npob6emsl;

4) ecnu npo6aema BO3HMK/IA B MPOrpaMMHOM 06ecneyeHnn, To BbINOHAETCS Mogndmkaumsa nnm ob-
HOBJ/IEHVE LieN1eBOro 060pyA0BaHNs:
i) MogmucmKaLmsa KOHUTYpaLMOHHbIX haiinos.
ii) 06HOBNEHME NMpOrpaMMHOro obecneyeHus,
iiiy BOCCTAHOBNEHNE AAHHBIX;
5) ecnu npo6nema cBsid3aHa C annapaTHbIMW CpeAcTBaMu, TO nepefaeTcs CoobLeHne TEXHNYECKOMY
nepcoHany 0 Heo6Xo0AUMOCTY 3aMeHbl NOBPEXAEHHbIX KOMMNOHEHTOB;
6) BbINOJIHAETCA UHCNEKTUPOBAHMNSA NOC/E PEMOHTA;
e) LIYO coo6uaeT o pesynbratax paboTbl MeAuLUHCKOMY YHpEXeHWo:
f) LLYO oTkntouaeT coefMHeHne C CeTbio AN CNYXO yAaneHHOro TEXHNYECKOro 06CnyXBaHns;
0) LYO 3anpawmvBaeT MeanLMHCKOE yupexaeHue 06 OTKIYeHNM ceTeBoro nogknoueHmsa CyO;

h) ecnu LLYO nepecbinan nepcoHanbHy MeAMLMHCKY0 MHPOPMALMIo, TO LeHTP YAaNleHHOro 06CyxXu-
BaHUS yansieT BCe KONuW NepcoHasbHON MeauLMHCKoii MHdhopmaumm.

B w w Baympere*cm, OTryyy—
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PucyHok 2 — Mopsifok pa6oTsl B C/lyyae yCTpaHeHUs HeucrnpaBHoCTel
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5.3 PerynsipHoe TexHun4yeckoe ob6CnyxunBaHune

Mopsizok pa6oThbl B Crlyyae perysipHoro TEXHNYECKOro 06C/yXX1BaHUs MPOAEMOHCTPUPOBAH Ha puUCyHKe 3.

" BHyTum HB Wt OMUNMMHL,
Un« mUHWIWM— W#fi lJl—I— XY NeytpsTwamsMY fo. e LM~
V V—V \

Ymwuw

ol wr.g, upHiiMii | m w TS5
Llenmble yorpcder
W TKW o
OPCryw X AL ¥ ¥

O e

PucyHok 3 — Mopsgok paboTsbl B Clly4ae perynsipHoro TeXHUYeckoro 06CnyxuBaHus

[JaHHblii nopsfok paboTbl BKAOYAET cneaytoLme warm:
a) LIYO 3anpawvBaeT MeguLMHCKOe yUYpexaeHne o NOAKMIOYEHUN K CeTV AN CNyXObl yAaneHHOro Tex-
HUYECKOro 06CyXMBaHuS;
b) LIYO BbINOMHAET 3aNyCK NOAK/IYEHUSA K CETU;
C) TexHunyeckme cneyunannctbl LIYO BbINOMHAT MHCNEKTVPOBAHNE Yepe3 CeTeBOE MOAK/0UEHNE;
1) ucnonb3yeTcs nporpaMMa aBTOMaTUYeCcKoro MHCNEKTUPOBaHUS;
2) npoBepsTCs XypHasbl;
3) npoBepsieTcs Ka4eCcTBO M306pakeHUst (TOYHOCTD);
4) cobupaeTcsa paboyas nHhopmaums;
d) LYO coobuaeT o pesynbTarax paboTbl MeAULUHCKOMY YUPEeXAEHUIO;
e) LYO oTknoyaeT coefumHeHmne ¢ ceTblo ans CYO:
f) LIYO 3anpawmBaeT MeANLMHCKOE yupexaeHne 06 OTKNIOYEHNN COeAUHEHUS C CETbIO CNYX6 yaaneH-
HOro o6¢cnyxnBaHus;
) ecnun LIYO nepecbinan nepcoHanbHyo MeANLMHCKYI0 MHCHOPMAaLWIO, TO LIeHTP YAaIEeHHOro 06CTyXu-
BaHUS yaanseT Bce KOMuy NepcoHasibHON MeanLIMHCKOR MHchopmaLum.

5.4 OGHOBNEHVe NporpaMMHOro o6ecneyeHus

Mopagok paboTbl B criyyae OGHOBAEHUA MPOrpamMMHOro o6ecneyvyeHus NPOLEMOHCTPUMPOBAH Ha
pucyHke 4.

8
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PucyHok 4 — Mopsigok pa6oTbl B C/lyyaB 06HOBNEHWSA NPOrpaMMHOro o6ecneyeHus

[JaHHbIA nopafok paboTbl BKIKOYAET cregytolye war:

a) LIYO 3anpatwvBaeT MegnLMHCKOe yupexaeHne o nogknyeHumn k cetn gna CYO;
b) LIYO BbINoAHAET 3anyck NOAKNIOYEHNS K CETH;

C) TexHuU4eckuit nepcoHan LLYO o6HOBAAET NporpaMMHoe o6ecneyeHne Yepes ceTeBoe NoAKII0UEHNE:
1) BbINONHSAETCHA 3aMeHa NPorpaMMHOro obecneyeHuns;
2) BbINOMHAETCS N3MEHEeHMe KOHUTypaLmii;
3) BbINOSHSETCS NOATBEPXAEHUE BbINOSHAEMON (DYHKLMN.

d) LYO coobuiaeT 0 pe3ynbTatax paboTbl MeAULVHCKOMY YUpEeXeHuto;

e) LlYO oTkntouaet coeguHeEHNE € CeTbI0 CYX6 yAaneHHOro TEXHUYECKOro 06CyXUBaHus;

f) LYO 3anpalunBaeT MeAuLMHCKOe yupexaeHne 06 OTK/TIUYEeHUN COeaUHEHUS C CeTbIo CNyX6 yaaneH-
HOTO TEXHWNYECKOTO 06CNYXVBAHNS;

0) Ecnn LIYO nepecnan nepcoHanbHyo MeauuuHCKyto nHchopmaumio, To LLYO yaansaeT Bce konum nepco-
Ha/lbHOl MeAULUMHCKOW nHdopmaumu.

6 AHann3 puckos

6.1 O6wure nonoxeHns

B HacTosilem pa3gene npeAcTaBneH aHanns puckos A1 BapnaHTOB UCMOMb30BaHWSA, PACCMOTPEHHbIX
B pa3gene 5.

6.2 Kputopuu aHanumsa pucka

6.2.1 Monutuka

Monutuka TpebyeT; Ha3HaUYeHHbI MeAULMHCKOW opraHusaumnein agMUHUCTPAToOp UHOpMaLMK AO/MKEH
NOCTOSIHHO aHaIM3NPOBAaTh 3alMTy ¥ PUCKA B MEAULIMHCKOM opraHu3aLlun, npumeHss npasuna HIPAA (3akoH

9
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CLUA 06 ycTaHOBNEHUM NpaBua 06MeHa IMYHON MeAULMHCKON nHhopMaLmeli 1 ee 3alimTe OT HepaspeLleHHo-
ro Ncnosib30BaHns). 3TO HEOOXOAUMO A1 NPOrHO3MPOBaHWA puUcka 1 4719 06ecnevyeHns 3awuTsl Npyu o6MeHe
UHdopMaLmeil ¢ BHELLHMMMW OpraHm3aunsamu.

PesynbTarhl Takoro aHannsa AO/HKHbI XpaHUTLCA B MEANLVMHCKOM yUYpexAeHnn B Ka4ecTBe 40NoNHUTENb-
HOro AOKYMEHTa UM PyKOBOASALLMNX YKa3aHWi K KOHTpakTy ¢ LIYO. PykoBoACTBO [0/MKHO BbIMOMHATL Takoi aHa-
N3 AN18 KaX40M AoNOSHUTEIbHOI opraHu3aummn 3paBooXpaHeHus.

6.2.2 Knaccugukaums yyacTka

O6opygpoBaHue LIYO.

BHyTpeHHAA ceTb LIYO.

BHelHAA ceTb.

BHYTpeHHAA ceTb MeAULIMHCKOTO yupexaeHns.

LleneBble Npnbopbl MEANLMHCKOTO YUPEXAEHUS.

6.2.3 Mpocunb 3aWmnTbl

Mpochunio 3awWmnThl AN 06ecneyeHns:

- KOH(UAEHLMANbHOCTM HeobxoamMma 3aliuTa: OT TaKTUK B3/1aMblBaHUS/HE3AKOHHOTO MPUCBOEHUS, He-
aBTOPM30BaHHOrO BXogaYobmaHa v nogbopa napons;

- LLe/IoCTHOCTM Heobxoamma 3aluTa: oT dpanberudukaunm, NogMeHbl, NoA/10ra u 0T BOCNPENsATCTBOBAHUS
oTka3a napTHepoOB Mo CBA3N:

- [OCTYMHOCTU Heobxoauma 3almTa: oT oTkasa ob6opyAoBaHus, aBapuu, nepebos B 06CNyxnsaHum n3-3a
npepbiBaHNS Nofaun NUTaHusi/oTkasa B 06CTYXMBAHUN.
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MpunoxexHne A
(cnpaBo4HOE)

Mpumep pesynbTata aHanusa pucka cnyx6 yaaneHHOro TeEXHMYeCcKoro 06CyXnBaHus

A.l AKTUBbI 1 Yyrpo3bl (060pyAoBaHuE LEeHTPa yAaneHHOro 06CyXnBaHus)

LyTvb»ndtapn il n— sBsbusaaTiny

Mwsa T
OBHnc*
« W mMa
L veelilil
Lanmumyctpabrm
TBA
PCOMLM— 1Lt

AKTUBbI

MepcoHanbHas MeauLnHCKas
nHopmauns (NMMWN) Ha kapTe na-
MATU. AWNCKE W 3KpaHe

3anucu n pacneyatku NMMU

PesepBHble HocuTenu MM

MporpammHoe obecneyeHue,
obpabartbiBatowee NMMU

O6opygoBaHue, obpabartbiBa-
ouee NMMU

O6opypoBaHne, obpabaTtbiBa-
owee NMMN*1

Oneparopbl,
wue NMMA

o6pabaTbiBato-

ANTOPUTM WU POBAHUS, K/t~
un 1 MeTog pacnpeseneHuns K-
yeit

VIPM n—ml
mra, k>N umin

13

14

15

16

17

18

19

la

B w n T BHyTpeHHnonb (M aHM a
“KknaHmaoMy on> (0] LCt)
"V—\T nr
’ . mwuna
WML umim  apamm
oalV asHpO O
Yrposa

(K —KoHthraeHumanbHOCTb. L, — L,enocTHoCTb. [ — [A0CTYNHOCTb)

HesawmueHHoCTb AaHHbIX (K) n3-3a ownbkm yaaneHns Ha yyactke (K],
nogcmartpusanus [Kl/kpaxu (K], HeaBTopr3oBauHoro goctyna k o6opyao-
BaHuo LIYO [K] lo6maHa [K]

HesawmuieHHocTb gaHHbIx [K] n3-3a kpaxu npu nepegauve [K], HeaBTo-
pu3oBaHHOro gocTyna k o6opygosaHuio LIYO [K]/ o6maHna [KI

He3awmuieHHocTb AaHHbIX [K) n3-3a nogcmarpuBaHus B 6ymMaxHble 3a-
nucu o pemoHTe [K], BbiHOCa [K]

HesalnueHHocTb AaHHbIX [K] npu BbIHOCE HOocMTeneil nHpopmanmm Ha
pemoHT [K]

HesalmuieHHoCTb AaHHbIX [K] n3-3a uepHOro xopgal/yctaHoBKM NpoO-
rpaMmm. noxuuianwmx nigopmaymio [K]

HesaumuieHHoCTb AaHHbIX [K] n3-3a BbiHOCaA [K], HECaHKLMOHMPOBaH-
Horo BMewaTtenscTea [K], yTeuku afieKTpoMarHuTHOro nanydeHus [K]

HeB0o3MOXHOCTb NpegocTaBnexnns ycnyru ([) ns-3a otkasa ([). aapuum
[4], noBpexaexunsa [4]

HeB0O3MOXHOCTb NpegocTasnexHns ycnyru [[] ns-3a otkasa [[], aBapuu
[A]. noBpexaexuna [4]

He3sawmueHHoCTb faHHbIX 13-3a nogkyna [K], oTkasa cnyxo6bl [[] n3-3a
HeBepHOro BBoga nHdopmaumu [LiJ/otkasa npm yganexnun [[]

He3awuueHHocTb AaHHbiX [K] n3-3a paclumdpoBkm 3awmnmdpoBaHHbIX
naHHbIX (K)

a>YKasblBaeT Ha cpeicTBa aBapuiiHoii 3awuTbl/cunoBoe o6opypoBaHue. OgHako ceTeBoe oGopyaoBaHue He

BK/TOYEHO.
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A.2 AKTUBbI 1N Yrpo3bl (BHyTpeHHAA ceTb LIYO)

BllM W Bil» 1y YU OFffnjjiTciH
K? Lyo

Un«T [iu LML mmi i LW BuytpxmucetsblY 9%rb U
Ywnora:/ V- V—V \% \Y
OaiMil
ANNA 1 Apgswoauw THooaunn
NT.*, qmmu.\mo*'rﬂr %T Lo o

LlaniiBbla yoTpoBoraa Twra TbAs gocTyn*
<Tp[|)H”4 AU octyn* Hy MXK Lyo
Criym » M H

Yrpo3a
(K— KoHbnaeHUmManbHOCTb. U — LeNI0CTHOCTb. [l — AO0CTYNHOCTb)

AKTVIBbI Ne
6e3 koHTpmep no VPN € koHTpMepamu no VPN
MMW Bo BHYTpeHHei ceTn 21 HesawmueHHocTb AaHHbIX [K] n3-3a oTcnexvsaHus
Lyo nyTu [K], HeaBTOPU30BaHHOrO AOCTYyNa kK ceTeBoMy 060-
pyaosanuio LIYO [K] / o6maHa (K], npocnywmsanus [K]
3anucu  u  pacnevatkm 22 HesalymieHHoCTb AaHHbIX [K] n3-3a nogcmartpuea-
KOMMYHUKaLUOHHOTO  creja HUA B npoTokos KoHTpons [K], BeiHoca [K]
Bblleyka3aHHON  nHdopma-
umn
Cpepa pesepBHOro konu- 23 HesalynueHHoCTb AaHHbIX [K] 13-3a BbIHOCA MOHW-
poBaHus KOMMYHUKaLNOH- Topa npu KONMpoBaHWUW HocuTeneli nHgpopmavmu [K]
HOro cnepa BblleyKka3aHHOM
NHhbopmaymm
MporpammHoe obecneve- 24 HesauwmieHHoCcTb gaHHbIx [K] n3-3a yepHoro xoga/
Hue ceTeBOro o6opyoBaHua yCTaHOBKM Mporpamm, noxuiiarLwmx nicopmauuio (LU Yrpossl, He OTMe-
YeHHble 3Hakom [[],
CeTeBoe obopyaoBaHue 25 HesauwmuieHHocTb gaHHbix (K] n3-3a BblHOCa (K), MOXHO He yuuTbiBaTb
HecaHKLMOoHNpoBaHHOro BMelwaTenscTea [K], BausHus
3N1eKTPOMAarHMTHoro nsny4yexms [K]
26 HeB0O3MOXHOCTb NpegocTaBneHuns ycnyru [[] ns-3a
oTkasa [[]. aBapuu [[]. noBpexaeHus [A]
Cuctembl 3aWuTbl OKpy- 27 HeB03MOXHOCTb NpefocTaBnenuns ycnyru [[] ns-3a
Xawlueld cpefbl ceTeBOro oTtkasa [[]. aBapuu [[], noBpexaeHuns [[], pa3pbiBa ka-
o6opygoBaHuatl 6ens [4]
OnepaTtopbl ceteBoro 28 HesauwmweHHocTb n3-3a nogkyna [K], yrpo3sbl [KJ He-
o6opyaoBaHus BEpPHOW HacTpoiiku [KJ
Anroput™M  wudposaHusa, 29 HesauwmuieHHoCcTb faHHbIX (K] n3-3a pacmdpoBkm
Kn4M 1 mMeToA pacnpegerne- 3awmndpoBaHHbIX AaHHbix (K]
HUA KoYei

fli O6o3HaYaeT UCTOYHWNKM MUTaHUs/cpeAcTBa aBapuiiHON 3almThl.
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A.3 AKTUBbI U Yrpo3bl (BHEWHSAA CeTb)

**cnx
fimwai

MUCHU
LUTimyEdoEnNm

TOOM YK IO
“ocnyaanunHI

AKTVBbI

MMW BO BHeLLHe ceTn

3anucy n pacneyaTkm KOMMYHU-
KaLWOHHOTO cnefa BbllleyKasaHHo
nHchopmauumn

CpefcTBa pe3epBHOrO Komupo-
BaHUS KOMMYHWKALMOHHOTO criefa
BbllUeyka3aHHo MHdopMaLuu

MporpammHoe o6ecneyexue ce-
TEBOro 060pyf0BaHus

CeTeBoe o60pyfoBaHue

CUCTeMbl 3alUNTbl OKpYXawoLL el
cpefbl CeTEBOT0 060pYyA0BaHMIA

Onepatopbl ceTeBoro 060pyao-
BaHus

ANIFOPUTM LUINPPOBAHUSA, KITHOUM
1 MeToj pacnpepenerus kiodei

aln

31

32

33

34

35

36

37

38

39
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H1IMWY BHyTpeHHssiClob
MY  BHYTpKkMuM kbW WITh LI
my v~~\< M

rrsr 1ST

CUTYyy— Hu
LIyo

Yrposa
(K — koHbmaeHUmanbHoCTb. L — uenocTHocTb. [l —a0CTynHOCTb)
Mpegnonaraetca Hanmuve koHTpmep Ha VPN Bce yrposbl, 3a UCKIHYEHEM
() AOCTYMHOCTM, MOXHO He NPUHMMAThL O pacyeT

He3HauutenoHas

Hes3HaunTenbHas

He3HauuTenoHas

He3HauutenoHas

He3HauutenoHas

HeB0O3MOXHOCTb NpegocTasnenus ycnyru [[] ns-3a otkasa [[], aBa-
puu [4]. noBpexaerus (4]

HeBO3MOXHOCTb NpegocTasnenus ycnyru [[] n3-3a otkasa [[]. aBa-
pun [4], noBpexaeHus [A]. paspbiBa kabens [A]

HesHauuTenbHasn

HesawmueHHocTb aHHbIX (K] n3-3a pacmgpoBkm 3awndpoBaHHbIX
AaHHbIX (K)

a>00603HaYaEeT UCTOYHUKN NUTAHUSI/CPELCTBA aBapMIiHON 3aLUUTbI.
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A.4 AKTUBbI 1 Yrpo3bl (BHYTPEHHAS CE€Tb MEAULLMHCKOTO YUpexaeHns)

IH n fm yOcpMTu—n w rpjroy u w»my

Yusnsal/

LlonBBA yCTpOWCTB»
TakHNeLLLLKO
oOCny¥unprus

AKTMBbI

MMW BO BHYTpPEHHEN ceTn me-
LAVLMHCKOTO yupexaeHus

3anucu n pacnevatkn KOMMy-
HWKALWMOHHOTO Cfiefa Bbllleyka-
3aHHOI MHhopmaummn

CpefcTBa pesepBHOr0 Komnu-
poBaHus KOMMYHUWKaLMOHHOTO
cnepa BblleykasaHHON WHAOp-
maumu

MporpammHoe obecneyeHve
ceTeBOro o6opyaoBaHus

CeTeBoe 060py/o0BaHne

CucTeMbl 3aLMTbl OKpYXato-
e cpeAbl ceTeBOro obopynosa-
Hua™

Oneparopbl ceTeBoro o6opy-
[0BaHusA

BuynwimsH e O 60NHWM

oT» LiIX> Ao
Vv Sy~ S [ \r

Bl»m Cnmwrf »o” i|i_£i,T i

ur.a. gq—<«umnp OT

Ne Yrposa

- (K- KoHMAaeHUManbHoeTb L|— LienocTHOCTb, [ -» AOCTYNHOCTb)

41 HesawmueHHoCTb AaHHbIX [K] n3-3a oTcnexusaHua nytu [K], HeaBTopu-
30BaHHOrO 4OCTYNa K ceTeBOMY 060py/0BaHNI0 MEANLMHCKOTO YupexAeHns
[K]/lo6maHa [K], npocnywunsanusa [K]

42 HesawmuweHHOCTb AaHHbIX [K] n3-3a nogcmaTprBaHus B NPOTOKO/ KOH-
Tpons [K], BbiHOCca (K]

43 HesalnueHHoCTb gaHHbIX [K] n3-3a BbIHOCA MOHWTOpa MpU KOMMpoBa-
HUW HocuTeneit nudopmauun (K)

44 HesawmueHHocTb gaHHbIX [K] n3-3a yepHoro xoga 1ycTaHOBKM Mpo-
rpamm. noxuwanowmnx nHcpopmaumio (L]

45 He3auwmueHHOCTb AaHHbIX [KJ n3-3a BblHOCa [K], HECAHKLMOHMPOBaHHO-
ro sMewartenscTsa [K), BAMAHUSA 3N1eKTPOMarHuTHOro nsnyyenns [K]

46 HeBO3MOXHOCTb NpegocTasneHunsa yenyru [[] n3-3a otkasa [[l]. aBapun
[A4], noBpexaexus [A]

47 HeBO3MOXHOCTb NpegocTasnexHus ycnyru [[i] us-za otkasa [[]. aBapumn
[A]. noBpexaexuns [[], paspbia kabens [[]

48 HesawwuueHHocTb n3-3a noakyna (K], yrposbl (K), HeBepHoii HacTpoliku [K]

a O603HaYaeT UCTOUHUKM NUTaHUS/CPeCrBa aBapuiiHoii 3alUnTbl.
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A.5 AKTUBbI 1 Yrpo3bl (06CNyXnUBaHUe LenesbiX NPUGOPOB MEAULUHCKUX YUPEXAeHN)

) Buel <t Bund*mmee» ooxwmm
Lineablamp AyH w w Huw odogM CM iW BATpMmexsMYy c*r. uyo yb
Werm ¢ nV vV Vv Vv

OoHoMIA

TCp

ttl aT, 'D'no'\'/'r)K *Taar -ta
Li{n$abichycTpoiicTe*

T%XHMHECKXO

Yrposa
ATuBb! Ne (K —KoHbmaeHUManbHoCTb, Ll -- LenoctHocTb. [l - AOCTYNHOCTb)
MMU Ha kapTe namsATu, AuUcke n 51 HesawmweHHoCcTb gaHHbIX [K] 1 nx hbanbcudmkaumm ns-3a owmnéku
3KpaHe ypaanenus Ha ydactke [K], nogcmatpusaHnus (K] / kpaxu [K], HeaBTOpK-
30BaHHOIO AocTyna K LeneBbiM ycTpoiicTBaM o6cnyxusanus [K) / 06-
maHa [K], 3ameHbi [LI]
52 HesawuueHHocTb AaHHbix [K] u nx danbcudwmkaunm [L] uns-3a
Kpaxu B nyTn nepepaumn (K], HeaBTOPM30BAHHOTO A0OCTYyNa K LeseBbiM
ycTpoiictBam o6cnyxunsanus [K].' o6mana [K], 3ameHbl [LI]
3anucu n pacneyatkn NMMAg 53 HesawmweHHocTb AaHHbIX [K] n nx danbcudukaymmn (L) nocpea-
CTBOM MoArnsgbiBaHna B Begomoctn ans pabotsl (K], BbiHOca [K], 3a-
MeHbl [LI]
Pe3epBHble HocuTenn NMMNG' 54 HesauwmueHHOCTb gaHHbIX [K] n ux dpanbcmndukaymum [L] ns-3a noa-
cMmartpvBaHus B NpoTokon paboTsl [K], 3ameHsbl [LI)
MporpammHoe obecneyeHune, 06- 55 He3sawmuieHHocTb faHHbIX [K] n3-3a 4epHoro xoga / ycTaHOBKM Npo-
pabatbiBatouiee MMA rpamm. noxuwarLmx nHpopmaumio [K]
O6opypoBaHne, o6pabaTbiBato- 56 HesawmweHHocTb gaHHbix [K] n nx hanbcudukauunn [L] ns-3a 3a-
wee MM meHbl [L], BbiHOCa [K), HecaHKUMOHMpoBaHHOro Bmewarensctea [K],
B/IMSIHNA 3N1€KTPOMArHUTHOro usnyyenns [K]
57 HeB0O3MOXHOCTb NpegocTaBneHus ycnyru (4] ns-sa otkasa [[], aBa-
pvu [4]. noBpexaenuns [[4]
CucTeMmbl 3alMTbl  OKpYyXatoLiei 58 HeBO3MOXHOCTb NpegocTaBneHus ycnyru [[1] ns-za otkasa [[l]. aBa-
cpefbl obopypoBaHus, obpabaTbiBa- pum [A]. nospexaenuns [A]
towero NMMNG
Onepartopbl, obpabaTbiBaloLme 59 HesalmweHHOCTb aHHbIX 13-3a nogkyna [K], HeBepHOro BBoja UH-
nvu chopmavnmu [LI], oTkasa cnyxo6bl [[) npy HeBepHOM yaaneHuu [[]

a>BHOCVMble JOKYMEHTbI U HOCUTEeNN MHPOPMALIUN HE BK/KOYEHbI.
b>Kak 1 ana 601blIMHCTBA 60/bHNL, KOHTPO/Ib BXOAA B NOMELLEHUS He npeAnonaraeTcs.
c| O603Ha4YaeT UCTOYHWNKM NUTaHKA/CpeCcTBa aBapUtHON 3anTbl.
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