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CA TakKxe B MH(popMaLMOHHOR cucTeme 06LLEro NONb30BaHNA — Ha oduLmanbHoM caiTe defepanbHOro
areHTCcTBaNo TeXHNYEeCKOMY perynpoBaHunio u MeTponorum ceTun NHTrepHeT (wvm.gost.nj)
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BeBegeHve

BBugy BO3pacTalolleil CNOXHOCTA MHMOPMALMOHHLIX CUCTEM aKTyaslbHbIMW CTAHOBATCS Yrpo3bl
6e30MacHOCTV MH(OPMALLMK, CBSA3aHHbIE C HAJTMYMEM YSI3BUMOCTEN nNporpamm (ysisBUMocTeild koga), Ncnosib-
3yeMbIX B COCTaBe MH(POPMALMOHHbIX CUCTEM. 15 3aWuTbl OT TAKOro poja yrpo3 B HacTosLLee BPEMS], Kak
NpaBwio, UCMo/b3YT KOMMIEKC Mep, peannsyemMblii B npoueccax (pyHKLUMOHUPOBaHWUS (3KCMyaTauum) u
COMPOBOX/AEHUsI MPOrpaMMHOro o6ecrneueHusi. B To xe Bpemsa Ans o6ecneyeHnss HeoGXOLUMOr0 YPOBHS
3alUThl MHCpOpMauMK TpeGyeTcs peanus3alus Mep. Hanpas/eHHbIX Ha NpefoTBpalleHue MosiBNeHus u
yCTpaHeHne ysi3BUMOCTeii MporpamM B MPOLECcCax XM3HEHHOTo LMKIa NporpamMMHOro oGecrneyeHusi, CBsi-
3aHHbIX C NPOEKTUPOBAHUEM, peasin3alueii 1 TeCTUPOBaHNEM.

HacTosiuii cTaHgapT HanpaB/ieH Ha JOCTUXEHWE Lieneld, CBsi3aHHbIX C NpefoTBpaLleHneM NosiBAeHus
UMY ycTpaHeHNEeM ysi3BUMOCTEN NporpaMM, 1 COAEPXMT nepeyeHb Mep. KOTopble pekoMeHayeTcs peanu-
30BaTb HA COOTBETCTBYIOLLMX 3TANAX KU3HEHHOTO LMKIa NPOrpaMMHOro o6ecneyeHus.
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HALULMWOHANBHBIN CTAHAAPT POCCUWNCKOWN GENLEPALUMN

3awmTa nHopmaunm
PA3PABOTKA BE3OIMNACHOIO NMPOrPAMMHOIO OBECINEYEHWA
O6uwue TpeboBaHns

Information protection. Secure software development. General requirements

fNata BBegeHna — 2017—06—01

1 O6nacTb NPUMEHEHUS

HacToawwuii ctaHgapT ycTaHaBnvmBaeT obuive TpeboBaHUS K COAEpPXaHW0 U NOpSAAKY BbIMOSHEHWSA
paboT, cBA3aHHbIX C co3AaHneM 6e30nacHoro (3auLLeHHoro) nporpamMmmHoro obecneyeHms n popmmposaHm-
emM (nogaepxaHmem) cpegbl 06ecneyeHns onepaTMBHOrO yCTpaHeH s BbISBIEHHbIX N0/b30BaTeNAMY OLNGOK
nporpaMMHOro o6ecneyeHuns v ya3BumocTel nporpaMmbl.

HacTosawuii cTaHfapT npegHasHaveH ans pa3paboTunkoB U NPOU3BOAMTE e NporpaMmmMHoro obecneuve-
HWA, a TaKke 419 opraHn3auunii, BbINOHALWMX OLEeHKY COOTBETCTBMA npoLiecca pas3paboTky NporpamMMHOro
obecneyeHns Tpeb6oBaHUSAM HaACTOSLLEro cTaHgapTa.

HacTosAwwuii cTaHAapT MOXHO NPUMEHATb B Ka4ecTBe WCTOYHMKA AN (hopMUPOBaHMUA Mep U CPpeacTB
KOHTPONSA 1 ynpaBfneHWss  6e30MacHOCTbI0  NPOrpaMMHOr0  Oo6ecrnevyeHns B  COOTBETCTBUMM €
FOCT P ICO/M3K 27034-1. HacTosiwumii ctaHAapT MOXHO MCNO/b30BaTh /1 KOHKPeTU3aumMm Uam pacium-
peHunss komnoHeHToB gosepusa 3 FTOCT P NICO/M3BK 15408-3.

2 HopmaTuBHbIE CCbIKN

B HacToAWwem cTaHfapTe UCMO/Ib30BaHbl HOPMAaTUBHbIE CCbISIKU Ha cneaytolme cTaHAapThbl:

FOCT 2.001—2013 EpauHas cuctema KOHCTPYKTOPCKOW flokyMeHTauun. ObLie nonoxeHus

FOCT 19.101—77 EpuHasa cucTema nNporpammHoi AOKYMeHTauun. Buabl nporpamm u nporpammHbIX
[OKYMEHTOB

FOCT 19.201—78 EpanHasn cuctema nporpaMMHoli JokyMmeHTaumn. TexHuyeckoe 3agaHune. TpeboBaHus
K cofiepxaHuto n ohopMIEHNIO

FOCT 19.402—78 EpguHas cuctema nporpammHoi okyMeHTaumm. OnucaHume nporpammel

FOCT 19.404—79 EpvHas cucteMa nporpaMmMHoli AoKkyMeHTaumu. MoscHutensHas 3anvcka. TpeboBa-
HUA K COAepXaHnio 1 othopMAIEHUNIO

FOCT P NICO/M3K 15408-1—2012 WHdopmauunoHHas TexHonorus. Metoapl 1 cpefcTea obecneyeHuns
6e3onacHocTn. Kputepun oueHkn 6e3onacHoOCT MHDOPMaLMOHHBIX TeXHooruii. Yacte 1. BBegeHne n obuas
mMojenb

FOCT P NCO/M3K 15408-2—2013 WHopMaLnoHHasa TexHonorua. Metopbl 1 cpefctBa obecrneyeHns
6e3onacHocTn. Kputepumn oueHkn 6e30nacHoCT MHAOPMaLMOHHbBIX TEXHONOTUIA. HYacTb 2. PyHKUMOHaIbHbIE
KOMMOHeHTLI 6e3onacHoCTyn

FOCT P NCO/M3K 15408-3—2013 WHopmMayuoHHas TexHonorus. MeTtoasl v cpeactea obecneveHns
6e3onacHocT. KpuTepuu oueHkn 6e3onacHoCTV MHOpMaLUOHHbIX TexHonoruin. Yactb 3. KOMMNOHeHTbI
foBepus kK 6e30MacHOCTH

FOCT P MCO 10007—2007 MeHeXMeHT opraHusauuv. PyKkoBoAsflMe ykasaHUsA Mo ynpasfieHuIo
KOHUrypauwei

M3paHne ouynanbHoe
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FOCT P NCO/M3K12207—2010 WHdopmaLmoHHas TexHonorns. CuctemMHas v nporpaMMHas MHXxeHe-
pus. Mpouecckl XXM3HEHHOTO LuKa NporpaMMHbIX CpeAcTB

FOCT P CO/M3K 27001—2006 WHdopmaumnoHHas TexHonorus. Metoapl 1 cpefctsa obecneveHus
6e3onacHocTn. CucTeMbl MeHegXMeHTa NHhopMaLMoHHOl 6e3onacHocTu. TpeboBaHUs

FOCT P UCO/M3K 27034-1—2014 WHdopmMaLmoHHasa TexHonorusa. Metogbl u cpefcrea obecneyeHms
6e3onacHocTn. besonacHocTb Npuioxexuit. Yacte 1. O630p v 06LWMe NOHATUSA

MpumeyaHune — lMNpu NONL30BAHUUN HACTOSALLUM CTaHAAPTOM LieN1ecoo6pa3Ho NPOBEPUTL AECTBUE CCbINOY-
HbIX CTaHAApPTOB B WH(OPMAaLMOHHOW cucTeme O06LEero nosib30BaHNA — Ha oduuManbHOM caiite ®efepasnbHOro
areHTCTBa N0 TEXHUYECKOMY PETYNIMPOBAHUIO Y METPOIOTUN CETU VIHTEPHET U/TN NO eXErofHOMY MH(OPMaLMOHHOMY YKa-
3aTento «HauroHasbHble CTaHfapTbi», KOTOPbIA ONy6/IMKOBAH MO COCTOSHWIO HA 1 AHBapsA TekyLero roga, 1 no Bbinyckam
€XeMeCsS4YHOro MHGOPMaLMOHHOTO yKasaTens «HauMoHanbHble CTaHAAPTbI» 3a TeKyLWuii rof. ECnv 3aMeHEH CCblN0YHbI
CTaHfapT, Ha KOTopblii faHa HeaaTUpoOBaHHAasA CCbi/ka, TO PEKOMEHAYEeTCS UCMO/b30BaTh AeliCTBYIOL Y0 BEPCUIO 3TOrO
cTaHjapTa ¢ y4eTOM BCeX BHECEHHbIX B JaHHYH BEPCUID U3MEHEHWA. ECNM 3aMEHEH CCbINOYHbIA CTaHAAPT, Ha KOTOPbIN
flaHa AaTupoBaHHas CCbifika, TO PeKOMEHAYeTCs UCMO/b30BaTb BEPCUI0 3TOr0 cTaHAapTa C ykasaHHbIM Bbille rojom
yTBEpPXAEeHUS (NpuHATUSA). ECnn nocne yTBEPXAEHUS HACTOSLLEro cTaHAapTa B CCbIIOYHbIA CTaHAAPT, Ha KOTOPbI AaHa
[aTMPOBaHHaA CCbl/IKa, BHECEHO N3MEHEHWeE, 3aTparnBaloLLee nosoXxeHne, Ha KOTOpoe faHa CCbifKa, TO 3TO NOJIOXKEHNE
pekoMeHayeTcs NpUMeHsATL6€e3 yyeTa aHHOT0 U3MEHEHNS. ECNM CCbINOYHbIV CTaHAAaPT OTMEHEH 6€33aMeHbl. TO MOI0Xe-
HWe. B KOTOPOM JiaHa CCbl/IKa Ha Hero, pekoMeHAyeTcs NPUMEHATb B 4acTu, He 3aTparvBaioLLeil aTy CCbi/iky.

3 TepMUHbI 1 onpeaeneHns

B HacTosLwem cTaHgapTe NpMMeEHeHbl cnefylowme TepMUHbl C COOTBETCTBYHOLWMMU ONpeaeieHUaMu:
31

6e3onacHocTb MHopMauun: CocTosiHUE 3aLLWLLEHHOCTU MHDOPMALUK, NPU KOTOPOM o6ecneyeHbl
ee KOH(PUAEHLMAaNbHOCTb, JOCTYMHOCTb U LIENIOCTHOCTb.
[FOCT P 50922—2006. cTtaTbs 2.4.5]

3.2 6e3onacHoe nporpamMMHoe ob6ecneyeHue: lMporpammHoe obecneveHue, paspaboTaHHoe C
MCNoJiIb30BaHMEM COBOKYMHOCTM Mep. HanpaB/iIEHHbIX Ha NpeAoTBpaLLleHne NOSABAEHUS U yCTpaHeHne ysa3Bu-
MoCTeli nporpamMmmb.

3.3 AMHamMunyeckuii aHanus Kkoga nporpaMmmbl: Bug paboT No MHCTPYMEHTa/lbHOMY UCCeA0BaHNI0
nporpaMmbl, 0OCHOBaHHbI Ha aHaIn3e Kofa NporpaMMbl B peXrnmMe HeNnocpeacTBEHHOIO UCNOHEHUS (DYHKLN-
OHUPOBaHWA) KoAa.

3.4 pOoKymeHTauma paspaboTymka nporpamMMHOro obecneyeHus: COBOKYNHOCTb MPOrPaMMHbIX
[OKYMEHTOB, NpefHa3HauyYeHHbIX 4/ opraHm3auumn paboT no co3gaHnio NporpaMMHoOro o6ecneyeHunst, Boinos-
HSeMbIX B paMKax NpoL,ecCoB XN3HEHHOTO LyKIa NporpaMmmMHoro obecnevyeHus, u/uam noaATBepPXAeHUs CooT-
BETCTBUSA TpebOBaHUAM HaCTOSLLEero cTaHAapTa.

n punmedaHne — K nporpaMMHbIM OTHOCATCA LOKYMEHTbI, cogepxalwne ceegeHus, HeOﬁXO,qVIMbIe ANna paspa-
60TKN. N3rOTOBNEHUSA, CONpoOBOXAEHMA U 3KCNTyaTaunm nporpamMmm.
35

MHCTPYMeHTanbHoe cpefcTBO: KomnbloTepHas nporpamma, Mcrnosib3yemasi kak cpeAcTBO paspa-
60TKM. TEeCTUPOBaHWA, aHanu3a, NPOU3BOACTBA MM MOAMMKALMU APYTMX NPOrpamMmm Wan AOKYMEHTOB
Ha HnX.

[FOCT P 51904—2002, ctaTbs 3.17]

3.6

KoMnbloTepHas ataka: LieneHanpaBneHHOE HeCaHKLMOHMPOBAHHOE BO3/eicTBIe Ha nHhopmaumio,
Ha pecypc aBTOMaT13MPOBaHHON MH(HOPMALMOHHOV CUCTEMbI MW NOTyHEHUE HeCaHKLMOHNPOBAHHOro f0C-
Tyna K HAM C NPUMEHEHNEeM NPOrpPamMMHbIX MW NPOrpamMMHO-annapaTHbIX CPeAcTB.

[FOCT P 51275—2006, cTtaTbs 3.11]

3.7 HefocTaTok nporpammebl: Jllo6as owunbka, JONYLEHHAA B X0[e MPOEKTUPOBAHUA N peannsa-
LMW NporpamMmsbl, KOTOpasi B C/lyYae ee Hemcnpas/ieHUst MOXeT IBASTLCA NPUUYMHON YSI3BUMOCTM NPOrpamMmbl.

2
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3.8 06beKT cpefbl pa3paboTky nporpamMHoro o6ecneyeHus: AnnapaTtHble CpeAcTBa, nporpam-
Mbl. MporpamMMHo-annapaTHble CpeAcTBa W AOKYMEHTbI, UCMO/b3yeMble pa3paboTyMkoM Ans paspaboTku
nporpaMMHoro o6ecrneyeHus.

3.9 nonb3oBaTenb (NporpammHoOro obecneyeHus): Jlmyo, npuMeHsitoLee NporpaMMHoe obecneye-
HVWe WK yyacTBylolee B AeATENbHOCTU, NPSMO UM KOCBEHHO 3aBuCsALWEel oT (hyHKLUOHUPOBaHNA AAHHOMO
nporpaMMHoro obecneyeHus.

3.10

nporpamma: [laHHble, npeAHa3HayeHHble A5 YNpaB/ieHUs KOHKPETHbIMU KOMMOHEHTaMU CUCTEMbI
06paboTkM MHhopMAaLMK B LIENSAX peanunsaunm onpeesieHHoro ajiroputma.
(FOCT 19781—90. cTtatbsa 1]

311

nporpamMmHoe obecneyeHne: COBOKYNHOCTb MPOrpaMm cUCTeMbl 06paboTku MHopmalmm n npo-
rPamMMHBIX JOKYMEHTOB. HE0BX0AUMBIX A5 3KCMyaTaumum 3TUX NporpamMm.
(FOCT 19781—90. cTatbs 2]

3.12

ceTeBas artaka: KomnbloTepHasi ataka C MCNO/b30BaHWEM MNPOTOKO/IOB MEXCEeTeBOro B3avMoO-
nencrTeus.
(FOCT P 51275—2006. ctatbs 3.12]

3.13 cucTema ynpaBiieHUsi KOHUrypaymein nporpaMmmHoro o6ecnedyeHns: COBOKYMHOCTb MpoLie-
AYP W MHCTPYMEHTa/IbHbIX CPEACTB (BKNOYAs UX AOKYMEHTALMI0), CMo/b3yemMasi paspaboTunkom nporpam-
MHOT0 o6ecneyeHuns Ans pa3paboTkv U NoAAEPXKKU KOH(UIYpaLMii NporpaMMHOro o6ecneyeHuns BTeUeHne ero
XU3HEHHOTO LUKNa.

MpumMmeyaHune — AgantupoaHo n3 FOCT P MCO/M3IK 15408-1.
3.14

cpepga paspaboTkm nporpammHoro obecnevyeHus: VIHTerpupoBaHHas cucTema, Bk/l4vawowas B
cebs annapaTHble cpeAcTBa, NporpammHoe obecneyeHve, NporpaMmmMHo-annapaTtHble cpeacTsa, npoueay-
pbl ¥ JOKYMEHTBI, Heob6xoAnMble AN pa3paboTkn NporpammHoro obecneyeHus.

(FOCT P 51904—2002. cTtaTba 3.62]

3.15 cTaTuMyeckuii aHanuM3 MCXOLHOro Koja nporpammbl: Bug pa6oT no MHCTPYMEHTasbHOMY
UCCNefoBaHNio NPorpaMMbl, OCHOBAHHLIA Ha aHain3e WCXOAHOrO KoAa MporpamMmbl C WUCMOJb30BaHUEM
CMeumanu3npoBaHHbIX MHCTPYMEHTA/TbHbIX CPeACTB (CTaTMYeCKUX aHaIM3aToOpoB) B peXxumMe, He NnpegycmMar-
pvBaloLLEM PeanbHOro BbINMOHEHUS Koga.

3.16 TecTupoBaHWe Ha NPOHWKHOBEHMe: Bugpa6oT no BbiABEHUIO (TOATBEPXKAEHNIO) YSI3BUMOCTE
NporpamMmmbl, OCHOBaHHBII Ha MOZENMPOBaHUY (MMUTaLWN) eliCTBNI MOTEHLMANLHOTO HapYLWNTENS.

3.17

yrposa (6esonacHocTu nHpopmayum): COBOKYMHOCTb YC/I0BUI U haKTOPOB, CO34a0LWNX NOTEHLUN-
asibHYyI0 MW peanbHo CYLLeCTBYIOLLYI0 ONAaCHOCTb HapyLleHns 6e30nacHOCTY MHopMaLnn.
(FOCT P 50922—2006. cTatbs 2.6.1]

3.18 ynpaBneHue  KoHdurypauueid  nporpammHoro  o6ecnevyeHus: CKOOPAUHUPOBAHHbIE
[elicTBYSI, HanpaB/eHHbIE HA (DOPMUPOBAHME U KOHTPO/Ib KOHDUTYpaLu NPorpaMMHOro o6ecneyeHus.

NMpumeuyaHue — YnpaeneHne KoHpuUrypauueil 06bl4HO BKItOYaeT B cebsi NOALEPXKKY TEXHUYECKON U afMmu-
HUCTPATUBHOI LEATE/IbHOCTW, CBA3AHHOW C YNpaB/IEHNEM MPOTrPaMMHbIM 06ECreyYeHnemM 1 TPeGOBaHUAMU K er0 KOH-
thurypaumm Ha BceX CTaAWsiX XXW3HEHHOTOo LMKNa Cco34aHus nporpammHoro o6ecneveHus. AJanTUPOBaHO W3
FOCT P MCO 10007.

3.19 ysi3BMMOCTb Mporpammbl: HegocTaTok nMporpammbl, KOTOPbI MOXET GbiTb UCMOMb30BaH A5
peanusauum yrpo3 6e3onacHocT UHgopmaLmm.
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MprumeyaHne — YS93BUMOCTb NPOrpamMmbl MOXeT ObITb pe3y/ibTaToM ee pa3paboTky 6e3 yyeTa TpeboBaHuii no
obecneyeHuno 6e30MacHOCTU MHOPMALMN MU PE3Y/IbTaTOM Ha/IMUNS OLLIMGOK NPOEKTUPOBAHNS UNU peanusaLuu.

3.20 dyHKUMOHanbHOE TecTMpoBaHMe nporpammsbl: Bug paboT no nccnefoBaHMIo NporpaMmbl,
Hanpas/ieHHbIl Ha BbISBIEHNE OTINYMIA MeXAY ee peasibHO CYLLeCTBYIOLWMMMN N TpebyeMbiMy CBOCTBaMM.

3.21 pa33nHr-tecTMpoBaHno nporpamMmmsl: Bug paboT no nccnenosaHnio NporpamMmmsbl, HanpasieH-
HbIli Ha OLLEeHKY ee CBOICTB M OCHOBaHHbI/ Ha nepefaye nporpaMmMe cryyaiHbIX Uam cneunansHo cpopmupo-
BaHHbIX BXOAHbIX AaHHbIX, OT/INYHbIX OT faHHbIX, NPefyCMOTPEHHbIX a/TTOPUTMOM PaboTbl NPOrpaMMbl.

3.22 3KcnepTM3aMCXO4HOro Koga nporpaMMbl: Bug paboT no BbiIABNEHWIO HE40CTATKOB MPOrpamMmmbl
(NoTeHuManbHO YA3BUMbIX KOHCTPYKLMIA) B UCXOAHOM Kofie NporpamMmmbl, OCHOBaHHbI Ha aHann3e UCXOAHOro
Kofa nporpammbl B pexumMe, He npejycmaTpusatoemM peasibHoro BbIMoSIHEHUS Koga.

3.23 371eKTPOHHbIN AOKYMEHT: [ OKyMEHT, BbINOSIHEHHbIA NPOrpaMmMHO-TEXHUYECKNM CPefCTBOM Ha
3/1EKTPOHHOM HOcUTENeE.

MpumeyvyaHne — AgantuposaHo n3 NOCT 2.001.
3.24

3N1EMEHT KOHpurypaunu: OB6bEKT KOHUTYpaLMK, BbIMOHAIOLLMA 3aKOHYEHHYH DYHKLMIO.
[FOCT PNCO 10007—2007, ctatbs 3.5]

4 O6uwme NonoXxeHust

4.1 MpepoTBpalleHne NOSIBNEHUSA U yCTpaHeHne ysa3BMMOCTEN NporpaMmMbl MOXET 6biTb JOCTUTHYTO
nyTem peanusauum pa3paboTymkoM nporpamMmmHoro obecneyexus (MO) mep no paspaboTke 6e3onacHoro MO B
npoueccax xu3HeHHoro uukna MO, yctaHoBneHHbix TOCT P NCO/M3K12207.

4.2 Mepbl no pa3paboTke 6e3onacHoro MO, NnpeAcTaBNeHHblE B HACTOSALWEM CTaHA4apTe, BbipaXeHbl B
chopme TpeboBaHUSA, pekoMeHAaUUN NN 4OoNyCTUMOTO AeCTBUSA, NpefHa3HaYeHHbIX 418 N0AAEPXKKN [OCTU-
XeHus pesynbTaTtoB peanu3auny mep. 415 aToi uenm B HacToSILWEM CTaHAapTe UCNO/b3YT BCNoMoratesib-
Hble [N1aro/bl «A0/MKEH», «CNEAYeT» U «MOXET», UTOObl NOAYEPKHYTb pasnyne Mmexay pasHbiMu hopmamm
TpeboBaHwWii kK peanusauuu Mmep. naron «4o/mHKeH» NCN0/b30BaH A1 BbipaXeHus ycroBus, Tpebyemoro ans
COOTBETCTBUA, «CnefyeT» — AN BbIPAXKEHUSA pekoMeHAaLmmn cpeamn Apyrux BO3MOXHOCTENR, «MOXeT» — Ans
TOro, 4TOo6bI OTPasvTb Hanpas/ieHMe [ONYCTUMbIX AENCTBMI B nNpefenax OrpaHWyYeHuid HacTosLero
cTaHgapTa.

4.3 PaspaboTtunk MO gomkeH onpeennTb MAOKYMEHTUPOBATH Lie/IM opraHn3aLmm B 06,1acTu co3gaHns
6e3onacHoro MO 1 mepsbl No pa3paboTke 6e3onacHoro MO. peannsaymns KOTOPbIX HANpPaB/eHa Ha JOCTMXEHNEe
NoCTaBMEHHBbIX Lienei.

4.4 [nA cooTBeTCTBMA TpeboBaHMWAM HacToslLero ctaHgapTa paspabortunk MO gomkeH obecneynTb
peanv3aunio 1 NPOBOAUTHL BHYTPEHHME MPOBEPKM Mep no paspaboTke 6e3onacHoro MO. nNpuBefeHHbIX B
pasgene 5 (6a3oBblii HAGop Mep No paspaboTke 6e3onacHoro MO), B npoueccax XU3HeHHoro uukna Mo,
ycTaHoBneHHbix FTOCT P MCO/M3K 12207, a Takke paboTaTb Hafj ynydlleHVeM NpoLeccoB, CBA3AHHbIX
¢ paspaboTkoli 6e3onacHoro MNo.

4.5 Tpn HEBO3MOXHOCTW peanusauuun B cpege paspaboTkm MO oTaenbHbIX Mep U3 6a30Boro Habopa
mMep no paspaboTke 6e3onacHoro MO paspa6oTumk MO moxeT paspabaTbiBaTb U peann3oBbiBaTb MHble
(komneHcupytoLlwme) Mepbl No paspaboTke 6e3onacHoro MNO. o6ecneynBaroLL e JOCTUXEHNE Lenei nnonyye-
HMe pe3ynbTaToB, COOTBETCTBYIOLWNX 6a30BOMY Habopy Mep no pa3paboTke 6e3onacHoro MNO.

4.6 Ecnn paspabotuuk MO nnaHupyeT npoBegeHve oueHkm 1O B COOTBETCTBMM C
FOCT P NCO/M3K 15408-1, TOCT P ICO/M3K 15408-2. TOCT P CO/M3K 15408-3, To nogrotosky MO K
OLeHKe MOXHO OCYLLeCTBNATb B pamMmKax AeliCTBYIOLNX NPOLLECCOB, B KOTOPbIX peasim3oBaHbl Mepbl Mo paspa-
60Tke 6e3onacHoro MO, nyTeM BbINO/THEHNS AONOMHUTENbHbLIX Mep. B Tabnuue A. 1 npunoxeHus A otobpaxe-
Ha B3aMMOCBA3b Mep No pa3paboTke 6Ge3zonacHoro MO. yCTaHOBJ/IEHHbLIX HACTOSILUM CTaHAapToOM, U
TpebosaHuii gosepus kb6esonacHoctu no FOCT P MCO/M3K 15408-3, KOTOPY MOXHO MCNOMb30BaTh MPW NOA-
rotoBke MO koueHke o FTOCT P UCO/M3K 15408-1, TOCT P NICO/M3K 15408-2, TOCT P UICO/M3K 15408-3.

4.7 Paspabotunk MO go/mkeH npefycMoOTpeTh BbiAe/IEHNE PecypcoB, HEOOXOANMbIX AN peanm3aunm
Mep no paspabotke 6e3onacHoro MNO. n obecneunTb peannsaunio aTUX mep.

4.8 Pa3paboTuuk MO go/mKeH NpoBOAUTL BHYTPEHHNE NPOBEPKU BbINOIHEHUSI Mep No pa3paboTke 6e30-
nacHoro MO. No3Bo/AKLLME YCTAHOBUTL, YTO peann3yeMble Mepbl COOTBETCTBYIOT Tpe60BaHMAM HACTOSILLENO
cTaHfjapTa.
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4.9 Paspabotuuk MNO fo/mkeH NPOBOAUTbL YTyULLEHNA NPOLLECCOB, CBA3aHHbIX C pa3paboTkoii 6e3onac-
Horo NMO. Ha ocHoBe:

- HECOOTBETCTBUIA, BbIAB/IEHHbIX B XOA4€ BHYTPEHHWX NPOBEPOK:

- U3MeHeHus Leneit paspaboTumka MO B o6nacTu paspaboTkm 6esonacHoro MO.

4.10 PaspaboTtunk MO gomkeH co3gaTb PyKOBOACTBO No pa3paboTke 6esonacHoro MO, cogepxalyee:

- onucaHne obnactu gencTena pykoBoAcTBa (MgeHTUdnKaLMoHHble npusHaku MO. Ana KOToporo pea-
nun3yoT Mepbl No paspaboTke 6e3onacHoro MO);

- Lenv opranusauum B o6nactun cosgaHmsa 6esonacHoro Mo;

- MepeyeHb nonucaxHne Mep no paspaboTke 6e3onacHoro MO, noanexalyyx peannsaunm ecpee paspa-
60TKM MNO;

- pacnpegeneHue ponei n o6a3aHHOCTel, CBA3aHHbIX C peanunsauuein mep no paspaboTke 6e3onacHoro
MO. mexay paboTHUKaMu;

- NepeyeHb JOKyMeHTauum paspaboTtuvka MNO. cBA3aHHON ¢ peanun3auueli Mep no paspaboTke 6esonac-
Horo MO;

- npasuna u TpeboBaHunsA, OTHOCALWMECS K NIAHUPOBAHWIO U NPOBEAEHUIO BHYTPEHHUX NMPOBEPOK pea-
nusauummn mep no paspaboTke 6esonacHoro MO. coobLleHnii 0 pesynbTarax;

- onucaHune AencTBUiA, HanpaBeHHbIX Ha yNnyylleHne NpoLeccoB, CBA3aHHbIX C pa3paboTkoli 6esonac-
Horo M1O.

Mpu peanusaymm kKOMNEHCHPYIOLLKXX Mep Nno pa3paboTke 6e3onacHoro MO B pykoBOACTBE MO paspaboTke
6e3onacHoro MO f0/MKHO 6bITb NPUBELEHO 060CHOBaHME NPUMEHEHNA KOMMEHCHPYOLMX Mep. BKOYaloLLee:

- U3N0XEeHVe NPUYNH UCKTIYeHnss mepbl (Mep) no paspaboTke 6e3onacHoro Mo;

- ONnMcaHne cogepxaHnsa KOMNeHCMPYLLNX Mep no paspaboTke 6e3onacHoro MNo:

- CpaBHUTE/IbHbI aHa/IM3 KOMMNEHCUPYOLWMUX Mep No pa3paboTke 6e3onacHoro MO ¢ Mepamu, UCKH0-
YaeMmbIMMK 13 cocTaBa 6a30Boro Habopa mMep no paspaboTke 6e3onacHoro Mo:

- aprymeHTauuio, NoATBEPXAAlOLLY0, YTO NpejnaraemMble KOMMeHcHpyoLwmne Mepbl pa3paboTku 6e30-
nacHoro MO o6ecneynBaloT AOCTUXEHME Leneidl, COOTBETCTBYIOWMNX NCKIOYaeMbiM MepaM no paspaboTke
6e3onacHoro MMO.

4.11 PykoBOACTBO Mo pa3paboTke 6e3onacHoro MO AoMXHO 6bITb YTBEPXAEHO PYKOBOACTBOM OpraHu-
3aumu, n3aaHo naoBeeHo 40 CBeAEHUS BCEX COTPYAHUKOB OpraHn3aLmn, UMetoLL X OTHOLWEeHe K paspaboTke
6e3onacHoro MNO. PykoBoAcTBO No paspaboTke 6e3onacHoro MO [0/MKHbI NePUOANYECKN aHaNM3MpoBaTtb 1
nepecMmaTpusaTh, PyKOBOACTBYSCh:

- BbISIBIEHHbIMY B XOi€ BHYTPEHHNX NPOBEPOK HECOOTBETCTBUAMMY;

- n3mMeHeHuAMY Leneii paspaboTtumka MO B o6nacTu paspaboTkn 6esonacHoro MO.

4.12 Pa3paboTka fgokymeHTauun paspaboTumnka MO. cBA3aHHOW C peanusauvein mep no paspaboTke
6e3onacHoro MO. MoXeT 6bITb HanpaseHa:

- Ha opraHu3auuio pabot no cosgaHuio 6esonacHoro MO. BbINOHAEMbIX B pamMkax NpoLeCcCoB XNU3HEH-
Horo uukna Mo:

- NOATBEPXAEHME COOTBETCTBNA TpeboBaHNAM HaCTOALWEro cTaHgapTa.

B nepeuveHb gokymeHTaummn paspaboTtyvka MO MoryT BXOAUTb SKCMlyaTauMoHHble AOKYMEHTbI, a Takke
[OKYMEHT:

- cofepxalymin TpeboBaHus nNo 6esonacHoOCTU, Npegbasnsemblie kK paspabarbiBaemomy Mo;

- cofepxallymii ceefeHuns o0 pesynbTartax MoAeIMpoBaHus yrpo3 6e3onacHoCcTy MHopmaluu;

- cofilepxallnin ceefjleHns 0 NPOeKTe apXUTEKTYPbl NPOrpammbl;

- ONUCbIBaOLLNI NCNOMb3YyEMblE NHCTPYMEHTA/IbHbIE CPEACTBA,;

- cofepxalyuii HchopMaLmio 0 NPOCEXNBAEMOCTH NCXOAHOTO KoAa NPorpamMmbl K MPOEKTY apXUTEeKTY-
pbl NpOrpamMmbi;

- cofepxaLymini nopaaoK othopMIEHNA UCXOLHOTO Kofa NporpaMmbl;

- coAepxalinii ceefeHua O pesynbTatax NPOBEAEeHMs CTaTUYecKoro aHanmM3a WCXOAHOro Koga
nporpammel;

- cofepxaLlmii cBefeHns 0 pesynbTatax NpoBeAeHNs 3KCNepPTU3bl UCXOLHOTO KoAa NPorpamMmbl;

- cofiepxaLlymin ceefeHuns o pesynbTatax NpoBeAeHns PYHKLMOHAIbHOIO TECTUPOBaHNA NPOrpamMmbl;

- coAepxallnii cBefieHns 0 pesybTatax NpoBefeHUs TeCTUPOBaHUSA Ha NPOHUKHOBEHUE;

- cofepxallmii ceefeHuns 0 pesynbTartax NPoBeAeHNs AUHAMWYECKOro aHannsa kofa nporpammel.
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- cofiepxalluuii cBefleHns o pesynbTartax nposefeHns pas33nHr-TeCTMPOBaHNS NPOrpammsi:

- cogepxalluii onucaHme npoueaypsl nepegayv MO nonb3oBatento;

- cofepxalluii onmcaHne npoueayp OTCNeXUBaHUSA NUCNpaBIeHns 06HapYXeHHbIX owWn60ok MO nyassu-
MocTeli nporpaMmbl;

- coepxalnii onncaHune npoueaypsbl nomcka paspaboTtumkom MO ys3BMMOCTEN Nporpammsl;

- onucbIBaLWNA peanusaunilo M UCNONb30BaHWE Npoueaypbl YHUKaNbHON MapKMpOBKM  KaxkaoW
Bepcun MNoO;

- ONUCbIBAKOLWNIA NCNO/b30BaHNE CUCTEMBI yripaBneHns koHdurypaumeii Mo;

- onucbIBaLWNiA Mepbl, UCNOJb3yeMble AN 3alUnTbl MHAPACTPYKTYpbl cpebl pa3paboTku MO:

- cogepxaluii ceefeHuss 06 06y4eHUn COTPYLHUKOB.

Tpeb6oBaHuUs K COAEPXaHUI0 YKa3aHHbIX [JOKYMEHTOB NpeAcTaBeHbl B pa3gene 5. Tpe6oBaHuii kK konu-
4ecTBY M HOMEHKNAaType JOKYMEHTOB He npefbasnseTcs. PaspaboTunk MO MoxXeT CKOMNOHOBaTb HE06Xo4u-
Mble CBEAEeHWs MO CBOEMY YCMOTPeHWo. [loKyMeHTbl MOryT ObiTb BbIMOSIHEHbI B BUAE OYyMakHbIX WX
3N1eKTPOHHbIX AOKYMEHTOB. [115 opraHusauum paboT, BbINOIHAEMbIX B paMkax npotecca akcnayatauuu MO.
pa3pab6oTumk MO go/mKeH NnepegaTb N0b30BaTENIO IKCMTyaTaUNOHHbIE JOKYMEHTbI.

4.13 Paszpa6oTunk MO go/mKeH onpeaenuTbs UA0KYMEHTUPOBATL NONTUKY MH(DOPMAaLMOHHOM 6e3onac-
HocTu BcooTBeTcTBUM ¢ TOCT PUCO/M3K27001. Pa3paboTumk MO gomkeH cobnoaath BCBOENR feATeNbHOC-
T, CBAA3AHHOW ¢ pa3paboTkoii 6e3onacHoro MO, TpeboBaHNs, yCTaHOB/IEHHbIE B NOIUTHKE MHIIOPMALMOHHOM
6e30MacHOCTU opraHusauuu.

5 Mepbl No pa3paboTke 6€30NacHOro NPorpaMMHOro obecnevyeHms

5.1 Mopbl no pa3paboTke 6e30nMacHOro nNporpamMMHOro obecnevyeHusi, peanusyembie npu

BbINO/THEHUY aHann3a TpeboBaHUn K NporpaMMHOMY o6ecneyeHuto

5.1.1 Mepa no paspaboTke 6e30macHoro nporpammHoro obecneyeHus, nognexatias peanu-
3auun

Mpwn BbINONHEHUK aHanu3a TpebosaHuii k MO paspaboTunk MO fomkeH onpefennTb TpeboBaHMsA Mo
6e3onacHocTu, npeabaBaseMble kK pazpadbarsiBaemomy MO.

5.1.2 Uenn wn pesynbTaTbl peanusauum mep no paspaboTke 6e3onacHoro nporpaMMHOro
obecneyeHuns

Peanusauma mep cnocobCTBYeT JOCTUXEHWUIO Lienu onpefeneHnsa u OKYMeHTalbHOro ohopmieHns
TpeboBaHuin No 6esonacHoCcTW, NpeabaBAseMbIX K pazpabarsiBaemomy MO, ANA ux AanbHenwero ncnosb-
30BaHMA B NpoLeccax XM3HeHHoro uukna MNo. cBA3aHHbIX C NPOEKTUpoBaHeM, peannsalueli 1 TecTupoBa-
Hvewm MO.

B pesynbTarte ycnelwHol peanusauyun mep opmynnpyeTcs nepeyeHb TpeboBaHuin no 6e30nacHoCTy,
npeabasasemMblix K MO

5.1.3 TpeboBaHus K peanusauum mep rno pa3paboTke 6e30MacHOro NporpamMmmMHoro obecneyeHus

5.13.1 PaspaboTtumk MO pomkeH onpefenntb TpeboBaHuA Mo 6e30MacHOCTU, NpefbsBAsSeEMble K
paspabaTbiBaemomy MO.

[ns opraHusauun paboT, BbIMOSIHAEMbIX B NpoLieccax XU3HeHHOro uukna Mo. n nogTBepX4eHNs cooT-
BETCTBMA TpeboBaHMAM HacTosWero crtaHgapra AoKymeHTauus paspabotuvka O po/mkHa copgepxatb
nepeyeHb onpegenieHHbIX TpeboBaHuii No 6e3onacHoCTy, NpeabsaBaseMbiX K paspabaTsiBaemomy MMO.

MpruMeuyaHune — BkayecTBe UCTOYHUKOB 4151 (DOPMUPOBaHUSt Tpe6oBaHMl pa3paboTunk MO MOXeT Ucnosb-
30BaTb Tpe60BaHNA 3aKOHOB, HOPMATMBHbLIX NPABOBbLIX aKTOB, OTPAC/EBbIX CTaH4apTOB, NepeyeHb TpeboBaHMii NoNb30-
BaTens, cueHapuu npumeHeHus MO. Hanpumep, MoryT 6bITb ONpeaeneHsl cnegyrowmne tpe6osanus k No:

- kobecneyeHunio naeHTUNKaLUM 1 ayTeHTudnKaLnm;

- obecneyeHunio 3alnTbl OT HECAHKLVMOHMPOBAHHOIO A40CTyNa K nHhopmauum;

- obecneyeHunio perncTpauum cobbITUiA.

- KOHTPOJ1t0 TOYHOCTW, NOJIHOTbI M NMPaBUIbHOCTU AaHHbIX, MOCTYNaLWMNX B NporpaMmmy.

- 06paboTKe NPOrpamMMHbIX OLUMGOK N UCKIOUMNTENbHbIX CUTyaunii.

Tpeb6oBaHua no 6e3onacHoCcTU, NpeabaBAsieMble K padpabaTbiBaemomy MO, MOryT 6bITb OTPAXEHbI B TEXHUYECKOM
3aaHuu, paspabatbiBaemom no FOCT 19.201. Mpu Hannymm B nporpamme yHKUMOHaNbHbIX BO3MOXHOCTE, obecneyn-
BalOLLUX peanusaunio Mep 3almnTbl MHGOpMaLMm, AOKYMEHT, coAepxalyuii Tpe6oBaHuns no 6e3onacHocTy, NnpeabsaBase-
Mble k pa3pabartbiBaemomy MO. cnefgyet paspabaTbiBaTh B COOTBETCTBUM C TpeboBaHusaMm knacca ASE «OueHka 3agaHns
no 6esonacHoctu» no FOCT P MCO/M3K 15408-3.
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5.2 Mepbl no paspaboTke 6e30MacHOr0 NPOrpamMMHOrO OGecrneyvyeHusi, peanusyemble MNpu
BbIMO/THEHUM NPOEKTUPOBAHUS aPXMTEKTYPbl NPOrpamMmbl

5.2.1 Mepbl no paspaboTke 6e30MacHOr0O nNporpamMMHOro ob6ecnevyeHns, nogjexauime
peanusauumn

Mpy BbINOIHEHMW NPOEKTUPOBAHUSA apXMTEKTYpbl MporpaMmmbl paspabdoTtumnk MO fo/mkeH peannsosaTtb
cnegywoLime Mepbl:

- MoZenupoBaHue yrpo3 6e3onacHocTv MHhopMaLuu;

- YTOYHEHME MpoeKTa apXMTeKTypbl NPOrpaMMbl C y4eTOM pe3y/bTaToB MOAeNnpoBaHusa yrpo3 6e3o-
nacHOCTW MHpopMaLmn.

5.2.2 Uenn un pesynbTaTtbl peanusayum mep no paspaboTke 6e30MacHOro NporpamMMHOro
obecneyeHus

Peanusaumsa mep cnocob6CTBYET AOCTUXKEHWIO CNefyloLWwnx Lenei:

- co3faHue u JOKyMeHTUpOoBaHUe NpoekTa apXuTekTypbl MporpaMMbl ¢ yueToM TpeboBaHuii no 6esonac-
HOCTW. NpeabABAAeMbIX K pa3pabaTbiBaemomy MO. A1 ero ganbHewero NCnoib30BaHna B NpoLeccax Xus-
HeHHoro uukna MO. cBA3aHHbIX C peanusaunein ntectuposaHvem MNo;

- (hopMrpoBaHuEe UCXOAHbLIX AaHHbIX ANA BbINOMHEHUSA AMHAMWYECKOrO aHanuMsa koga nporpaMmsl,
dhas3nHr-TecTMpoBaHnsa NporpamMmmbl U TECTUPOBaHWA Ha NPOHWKHOBEHWE B pamkax npolecca kBanuduka-
LiMOHHOro TecTuposanmsa MO.

B pe3ynbTaTe ycnewHoli peanmsanum mep:

- TpeboBaHuA No 6e3onacHoOCTH, NnpeabaBnsemMble Kk MO. yTOUHAIT Mo pe3ybTaTaM BbINOHEHUS MOAe-
NMpoBaHmnA yrpo3 6e30nacHoCcTn nHhopMaLmmn, KOTopble MOryT BO3HUKHYTb BCeAcTBUe npuMeHeHus Mo;

- MPOEKT apXMTeKTypbl nNporpammbl pa3pabaTtbiBaloT C y4eTOM Heo6XOAMMOCTY BbIMOMHEHUS Tpebo-
BaHwWii No 6e3onacHocTy, NpeAbaBnseMbIX k pazpabaTbiBaemomy MO:

- (hOpMUPYIOT UCXOAHblE AaHHble (NepeyeHb BbISIBAIEHHbIX MNOTEHUMaNbHbIX Yrpo3 6e3onacHocTu
MHbopmaLmm), UCNosb3yeMble Npu NpoBeAeHNM ANHAMUYECKOro aHanm3a koga nporpaMmbl, has33nHr-TecTu-
pOBaHMA NporpaMMbl U TECTUPOBAHWSA Ha NPOHUKHOBEHWE.

5.2.3 Tpeb6oBaHua Kk peannsayum Mep no pas3paboTke 6e30NacHOro NporpaMmHoOro obecnevexHms

5.2.3.1 Paspa6otuvk MO gomkeH BbINONHUTL MOAENMpoBaHne yrpo3 6e3onacHocTn nHdopmaluu,
KOTOpble MOFYT BO3HWKHYTb BcnefcTBuMe npumeHeHust MO, € Uenbio BbIABMEHUA MOTEHUMaNbHbIX Yrpo3
6e3onacHoCT! uHdopmauum n obocHoBaHus TpeboBaHuii No 6e3onacHOCTH, NpeAbABASEMbIX K paspabaTbl-
BaeMomy NO. TpeboBaHus no 6e3onacHocTy, NpeabsaBasemble K paspabaTsiBaemomMy MO (nogpasgen 5.1).
MOTYT 6bITb YTOUHEHbI C y4ETOM pe3y/ibTaToB MOAENVMPOBaHNA yrpo3 6e30nacHoCTU HhopmMaLuu.

[nsa opraHusauun paboT, BbINONHAEMbIe B NpoLieccax XW3HeHHOoro yukna MNo. n nogTeepxAeHuns cooT-
BETCTBMSA TpeboBaHNAM HACTOALLEro cTaHAapTa AoKyMeHTauua paspaboTumka MO fonkxHa cogepxarb:

- onucaHune Ncnosb3yemoli MeToA010TMN MOAENMPOBaHMNS Yrpo3 6e30nacHOCTU HdopMaLuu;

- CMUCOK BbISAB/IEHHbIX NOTEHLMasbHbIX Yrp0o3 6e30nacHOCTV UHopMaLmn (Npu BbISBAEHNUN);

- onucaHne MPOEKTHbIX PeLleHnin n/nnu ykasaHuii no npuMeHeHuto paspabartbiBaemoro MO. Hanpas-
NEHHbIX Ha HeMTpanusauuio BbisiBNIEHHbIX NOTEHLUMaNbHbIX YTpo3 6€30NacHOCTU MHhopMaLK.

MprumeyaHune — BxogHbIMM AaHHBIMM A5 NpoLecca MOAEMPOBaHNS Yrpo3 6e3onacHocTy nHdopmauun ABs-
NATCA B NEpBylo oyepeAb CBeAEHUA O NPOEKTe apxMTeKTypbl nporpamMmMbl (NpeAnonaraeMbix KOMNOHeHTax NporpaMmbl,
X MHTepdelicax 1 KOHLEeNUUM Nx COBMECTHOrO BbIMOJ/THEHMS), B TOM Yncie MHopMaLuns 0 3aMMCTBOBAHHbIX Y CTOPOHHUX
pa3paboTunkos MO KOMNOHEHTax 1 MHOPMAaLMA U3 OTKPbITbIX UCTOYHUKOB (Hanpumep, U3 6aHka AaHHbIX yrpo3 6e3onac-
HOCTV UH(opMauun ®efepanbHON CNyX6bl N0 TEXHUYECKOMY M 3KCMOPTHOMY KOHTponto (PCTIK Poccum)), cBsizaHHasi C
TUMOBLIMU CLiEHapPUAMK KOMMbIOTEPHBIX aTtak u yrposamu 6esonacHocTu uHdopmaumn. MogenuposaHue yrpos 6esonac-
HOCTU MHDOPMALMN BbINOJTHSIOT C LiENbi0 BbIIBIEHUA NOTEHLMAbHbIX YTpo3 6e30nacHOCT MHhopmaymm, KoTopblie MOryT
BO3HWKHYTb BCNefcTBMe npumeHeHus MO. CBA3AHHbIX C ee MPOEKTHbIMW (apXUTEKTYPHbIMU) OCOBEHHOCTAMW Ha paHHel
cTagun pa3paboTku (A0 Havyana BbINOHEHNS NPOLLECCOB KOHCTPYMPOBAHUS U KOMNIEKCMpoBaHus MO) 1 yTOUYHEHNs Npoek-
Ta apxvTeKTypbl NporpamMmmbl 6e3 4opaboTkM NCXOAHOTO Kofa NMporpamMmbl.

5.2.3.2 TIpoeKT apxuTeKTypbl NporpaMmbl (florMyeckas CTpykTypa nporpaMmbl, B KOTOpPOW ngeHtndu-
LMpOoBaHbl KOMMOHEHTbI, UX UHTEePdENnChbl M KOHLENLMSA B3aMMOAENCTBUS MeXAY HUMWN) [0/DKEH ObITb YTOUHEH C
y4eToM HeobX0AUMOCTU HelTpanm3aLumn NoTeHUUabHbIX yrpo3 6e30NacHOCTM MHOPMaL MK, KOTopble 6bin
BbISIB/IEHbl Ha 3Tane MoAenNnpoBaHusa yrpo3 6e30nacHoCTV MHpopmauun, 1 BbINONHEHWUA TpeboBaHWin no
6e30MacHOCTK, YCTaHOB/IEHHbIX B NpoLecce aHannsa Tpe6osaHuii k MNO.

Onsa opraHusauun paboT, BbINOMHAEMbIX B NpoLeccax X1U3HeHHoro uukna Mo, n nogTBepXAeHNsa cooT-
BETCTBUA TpebOoBaHMAM HacTOAWEero craHjapta AoKyMeHTauusa paspabotyvka MO AomkHa cofepxaTb
[OKyMEHTaNIbHO 0POPM/IEHHBI NPOEKT apXUTEKTYPbl MPOrpamMmbI.
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MpumeuaHune - Tpoekr apxuTekTypbl MNpOrpaMMbl MOXeT ObiTb NpeAcTaBfeH B OMMCaHWW MNpOrpammbl
(TOCT 19.402) n nosichutenbHoii 3anucke (TOCT 19.404). Mpu Hanuuun B nporpamme yHKLMOHaNbHBIX BO3MOXHOCTEW,
obecneyvBalLLNX peannsanmio Mep 3awmuTbl MHhopMaLun, NPOEKT apXUTEKTYpbl NPOrpaMmsl criedyeT [JOKyMeHTUpoBaTb
B COOTBETCTBUM C TpeboBaHMsAMU cemeiicTB ADV_FSP «®yHkuMoHanbHas cneundukaymsa», ADV_TDS «Mpoekt OO» un
ADV_ARC «Apxutektypa 6e3onacHoctu» no FOCT P MICO/M3K 15408-3.

5.3 Mopbl no paspaboTke 6e30MacHOro NPOrpamMMHOro o6GecrnevYeHus, peanusyemblie Npu
BbIMO/IHEHUUN KOHCTPYMPOBAHUSA U KOMMNEKCUPOBAHUS MPOrpaMMHOro o6ecneyeHus

5.3.1 Mepbl no paspaboTke 6e3onacHOro nporpamMMHOro obGecneyeHusa, nognexawine
peanusauunn

Mpun BbINOSIHEHUN KOHCTPYMPOBaHWNSA 1 koMmnnekcuposanus MO paspaboTtunk MO gomkeH peannsosartb
cnepyroLme mepbl:

- ncnonb3oBaHue npu paspaboTke MO MAEHTUDULMPOBAHHBIX UHCTPYMEHTa bHbIX CPeACTB;

- cO3/laHune NporpamMmmMbl Ha OCHOBE YTOYHEHHOTO NPOEKTa apXMTEKTYpbl NPOrpaMMbl;

- co3gaHue (BbI6OP) M MCMOMb30BaHWE MPU CO34aHUU MporpaMMbl nopsgka oQopMaIEHUS UCXOAHOro
Koda nporpammbl;

- CTaTMYEeCKNl aHanM3 MICXOLHOTO Koga NporpaMmbl;

- 3KCNepTMn3a UCXOLHOrOo Kofa NporpaMmbl.

5.3.2 Lenn un pesynbTaTbl peanu3auum Mep no paspaboTke 6e30MacHOro NpPorpaMmHOro
obecneyeHunn

Peanusaumsa mep cnoco6cTBYET AOCTUXEHNIO CNeayoLwmnx Lenei:

- co3faHvie nporpaMMbl Ha OCHOBE YTOYHEHHOTO NMPOEKTa apXUTEKTYPbl NPOrpamMmsbl C UCNOMb30BaHNEM
NAEHTUMDULMPOBAHHBIX MHCTPYMEHTasIbHbIX CPEACTB C OnpeAeseHHbIMY onumaMy (HacTpolikamu);

- BbISIBMIEHWE 1 yAaneHne HefocTaTkoB nporpaMMbl (MOTEHLMAbHO YA3BUMbIX KOHCTPYKLMIA) B MCXOA-
HOM KOoZe nporpammbl;

- (hopMMpoBaHME UCXOAHbIX AAHHBLIX A471A BbINOSIHEHUA AMHAMMWYECKOro aHanusa koja nporpaMmbl,
dhas3nHr-TecTMpoBaHWsA NpPorpaMMbl M TECTUPOBAHUS Ha NMPOHWKHOBEHWE B pamkax npouecca kBanuduka-
LMoHHOro Tectuposanus MO.

B pe3ynbTaTe ycnewHol peanunsaumm mep:

- nporpamma AoJkHa 6bITb co3gaHa ¢ yyeToM TpeboBaHuMii No 6€30MacHOCTM, YCTaHOB/IEHHbIX B NPO-
uecce aHanm3a TpeboBaHuii k MNO;

- PV €cOo34aHuM NPOrpamMMbl AO/KHbI GbITb MCMNO/Ib30BaHbl TO/IbKO UAEHTU(MLUMPOBaHHbIE pa3paboT-
ymkom MO UHCTpyMEeHTasIbHbIE CpeACTBa C OnpeAeseHHbIMY ONumMaMy (HacTpolikamu);

- B ICXOAHOM KOZe MporpamMmbl JO/MKHbI 6bITb BbISB/IEHbI Y YCTPAHEHbl HEAOCTaTKN MporpaMmMbl (MOTEH-
LnanbHO yA3BMMble KOHCTPYKLUK);

- Heo6x04MMO chopMMpPOBaTb UCXOAHbIE faHHble (NepeyeHb BbIABAEHHbIX MOTEHUMANbHO YA3BUMbIX
KOHCTPYKLMIA B UICXOAHOM KOZe NporpaMMbl), UCMOMb3yeMble NpY NPOBEEHNN AUHAMUYECKOro aHanunsa koga
nporpammbl, ha33nHr-TeCTUPOBaHUS NPOrpamMmmMbl U TECTUPOBAHNSA HA MPOHUKHOBEHME.

5.3.3 TpeboBaHua K peann3saumm mep no padpaboTke 6e30NacHOro nporpamMmMHoro obecneveHus

5.3.3.1 Paspa6otuunk MO AoMKEH NAEHTUDNLMPOBATL KaXA0e NHCTPYMEHTa/lbHOe CPefCTBO, UCMO/b-
3yemoe npu paspaboTke MO. nonpeaennTbero HacTpoliku (oNLMmn), NPUMeHseMble NpY CO34aHNN NPOrpaMmbl.
Mpu paspab6otke MO [OMKHBbI NPUMEHATb TONIBKO WAEHTUMLMPOBAHHbIE WHCTPYMEHTaslbHble CpefcTsa.
PaspaboTunky MO cnepyeT ucnonb3osaTb NocnefHne AOCTYMNHbIE BEPCUN NHCTPYMEHTANbHBIX CPEACTB U UX
BO3MOXHOCTU MO MpOBEpKe CO34aBaeMOil MporpamMmmbl Ha Hanuyve npobaem, VMEeKLWNX OTHOWeHne K
paspaboTke 6e3onacHoro 0.

Lna opraHusauumn paboT, BbINOMHAEMbIX B MPOLECccax XNM3HeHHOro uukna Mo. n noaTBepXaeHuns cooT-
BETCTBMA TpeboBaHUAM HaCTOALEero cTaHfapTa AokyMeHTauma paspaboTunka MO Ans kax[oro ngeHTndu-
LIMPOBAHHOIO MHCTPYMEHTa/IbHOTO CPEACTBA LO/HKHA CoAepXaTb:

- HaUMeHoBaHWe 1 AEHTUMNKALMOHHbIE NPU3HAKM MHCTPYMEHTa/IbHOTO CPeACTBa;

- HaumMeHoBaHWe pa3paboTumka MHCTPYMEHTalbHOTO CpefCcTBa.

- CCbIJIKY Ha 3KCNlyaTaunoHHble AOKYMEHTbI MHCTPYMEHTa/IbHOTO CPeACTBa;

- 3HAYEHNA NPYMEHSeMbIX NPY CO34aHMM NPOrpamMmmMbl ONUUIA(HACTPOEK)MHCTPYMEHTaIbHOTOCpeACTBa.

MpumMeyaHune — KUHCTPYMEHTA/IbHBIM CPEACTBAM OTHOCATCS, HANPUMEP, TPAHCASTOPbI, KOMAWASTOPLI, NPU-
KnagHble NnporpaMMbl, UICNONb3yeMble ANA NPOEKTUPOBAHNSA U AOKYMEHTUPOBAHNS, PeAaKTOPbI UCXOAHOT0 KoAa nporpaMm,
0TNaAUMKN, UHTETPUPOBAHHbIE Cpedbl paspaboTku.

5.3.3.2 Paspa6oTuuk MO fo/KeH co3aaBaTb NPOrpaMmy Ha OCHOBE MPOEKTa apXUTEKTYpbl MPOrpaMmsl,
onpefeneHHoro B X0A4e BbINO/IHEHUS MPOLLECCOB NPOEKTUPOBAHNS apXUTEKTYPbI NPOrpaMmbl.

8
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[na noATeepXAeHUs COOTBETCTBMSA TpebOoBaHMAM HacTOAWero crtaHfjapra [OKymMeHTauus paspa-
60Tunka MO Jo/mKHa cofepxkaTb CBEAEHUS O NPOCEXMBAEMOCTU UCXOAHOIO Kofa NporpamMmbl K NPOEeKTy
apxvTeKTypbl Nporpammel (ONMCaHWI0 NPOEKTHbIX peLleHnit, obecneynBaloLL X BbINOSHEHNE NAEHTUDULMPO-
BaHHbIX TPe60BaHMii N0 6€30MacHOCTM, YCTAHOB/IEHHbIX B MpoLecce aHannsa Tpe6osaHunii k MO).

5.3.3.3 PaspaboTtuunk NO gonmkeH co3gathb (BbI6paTh) M UCNOML30BaTL NPY CO34aHUN NporpamMmMbl Nops-
0K 0thopMIEHNS UCXOLHOTO KOAA Nporpammsbl, COAepXaLlnii nepeyeHb NpaBua v pekoMeHgaunii, HanpasieH-
HbIX Ha ycTpaHeHWe HeAoCTaTKOB MporpaMmbl (MOTEHUMANIbHO YA3BUMbIX KOHCTPYKLMIA) B UCXOQHOM KoAe
nporpammel. B criyyae HeBO3MOXHOCTM UCMNOJb30BaHUA nopsaaka oPopMIeHNss UCXOAHOTo Kofa nporpamMmmel
pa3paboTumnk MO fo/MmKeH JOKYyMEHTUPOBATL 060CHOBaHMWE 3TOTO (hakTa B Kax40M C/lyyae oTkasa OT UCNo/b30-
BaHNsA. O6ocHOBaHMe hakTa oTkasa OT UCMO/b30BaHMA nopsaaka ohopMIEHNSA UCXOAHOIO Kofa nporpaMmmal
cnepyeT NPUBOAUTL B (hOPMeE KOMMEHTapUeB B MICXOAHOM KoZe Nporpammel.

[ns opraHn3auny paboT, BbINOMHSAEMbIX B NPOLeccax XW3HeHHOro uvkna Mo, n noaATBepXAEeHUs cooT-
BETCTBMSA TpeboBaHNAM HACTOSALLErO CTaHAapTa nopsAoK ohopMIEHUS UCXOAHOIO Kofda NnporpaMmsl cnepyet
[OKyMeHTUpoBarthb.

5.3.3.4 Paspab6otuuk MO goskeH obecneynTb NpoBeAeHMe CTaTUYeCcKoro aHaamsa UCXOAHOro koga
Nporpammsl € Lie/ibio BbIAB/IEHUS HEA0CTATKOB NPOrpamMmsbl (MOTEHLMabHO YA3BUMbIX KOHCTPYKLMIA) B UCXOA-
HOM Koge nporpamMmMbl. CTaTuyeckuii aHann3 NCXO4HOro Koda NporpaMMbl criegyeT NPOBOAUTL B OTHOLLIEHWN
KOMMOHEHTOB, 3aVMCTBOBAHHbIX Y CTOPOHHUX pa3paboTuukos MMO. ecnu Ana 3TUX KOMMNOHEHTOB A0CTyneH
MCXOAHbIA KOA nMporpammsbl. [0 pe3ynbTaTam CTaTMYEeCKOro aHanmsa MCXOAHOro koga nporpammbl MOXHO
npoBoANTb A0PaboTKy NporpamMmbi.

[ns opranusauun paboT, BbINONHAEMbIX B poLeccax XX1U3HeHHoro uvkna Mo, fokyMeHTauusa paspaboT-
yuka MO fomkHa cofepxaTb CNUCOK BbIABNEHHbIX NOTEHLUMabHO YA3BUMbIX KOHCTPYKLWI B UCXOAHOM Kofe
nporpammel (Npv BbISSBNEHUM).

[nsa noaTeepxAeHns COOTBETCTBMA TPeboBaHMAM HaCTOSALLEro ctaHaapTa foKyMeHTauusa paspaboT-
yuka MO JosmkHa cofepxarhb:

- CBe[,eHUs 0 NepUoANYHOCTY NMPOBEAEHNS CTATUYECKOro aHanm3a NCXOAHOro Kofa nporpammel;

- HaMeHOoBaHue U NAEeHTUMMKaLNOHHbIE NMPU3HAKA UHCTPYMEHTasIbHbIX CPEACTB, UCNO/b3yeMbIX /1A
npoBefeHns CTaTU4eCcKoro aHaansa NCxXo4Horo Koga nporpamMmbl;

- CMUCOK BbISIB/IEHHbIX NOTEHLUMANbHO YSI3BUMbIX KOHCTPYKLMIA B UICXO4HOM KOAe nporpammsl (Mpu BbisB-
NeHun). onucaHve AeicTBWiA, HanpaBfEHHbIX Ha UX yCTpaHeHue, Win 060CHOBaHME HEBO3MOXHOCTW UK
0TCYTCTBUA HEO6X0AUMOCTMN BAOPaboTKe NporpamMmmel.

MpumeuyaHue — CTaTMyecknii aHaIM3 NCXOAHOTO KOAA MPOrpaMMbl BbIMOJIHAKT paspa6otunk MO wam cTo-
pOHHUWe opraHu3aluu, o6najarwlme KoMneTeHyMeld a 061acTy BbisiBNeHUs Ysi3BUMOCTEN NporpaMmsbl, AN akTyanbHOi
BEPCUU NCXOAHOTO KOAA MporpamMmbl. CTaTUYECKUI aHan3 UCXOAHOTO Koha NMpPOorpaMMbl NMO3BOJIAET BbIMOMHUTL MOWCK
NOTEHLNANbHO YA3BUMbIX KOHCTPYKLUIA B UCXOAHOM KOZie NpOrpaMMbl, KOTOpble MOTYT NPUBECTU K HANIMUMIO YA3BUMOCTM
nporpaMmbl, a Takke MPOBEPUTb COOTBETCTBME WCXOAHOTO KOAA MPOrpamMMbl MPUHATOMY B OpraHu3auvu MopsiaKy
0hOpMIEHUSt UCXOAHOTO KoZa NMPOrpamMbi.

B ciiyuyae oTCYyTCTBUS MCXOLHOTO KOZAA MPOTrpamMMbl /1 KOMMOHEHTOB, 3aMMCTBOBAHHbIX Y CTOPOHHUX pa3pa6oTyu-
KoB MMO. pa3paboTunky criefyeT (eC/iM 3TO BO3MOXHO BbINOMHNTL AEKOMNUAALMIO YKa3aHHbIX KOMMOHEHTOBC LEe/bio Nosy-
UEHUS WCXOAHOTO KOA4A MPOrpaMMbl W MPOBEAEHWS CTATUYECKOro aHasiM3a WCXOAHOro Koga mnporpammbl. Mpu
HEBO3MOXHOCTH BbINOIHEHUS AeKOMNUAsALMUKM pa3paboTuuky MO cnegyeT NpoBoAMTL Gosnee TiaTe/lbHoe TecTupoBaHue
Ha MPOHMKHOBEHME, AUHAMUYECKMI aHa/In3 KoAa NpPorpammbl U ha33uHI-TECTUPOBAHNE B OTHOLWEHUN 3aMMCTBOBAHHbIX
y CTOPOHHUX pa3paboTunkos MO KOMMOHEHTOB.

5.3.3.5 Paspabotumk MO gomkeH obecneuutb NpoBefeHVe Nepuofuyveckoli aKCcnepTu3bl UCXOAHOIO
Kofa nporpaMmMbl. QKCNepTU3y CXOAHOTO Kofa nporpaMmbl crefyeT NnpoBOAUTbL B OTHOLLIEHUN KOMIMOHEHTOB,
3aMMCTBOBaHHbIX Y CTOPOHHUX pa3paboTumkoB MO. ec/im AN 3TUX KOMNOHEHTOB JOCTYNEH UCXOAHbIN Kog, Npo-
rpamMmbl. Mo pe3ynbTaTtam 3KCNepTU3bl UCXO4HOT0 Kofa NporpaMmbl MOTyT MPOBOAWTL ,0pa6b0TKy NporpamMmbl.

[ns opraHn3auun paboT, BbINOMHAEMbIX B poL,eccax XX1M3HeHHoro uvkna MoO. fokymeHTauusa paspaboT-
ymka MO fomkHa cofepxaTb CMUCOK BbISBNEHHbIX NOTEHLMAbHO YA3BUMbIX KOHCTPYKLUWI B UCXOAHOM Koae
nporpammbl (Npy BbIABNEHUN).

[ns noaTBepxAeHMs COOTBETCTBUSA TpeboBaHVAM HaCcTOsLWero cTaHaapTa oKyMeHTaumsa paspaboTum-
ka MO pomkHa cogepxarb:

- CBeZleHUsi 0 NepMoANYHOCTU NPOBEAEHUS 3KCNEPTM3bI UICXOAHOTO KoAa NPorpaMmbl;

- CMMCOK BbISIBMEHHbIX MOTEHLMANbHO YA3BUMbIX KOHCTPYKLMUIA B UCXO4HOM KOAE NporpaMMbl (Npy BbIsiB-
neHun), onucaHve OeicTBUiA, HanpaB/IEHHbIX HA WX yCTpaHeHue, nMbo 060CHOBaHNE HEBO3MOXHOCTW WK
OTCYTCTBUA HEOBXOAMMOCTM B lopaboTKe NnporpaMmbl.
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MpumMmeyaHune — IKCNEPTU3Y NCXOAHOTOKOAANPOrPAMMBbIBLIIONHATPa3paboTunkMONINCTOpOHHNEOpra-
Hu3aumu, obnagarlme KoMneTeHUMell ao61acTy BbISBNEHNS YS3BUMOCTEN NPOrpammsl, A5 akTyasibHOW BEPCUN UCXOA-
HOTO Kofa nporpamMmbl. BbiNO/IHEHWE 3KCMEpPTU3bl UCXOLHOrO Koja MporpaMMbl HENoCpeAcTBEHHO co3aatensimu
MCXOAHOr0 Koda nporpammbl (MporpamMucTamMun) HexenatesibHO. MOCKOMIbKY 3KCMepTu3a WCXOLHOro Koja nporpammbl
ABNSETCA 4OCTATOYHO TPYA0EMKOV npoLesypoil, ee Liesecoo6pasHo NPOBOANTL B OTHOLIEHWUW NOAMHOXECTBA UCXOAHOT0
KoZa nporpamMmMbl. BbIGOp aHanM3Mpyemoro noAMHOXECTBA MOXHO OCYLLECTBNSATL HA OCHOBE YCTaHOB/IEHWS CTEMEHN BaX-
HOCTW (KPUTUYHOCTM) TOTO UM MHOTO HABopa NCXOAHBIX KOLOB NPOrpamMmmbl C TOUKM 3peHusi co3gaHusa 6esonacHoro MO.

B cnyyae oTCYTCTBUSA UCXOAHOTO KOAA NPOrpamMmbl 415t KOMNOHEHTOB, 3aMCTBOBAHHbIX Y CTOPOHHUX pa3paboTuu-
koB MO. pa3paboTunky cregyeT (EC/IM 3TO BO3MOXHO) BbIMOMHNTbL 4EKOMNUASILMIO YyKa3aHHbIX KOMMOHEHTOB C Lie/1bto Nosy-
YEeHUS1 UCXOLHOTO Koja MporpaMMbl U NPOBEAEHUS 3KCMEPTWU3bl UCXOAHOrO KoAa Nporpammbl. MpuW HEBO3MOXHOCTW
BbINO/IHEHMS AekoMnunsuumn paspaéoTtuvky MO cnepyeT NpoBoauTh 6osiee TuiaTesibHoe TECTUPOBaHNWE Ha MPOHUKHOBE-
HWe. AVHAMUYeCKWii aHanu3 Kofa nporpaMmbl U ha33uHI-TECTUPOBAHWE B OTHOLIEHWU 3aWMCTBOBAHHbIX Y CTOPOHHUX
pa3paboTunkoB MO KOMMNOHEHTOB.

5.4 Mopbl no paspa6oTke 6e30MacHOr0 NPOrpamMMHOrO OGecrnevYeHusi, peanusyemble npu
BbINOIHEHUUN KBANUMKALUOHHOTO TECTUPOBAHMNA NPOrPaMMHOro o6ecneyeHmns

5.4.1 Mepbl no pa3paboTke 6e30nNacHOro NporpaMMHOro obecnevyeHus, nognexawlime peanu-
3auun

Mpwv BbINO/THEHUN KBANNUKALMOHHOTO TecTuposaHusa MO pa3paboTumk MO fomkeH peannsosartb crie-
Ayoume mepbl:

- (pbyHKLUMOHa/IbHOE TECTUPOBAaHUE NPOrpaMmbl,

- TECTUPOBAHME HA NMPOHUKHOBEHUE;

- AMHaMnyeckuii aHanns koga nporpammbl;

- (hassuHr-TecTposaHme nporpammeil.

5.4.2 Lenu v pe3ynbTatbl peannsaunn mep no paspaboTtke 6e30nacHoOro nporpaMmHoro obecne-
yeHus

Peanusaumsa mep cnoco6cTByeT AOCTMXKEHWIO CNeAyoLWNX Lenei;

- NOATBEPXAEHVE TOro, YTO NporpaMmma obecneyvBaeT BbINOSHEHUE UAeHTUMLMpoBaHHbIX TpeboBa-
HWIA No 6e30MacHOCTU, YCTaHOB/IEHHbIX B NpoLecce aHann3a TpebosaHuii k MO;

- yCTpaHeHune ya3BuMOoCTeli Nporpammel.

B pesynbTate ycnewHoli peannsaymm Mep f0/1KHbI 6bITh:

- NpoBefeHbl U AOKYMEHTasIbHO ohopMIeHbl pesysbTaTbl TecTUpoBaHmsa MO 1 CMUCOK BbISIBNEHHbIX
HecooTBeTCTBUI TpeboBaHMAM 6€30MacHOCTM U/nAn yAa3BUMOCTER nporpamMmsl (Mpy HamMumn);

- npoBegeHa fopaboTka nporpammbl, HanpaBfieHHas Ha ycTpaHeHWe BbISIBMIEHHbIX HECOOTBETCTBUIA
TpeboBaHMAM 6e30NacHOCTN U/UW yS3BUMOCTER Nporpammsl.

5.4.3 TpeboBaHuAa K peannsalmn mep no paspaboTtke 6e3onacHOro nporpamMmmMHoro obecnevexus

5.4.3.1 PaspaboTuuk MO fomkeH NpoBOAUTL (PYHKLMOHA/IbHOE TECTUPOBaHKE NporpaMMbl AN TOrO,
4yTO6bI ONPEefennTb, BbINOTHATCA N TPpeboBaHnA 6€30NacHOCTH, NAEHTU(NLUPOBaHHbIE B NpoLecce aHanm-
3a Tpe6oBaHuii k MO. Mo pe3ynbTatam (YHKLMOHANLHOrO TECTMPOBAHMS NMPOrpamMmbl MOXHO NPOBOAUTHL
[opaboTKy nporpamMmmbi.

[ins oprann3aumm paboT, BbINO/IHAEMbIX B NpOLeccax XXM3HeHHOro uukna Mo. fokymMeHTaumus pa3paboT-
ynka MO gonmxHa cogepXartb CNUCOK BbISIBIEHHbIX HECOOTBETCTBUI TpeboBaHMsAM 6e30nacHOCTK (NP BbisB-
nexHun).

[ns noaTBEpXAEeHMSA COOTBETCTBMA TpeboBaHNAM HACTOALLEro cTaHaapTa AoKyMeHTaums paspabotun-
Ka MO ponxHa cogepxarthb:

- NNaH TeCTUPOBaHUSA, ONUCaHNE BbINONIHAEMbIX TECTOB U MHCTPYMEHTa/IbHbIX CPeACTB, UCMO/b3YEeMbIX
ANA PYHKLMOHANBHOIO TECTUPOBAaHNS NPOrpaMmbl;

- thakTnyeckne pesynbTaTbl TECTUPOBAHNUS;

- OTYeTbl, COAepXaLline CNNCOK BbISBIEHHbIX HECOOTBETCTBUI TpeboBaHAM 6e30nacHOCTH, onmucaHue
[eNcTBUiA, HanpaBIEeHHbIX Ha UXycTpaHeHne, NMM60 060CHOBaHNE HEBO3MOXHOCTMW UM OTCYTCTBUSA HE06X0AM-
MOCTU B yCTPAHEHNN HECOOTBETCTBMA Tpe60BaHNAM.

MprMeyaHne — BbiNoMHAEMbIE TECTbl AO/KHbI YUMTbIBATL cOcTaB TpeGoBaHuii Kk paspabaTtsiBaemomy MO 1
obecneynBaTb Hanbosiee MOMHYI0 NPOBEPKY 3TMX TpeboBaHuil. OnucaHve niaHa TeCTUPOBAHUS U BbINOIHAEMbIX TECTOB
MOXHO BbINOMHATL HENOCPeACTBEHHO Nocnie hopMynupoBanus TpebosaHuii k MO. He fOXNAASICb OKOHYAHUS pa3paboTku.
Ana aheKTUBHOrO TecTMpPOBaHMSA PEeKOMEeHAyeTCs pasfensaTb Mexay crneyuanucramym 0653aHHOCTM MO CO3A4aHUI0
nporpaMmMbl U ee (DYHKLMOHANbHOMY TecTupoBaHuio. pu Hanuuuu B nporpamme (PYHKLMOHaNbHbIX BO3MOXHOCTEW,
obecneunBalWmX peanusaynio mep 3alwuTbl MHGOPMaLuu, JoKymMeHTauuo paspaboTtumnka MO cnegyet paspabaTbiBaTth B
COOTBETCTBUN C TpeboBaHusamu cemeiicts ATE_COV «[MokpbiTne*. ATE_DPT «lny6uHa». ATE_FUN «®yHKUMOHanbHoe
TecTupoBaHue» no FOCT P NCO/M3K 15408-3.
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5.4.3.2 Paspabotuuk MNO gomkeH obecneunTb NpOBeAEHNE TECTUPOBAHUSA HA NMPOHUKHOBEHWE B OTHO-
LUEeHMN NPOTrPaMMbl C Lie/bio BbISIBNIEHUS €€ YSi3BUMOCTe. TecTbl, BbINO/IHAEMbIe B pamMKax TeCTUPOBaHUA Ha
NPOHWKHOBEHMWE, [O/KHbI ObITb pa3paboTaHbl C y4eToM:

- MPOEeKTa apXMTeKTYpbl NPOrpamMmmsbl, B TOM YMcie MHOpMaLLMn 0 3aMMCTBOBaHHBIX Y CTOPOHHUX paspa-
60TUnKOB MO KOMMNOHEeHTax:

- pe3ynbTaToB MOAE/MPOBAHUS Yrpo3 6e3onacHocT MHopMauun {nepeyeHb BbISBNEHHbIX NOTEH-
LmanbHbIX yrpo3 6e3onacHoCTn nHopmMauum):

- pesynbTaToB CTATUYECKOro aHanm3a UCXOA4HOro kKoda nporpammbl (NepeyveHb BbISSBIEHHbIX NOTEHLU-
anbHO YA3BMMbIX KOHCTPYKLMIA B UCXOAHOM KOZe Nporpammbl);

- pe3ynbTaToB 3KCNEePTM3bl NCXOLHOIO KOAa NporpamMmsbl (NepeyeHb BbISIBIEHHbIX NOTEHLNAIBHO YA3BY-
MbIX KOHCTPYKLMIA B UCXOAHOM KOZEe Nporpammsl).

Mo pe3ynbTaTaM TeCTUPOBaHNA Ha NPOHUKHOBEHME MOTYT NPOBOAMUTL A0PABOTKY NporpaMmbl.

[Onsa opraHm3auum paboT, BbINONHAEMbIX B MpoLieccax Xm3HeHHoro uukna MO. fokymeHTauuns paspabor-
ymka MO gomKHa cofepxaTb CNUCOK BbISIBIEHHbIX B XOfe NPOBeAeHUs TeCTUPOBaHUSA Ha NPOHWKHOBEHWE
ysa3BumocTeli MO (Npu BbIABNEHUN).

[ns noaTeepxAeHNs COOTBETCTBUS TpeboBaHWAM HacCTOALEero cTaHjapTa fOoKyMeHTauua paspaboT-
yumka MO fonmkHa cogepxaTtb:

- N1aH TeCTUPOBAHWSA, ONMCaHNe BbINOMHAEMbIX TECTOB U MHCTPYMEHTa/IbHbIX CPeACTB, UCMNOb3YeMbIX
[ANS TeCTUPOBaHNA Ha NPOHNKHOBEHWE;

- thakTnyeckme pesynbTaTbl TECTUPOBAHNSA HA MPOHUKHOBEHWE;

- OTYeThbl, COAEpPXKaLlnMe CNUCOK BbISB/IEHHbIX YA3BMMOCTEN nporpammbl (MpU BbISIB/IEHWM), ONUcCaHne
[eNCTBUiA, HanpaBneHHbIX Ha WX yCTpaHeHne, UM 060CHOBaHNE HEBO3MOXHOCTW MW OTCYTCTBUSA HEO6XO-
AVMOCTY B YCTPaHEHUN YA3BUMOCTY NPOrpamMmbl.

Paspa6oTumky MO cneayeT obecneuntb KOHPUAEHLNANBHOCTL UHCDOPMALUK, CBSAA3AHHOI C BbISIB/IEH-
HbIMY B X0fe TECTUPOBAHUS Ha NPOHVKHOBEHWE YSI3BUMOCTAMU NPOrpaMMbl.

NMpumeuaHue — TecTMpoBaHNE Ha MPOHWKHOBEHUE MpPeAno/iaraeT BbisB/IeHUE YSI3BUMOCTEN NporpaMmbl
nyTeM MOLENMPOBaHus (MMUTaLMK) 4efCTBUI NOTEHLMANBLHOMO HAapyLunTens. TeCTMpOBaHNe Ha NPOHUKHOBEHWE BbIMNOJHS-
10T paspaboTunk MO WM CTOpPOHHME OpraHusaumn, obrajanle KoMneTeHuyueil B 06/1acTM NpoBeAeHUs Takoro poga
UCMbITaHWA, ANS akTyanbHoW BEpcuM MporpaMmbl. BbINOMHEHWE TecTMPOBaHUSl Ha MPOHWKHOBEHWE HENOCPEefCTBEHHO
paspaboTumKamu uav cneLuanucTamMm no PyHKUMOHaIbHOMY TECTUPOBAHMIO NPOTPaMMbI HEXEaTeIbHO.

5.4.3.3 Paspabotuunk N0 gomkeH obecneunTb NpoBeeHNe ANHAMUYECKOT0 aHanm3a koga nporpamMmmbl
C Uesiblo BbISIBNEHUS YA3BUMOCTEW NporpaMMbl. TeCTbl, BbINOSIHAEMbIE B paMKax AMHAMUYECKOro aHanmsa
KoZia nporpamMmmbl, fO/MKHbI 6bITh pasdpaboTaHbl C y4eTOM:

- MpoeKTa apXuTeKTypbl Mporpammbl, B TOM 4ucne MHGOPMauMM O 3aUMCTBOBAHHBLIX Yy CTOPOHHUX
pa3paboTunkoB MO KOMMOHEeHTax;

- pe3ynbTaToB MOAENMPOBaHWNs Yrpo3 6e3onacHocT MHopmauny (nepedyeHb BbISIB/IEHHbIX MOTEH-
LmanbHbIX yrpo3 6e3onacHoOCTU nHdopmaumm);

- pesynbTaToB CTaTUYECKOro aHaamn3a UCXo4HOro Koga nporpammbl (MepeyeHb BbISIB/IEHHbIX NOTEHLM-
asIbHO YS13BUMbIX KOHCTPYKLMIA B UCXO4HOM KOAE NPOrpamMmbl);

- pesynbTaToB 3KCNEePTU3bl UCXOAHOTO KoAa NPorpaMmsbl (MepeyeHb BbISIBNIEHHbIX NOTEHLMAIbHO YA3BU-
MbIX KOHCTPYKUWIA B UICXOLHOM KOAE Mporpammbl).

Mo pe3ynbTaTtam ANHAMUYECKOr0o aHa/In3a Koga nporpamMmmbl MOXHO NMPOBOANUTL A0PaGOTKY NporpaMmbl.

[ns opraHu3auuy paboT, BbINOMHAEMbIX B MPOLEccax XU3HeHHoro uuknia MO. gokymMeHTauus paspa-
60Tumka MO Jo/MKHA cofepXaTb CMMCOK BbISIBAIEHHbIX B XOA4€ NPOBEAEHMS AMHAMWYECKOro aHanunsa koga
nporpammbl ysi3BMMOCTEN Nporpammsl (Npy BbIABEHUN).

[ns noaTBEpXAEHWS COOTBETCTBMSA TpeboBaHMAM HACTOSILLErO CTaHAapTa AOKyYMeHTauus pas3paboT-
ynka MO Jo/mKHa cogepxaThb:

- CBe,eHUsi 0 NepUoANYHOCTY NPOBEAEHNS AMHAMMYECKOTO aHamM3a Koaa nporpamMmmbl;

- N/1aH TECTUPOBAHMS, ONMCaHUE BbINOMHSAEMbIX TECTOB U MHCTPYMEHTa/IbHbIX CPEeACTB, UCMNO/b3YEeMbIX
AN AMHaMWYecKoro aHanmnsa koAa nporpamMmbl:

- OTYeThbl, COAEPXKALLMEe CNUCOK BbISIB/IEHHbLIX YA3BMMOCTEN nporpammbl (MpU BbISIBIEHUM), ONMUCaHME
[elicTBUiA, HanpaBEHHbIX Ha UX YCTpaHeHWe, NM60 060CHOBaHNE HEBO3MOXHOCTU UK OTCYTCTBUSI HEOOXO-
AVMOCTY BYCTpaHEeHWY BbISIBIEHHOW YSI3BUMOCTYW MPOrpamMmb.

Paspa6oTuuky MO cnegyeT obecneuntb KOHUAEHLMATBHOCTL MH(DOPMAaL N, CBA3aHHON C BbISB/IEH-
HbIMMW B XO€ AMHAMMUYECKOr0 aHan3a koga nporpamMmmbl ysi3BUMOCTAMU NPOrpamMmbi.
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5434 PaspaboTtunk MO pomxeH obecneunTb nposefeHne Da33UHr-TeCTUPOBaHWUA NporpaMMbl C
Lenblo BbISIBNIEHNA YsI3BMUMOCTEl MporpaMMbl. TecTbl, BbINOMIHAEMble B pamkax (ha33vHr-tecTupoBaHus
nporpammsl, AO/MKHbI 6bITb pa3paboTaHbl C yH4eToM:

- MpoOeKTa apxuTeKTypbl MporpaMmbl, B TOM 4yucie MHopmauum O 3aMMCTBOBAHHbIX Y CTOPOHHUX
pa3paboTumkoB MO KOMNOHEHTaX;

- pe3y/nibTaToB MOAE/IMPOBaHUS Yrpo3 6e30MNacHOCTU MHGopMaLmn (nepeyeHb BbISIBMIEHHbIX NOTEHL M-
anbHbIX Yrpo3 6e3onacHocTy Hopmaymm);

- pe3ynbTaToB CTATUYECKOro aHasmM3a UCXO4HOro Koja nporpaMmMbl (NepeyeHb BbIAB/IEHHbIX NOTEHUK-
aNbHO YA3BMMbIX KOHCTPYKLMI B UCXOAHOM KOZEe NporpaMmbl);

- pe3ynbTaToB 3KCNEePTU3bl UCXOAHOrO KoAa nporpaMmMbl (NepeyeHb BbIB/IEHHbIX MOTEHLNANbHO YA3BU-
MbIX KOHCTPYKLWI B UCXOAHOM KOAE NMporpaMmbl).

Mo pe3ynbTatam has3mHr-TeCcTMpoBaHWs Nporpammbl MOTyT NPOBOANTL A0PABOTKY MPOrpammbi.

[ns opranusauumn paboT, BbINOSHAEMbIX B poLeccax XU3HeHHoro uvkna Mo, gokymeHTaumsa paspaboT-
unka MO fomxHa cofepxaTb CMUCOK BbISIB/IEHHbIX B XOA€E NPoBefeHVs a33vHr-TeCTUPOBaHNA NPorpamMmbl
ySi3BUMOCTE Nporpammebl (Mpy BbIABAEHUN).

[na noaTBepXAeHWa COOTBETCTBMA TpeboBaHUSAM HacTOALWEero cTaHgapTa fOoKyMeHTauusa paspabor-
ynka MO gosmkHa cogepxaTtb:

- CBEJleHNs1 0 NEPUOANYHOCTUN NPOBEAEHNA PA33UHI-TECTUPOBAHUSA NPOrpaMmbl;

- NNaH TeCTMpoBaHus, onucaHne BbINMOJIHAEMbIX TECTOB U UHCTPYMEHTa/IbHbLIX CPEACTB, UCMNO/b3YeMbIX
AN das3nHr-TecTMpoBaHnsa NporpamMmel;

- OTYeTbl, coAepXallme CNUCOK BbISIBEHHbIX YSI3BUMOCTEN nporpaMmbl (Mpy BbISIBNEHWM), onucaHue
[JeNCTBUIA, HanpaB/eHHbIX Ha KX yCTpaHeHve, 6o 060CHOBaHNe HEBO3MOXHOCTU UM OTCYTCTBUSA HEO6XO-
AVMOCTY B YyCTPAHEHWM BbISABNIEHHOM YA3BMMOCTMN NPOrpamMMbl.

PaspaboTunky MO cnepyeT o6ecneuntb KOHPUAEHLNATBHOCTb MHChOPMALMKN, CBA3AHHON C BbISBNEH-
HbIMW B X04e ha33nHr-TecTMpoBaHns NporpamMmmbl yi3BMMOCTSAMU NPOrpamMmbl.

5.5 Mopbl no pa3paboTke 6e30NacHOro MNporpaMMHOro o6ecnevyeHusi, peanusyembie Mnpu
BbINOSIHEHUW UHCTANNSALUM NPOTPaMMbl Y NOAAEPXKKN NPUEMKU NPOTpamMMHOro o6ecneueHus

5.5.1 Mepbl no pa3paboTke 6e30nacHOro NporpaMMHOro obecneuvyeHus, nognexalime peanu-
3ayum

Mpu BbINO/THEHUM MHCTANNALMN NPOrpamMmbl U NoAAepXkn npuemkn MO paspabdoTumnk MO foskeH peanu-
30BaThb cnegyoLme mepsbi:

- obecneyenne 3awutbl MO OT yrpo3 6e30MacHOCTU WHGOPMaLuW, CBA3aHHbIX C HapylueHnem
LLeNIoCTHOCTH, B NpOLeCcCe ero nepegayvn nosb3oBartento;

- MoCcTaBKa NoJIb30BaTE 0 IKCNyaTaLlNOHHbIX JOKYMEHTOB.

5.5.2 Llenn n pe3ynbTaTtbl peanusauun mep no paspabotke 6e3onacHOro nporpamMmHoro obec-
neyeHus

Peanusaumsa mep cnoco6cTByeT AOCTMXKEHMNIO CNeAyoLNX Lenei:

-obecnevyeHne cooTeBeTcTBMA ak3emnnsapa MO. nepepaHHoro paspaboTumkom, n aksemnnsapa MO,
Nosly4eHHOro nosib3oBarTenem:

- obecneyeHne nosnb3oBaTens 3JKCMAyaTaLMOHHbIMWM AOKYMeHTaMu B 06beme, AOCTAaTOYHOM AN
npaBunIbHOW HACTPOWKM 1 6€30MacHOro NPYMeHEeHNs NPorpamMmbi.

B pe3ynbTaTe ycnewHol peannsaumm mep:

- MO nocTaBnseTca NonbL30BaTeNt0, NPU ITOM NONb30BaTENIEM MOXET ObITb 06HAPYXEHO /TI060€e PacXoX-
AeHve mexay opurmHanom MO u nonyveHHol Bepcmeil;

- MoNb30BaTesl0 NOCTaBASATCA 3KCNyaTaunoHHble AOKYMEHTbI B 06beme, [OCTATOYHOM ANA npa-
BU/IbHOI HACTPOWKN 1 6€30MacHOro NPUMEHEHUs NPorpamMmbl.

5.5.3 Tpeb6oBaHuA K peannsauunm mep no pa3paboTke 6e30NacHOro NporpaMmmMHoOro obecneyeHuns

5.5.3.1 Pa3paboTunk NO Ao/MKEH NPUMEHATb TEXHUYECKNE Y OPraHn3aLnoHHbIe Mepbl, HeobXxoanMble
Ans o6HapyxxeHus mogudpmkauuy MO nnmn N1o60ro pacxoxgeHns Mexgy OpuriHasioM v Bepcrei, nonyyeHHol
nonb3oBartenem.

[ns opraHusauumn paboT, BbINOSHAEMbIX B NPOLLEecCax XU3HeHHOro uukna Mo. n nogTBepXAeHNs cooT-
BETCTBMA TpeOOBaHNAM HaCTOSLLEro cTaHAapTa AoKyMeHTaumsa paspaboTunka MO gomkHa cogepxaTtb onmca-
HVe NPUMEeHSIeMbIX TEXHUYECKNX U OpraHn3aLyoHHbIX Mep. UCMOMNb3yeMbIX 4718 06HapyXXeHnsa Mogudnkawmmn
MO nnn No60ro pacxoxgeHns Mexay opurmHasioMm 1 Bepcueil, NoaNy4eHHon nosib3oBaTenem.

MpumeyaHue — [ns peanusaunm JaHHON Mepbl MOTYT GbITb UCMO/b30BaHbI, HANPUMEP, CPEACTBA KOHTPO/Ib-
HOTO CYyMMMWPOBaHWsi NOCTAB/SIEMOr0o AUCTPUBYTUBA NPOrpaMmsbl, N1IOMGMPOBAHME YNAKOBKM C NOCTABMSEMbIM SUCTPUBY-
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TUBOM NporpamMMbl 1 JOKyMeHTaLUnell Hakneiikoi, paspbiBaeMoii Npy NepBoM BCKPbITUM yNakoBku. OnucaHue npoLeaypbl
nepegauu MO nonb3oBaTesnio crefyeT paspabaTbiBaTb B COOTBETCTBUN C TpeGoBaHusmu cemeiictBa ALC_DEL «[locTas-
ka» no FOCT P NCO/M3K 15408-3.

55.3.2 B coctaB noctaBnsemoro MO [O/MKHbI ObITb BKIHOYEHbI 3KCMyaTaLMOHHbIE AOKYMEHTbl B
06beMe, ,OCTATOYHOM /151 NPaBUIbHON HACTPOLKM 1 6€30NacHOr0 NPYMEHEHNS NPOrpaMmbl.

Ons opraHusauuu paboT, BbINOMHAEMbIX B MPOLECcCaXx XU3HEHHOro uukna MO. 1 nogTBEPXAEHUS COOT-
BETCTBUA TPe6OBaHWSAM HACTOSALLErO CTaHAapTa A0/KHbI 6bITb OYOPMEHbI SKCMTyaTaLNOHHbIE JOKYMEHTI.

MpumMmeyaHune — B akcnnyaTaunoHHbIX JOKyMeHTax crefyet onpeAe/inTb nepevyeHb U 3Ta/loOHHbIE 3HaYeHus
KOH(UrypaLMOoHHbIX MapaMeTpoB NporpaMmbl. laHHy0 MHPOPMALMI0 MOXHO UCMOMb30BaTh A/19 BbISBIEHNS YA3BUMOCTEN
nporpamMmmbl, NOSABUBLLUXCS B pe3ynbTaTe onpejeneHns KoHdurypauuy (napamMmeTpoB HacTpOiikK) nporpammsl. Bugsl pas-
pabaTbiBaeMbix 3KCMyaTauMOHHbIX LOKYMEHTOB MOryT cooTBeTcTBoBaTh FOCT 19.101. MNpu Hanuuuu a nporpamme dyHK-
LMOHasbHbIX BO3MOXHOCTe, o6ecneynBaloWwmnx peanusaymio mep 3awmutbl MHchopMaLum, akcnayaTayMoHHble AOKYMEHTbI
cnepfyet paspabaTbiBaTbh B COOTBETCTBUM C TpeboBaHnAMY cemelicTB AGD_OPE «PyKkoBOACTBO Nosib3oBaTesis no akcnnya-
Tauum» n AGD_PRE «lMogrotoBuTenbHble npoueaypbi* no FOCT P UICO/M3K 15408-3.

5.6 Mepbl no paspa6oTke 6e3onacHoro nporpamMMHOro oGecrnevyeHusi, peanusyemble npu
pelweHUn Nnpo6aem B NpOorpaMMHOM 06ecrnevyeHnn B NpoLecce akcnayaTaumum

5.6.1 Mepbl no pa3paboTke 6e30macHOro nporpamMMHoro obecneuyeHus, nognexawune peanu-
3auuu

Mpu BbINONHEHUN peLieHns npobniem B MO paspaboTumk MO fgomkeH peanns3oBartb cneaytolme Mepbl:

- peanu3auus 1 UCnosib3oBaHne npouefypbl 0TCAEXNBaHWA 1 UCNPaB/eHNA 06HapYXXeHHbIX ownbok MO
1 yA3BMMOCTEW NporpaMmsl;

- CUCTEeMaTUYeCKnil NONCK yA3BUMOCTEl Nporpammsl.

5.6.2 Llenn n pesynbTaTbl peanunsaunn mep no paspabotke 6e3onacHoOro nporpammHoro obec-
neyeHus

Peanusauns Mmep cnoco6CTBYeT AOCTVXEHNIO LieNIn yeTpaHeHns omn60ok MO nya3BuMocTel nporpammel,
BbISIB/IAEMbIX B poLiecce akcnayatauum MO.

B pesynbTarte ycnewHoin peanunsaunm mep owmnbkn MO 1 ya3BUMOCTU NporpamMmbl, O6GHapYXEeHHblE B
npouecce akcnayatauum MO. perncTpupyroT, aHaNM3NPYT U YCTPaHAIoT.

5.6.3 Tpeb6oBaHus K peannsauum mep no pa3paboTke 6e30nacHOro NporpammHoro obecnevyeHuns

5.6.3.1 PaspaboTtuuk O gonxeH peannsoBatb NpoLeaypy, N03BONASIOLYIO BbINOMHATL OTCNEXUBaHNe
1 ncnpaeneHne obHapyXeHHbIX owmn6ok MO 1 ys3sumocTel nporpamMmel. MpoueaypayctpaHeHus ownobok MO
1 ysi3BMMOCTel nporpammbl fo/HKHA obecneynBatb NpueM M 06paboTKy COObLLEHNIT OT nonb3oBartenei 06
owwmnbkax MO nya3BMMOCTAX NporpamMmbl U 3aNpoCcoB Ha 1X ycTpaHeHue. Mo pesynbTatam 06paboTku coobue-
HW OT nonb3oBareneli 06 ownbkax MO Nysa3BUMOCTSAX NPOrpaMMbl MOXHO MPOBOAUTL 0PabOoTKy NpOrpammel.
PaspaboTunk MO pomkeH obecneunTb fJOBefeHWe A0 nNonb3oBaTenein uMHpopmauun 06 ys3BUMOCTAX
nporpamMmsbl U peKoMeHAaLmMi No NX yCTpaHeHWto, B TOM Yucse nytem o6HoBeHus MO.

Mpyv peanusaumn gaHHoW Mepbl cneayeT onpeaeimTb NPUUMHLI 0WwK60kK MO 1 ys3BMMOCTER NporpaMMbl 1
NPUHATHL Mepbl M0 NpeAoTBpaLLeHnio NoA06HbIX owWn60k MO 1 ys3BMMocTeli nporpaMmbl B GyayLuem.

[Onsa opraHusauun paboT, BbINO/THAEMbIX B NpoLeccax XN3HeHHOro uukna MoO. n nogTBEpXAeHNSA cooT-
BETCTBMSA TpeboBaHNAM HACTOALLEro cCTaHAapTa AoKyMeHTauusa paspaboTtumka MO fonkxHa cogepxarb:

- onucaHne npoueaypbl OTCNEXMBAHWUA U UCMpaBieHNA 0O6HapYXeHHbIX oWwmn6ok MO n yasBumocTel
nporpaMmmbi;

- onucaHne MeToA0B Npuema u 06paboTkn coobLieHuid OT nonb3oBaTeneit 06 owmnbkax MO n yA3BK-
MOCTAX NPOrpaMmbil;

- onucaHne MeTof0B AOBeEeHMNS [0 nofb3oBaTeneil MHhopmauym 06 ys3BUMOCTAX NPOrpamMmmbl U peko-
MeHAALUMA No NX ycTpaHeHuto, B TOM Yucne nytem o6HoBneHus MNo;

- CMUCOK BbISAB/IEHHbIX OLWING0K MO 1 ya3BMMOCTEl NporpaMMbl M ONUcaHune fencTBuii, HanpasieHHbIX Ha
NX ycTpaHeHune, imb6o 060CHOBaHNE HEBO3MOXHOCTU UM OTCYTCTBUS HEOOXOANMOCTY B X YCTPAHEHUN.

PaspaboTunky MO cnepyeT obecneuntb KOHPMAEHLMANBHOCTb MHOPMALMN, CBA3AaHHON CBbISB/IEHHbI-
MV ySI3BUMOCTSIMMW NPOrpammbl.

NMpumeyvyaHune — [JokyMEHTALMIO, OTPaXAIOLYH BOMPOCHI YCTpaHeHusi own6ok MO u ys3BuMoCTel nporpam-
Mbl. BbISIB/ISEMbIX @ Npouecce akcnnyatauun MO. cnegyeT paspabartbiBaTh B COOTBETCTBUM C TPEGOBAHUAMU CEMEWCTB
ALC_FLR «YcTpaHeHue HegocTaTkoB» no FOCT P MCO/M3IK 15408-3.

5.6.3.2 PaspaboTtuunk N0 gomkeH npensioxnTb Nob30BaTeNto pewweHne npobaemsl B cUTyaunn, Kkorga
Hen3BecTHasA paHee yA3BMMOCTb NPOrpamMmmbl UCMOMb3yeTcsa AN MPOBEeAEeHUS KOMMbIOTEPHON WW CeTeBoM
aTaku Ha MHopMaLMOHHYI0 CUCTEMY NOMb3oBaTeNs.
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[ina opranusauun paboT, BbINOMHAEMbIX B NpoLeccax X1M3HeHHoro uukna Mo. n noATBepXAeHuns cooT-
BETCTBMA TpeboBaHMUAM HaCTOSLLEro ctaHgapra AokymeHTauma paspaboTtumka MO gomkHa cogepxaTb onu-
caHvne MeTof0B Npvema 1 06paboTkn cOObLLEHNIA OT NoMb30BaTeNel B CUTyaumsax, koraa HemsBecTHas paHee
YySI3BUMOCTb NpOrpamMmmbl UCMOJb3YeTCs ANA NPOBEAEHNS KOMMbIOTEPHOW UM CETEBOI aTaku Ha UHGOpMa-
LIMOHHYI0 CUCTEMY NoJib3oBartesns.

5.6.3.3 B aKCTpeHHbIX cuTyaunax paspaboTturk MO gomxeH 6bITb CNOCO6eH K BbiMycKy 06HOBeHW MO
B 06X0/, CTaHAapTHON npoueaypbl BbiNycka HOBbIX Bepcuii MO. Ecnun aKCTpeHHbIli BbINyck 06HOBNEHUIA MO
HeBO3MOXeH, pas3paboTuuk MO fo/MmKeH NpefsiokuTb anbTepHaTUBHbIE CMOCO6bl BPEMEHHOrO peLleHus
npo6aembl, BKIOYAs NCNONb30BaHMe Nosib3oBaTeneM 40N0HUTENbHbIX CPEACTB 3alUnThbl.

[ns opraHusauumn paboT, BbINOMHAEMbIX B NPOLLECCax XU3HEHHOro uukna MoO. n nogTBEpPXAeHNs CooT-
BETCTBMA Tpeb6OBaHNAM HaCTOALLero cTaHAapTa AoKyMeHTauus paspaboTtyvka MO gomkHa cogepxaTtb:

- NepeyeHb IKCTPEHHbIX CUTyaLMnil, NPy KOTOPbIX BO3MOXEH BbIMYCK 06HOBMeHW MO B 06X04 CTaH-
[apTHOI npoueaypbl Bbinycka HOBbIX Bepcuii MO;

- onucaHne anbTepHATUBHbIX (E€C/IN SKCTPEHHBIN BbIMyCk 06HOBNEeHW MO HeBO3MOXeH) cnocob6os
BPEMEHHOTO0 peLleHns Npo6eMbl, CBA3aHHON C IKCTPEHHOW cuTyaumei.

5.6.3.4 Pas3pa6oTumk MO fomKeH NPOBOAUTb CUCTEMATUYECKINIA MONCK YSAI3BUMOCTE nporpamMmbl. Mouck
ySi3BUMOCTEW Nporpammsbl cnefyeTt NpoBOANTL C UCNOIb30BaHVEM:

- MOZlenIMpoBaHuns yrpo3 6esonacHocTv nHpopmavum;

- cTaTUYecKoro aHanunsa koga nporpammsi;

- 3KCNepTun3bl UICXOA4HOTO KOAAa NPorpaMmbl;

- (pyHKLMOHAIbHOTO TECTUPOBAHUA NPOrpamMmbl,

- TECTUPOBAHUA Ha NMPOHUKHOBEHNE:

- AMHaMNYecKoro aHannsa Koga nporpammel;

- (hassuHr-TecTMpoBaHua Nporpammei.

Pa3pa6oTtunky MO cnegyeT NPoBOAWTbL MOUCK B 06LWEAOCTYNHbIX UCTOYHUKAX MHOPMaLMK C Lenbio
BbISIB/IEHNS YA3BMMOCTEN NporpamMmmsl ¥ y3BUMOCTEW KOMNOHEHTOB NPOrpaMMbl, 3aMMCTBOBAHHbIX Y CTOPOH-
HUX paspa6oTunkoB MO. Mo pe3ynbTatam noucka ys3BMMOCTEN NporpamMmmbl MOXHO MPOBOAUTb [0Pa6OTKY
nporpammsbl. Pa3spaboTtumk MO gomkeH obecneunTb AOBeeHNe A0 Nonb3oBaTesnei nHchopmauyumn o6 yas3su-
MOCTAX NPOrpammbl M pEKOMeHAALMIA N0 NX yCTPaHeHWto, B TOM Ynicne nytem o6HoBneHus Mo.

[ins oprann3aumm paboT, BbINO/IHAEMbIX B NPOLLeccax XXM3HeHHOro uukna MO. fokymMeHTaumusa pa3paboT-
unka MO fonkHa copepXatb CMUCOK BbIABIEHHbIX B X04€e MPOBEAEHWUS Moucka yA3BMMOCTElN nporpaMMbl
(Npun BbIAB/IEHUM).

[na noaTBepXaeHWa COOTBETCTBUA TpeboBaHUSAM HacCTOALWEero ctaHgapTa foKyMeHTaumsa pa3paboT-
ynka MO fgosmkKHa cogepxarthb;

- CBE/4EHUNSA 0 NEePNOANYHOCTY NPOBEAEHNA Noncka yS3BMMOCTe NporpamMmbl;

- NN1aH noucka ya3BrMOCTEN, OonucaHve BbIMOMHAEMbIX TECTOB, MHCTPYMEHTa/IbHbIX CPefCcTB 1 obLye-
[OCTYNHbIX NCTOYHUKOB MHDOPMALLMK, MCNOMb3YEMbIX NPV NPOBEAEHNM NOMCKA YA3BUMOCTEN Nporpammsl;

- OTYeTbl, coAepXaline CnUCOK BbISB/EHHbIX YSI3BUMOCTEN nporpaMmbl (MpW BbISIBNEHWM), OnucaHue
[eNCTBUIA, HanpaB/ieHHbIX Ha VX yCTpaHeHve, 6o 060CHOBaHNe HEBO3MOXHOCTU UM OTCYTCTBUSA HEO6XO-
AVMOCTW B YyCTPAHEHWM BbISBNIEHHON YA3BMMOCTM NPOrpamMmbl;

- onucaHme MeTOA0B lOBefeHNA [0 Nob3oBaTteneil MHhopMauym 06 yA3BNMMOCTAX NporpamMmbl U peko-
MeHAaLuin No UX ycTpaHeHuto, B TOM uucne nytem obHosneHus MoO.

Paspa6oTtunky MO cnepyeT o6ecneyuntb KOHPUAEHLNANTBHOCTL MHChOPMALLMKN, CBSA3AHHOW C BbISBNEH-
HbIMW YA3BUMOCTAMM NpoOrpamMmbl.

MpumeyaHune — Mouck nHhopmaLmm, cBA3aHHON C YSI3BUMOCTAMU NMPOrpaMMbl, B 06LLLeA0CTYMHbIX UCTOYHN-
Kax cnegyeT NpOBOAWUTL B TOM YuC/ie C UCMOb30BaHMEM 6aHka AaHHbIX Yyrpo3 6e3onacHocTu nHgopmauumn degepanbHoi
CNyX6bl N0 TEXHUYECKOMY 1 3KCNOPTHOMY KOHTpont (PCTIK Poccum).

5.6.3.5 Mpwu BbinosiHeHUn mogepHusaummn MO (Bbinycka 06HoBNEHMS 1O) B OTHOLEHUN N3MEHEHHOro
MO foMmKHbI BbINOHATLCA MepbI N0 pa3paboTke 6e3onacHoro MO. npusefeHHbIe B pasgene 5.

[na noaTesepxXAeHUs COOTBETCTBUA TPe60BaHMAM HaCTOsLLEro cTaHgapTa AoKyMeHTauna paspaborin-
ka MO gonxHa cogepxaTb NOATBEPXAEHVE NCMO/b30BaHNSA onpegesieHHbIX Mep no paspaboTke 6e3onacHoro
MO B oTHOLWeEHUN n3meHeHHoro IMO.

MpumMmeyaHne — [INs cOKpalWeHNss BpEMEHHbIX U MaTepuasibHbIX 3aTpaT, CBSA3aHHbIX C MPUMEHEHMEM Mep No
paspaboTke B OTHOLUEHWUM U3MeHeHHOro MO. yka3aHHble Mepbl MOXHO NPUMEHSITL TO/IbKO a YacTu BHECeHHbIX B MO uame-
HEHWA.
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5.7 Mepsbl no paspaboTke 6€30M1aCHOT0 NPOrpaMMHOro o6ecrneyeHmns, peannsyembie B npoLecce
MeHeMKMEHTa JoKyMeHTaL el n KoHgurypaymei nporpaMmmsl

5.7.1 Mepbl no paspaboTke 6e30MacHOro NporpamMMHOro obecneuveHus, nognexawue peanu-
3auuu

Mpy BbINOIHEHUN MEHeMKMeHTa AOKyMeHTauuel u koHdwurypauveid nporpammsl paspabotunk MO
[OMXeH peanun3osaTb CriefyoLe Mepbl:

- peanusaumsa 1 Ncnosab3oBaHne Npoueaypbl YHUKanbHOW MapkupoBKy kaxaoi Bepcum MNo;

- UCMOMb30BaHNe CMCTEMbI ynpaBeHuns KoHdurypauueii MoO.

5.7.2 LUenun n pe3synbTaTbl peanusayum mMmop no paspaboTke 6e30nacHOro nporpammHoro obec-
neyeHuns

Peanusauna mep cnoco6CcTByeT AOCTMXEHMNIO Lienn obecneyeHunss LeNoCTHOCTU 3/IEMEHTOB KOHJUry-
pauuun. UMeloL X OTHOLLEeHne K paspabaTbiBaeMoMy MO. naocTyna K HUM 3anHTepecoBaHHbIX CTOPOH.

B pe3ynbTaTe ycnewHoli peansanmum mep:

- onpeaensoT afieMeHTbl KOHUrypauun, nMetoline oTHolWweHne K paspabaTbiBaemomy MO. B OTHO-
LLIEHMN KOTOPbIX A0/HKHO NMPOBOANTLCA yNpasneHne KoHurypaumeii;

- pa3pabatbiBaloT M JOKYMEHTUPYIOT CTpaTernio MapkMupoBku kaxaoi Bepcumn 6esonacHoro MO u naeH-
TUhMKaLum aneMeHTOB KOHUrypawlmmn, kotopas peannsyeTcs B TedeHne Xn3HeHHoro uukna MNo;

- KOHTPONIMPYIOT LLe/IOCTHOCTb OMNpee/iEHHbIX 3/IeMEHTOB KOHUrypaumu.

5.7.3 Tpeb6oBaHua k peanusayum Mep no paspaboTke 6e30NacHOro NporpaMmHoOro obecnevyeHms

5.7.3.1 Paspabotumkom O pomkHa 6bITb poanu3oBaHa npouedypa, NO3BOAAKLWAS BbINOMHATHL
YHUKabHYI0 MapKUpoBKY Kax ol sepcuu MO.

[Ansa opraHusauuy paboT, BbINO/THAEMbIX B NpoLeccax X13HeHHoro uukna Mo. v nogTBepXAeHNsa cooT-
BETCTBMA TpeboBaHMAM HacTosWero craHfjapTa AOoKymeHTauus paspabotuvka MO po/mkHa copepxatb
onvcaHne MeTofoB, NCNO/b3yeMbIX 419 YHUKaNbHO MapKupoBKu Kaxaoi sepcun MO.

5.7.3.2 Paspabotuvk MO gomkeH onpefenvTb 3/1EMEHTbl KOHurypauum, umerowme OTHOLIEeHUe K
paspabaTbiBaemomy MO. KOTOpblE AO/MKHbI KOHTPO/IMPOBATLCA CUCTEMOW ynpaBneHus koHdurypauueid MO.
PaspaboTunk MO Ao/mxeH ncnonb3oBaTb CUCTEMY ynpasreHus koHdurypauueri MO. No3BONAOLWYO YHU-
KasflbHO MAEHTUULMPOBATL OnpefeneHHble 3/IeMeHTbl KOHdUrypauuu.

[ns opraHusauny paboT, BbINOMHAEMbIX B NpoLeccax Xu3HeHHoro uukna Mo. n noaTsepxaeHns cooT-
BETCTBMA TPe6OBaHNAM HACTOSLLLErO CTaHAapTa foKyMeHTaumsa paspaboTyunka MO gomkHa cogepxaTs:

- NepeyeHb 3N1EMEHTOB KOHhUrypaumm, KoTopble AO/KHbI KOHTPOMPOBATLCA CUCTEMOI ynpaBneHus
KoHdpurypauueii Mo;

- onucaHne MeTof0B, NCMO/b3yEeMbIX AN YHUKA/TbHON naeHTUudmrkaymm anemMeHToB KOHurypauuu;

- NOPSALO0K MCMONb30BaHNA CUCTEMbI yNpaBeHns KoHdurypauveii Mo;

- NOATBEPXAEHME NCMONb30BaHNA CUCTEMBI YNpaBaeHns koHdurypauvei Mo.

MpumeyaHne — B obnactb AeliCTBUSA CUCTEMbI ynpaBfieHUs KoHcurypaumein MO MoryT 6biTb BK/IHOYEHbI
cnepyoune aneMeHTbl KOHGUrypauuu:
nporpamma (gucTpmbyTuB Nporpammbi);
- NporpamMmHble 1 3KcnayaTauoHHble JOKYMEHTbI.
NCXOHbIN KOA NPOrpaMMbil:
nporpamMmHble 1 3arpy3oyHble MOAyn, B TOM Y1C/ie MOAY/IM CTOPOHHUX paspaboTuukos MO.
MHCTPYMeHTa/IbHble CPefCTBa W CBA3aHHAaA C HUMU MHOpMaLus;
nHhopmaums, ceazaHHasa ¢ o6HoBAeHUAMU MO 1 ycTpaHeHNAMU ya3BUMOCTel NporpaMmbl:
- NepeyeHb BbISB/IEHHbIX YA3BMMOCTE Nporpammbi.

5.7.3.3 Cuctema ynpaB/ieHus koHgurypaumein MO fomkHa MAeHTUULNPOBATb 3/1EMEHTbI KOHMUry-
pauuun. KoTopble CBA3aHbl ¢ peanu3auneli yHkumii 6esonacHoctu MO (Mpu Hannuum TpeboBaHuii 6esonac-
HOCTU. Npegbasnsaembix k MO).

[ns opraHnsaunm paboT, BbINOMHAEMbIX B NpOLeccax XU3HeHHoro umkna MNo. n noATBepPXAeHNs cooT-
BETCTBMS TpebOBaHUSAM HacTosILero crtaHgapta AOKyMeHTauus paspabotunka MO gos/mkHa cofepxartb
nepeyeHb 3/1eMEeHTOB KOHUrypaumm, KoTopble CBA3aHbl ¢ peanusauuneit yHkumii 6esonacHoctun MO.

NMpumeyvyaHue — BbINOMHEHNE AAHHOTO TPEGOBAHWUS MOXHO 06ecneynTb NOCPEeACTBOM OPraHU3aLMOHHbIX U
TEXHUYECKUX Mep.

5.7.3.4 Cuctema ynpaBneHusi KoHgurypaumei MO fomxHa npefocTaBnsaTb CpeAcTBa ANs onpegesne-
HMA BCEX 2/1IEMEHTOB KOHMrypaumm, Ha KoTopble BO3AelcTBYyeT MoAnMUKaLma AaHHOro afieMeHTa KoHdu-
rypauum.
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[ns opraHusaummn pa6oT, BbINO/HAEMbIX B MPOLECCAaX XU3HEHHOTO Lykna MO. 1 NoATBepXaeHUs CooT-
BETCTBUSA TPe6OBAHUSIM HACTOSILLErO CTaHAapTa AoKyMeHTaums paspaboTumka MO fonxHa cogepxats nops-
[l0K VCMNOMIb30BaHNA CUCTEMbI YNpaBfieHuss KoHgurypauveidi MO ¢ uenblo onpeaeneHns BCEX 3/1EMEHTOB
KOHGpMrypaumu, Ha KOTopble BO3A4eiCTBYET MOANMUKALMS AHHOTO 3/IEMEHTA KOH(UTYpaLMN.

MpumeyaHue — BbiNosHEHNE AaHHOMO TpeGoBaHUsA AaeT pa3paboTunky MO BO3MOXHOCTb ONepaTUBHO UAEH-
TUULMPOBATL BCE 3NIEMEHTLI KOH(MIypauum (HanpuMep, UCXOAHbIA KOA4 NporpaMmsl), 3aBucsliMe OT ONpeaesieHHoro
(bparmeHTa MCXOAHOTO KOAA NPOTrPaMMbl, COLEPXKALLErO CTABLIYI0 U3BECTHOMN YA3BUMOCTbL MPOrPamMMbl.

5.8 Mepbl no pa3paboTke 6e3onacHOro nporpaMmMHoro obecneyeHns, peanmsyeMoie B npoLecce
MeHeKMeHTa MHPPACTPYKTYPON cpeabl pa3paboTkn NnporpammMHOro obecnevyeHuns

5.8.1 Mepbl No pa3paboTke 6€30MacHOro NporpaMMHOro obecnevyeHus, nognexauime peanu-
3auun

Mpun BbINOMIHEHUN MEHeAXMeHTa NHpacTpyKkTypoli cpedbl pa3paboTkn MO paspaboTumnk MO gomkeH
peann3oBaTb cneayroLime mepbl:

- 3aliMTa OT HECAHKLMOHMPOBAHHOIO AOCTYNa K 3/leMeHTaM KoHurypauuu;

- pesepBHOE KOMMpOoBaHUe 31eMEHTOB KOHJIUrypawmu;

- perncTpaums cobbITWii, CBA3AHHbIX C hakTaMn N3MEeHEHUsI 3/1eMEHTOB KOHUrypaLum.

5.8.2 Llenn n pesynbTaTtbl peanusauun mop no paspabotke 6e3onacHOro nporpamMmHoro obec-
neyeHus

Peanusauua Mmep cnoco6CcTByeT AOCTUXEHUIO Lie/In 06ecneyeHns KOHPUAEeHUNAIbHOCTH, LIeNOCTHOCTH
1 [OCTYMHOCTW 3/1EMEHTOB KOHdMrypaumu B cpege paspaboTtku MO.

B pe3ynbTaTe ycnewHol peannsaumm mep:

- onpefensT afieMeHTbl KoHburypauum, umerowme oTHoLWeHne K paspabaTeiBaemomy MO. KoTopble
[O/MKHbI 6bITh 3aLULLEeHbl OT Yrpo3 6e30MacHOCTM MHpopMaLuK, CBA3AaHHbIX C HapyLeHneM KOHuaeHun-
aNbHOCTU. LLeNNOCTHOCTU U JOCTYMHOCTH,

- pa3pabarbiBaloT, peasnim3yoT 1 OKYMEHTUPYIOT TEXHUYECKME N OpraHn3aLnoHHble Mepbl, 0becneymnsa-
owme 3amnTy 3/1EMEHTOB KOHUrypauuy ot yrpo3 6e3onacHocT MHopMaLn, CBA3aHHbIX C HapyLweHnem
KOH(PMAEeHUNANbHOCTH, LLe/IOCTHOCTU U AOCTYMHOCTH.

5.8.3 Tpeb6oBaHusA K peannsauunm mep no pa3paboTke 6e30NacHOro NporpaMmmMHoOro obecneyeHuns

5.8.3.1 Paspabotuuk MO go/mkeH onpefennuTb 3NeMeHTbl KOHurypauumn, umerLme OTHOLWEHNE K
paspabaTbiBaemomy [1O. KOTOpble [O/MKHbI 6bITb 3alyulieHbl OT Yrpo3 6e3onacHoCTV WHopmauuu,
CBfI3aHHbIX C HapyLlleHnemM KOH(UAEHLMaNbHOCTH, LIe/IOCTHOCTM U AOCTYNHOCTU. PaspaboTunk MO fomkeH
NPUMEHATb TEXHWYECKNE U OpraHn3aLoHHble Mepbl, obecneynBaloLLye 3aWwnTy 0T HeCaHKLMOHUPOBAHHOIO
JocTyna KonpegeneHHbIM 3/leMeHTam KoHdurypauum.

[nsa opraHusauum paboT, BbINOMHAEMbIX B NpoLeccax Xu3HeHHoro uukna MoO. gokymeHTaumsa paspa-
60TumKa MO fomKHa cogepxarb:

- nepeyeHb 3NEMEHTOB KOHUrypauum, KoTopble JO/DKHbI ObiTh 3aliuleHbl OT yrpo3 6e30nacHocTu
NHOPMaLMK, CBA3AHHBIX C HApYLLUEHNEM KOHPUAEHLMANBLHOCTA, LENOCTHOCTU 1 AOCTYMHOCTH,;

- onucaHMe MNPUMEHSEMbIX TEXHUYECKMX W OpraHu3auuoHHbIX Mep, obecneumBalLuUX 3alnuTy OT
HeCcaHKLUMOHMPOBAHHOIO fOCTYNa K 3/IeMeHTaM KoHurypauum.

[na noaTBepXaeHWa COOTBETCTBMA TpeboBaHUSAM HacTOALWEero cTaHgapTa foKymeHTaumsa pa3paboT-
yuka MO fomkHa cogepxatb NoATBEPXKAEHME NCNONb30BaHUSA onpeeneHHbIX Mep npu paspabdoTke MO.

5.8.3.2 Paspa6otumk MO fomkeH onpefenutb nognexaiime pes3epBHOMY KONWPOBAHWIO 3/1EMEHThI
KOHMrypaumm, nmerline oTHoweHne K paspabatbiBaemomy [O. PaspaboTtumk MO JO/MKEH NPUMEHATb
TEXHUYECKNEe U OopraHm3aumnoHHble Mepbl, obecneynBaloline pesepBHOE KOMWPOBaHWE U BOCCTaHOB/EHUE
onpefesieHHbIX 3NeMEHTOB KOHUrypaumm C MNepuouyHoCTblO, OMNpefAesieHHoONn B  AOKyMeHTauuu
paspaboTtumka lO.

[na oprannsauun paboT, BbINO/HAEMbIX B NpoLeccax XU3HeHHoro umkna MNO. gokymeHTauns paspa-
60Tumka MO gomkHa cogepxaTb:

- NepeyeHb 31eMEHTOB KOHUrypaumm, nognexatimx pesepsHoMy KONnMpoBaHuio:

- CBE1eHMA 0 NepnoanyYHOCTM Pe3epPBHOTo KOMMPOBaHUA:

- onucaHve MnpUMEeHseMbIX TEXHUYECKUX W OpraHunsauMoHHbIX Mep, obecneuynBaromx pesepBHOe
KonupoBaHve 1 BOCCTaHOB/IEHWE OnpeAeeHHbIX 3/1eMEeHTOB KOHpUrypauuu.

[na noaTBEpPXAEeHWs cooTBeTCTBMA TpeboBaHMAM HacTosWero craHgapra AoKymeHTauums paspabor-
yuka MO fomkHa cogepxatb NoATBEPXAEHME NCNOb30BaHUA onpeeneHHbIX Mep npu paspabdoTke MO.

MpumeyaHune — Mcnonb3yemble Mepbl HanpasneHbl Ha oGecnevyeHne KOHULEHLNANBHOCTU U LLeNIOCTHOCTY
cnepyownx 06bekToB cpefbl paspaboTku MO 1 3n1eMeHTOoB KoHUrypauymu.
- nporpamma (gMcTpmbyTus nporpammbl):
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- NpOrpaMMHble U 3KCMTyaTaLOHHbIE AOKYMEHTbI:
- UCXOLHbIVi KOZ Nporpammbi:

- NporpaMMHbIe U 3arpy304Hble MOAY U, B TOM YMC/IE MOAY/IN CTOPOHHUX paspaboTunkos MNO;
- MIHCTpPYMEHTasbHble CPeACcTBa U CBSI3aHHas C HUMU MHADOPMAaLUS;

- MHpopmauus, cBsizaHHas ¢ 06HoBAeHUAMY MO 1 yCTpaHEHUSMU YSI3BUMOCTEN NpOrpamMmbl;
- NepeyeHb BbISIB/IEHHbLIX YSI3BUMOCTEN NporpamMmbl.

5.8.3.3 Pa3paboTumnk MO fomKeH NPUMEHATL TEXHUYECKME U OpraHn3aLoHHble Mepbl, o6ecneynsato-
Lme permcTpaLmio Bcex CobbITUIA, CBA3AHHbIX C hakTaMmn U3MEHEHMNS 3NIEMEHTOB KOHpMrypaumm, B XxypHanax
peructpauum cobbituii. CnegyeT peructTpuposaTb CNefyloLwylo WHOPMaUUo: WHULMATOP W3MEHEeHUs,
MAeHTUUKATOP 3N1EMEHTA KOHpurypaumm, gata v Bpems U3SMeHeHUs a/ieMeHTa KoHdurypauuu.

Onsa opraHnsauuy paboT, BbIMOMHAEMbIX B MpoOLieccax XU3HeHHoro uukna MNo. gokymeHTauma paspa-
60Tunka MO pomxHa cogepxaTtb OnncaHne NPUMEHAEMbIX TEXHUYECKMX M OpraHu3aunoHHbIX Mep. obecne-
YMBaOLNX perncTpaunio Bcex cob6biTUiA, CBA3aHHbIX C (hakTamMu W3MEHEHUs 31eMeHTOB KOoHdurypaumm,

B XypHane perncrpauun cobbITuii.

[na noaTeepxaeHUs cooTBETCTBUA TpeboBaHUAM HaCTOALWEro cTaHhapTa foKyMeHTauns paspabor-

yuka MO fomkHa cogepxaTtb NOATBEPXAEHNE UCMONb30BaHNA oNpeaenerHHbiX Mep npu paspaboTke MO.

5.9 Mepbl no pa3paboTke 6e30MNacHOro NPorpamMMHoOro o6ecneyeHns, peasnsyemMslie B Nnpoyecce
MeHeMKMEHTA /0 ,CKUMMN pecypcamm

5.9.1 Mopbl no pa3paboTke 6e30nacHOro NporpaMMHOro obecneyeHus, nognexawive peanu-
3auuu

B npouecce meHeXMeHTa NIOACKUMN pecypcamn pa3paboTumk MO fo/mKeH peannsoBatb cregyloline
Mepbl:

- nepuoanyeckoe obyyeHne CoTpyaHUKOB;

- Nepuoanyecknii aHanu3 nporpammbl 06y4eHns COTPYAHNKOB.

5.9.2 Llenu n pesynbTathl peanusayuy Mop no paspaboTke 6e3o0nacHoOro nporpamMMHoro obecne-
yeHuns

Peanusauns mep cnoco6CTBYeT AOCTMXEHWMIO Lenu NoAAepXaHus U ynyylweHUs KOMMEeTEHTHOCTU
COTPYAHWKOB paspaboTurka MO B o6nactu pazpaboTkn 6e3onacHoro MO.

B pesynbTaTte ycnewHon peanvsauun mep pasBuBaloTCs, NOAAEPXMBAKTCA UAN YNYyULIAOTCS HaBbIK/
COTPYAHWKOB pa3paboTuvka MO Bob6nacTu paspaboTkn 6e3onacHoro MO.

5.9.3 TpeboBaHusa kK peanvsauum Mmep no paspaboTke 6e3onacHOro nporpaMMHoro obecnevyeHus

5.9.3.1 Paspa6otuuk MO gonxeH npoBoAuTbL Nepuogmyeckoe obyyeHne coTpyAHNKOB C Liefblo NOBbI-
LLIEHNA X 0CBEA0M/IEHHOCTM B 061acTU pa3paboTku 6e3onacHoro MO.

[na noaTBepxaeHUs cOOTBETCTBUSA TpeboBaHUSAM HaCTOSALEro cTaHdapTa AoKyMeHTauns paspabor-
yuka MO gomkHa cogepxaTthb:

- NpaBwia 1 nporpamMmmbl 06yyeHus:

- CBEEHUSA 0 NepMoAMNUYHOCTN 06yUeHNS;

- CBE1eHNS 0 MPOXOXAEHNMN COTPYAHUKAMU 0BYUYEHUS.

NMpumevyaHune — B nporpammy 06y4YeHUs: MOTYT BXOANTb KypCbl, MOCBSLLEHHbIE MOAENMPOBAHUIO YIpo3 6e30-
nacHOCTU UHDopMaLMK, 3KCNepTHN3bl UCXOAHOTO KOAA NPOrpaMmsbl, TECTUPOBAHUS HA NPOHUKHOBEHWE, CTaTUYeCKOro aHa-
/n3a UCXOLHOr0 Koda nporpamMmbl, AUHAMWUYECKOTO aHann3a kKoja nporpammbl. K npoBefeHN0 06YyYeHUs COTPYLHWKOB
MOTyT NPUBNEKATLCA CTOPOHHWE OpraHn3aLuu.

5.9.3.2 PaspaboTuuk O gomkeH NpoBoANTb NEPUOAUYECKUI aHaNN3 MPorpaMMbl 06y4YeHNSA COTPYAHN-
KOB /19 yCTAHOBJ/IEHWSA €€ NPUro4HOCTU, aleKBaATHOCTUN U pe3yNbTaTUBHOCTU ANS AOCTUXEHUSA YCTAHOBNEHHbIX
ueneii B o6nactu paspabotku 6e3onacHoro MO. B cnyyae cywecTBEHHbIX U3MEHEHUIA Lienell paspaboTumka
MO Bo6nacTu paspaboTkm 6e3onacHoro MNO nporpaMmMy 06y4yeHUss COTPYAHUKOB cneAyeT nofBepraTb aHanu3y
1 NpY HEO6XO0AMMOCTU NEPecMoTpy.

[na noaTBepxAeHUs COOTBETCTBUS TpebOBaHUSIM HaCTOSLLEro cTaHAapTa AoKyMeHTauus paspabor-
yuka MO gosmkHa cogepxaTthb:

- CBeleHus 0 NepuoanYHOCTM aHanm3a nporpaMmbl 06yYeHUst COTPYLHUKOB;

- pesynbTaTbl aHaM3a nporpaMmmbl 06y4YeHUst COTPYAHMKOB:

- CBEieHUA 0 KOPPEKTUPOBKE NPOrpaMmbl 06y4yeHUs CoTpyLHUKOB.
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MpunoxeHune A
(cnpaBoyvHoOe)

WHopmauns o B3aumocBA3M Mep no pa3paboTke 6e30nacHOro NporpaMMHOro obecnevyeHuns,
YCTAHOBJ/IEHHbIX HACTOSAWMM CTaHgapToM, nTpeb6osaHuin FTOCT P MCO/M3K 15408-3

Ta6nuya Al — B3aumocBs3db Mep No pa3paboTke 6esonacHoro MO. yCTAHOBMEHHbIX HACTOALWMM CTaHAAPTOM, U
Tpe6oBaHuii goBepus k 6esonacHoctn no FOCT P NCO/M3K 15408-3

Mepeb! No pa3paboTke 6e30MnacHoro

MPOTPaMMHOI0 OBECTIeveHIs! CeMmeiicToo (knacc) TpeboBaHwWiA foBepust k 6esonacHocTy no MOCT P MCOMM3K 15408-3

5.1.3.1 ASE «OueHka 3agaHus no 6e3onacHocTu»
5.2.3.1 ADV_ARC «Apxutektypa 6e30nacHoCTu»
5.2.3.2 ADV_FSP «®yHKUMOHaNbHasa cneundukauma»,

ADV_TDS «[MpoekT O0o0.
ADV_ARC «ApxuTekTypa 6e30nacHoCcTu»

5.3.3.1 ALC_TAT «VHCTpyMeHTanbHble CpeAcTBa U MeTOAbl»

5.3.3.2 ADVJIMP «[peacraBneHne peanvaumm»

5.3.3.3 ALC_TAT «W/HcTpymeHTasbHble cpeAcTBa v meTofbl» (B yactn ALC_TAT.2)
5.3.34 ALC_TAT «/HCTpyMeHTanbHble CpeAcTBa U MeTOAbl»

ALC_CMC «B03MOXHOCTV ynpaeneHusa KoHdurypauyueii» (8 yactn ALC_CMC.5)

5.3.35 ALC_TAT «W/HcTpymeHTabHble cpeAcTBa v meTogbl» (B yactn ALC_TAT.2).
ALC_CMC «B03MOXHOCTV ynpaBneHusi kKoHgurypauuei» (8 yactm ALC_CMC.5),
ALC_CMS «O6nacTb ynpasneHusi kKoHgurypauueii» (a yactm ALC_CMS.4)

5431 ATE_COV «lokpbITHe»,
ATE_DPT «[ny6uHa».
ATE_FUN «®yHKLUMOHa/IbHOE TeCTUpOBaHNe»

5.4.3.2 AVA_VAN «AHanu3 ysisBumocTei»

5.4.3.3 OTcyTcTByeT

5.4.3.3 OTcyTcTByeT

55.3.1 ALC_DEL «INocTtaBka»

5.5.3.2 AGD_OPE «PykoBOACTBO N0/ib30BaTe 1A MO 3KCMyatauum»,
AGD_PRE «[MogrotosuTesibHble npoueaypbi»

5.6.3.1 ALC_FLR «YcTpaHeHne HefoCTaTKOB»

5.6.3.2 ALC_FLR «YcTpaHeHne HegocTaTkoB» (B YacTn ALC_FLR.2)

5.6.3.3 ALC_FLR «YcTpaHeHue HegocTaTkoB» (B yactm ALC_FLR.2)

5.6.3.4 OTcyTcTByeT

5.6.3.5 ALC_TAT «MHCTpyMeHTaslbHble CpeAcTBa U MeToAbI»,

ALC_CMC «B03MOXHOCTW ynpaBieHus KoHdurypaumein».
ALC_CMS «O6nacTb ynpasneHus koHurypaumnein»

57.3.1 ALC_CMC «B03MOXHOCTW ynpaBieHns KoHdurypaumnen».
ALC_CMS «O6nacTb ynpasneHus KoHdurypaumeii»

5.7.3.2 ALC_CMC «B03MOXHOCTW ynpaBfieHns KoHdurypaumein».
ALC_CMS «O6nacTb ynpaBneHus KoHdurypaumneii»

57.3.3 ALC_CMC «B03MOXHOCTW ynpaBneHus KoHurypaumneii»

57.3.4 ALC_CMC «B03MOXHOCTW ynpaBneHus KoHpurypaumneii»

5.8.3.1 ALC_CMC «B03MOXHOCTU ynpaBneHus KoHurypaumneii»

5.8.3.2 ALC_DVS «Bbe3onacHocTb pa3paboTku»

5.8.3.3 ALC_CMC «B03MOXHOCTW ynpaBneHus KoHdurypawuen»

5.9.3.1 OTcyTcTByeT

5.9.3.2 OTcyTCcTBYET
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