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HAUWOHANDBHGL N CTAHAAPT POCCUMCKOMN PEOLEPALUM

TENEBUWAEHWE BEWATE/IbHOE UN®POBOE

ANTropuTMbl CKpemb6IMpoBaHua KOHTeHTa cnyx6 DVB-IPTV, ncnonb3ywowmx TpaHCNOPTHbIE NOTOKM
MPEG2

OcHOBHble napaMmeTpbl

Digital Video Broadcasting. Content Scrambling Algorithms
for DVB-IPTV Services using MPEG2 Transport Streams. Basic parameters

Jata BBegeHns — 2017—06—01

1 O6nactb NpPUMEHEHUSA

HacTtosawwuin ctaHgapTt onpegenseT cneymdukauum ckpeMobampoBaHUa KOHTEHTa pacnpocTpaHAeMbiX B
cetax DVB-IPTV ycnyr peanbHOro BpeMeHN 1 ycayr 4OCTaBKU KOHTEHTa Nno 3anpocy Ha 6a3e TpaHCNOPTHO-
ro notoka MPEG2. Takxe faHHbIli cTaHAapT onpefensieT TpeboBaHnNa K CUrHanM3auuun, kotopas nossonset
obecneuynBatb CUCTEMAM YCMOBHOIO f0OCTyna u cuctemam LupoBOro ynpasaeHusa npasaMmu 3awuty cBoero
KOHTEHTa NPU UCNONb30BaAHUN METOA0B CKPEMOGIMPOBAHUSA, ONMUCAHHbIX HUXE.

TpeboBaHua HacTosLero cTaHgapTa caedyeT yunTbiBaTb Npu pa3paboTke, M3roTOBMAEHNUM U 3KCnayaTa-
umn obopynosaHuss DVB-IPTV.

2 HopmaTuBHble CCbI/IKU

B HacToAlleM cTaHfapTe UCMOMb30BaHbl HOPMATUBHbIE CCbIIKM Ha cnegylouime cTaHgapThbl:

FOCT P 52210—2004 TenesupgeHue sellaTesibHoe Luposoe. TepMUHbI U onpeaeneHns

FOCT P 52591—2006 Cuctema nepefayu faHHblX Nonb3oBaTtens B LUOPOBOM TeNeBU3MOHHOM ¢hop-
maTe. OCHOBHble napameTpbl

FOCT P 54994— 2012 TeneBupeHve BelaTenbHoe uudgposoe. lMepepava cnyx6 DVB no cetam c
IP npoTtokonamu. ObLme TexHnyeckme TpeboBaHna

MpumeyaHune — lpy NOIL30BAHUN HACTOSILLMM CTAHAAPTOM LieNecoo6pasHo NPOBEPUTL AeCTBUE CCbIoY-
HbIX CTAHAAPTOB B MH(DOPMALMOHHOI cUCTeMe O6LLETO NO/b30BaHNst — Ha 0hULMaIbHOM cailite defilepasibHOTO areHT-
CTBa MO TEXHUYECKOMY PEry/IMPOBaHNI0 U METPOSIOMU B CETU VIHTEPHET UM NO EXEro4HOMY WHOPMALIMOHHOMY yKa3a-
Teno «HauuoHanbHble CTaHAAPTLI», KOTOPbIA OMy6/IMKOBAH N0 COCTOSIHUIO Ha 1 SHBaps TEKYLLEro rofa, 1 no Bbinyckam
€XeMeCsHHOro MH(hOPMALMOHHOTO ykasaTens «HaunoHabHble CTaHAapTbI» 3a TeKyLwii rog. Ecnv 3aMeHeH CCbIIoUHbIN
CTaHZapT, Ha KOTOpbIi AaHa HeJaTMPOBAHHAsA CCbIIKA, TO PEKOMEHAYETCs UCNo/b30BaTh AelCTBYIOLLYH0 BEpCUi0 3TOro
cTaHgapTa C yMeTOM BCEX BHECEHHbIX B JaHHYI0 BEPCUIO M3MEHEHUIA. ECIM 3aMeHeH CCbINIOYHbIN CTaHAapT, Ha KOTOpbIid
[laHa [aTMpOBaHHAas CCbINKa, TO PEKOMEHZYETCS UCMO/b30BaTh BEPCUIO 3TOTO CTaHAApTa C YKa3aHHbIM Bbille rOAoM yT-
BepXaeHns (NpuHATYS). ECnn nocne yTBEpX4eHUs HACTOSALLEro CTaHAapTa B CCbIMIOYHbIA CTaHAAPT, HA KOTOPLIi faHa
[laTMpOBaHHAs CCbl/Ka, BHECEHO M3MEHEHWe, 3aTparMBatoLLee NooXeHe, Ha KOTOPOe AaHa CChIKa, TO 3TO NOJOXEHUE
pEeKOMEeHAYeTCsl NPUMEHATL 6e3 ydeTa AaHHOrO M3MeHeHus. EC/n CCbINIOYHBbINA CTaHAapT OTMEHeH 6e3 3aMeHbl, TO NoJo-
XEHMe. B KOTOPOM [laHa CCblflka Ha Hero, peKOMeH/yeTCsi MPUMEHSTL B YacTu, He 3aTparmBatoLLeli 3Ty CChifky.

3 TepmuHbI, onpeaesieHna 1 CoKpalleHus

3.1 B HacTofAiwem cTtaHgapTe npumeHeHbl TepMuHbl no FOCT P 52210. TOCT P 52591. TOCT P 54994,
a Takxe cnegylime TepMUHbl C COOTBETCTBYIOLW VMY ONpefeseHnAMuU:

3.1.1 anroputm ckpembnuposaHusa (scrambling algorithm): Anroputm Ha ocHoBe wudpa, ucnonbaye-
Mblli ANA W poBaHNSA ay[MoBM3yanbHOro 1 CONYTCTBYOLLETO KOHTeHTa DVB.

M3paHve otmumanbHoe
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3.1.2 annapaTHO-OpUeHTUPOBaHHbLIN anroputm ckpembnuposaHusa (hardware-oriented scrambling
algorithm): AnropuTm, KOTOpbI/ Nerko peanusyeTcs annapaTHO Ha cneunanM3vpoBaHHOM 060pyAOBaHUN W
3Ta peanusauusa okasblBaeTcsa apekTnBHee, npowe n gewesse, YeM ero nporpammHas peanusauusa Ha
npoueccopax o6LWero NpUMeHeHNS.

3.1.3 obwuii anroputm ckpembnumposaHnsa sBepcunm 1 (Common Scrambling Algorithm version 1;
CSAL): YcTpoiicTBO, annapart UamM MexaHvu3m (peasn3oBaHHOe Kak annapaTHoe Un NporpaMMHOe CpeficTBo),
paspaboTaHHOe nau cneunanbHO aganTMupoBaHHOE, NOSTHOCTbLIO NN YAacTUYHO, Aenalollee HeBO3MOXHOW A
BOCNPUATUSA Kakyto-nMbo COOTBETCTBYIOLWYIO TeKyWwMM cTaHfaptam ycnyry nytemMm npuMeHeHuWs TeXHO/0ormu
ckpem6nmpoBaHuss CSAL. a Takxe N06bIX MoguduKaumii 1 MoAepHM3aLUnii aToil TexHonorum, U ata ycnyra
MOXeT 6bITb AeckpembanpoBaHa obuieli feckpembnupylowein cuctemoii B popme, ogobpeHHol PykoBopas-
wmm copetom DVB no ctaHgapTam.

3.1.4 o6wuin anroputm ckpem6nuposaHus Bepcum 3 (Common Scrambling Algorithm version 3;
CSA3): YcTpoiicTBO, annapart UM MexaHusm (peanvn3oBaHHOE Kak annapaTtHoe Ui NnporpaMmMHOe CpefcTBo),
paspaboTaHHOe Unu cneumanbHO aganTUupoBaHHOE, MOMTHOCTBIO UM YaCTUYHO, Aenatolee HeBO3MOXHON ANs
BOCNPUATUSA Kakyo-nMbo COOTBETCTBYIOLYIO TeKyWMUM cTaHfjaptam ycnyry nytem npuMeHeHus TeXHOs0rmu
ckpemb6nmpoBaHus CSA3. a Takxe N06bIx Mogudukaymii 1 MogepHMU3aLmnii 3To TexHoMorMmM, 1 ata ycnyra
MOXeT 6bITb geckpembampoBaHa ob6u el geckpembaupyrwen cuctemoin B dpopme, ogobpeHHoli PykoBoas-
wmm cosetom DVB no ctaHgaptam.

3.1.5 nporpaMMHO-OpPMEHTUPOBAHHBIN anroputm ckpembnmposaHus (software-oriented scrambling
algorithm): AnropuTm, KOTOpbI NEerko peanusyeTcs Kak annapaTtHO Ha cneyvann3npoBaHHOM o060pyAoBaHuu,
Tak U NPOorpaMMHO Ha npoLeccopax obwero npumMmeHeHus, n obe peanvsauny okasbiBaTCA 3P PEKTUBHBIMY.

3.1.6 wudp (cipher): Anroputm, ncnonb3yemblit 4N o6ecneyeHns KOHOUAEHLNANBHOCTU 3/1IEMEHTOB
[aHHbIX onpegenieHHoro pasmepa.

3.2 B HacTofilleM cTaHAapTe NPUMEHEHbI creayolne cokpalleHus:

AES — ynyulwieHHblii cTaHgapT wudposaHusa (Advanced Encryption Standard):

CBC — cuenneHune 6nokoB wudgpa (Cipher Block Chaining);

CISSA — 06uWnii NnporpaMmMHO-OpUEHTUPOBAHHLI anroputMm ckpemb6auposanusa IPTV (Common IPTV
Software-oriented Scrambling Algorithm):

CSA— obwunit anroputm ckpemb6amposanus (Common Scrambling Algorithm);

CSA3 — o6wunit anroputm ckpembnuposanus sepcum 3 (Common Scrambling Algorithm version 1);

CSA3 — o6wuit anroputm ckpemoéaumposaHusa sepcun 3 (Common Scrambling Algorithm version 3);

DVB — TeneBugeHune BewatensHoe ynugposoe (Digital Video Broadcasting),

ETSI — EBponeiicknit MHCTUTYT NO cTaHjapTusauum B ob6nactu TesieKoMMyHukauuii (European
Telecommunications Standards Institute):

IPTV — TeneBewaHune no npotokony VHTepHeT (Internet Protocol Television);

MPEG — akcnepTHas rpynna no ABUWXYLLEMYCS N306paxeHunto, cTaHAapT cxaTtusa BUAeo- U ayamonaH-
HbIX (Moving Picture Experts Group);

PES — nakeTu3npoBaHHbIN aiemeHTapHblIli noTok (Packetized Elementary Stream):

TS — TpaHCnopTHbIA noTok (Transport Stream);

uimsbf — uenoe 6e3 3Haka, cTaplwunii 3HavaLmnii 6UT nepsbIi (unsigned integer, most significant bit first);

XRC — ycToituuBblii wWndgp pacwunpeHHoin amynsauum (extended emulation Resistant Cipher).

4 OCHOBHbIE MOSTIOXEHUS

HacTtoawwuii ctaHgapT onpeensiet gBa annapaTHO-OPUEeHTUPOBAaHHbLIX anroputMa CKpem6/MpoBaHus u
OAVH NPOrpaMMHO-OPUEHTNPOBAHHBIV anropuTM CKpem6IMpoBaHus, npefHasHavyeHHbIX 415 KOHTeHTa IPTV,
nepepasaemMoro B KoHTeliHepax MPEG2-TS. CooTBeTcTB/E 060py40BaHNA AAaHHOMY CTaHAapTy cnefyeT cuun-
TaTb BbIMNO/IHEHHbIM, €C/IN B HEM UCMNOJIb30BaH XOTSA 6bl OAUH U3 a/ITOPUTMOB.

B kauyecTBe onpegesieHnit annapaTHO-OPUEHTVPOBAHHOTO U MPOrPaMMHO-OPUEHTUPOBAHHOIO anropuT-
MOB CKpeM61MpoBaHUs cnegyeT cuntaTb cneylollme nonoXeHus:

- annapaTHO-OPUEHTUPOBAaHHbIN aNropuTM CKpemb/MpoBaHnA peasin3yeTcs UCKNIYUTE IbHO annapaTHo
Ha cneunannm3MpoBaHHOM 060pPYA0BaHUMN U [O/HKEH obecneynBaTb HEOOXOAUMYIO NPOU3BOAUTESILHOCTL ANA
BCex 06 KX ycnosuii npumeHexuns. MNpegnonaraetcs, 4To ero nNporpaMMHble peannsaluu Ha npoieccopax
o6LLero npuMeHeHns 6yayT MeTb HeoNyCTUMO HU3Koe BbicTpoaelicTBume:

- NPOrpaMMHO-0OPUEHTUPOBAHHbIV anropuTM CKpem6IMpoBaHusA peanusyeTcs NPeuMyLecTBEeHHO npo-
rpaMMHO. HO MOXeT UMeTb 1 annapaTHyto peanusaumnio. OH Ao/mKeH obecneynBaTb HE06X04MMYIO NPOM3BOAN-
2
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TeNbHOCTb /19 BCeX 06LWMNX YCN0BUI NPUMEHEHUS, HE3AaBMCUMO OT MCNO/b3yeMblX TEXHOIOINA, annapaTHoro
1 nporpaMMHoOro o6ecneyeHus. B yacTHocTu, Tpe6GoBaHWe UCKOUYUTENLHO NPOrpaMMHOI peanusauuun, 6e3
MCMoNb30BaHNA cneunann3mpoBaHHOro 06opyaoBaHns, He JO/HKHO OrpaHMynBaTb MPUMEHSEMOCTb anropuT-
mMa ckpembrmpoBaHusa. Mcnonb3oBaHne cneunann3npoBaHHOro 060pyAoBaHnsa He A0/KHO 6biTh 0653aTesb-
HbIM, MEPBUYHOI OCHOBOW [0/KHA 6bITb MpOrpaMmHas peanusayms.

B npuBefeHHbIX Bbllle OMpeAeneHnsAx annapaTHO-OPUEHTUPOBAaHHLIM anropuTM ckpemo6anpoBaHuS
[O/KEeH MHTepnpeTUpoBaTbCA KakK «WCKIIOUYMTEIbHO annapaTtHblii», B TO BpPeMs Kak MporpaMMHO-OpPUEHTU-
pPOBaHHbIV anropuTmM CKpeMbMpoBaHNA AO/KEH MHTEPNPETUPOBATLCA KakK «MPOrpamMMHbIA U annapaTHblii».

5 AI'II'IapaTHO-Opl/IGHTI/IpOBaHHbIe aJIr OPUTMbI CKpEM6]’II/IpOBaHI/IFI

5.1 BBepeHue

HacTtoawuii ctaHgapT onpegensiet gsa anroputMa, 41 KOTOPbIX MeToA Aeckpem6MpoBaHna ABnseTcs
annapaTHO-OPUEHTUPOBAaHHbLIM.

Pa3gen 5 HacToslero ctaHgapTa CoAepXuT onucaHue 3f1eMeHToB AeckpeMbanpoBaHus, 3alniyeHHbIX
npaBamun Ha UHTeNNeKTyanbHYyl0 CO6CTBEHHOCTb C CO6I0AEHNEM YCNOBUI TNLEH3UPOBAHUS.

HekoTopble yacTn 3NeMeHTOB JeckpeMbinpoBaHusa n3 pasgena 5 ABAATCA KOHMUAEHUNANbHLIMUA 1
nosiHoe ux onucaHuve ny6anMyHO HefoCTYyNHO. [leTann nsnoxeHsl B 5.2.3. 5.3.3.

B kauecTBe anropuTmoB ckpembauposaHus B cetax DVB-IPTV cnegyeT ucnonb3osathb ABa anroputma:

- 06bwumii anroputm ckpembnuposaHua DVB Bepcum 3 (Common Scrambling Algorithm version 3; CSA3),
KOTOpbI/i crefyeT NMPUMEHSITb B COBPEMEHHbIX YC/TOBUAX:

-06Wunii anroputm ckpem6naunposaHua DVB Bepcum 1 (Common Scrambling Algorithm version 1,
CSA1l), koTopblii cnegyeT NpUMeHsATb TOMbKO AN1A 06paTHON COBMECTUMOCTM U NOAAEPXKN yCcTapeBllero
ob6opynoBaHus.

5.2 O6wwuit anroputm ckpembauposaHua DVB Bepcun 3

5.2.1 BBepgeHue

Anroputm ckpem6nunposaHus CSA3 coctout us DVB CSA3 geckpeMb6ampyoLeit CMUCTEMbI U TEXHOOTMKN
ckpemb6vpoBaHusa. Cneyudukauumn gas HUX pacnpocTpaHAaTCA OTAebHO Mo cornaleHunto ¢ EBponeiickum
MHCTUTYTOM NO cTaHgapTu3auum B obnacTn TenekoMmmyHukauuii (European Telecommunications Standards
Institute; ETSI), koTopblli AelicTBYeT B UHTepecax KoMnaHuii, paspaboTaswux anroputm DVB CSA3.

5.2.2 TexHuuyeckune getanu

Anroputm ckpemb6nmposaHma CSA3 6bi1 paspaboTaH Ans npuaoxeHuin DVB. 4To6bl MUHUMU3NPOBATL
Bpej OT NUpaTCKUX aTak B TeYeHne AIMTeNIbHOro nepnuoja BpeMeHu, N03TOMY COAEPXUT CTPOTo 3alyuaemyto
MHopMaunio. TexHnyeckme geTtann 3TOro anroputmMa CKpemMo6ampoBaHUAa MOTYT CcTaTb AOCTYMHLIMU TOJIbKO
ANA HafexHbIX nonb3oBartesneli nocne nognucaHnsa ¢ ETSI cornaweHns o HepasrnalleHuu.

[aHHblli pasgen cogepxuT obLyo nHopmalmio 0 MeTogax ckpembanmpoBaHUa U HEKOTOpble 0COb6eH-
HOCTKN peanusauuu.

ANrOpMTM CKpeMb6aMpoBaHUs J0/HKEH BO3[eliCTBOBAaTb Ha MOJIE3HYI0 HarpysKy naketa TPaHCMOPTHOro
notoka (Transport Stream: TS) B cnyyae ckpembauposaHus Ha ypoBHe TS. CSA3 fo/mkeH Mcnonb3oBaThb
128-6UTHbIN KNOY (KOHTPOJSILHOE C/MOBO) ANA Wudpauum n gewmndpaynmn 6/10K0B AaHHbIX pasmepom 16 6ai-
TOB U BblWe (C ANCKPETHOCTbIO 1 GaiiT).

ANropuTM WNdpoBaHUA A0MXKEH BbITb OCHOBaH Ha ABYX 6/10Kax WWGPOB:

- Ha pPa3HOBUAHOCTMN «YNy4yllEeHHOro ctaHgapTa wudgpoBaHusa» (AES128), onucaHHoro B [1]. Ha3biBae-
Moro «AES»;

- Ha «YCTouMBOM WMUpe pacwmpeHHoi amynauumn» (XRC), KOTopblil ABAseTcs KOHMUAEHUNanbHbIM
wncpom DVB.

MexaHun3m nonyyeHus kaoya CSA3 fgosmkeH ncnosb3oBaTb NOAMHOXECTBO 6/104HOro wudpa IDEA-NXT
cornacHo [2].

5.2.3 /lnueHsnposaHue

N3rotoButenn fekoepoB U UX KOMMOHEHTOB, NpoBalifiepb! ycnyr, pa3paboTunku v UHble Nuua, UMeto-
Lne OTHOLEHNE K YC/TOBHOMY AOCTYNY, AO/KHbI UMETb IULEH3UNI0 HA cUCTEMY feckpembnuposaHua CSA3.

N3roToBUTENN CKPEMONEPOB AO/MKHBI UMETb TNLEH3NI0 HA TEXHOMOTMNO ckpembanposaHns CSA3 un ne-
pepaBaTb Cyb6nuLeH3NI0 NokynaTensam ckpemb61epos.
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LocTtyn kK CSA3 MoxeT 6bITb NOAy4YeH HafeXHbIMU Nofib3oBaTenamu nocne nognucaHus ¢ ETSI corna-
WweHna o HepasrnaweHun. KoHtakTHaa nHopmaums ETSI:

Algorithms and Codes service

650 Route de Lucioles

F-06921 Sophia Antipolis Cedex

FRANCE

Tel.: +334 92 94 42 16

Fax: +33 4 92 94 42 70

5.2.4 CSA3 gna ckpembnuposaHua DVB IPTV
Onsa ueneit ckpembnuposaHus DVB IPTV anroputm CSA3 cnefyeT NPUMEHATb TONLKO B CTaHA4apPTHOM
pexume cornacHo (3J.

5.3 O6wwnit anropntm ckpomb6nuposaHua DVB Bepcun 1

5.3.1 BBcpgeHuo

Anropntm ckpemb6nuposanus CSALl cocTouT u3 oblieil geckpembanpytoLeid CMCTEMbl U TEXHOOTUN
ckpem6ampoBaHus. Crneyndukauun gna HUX pacnpocTpaHATCS OTAebHO No cornaweHunto ¢ ETSI. koTopslit
[eicTByeT B MHTepecax YeTbipex kKomnaHuii, paspaboTaBLlimnx 06LWKUin anroputm ckpembanpoBaHus.

5.3.2 TexHunyeckue getanu

Anroputm ckpembnnpoBaHna CSAL 6bi1 paspaboTaH, 4TO6bI MMHUMN3NMPOBATL Bpes OT NMPaTCKMX aTak
B TeYEHWe ANUTENbHOro nepuoja sepemMeHn (kak MUHUMYM 10 neT OT Hayana MCNofib30BaHuA), NO3TOMY CO-
[epXuUT CTPOro 3awuiaeMyo nHopmaumio. TexHuyeckme getanmn aToro anroputMa ckpem6bsmpoBaHma Mo-
ryT cTaTb AOCTYMHbIMU TOMbKO A1 HaAEeXHbIX Monb3oBaTeneil mocne nognucaHus ¢ ETSI cornaweHus o
HepasrnatueHun.

ANropnTM CcKpemb6auMpoBaHNa [O/IKEH BO3AeliCTBOBATb Ha MOME3HYI0 Harpysky naketa TS B ciydae
ckpem6ampoBaHus Ha ypoBHe TS. B cnyvyae ckpeM6MpoBaHNA Ha ypPOBHE MakeTU3NPOBAHHOTO 3/ieMeHTap-
Horo noTtoka (Packetized Elementary Stream: PES) 80/1XHO NPUMEHATLCA CTPYKTypupoBaHue naketos PES ¢
TeM Xe aropuTMOM CKPeMOBIMPOBaHUSA.

CSAl pgonxeH ncnonb3oBaTb 64-6UTHLIN KIOY (KOHTPO/IBHOE CNOBO) ANA Wudpaymn n gewmndpaynm
6/10KOB flaHHbIX pa3mepom 8 6aliTOB 1 Bblle (C ANCKPETHOCTbIO 1 6aiiT).

5.3.3 JlnueHsunpoBaHune

MN3roToBnUTENN AEKOAEPOB U UX KOMMNOHEHTOB, MpOBaiAepbl YCayr, pa3paboTynku U UHbIe Nuua, UMeto-
e OTHOLLEeHMe K YC/IOBHOMY AOCTYNY, AO/IKHbI UMETb SIMLEH3UNI0 Ha cucTemy geckpembnunposaHus CSAL.

MN3rotoBuUTENN CKPEMOMNEPOB [O/IKHBI UMETL SIMLLEH3NIO HA TEXHO/OrMI0 CKpem6mpoBaHusa v nepeja-
BaTb Cy6/IMLEH3MNI0 NOKynaTesnsam ckpemb61epos.

[octyn K CSAL1 MoxeT 6bITb NONYYEH HAAEXHbIMW NONb30BaTeNaAMmn nocne nognucanma ¢ ETSI corna-
WweHna o HepasrnaweHun. KoHtakTHaa nHdopmauus ETSI:

Algorithms and Codes service

650 Route de Lucioles

F-06921 Sophia Antipolis Cedex

FRANCE

Tel.: +334 9294 42 16

Fax: +334 92 94 42 70

5.3.4 CSAl gns ckpembnuposaHua DVB IPTV

YunTbiBasi HoBble COBPEMEHHbIE JOCTUXEHUA B TexHosormax, anroputm CSAL He moxeT obecneynTtb
ajileKBaTHYI0 3aluTy B TedeHne nocnegyouwmnx 10 net. Mo3ToMy OH He pekomeHAyeTcs A8 HOBOro o6opy/o-
BaHusA IPTV. 3a uckiyeHneM cnydaes, Korga HyXHo obecneyntb 06paTHYl0 COBMECTUMOCTb U NOAAEPXKY
ycTapesLliero o060pyoBaHus.

6 O6LMIN NPOrpamMMHO-OPMEHTUPOBAHHbIN afiIrOPUTM CKpembanposaHus IPTV
(CISSA) Bepcum 1

6.1 BBepeHue

HacTtoswwuii pasgen onucbiBaeT 06WWii MPOrPaAMMHO-OPVEHTUPOBAHHBIN anropuTM CKpeM6MpoBaHus
IPTV (Common IPTV Software-oriented Scrambling Algorithm; CISSA) Bepcun 1, KOTOpbI/ ABAAETCA Npo-
4
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rPaMMHO-APYXECTBEHHbIM afropuTMOM CKPeMOBAMPOBAHUSA M KOTOPLIV cnefyeT NpUMeHATb ansa ycnyr IPTV,
nepegaBaemMblXx B TpaHCNOPTHbIX noTokax MPEG2. CISSA npeacTtaBnsieT cob60oil anroputm, ANs KOTOPOro
MeToA feckpeMb6anpoBaHus ABASETCA NPOrpaMMHO-APYXECTBEHHbIM, T.e. OH MOAXOAUT ANA 3 eKTUBHONA
peanusauuy B NpOrpaMMHOM WCMOJIHEHUM Ha Mpoueccopax obLero NpMMeHeHNs, a Takke MOXeT 6biTb ag-
(heKTMBHO peann3oBaH B annapaTHOM WCMOMHEHUN.

B pasgene 6 HacToswero ctaHgapTa npueBoguTca obuwee onucaHue mcnonb3osaHusa CISSA gna wud-
paunnygewvdpauun TpaHcnopTHoro notoka MPEG2 u gaetca geTanbHoe popMasibHOe onncaHue JaHHoro
anroputma.

PekomeHpgaumnn no npumeHeHuto CISSA faHbl B NPUI0XEHUM A HACTOSALLEro ctaHgapTa.

6.2 O6buwee onnucaHne

O6WKNii NporpaMMHO-OPUEHTUPOBAHHbIV anroputm ckpembnupoBaHus IPTV (CISSA) fgoskeH ncnonb-
30BaTh Wudp AES, onncaHHbIi B [1], kak 6a30Bblii 6/10ke 128-6UTHbIMU (16-6aliTOBbIMK) K1OYaMK, Ha3bliBa-
€MbIMUN KOHTPOJIbHBIMU CNOBaMU.

6.2.1 CkpembnumpoBaHue Ha ypoBHe TS

basoBoli eguHuLeli ckpeMbMpoBaHnsa (MNN feckpeM6InpoBaHus) 4o/MKeH 6biTb NakeT TPAHCMOPTHOrO
notoka MPEG2. KaxAblli nakeT 4O/KeH ckpeMbanpoBaTbCa OTAE/bHO OT OCTaslbHbIX, 06ecneynBas Tem ca-
MbIM BO3MOXHOCTb C/lyyaiiHoro goctyna. Kaxgblli nakeT cofepXuUT 3aronoBoK U onunoHanbHoe nosne agan-
Tauun. KoTopble AO/KHbI ocTaBaTbCs 603 U3MEHEHUI, U CNeAyIOLLY0 3a HUMWU MOJIE3HYI0 Harpysky, kotopas
fo/mkHa obpabaTbiBaTbCA OMMCAHHBIM HUXE CMOCO6OM.

Ana wudgpoBaHMsa 610KOB AaHHbIX AIMHON 16 6aliToB naketa TS cnegyeT npumeHaTb wudp AES128
[1]. Ha pucyHke 1 npuBeAeH CKpeMO6MpoBaHHbIl nakeT TS. Tonbko None3Has Harpyska naketa TS. kpaTHas
16 6aiiTam, f0MKHa WK poBaTbCA nNpoueccom ckpembnnpoBaHusa. OcTaBliasca vyacte (4o 15 6aiiT) gomkHa
ocTaBaTbcs 6e3 usMeHeHuin. Ecnu nonesHas Harpyska naketa TS meHoe 16 6aiiToB, TO OHa [0/KHA OCTaBaTb-
ca 6e3 N3MeHeHMUIA.

3nrowx non» Muwn
nararara aLTLWM* UM POMIXKM MNenaaHsTHApyaca H*ipirw
(BeHoOMOTUNI)  XHiaAvMmida-LLMMWT! Fnwuwnl

*MpvyyTlMhWn Hesoaamn

PucyHok 1 — CkpemMb6nnpoBaHHbIii nakeT TS

Llenoe uncno 16-6aiToBbIX CMEXHbIX 6/10KOB MOJSI€3HON Harpy3ku JOJHKHO WKNGPOBATLCSA C NOMOLLbIO
TexHukn cuenneHus 6nokos wudgpa (Cipher Block Chaining; CBC) cornacHo (4). Bektop nHuuymnanusauum
[O/KEH UMeTb NOCTOAHHOE 3HaYeHue.

TecToBble nocnegosatenibHocTM CISSA aNna ckpeM6/IMpoBaHMS Ha YPOBHE TPAHCMOPTHOrO NOTOKA AaHbl
B NpUNoxeHnn b HacToswero ctaHgapTa.

6.2.2 Ckpemb6nmpoBaHue Ha ypoBHe PES

Mpwn ckpemb6aupoBaHnn Ha ypoBHe PES 3aronoBok naketa PES He foskeH ckpemb6ampoBaTbCca U nake-
Tbl TS, cogepxauime yactu ckpemb6anposaHHoro naketa PES, He foMxHbI cogepxaTb nosie agantauum (3a uc-
KNoYeHnem. korga nakeT TS cofepxuT okoHYyaHne naketa PES). 3aronoBok ckpemb6aupoBaHHoro naketa PES
He flo/KeH 6bITb pasfesieH No HeckoNbkMM naketam TS. MakeT TS. cogepxalnii Ha4yano ckpemMo6MpoBaHHO-
ro naketa PES, gosmkeH 6biTb 3anofiHEH 3arosoBkOM naketa PES u HayanbHOl YacTbio MOME3HON Harpysku
naketa PES. B 3TOM cnyvae HavanbHas 4yacTb NONe3HON Harpysku naketa PES gonxHa ckpembnuposatbcs
TOYHO TakK Xe, Kak nakeT TS € nosie3Ho HarpysKkoi Takoro xe pasmepa. OctasnbHas 4acTb NONE3HON Harpy3ku
naketa PES pgosmkHa 6bITb NogeneHa Ha cynep610kn pasmepom no 184 6aiita. Kaxablli Takoit cynep6aok gon-
XEeH CKpemMb6mpoBaTbCA TOYHO Takxe, kak nakeT TS ¢ None3Hoi Harpyskoi pasmepom 184 6aiita. OKoHYaHue
nosiesHoi Harpysku naketa PES [0/1XHO BbipaBHMBATLCA MO KOHLY naketa TS nyTem BCTaBKu B €0 Ha4yaso
(nocne 3aronoBka) Nons agantauum nogxogsuwero pasmepa. Ecnn gnuHa naketa PES He kpaTHa 184 6aiitam,
ocTaBllascsa YacTb Nose3Hoi Harpysku naketa PES (o1 1 a0 183 6aiiToB) A0/XHA cKkpeMbaMpoBaTbCA TOYHO
TakK Xe. Kak naket TS ¢ None3HO HarpysKoii Takoro xe pasmepa.

CxemaTuyHas gnarpamma, nokasbisawlias pacnpegeneHune ckpembanposaHHoro naketa PES no nake-
Tam TS. npuBefieHa Ha pUCYHKe 2.
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NmrT3, 3arotoBoK SaroToack MoTtaum
MoaAou nMoTTT3 NooTMPES Llcpa—Tta n PI'IOI'IaNIM HMUBaz H*Tp**8P E«
MI3TKAOK o MM ELN
naxvita PES (Cra KuTaHOHWI) CTa KaMeHBHAT

u 3aronoBokK MonesHas
npc%';’a’: ?ZHbM iw iiTS LLinchposaHHas rioTraHas Hatekast MC3 H*pymaPE8
(Cra KnTaHOHWIA) L 3VEHEHWIA
|-|KF|FT§. 3Bnnow Mana MoTonas
H a c Mol i noTaiL BABMTBLEM* LIJI/ICprBaHHaHrrgI;OBHBH Harpy3ka | rpykaPEB
wmreg  (CAROTMEH™E*) ALMIIAHEHH) Cranuratotaél

o[ HKcynnByrar He Boetoa

PuncyHok 2 — CkpeM61MpoBaHHbIii nakeT PES

[na npunoxeHuii, koTopble ckpemo6ampyloT cekynun MPEG2, cywecTByeT npo6iema oTCyTCTBUA B CUH-
Takcuce MPEG2 KOHTPO/NbHbIX BUTOB CKpemb6aupoBaHus. Mo3aToMy ckpembampoBaHue cekunin cnepyet Bbl-
MONHATL Ha YpOBHEe TS. M 3TO AO/HKHO ObITb CUTHANN3MPOBAHO GUTaMu NONS ynpaB/ieHUss CKpeM6anpoBaHu-
em. Cekuuun 6e3 n3smeHeHuii 1 ckpemMbMpoBaHHbIE CEKL MM He A0/KHbI COAepXaTbCa B 04HOM nakeTe TS. Ana
obecneueHns aToro TpeboBaHusa cnepyeT NPUMEHATb onpefeneHHbln B MPEG2 mMexaHn3M 3anofiHEHUS He-
3Havawmmmn gaHHeimn (padding). 3To o3HayaeT, YTo KOoHel nakeTa TS. cofepxalliero cekumo, A4OMKEH ObITb
3anosiHeH 6aliTamu co 3HadeHnem OxFF. ans pasgeneHus cekunii 6e3 nsmMeHeHuni n cCKpeMbanpoBaHHbIX Cek-
UMl no pasHbiM naketam TS.

B koHTekcTe DVB CISSA ckpembnmpoBaHue Ha ypoBHe PES 06bIYHO NpUMEHSAIOT B NPoddeCcCcnoHanbHbIX
NPUNOXEHUAX C AUHAMUNYECKN KOHPUTYPUPYEMBIMU YCAYraMn U He MPUMEHSAIOT B GbITOBOW 3/1€KTPOHUKE.

6.3 HopmaTuBHble 3N1€eMEeHTbI

B naHHOM nogpasgene npuBefeHbl HopMmaTusHble napameTtpbl CISSA Bepcun 1.

6.3.1 OneMeHThbl WwuposaHns

6.3.1.1 BnouHblii wnudp

B kauyecTBe ncxogHoro 6s104Horo wudpa ana CISSA cnegyet npumeHats AES128 cornacHo [1].

6.3.1.2 BekTOp MHUUManmsaymm

BekTop MHMumManusauum fOKEH CoAepXaTb cneayloliee 3HaYeHue:

0x445642544d4350544145534349535341

6.3.1.3 Pexum cuenneHus

B kauecTBe pexuma cuenseHus ciegyeT NpUMeHATh cuennexnne 6s10koB wudgpa (CBC) cornacHo [4].

6.3.2 CkpembnuposaHue n geckpemMbanpoBaHno naketos TS

Kaxablli nakeT TS go/mxeH 6bITb 06paboTaH oTAenbHO.

3aronoBok naketa TS n none agantauun (ecnm Ncnosb3yeTcs) AO/DKHbI ocTaBaTbCsi 6€3 U3MEeHEeHWIA.

Pasmepbl nonesHoi Harpysku payioad_size u wudpoBaHHoli nonesHoli Harpysku ercrypted_payload_
Size paccunTbiBalOT No hopmynam:

payload_size = 188 — (header_size * adaptation_field_size), (1)

encrypted_payload_size = payioad_size — (payload_size mod 16), 2)
raoe header_size — pasmep 3aronoBka TS B 6aliTax:

adaptation_field_sizo — pa3smep nonsa agantauun B 6aiiTax;

onepauus X mod y Bo3BpallaeT 0CTaTOK OT LLe/IOYUC/IEHHOTO [e/IeHNA X Ha Y.

Cnepylouine HenocpeACTBEHHO Noc/e nonsa agantauyun (MAuW. ecnu nosne agantayuy oTCyTCTBYeT, Mo-
cne 3arofioBka naketa TS) 6aiiTbl WM POBAHHON NoMe3HOM Harpy3kn B konmyecTBe encrypted_payioad_size
[OMKHBI WM POBATLCA MU AellndpPoBaTLCA C NOMOLLbI0 3/1EMEHTOB WG POBAHUA cornacHo 6.3.1.

6



FOCT P 56948—2016

Bce ocTaBlwumecsa 6aiTbl fO/MKHbI 6bITb OCTaBNEHbI 6€3 U3MEHEHWIA.

Mpumep 1: Ecnu nose agantauuu oTCYTCTBYeT, padMep WudpoBaHHol nonesHoii Harpysku encrypted_
payfoad_size paBeH 176 6aliTaM, TO B KOHLe TPAHCMOPTHOTO NakeTa AO/HKHO 0CTaTbCsA 8 HEM3MEHEHHbIX 6aNTOB.

Mpumep 2: Ecnu pasmep nons agantauun paseH 17 6aiitam, pasmep WwWndpoBaHHON NOME3HON Harpys-
kn encrypted_payload_sizo paBeH 160 6aiitam, To B KOHLie TPAHCMOPTHOTO nakeTa AO/IKHO OCTaTbCA 7 HEus-
MeHeHHbIX 6aliToB.

Mpumep 3: Ecnu pasmep nons agantauum paseH 24 6alitam, pa3mep WU poBaHHO None3Hon Ha-
rpy3kn encrypted_payload_size paBeH 160 6aiitTam, TO B KOHLie TPaHCMNOPTHOrO naketa He JOJ/HKHO GbiTb He-
M3MeHEeHHbIX 6aliToB.

Mpumep 4. Ecnu pasmep nons agantauum paBeH 169 6aiTam, wWndgpoBaHHass nonesHas Harpyska
[OJ/KHA OTCYTCTBOBATb U B KOHLE TPAHCMOPTHOIO naketa [0/HKHO ocTaTbCsi 15 HeM3MeHeHHbIX 6aiiToB no-
Ne3HON Harpysku.

6.3.3 CkpembnupoBaHue n geckpembnuposaHno Ha yposHe PES

Mepen npuMmeHeHuem ckpembnuposaHus/geckpembnuposaHusa Ha yposHe PES cnepyet yb6eautbcs B
cob60AeHnn cneayoLmnx ycnoBuii:

- cCKpemb6ampoBaHue [0/1XHO BbINONHATLCA TONbKO Ha ogHOM ypoBHe (TS unu PES), ogHOBpeMeHHOe
ckpemb6nupoBaHve Ha 060UX YPOBHAX He gonyckaeTcs;

- 3aro/IoBOK ckpemb6mpoBaHHoro naketa PES He gonxeH npesbiwaTh 184 6aiiToB.

- nakeTbl TS, cogepxalyne yactn ckpembamposaHHoro naketa PES He AoNXHbl cogepxaTb none agan-
Tauum, 3a ucknyeHnem, korga naket TS coaepXuTt okoHyaHue naketa PES. MakeT TS. cogepxalnini OKOH-
yaHue ckpembamposaHHOro naketa PES, MoxeT cofiepxaTb nosie agantauuu 418 BblpaBHUBAHUSA OKOHYaHNA
naketa PES no okoH4yaHuto naketa TS.

MpuMmevyaHne — [laHHble YCMOBUA HENPUMEHUMbI A1 HECKpeMbGMpoeaHHbIx naketoB PES nam B cnyvas
cKpeMb6nmpoBaHus Ha ypoBHe TS.

Kaxabli nakeT PES gosmkeH 6bITb 06paboTaH 0TAENbHO.

3aronoBok naketa PES gonxeH octaBaTbCsi 6€3 U3MEHEHWIA.

Pa3mepbl nonesHoii Harpy3ku payload_size u wudpoBaHHoii nonesHoii Harpysku encrypted_payload_
Size paccuuTbiBalOT N0 QOPMYy/iaM:

- 0Nna naketa TS, cogepxalliero 3aronoBok naketa PES:

payload_size = 184 — pes_header_size. 3)

encrypted_paytoad_size = payload_size — (payload_size mod 16), (4)
roe pes_header_size — pasmep 3aronoBka naketa PES B 6aiitax;

- 0Na nocnefyuwmx naketos TS, 3a uckoyeHnem naketa TS. cogepxaliero okoH4aHue naketa PES:

payload_size = 184, (5)

encrypted_payload_size = 176, (6)

- AnA naketa TS, cogepxaliero okoH4yaHne naketa PES:

paytoad_size = pes_tail_size. 7

encrypted_payload_size = payload_size — (payload_size mod 16). (8)
roe pes_tail_size — pa3smep okoHuaHusi naketa PES B 6aiiTax.

Ecnu 3HauyeHune pes_tail_size He paBHOo 184. B Hauasne nakeTa TS. cogepxallero okoH4aHue naketa
PES. fonmxHo 6bITb f06aBNeHO nose agantauun pasmepom (184 — pes_tail_size).

BaliTbl B konnyectBe encrypted_payload_size. koTopble:

- clefyloT HENoCpeCTBEHHO 3a 3aro/loBKoM naketa PES B nakeTe TS, cogepxallyero 3arosioBok naketa
PES:

- cnepyloT HeNocpeAcTBEHHO 3a 3arosioBkamy naketoB TS. 3a MckayeHnem naketa TS, cogepxalero

OKOHYaHue naketa PES;
- cnepyloT HenocpefCcTBEHHO 3a 3aro/oBKom nakeTta TS unu 3a nonem agantauuu (ecnu ecTb) B nakete
TS. cogepxauwem okoH4aHue naketa PES,
LO/KHbI 6bITh 3aWMpoBaHbl UK AeWwnpoBaHbl C NOMOLLbIO WU PYOLW KX 31€MEHTOB coraacHo 6.3.1.
Bce ocTanbHble 6aiTbl 4O/MKHbI OCTaBaTbCS 683 UBMEHEHWIA.
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7 CwurHanmsauus

7.1 [eckpuntop ckpemb6anmpoBaHus

B naHHOM pasgene ob6bAcHAETCA MexaHM3M Bblbopa nepefayn CUrHanbHOU MHOpPMaLMK, yKasbiBato-
Lei. KaKkol ncnonb3oBaH anroputm ckpembnmposaHua DVB IPTV.

[eckpuntop ckpemb6aupoBaHusa [O/KEH WHMOpPMUpPOBaTbL O BbIGPAHHOM pexume paboTbl CUCTEMbI
ckpemb6nmpoBaHua. CornacHo [5] OH A0/KEH Haxo4uTbCA B CEKLMW KapTbl MpOrpaMmbl Ha YPOBHE Uukna
nHgopmaumm o nporpamme. CoctaB geckpuntopa ckpemb6nanposaHus scrambling_descriptor npuBegeH B
Tabnuue 1.

Ta6nunya 1— [eckpunTop cKpembmpoBaHus

CvHTaKeuc Yucno 6uroe Tuvn JaHHbIX
scrambling_descriptor<){
descriptorjag 8 uimsbf
descriptorjength 8 uimsbf
scrambling_mode 8 uinisbf

CemaHTuka scrambling_doscriptor.
scrambling mode — none pAgnuHoii 8 6MTOB, MOKa3biBakwllee BblIGPaHHbLIA pexXuM anroputTMma
cKpemMb6ampoBaHua cornacHo tabnuue 2.

Tabnwuya 2— Koguposka nons scrambling_mode

3HaueHve nosa OnmcaHvie
0x00 3ape3epBMpoBaHO AN1a 6yayLiero Ncnonb3oBaHns
0x01 3apes3epBUpoBaHo AN APYTX Leneii [5]
0x02 Mcnonbsyetca DVB CSAL
0x03 Mcnonb3yetcss DVB CSA3 B cTaHAAPTHOM pexume
0x04 3ape3epBMpOBaHO A4/11 Apyrux uenei [5]
0x05 3apes3epBUpoBaHo AN APYTX Leneii [5]
0x06 ... OXOF 3apesepBrpoBaHo A1 6yayLLero Ncnosb30BaHus
0x10 Mcnonb3yetcsa DVB CISSA Bepcun 1
0x11 ... Ox1F 3ape3epBrpoBaHo 41 byaylmx sepcuini DVB CISSA
0x20 ... Ox6F 3apesepBupoBaHo 415 6yayLLEero UCnob30BaHNs
0x70 ... OX7F 3apesepBUpoBaHoO A5 Apynx ueneii (5]
0x80 ... OxFE OnpepenseTca nonb3osarenem
OxFF 3apes3epBUpoBaHo 418 ByayLLero Ncnosib3oBaHus
MpumevyaHne — Bo3MOXHble CNOCOGLI MPUMEHEHUS AECKPUNTOPa CKPEMGNMPOBaHWS onvcaHbl B [5 (Mpu-
noxexve E).

7.2 MNpumeHeHne aeckpuntopa ckpembamposaHus
B KOHTeKCTe HacTosAWero ctaHgapTa AO/DKHbl UCNOJb30BATbLCA TONbKO 3HaYeHus 0x02. 0x03 n ot 0x10
4o Ox1F.

MpumevyaHne — CornacHo [5] MOryT NPUMeEHSITbCA UHble cKpeMbepbl, He ykasaHHble B Tabnuue 2 HacTos-
Lero cTaHfapTa, YTo AO/HKHO CUTHa/IM3MPOBAaTLCS feckpunTopamu, onpegensemMsiMi nosib3osarenemM (B gnanasoHe oT
0x80 o OxFE).

8
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MpunoxeHne A
(cnpaBoyHoe)

PekomeHgaunn no npumeHeHunto CISSA

MporpaMMHO OPUEHTUPOBAHHbI MEXaHU3M CKPeMGIMPOBaHYSI, ONMUCAHHLI B HACTOSILLEM CTaHAapTe, AOKEH Npu-
MEHSATbLCA TakMM 06pa3oM, YTOGbl aTaky MPOTUB 3TOr0 MexaHu3ma Gbln KpaiiHe HeycrneLLHbI.

B kayecTBe BEPOSITHbIX aTak crefyeT paccMaTpuBaTh:

- aTaku Mo BHELUHEMY KaHauy, T.e. HanpaB/IeHHbIE HA MOHWUTOPWHI NapaMeTPOB, ABMSIOLLMXCA BHELUHUMM MO OTHO-
LUEHUIO K CUCTEME, B KOTOPOIA paboTaeT asiroputM ckpembanpoBaHus (Hanpumep, Bpemsi paboTsl, noTpedasemas MOLL-
HOCTb 1 T.M.). Takoe HaGMIOAEHNE TIOKET PACKPbITb CEKPETHbIE AaHHble UM CEKPETHbIE BPEMEHHbIE 3HAUYEHNS;

- aTaku, HanpaB/eHHble Ha MOHWTOPUHI MapamMeTpoB, ABASOWMXCA BHYTPEHHEN YacTbio CUCTEMbI, B KOTOPOI pa-
60TaeT aNropuTM CKPeM6IMpoBaHusA (HanpuMep, KeL-NamsTh). Takoe HaboAeHe MOXET PacKpbITb CEKPETHbIE AaHHbIe
WK CeKpeTHble BPEMEHHbIe 3HaUYeHNS:

- NCMONb30BaHNe OLWMBOK CUCTEMbI (HanpuMep, UCKYCCTBEHHO BbI3BAHHOE MepernosiHeHue Gydhepa MoOXeT pac-
KPbITb HEKOTOpPbIE CEKPETHbIE JaHHbIE);

- MoAuchuKaLmn koaa (419 NporpaMmHbIX peanunsauuiny;

- aTakm MeTol0M BHECEHUS HENCNPaBHOCTEA.

MepeuncneHHblii CMCOK He ABASETCA NOJHbIM, Nocse Ny6aMKaLmy HacTosLLEero CTaHaapTa MoryT NOSABUTLCA UHbIE
TUMbI aTak.
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Mpunoxexve b
(cnpaBoyHOE)

TecToBble nocnieposaTenbHocTn CISSA Ana ckpem6anpoBaHUA Ha ypOBHE TPAHCMOPTHOTO NOTOKA

B HacTosiwem npunoxeHun npvsefeHsl 4 cnyyas agantaumum kK CISSA tTpaHcnopTHoro notoka MPEG-2:
- cnyyaii 1: 6e3 nonsa agantaumm, B COOTBETCTBUM C Tabnuueii 6.1;

- C/lyyaid 2: none agantauuy AIMHON 7 6aliToB, B COOTBETCTBUM C Tabnmuein b.2;

- cnyvaii 3: none aganTtauuun 4ivHol 8 6aliToB, B COOTBETCTBUM C Tabauuein B.3;

- c/lyyaid 4: none agantauuv AMHON 9 6aliToB, B COOTBETCTBUM C Tabnnuein b.4.

Bce nakeTbl TS AO/MKHbI ObITb CKPEMOIMPOBaHbI C UCMO/b30BaHNEM CefyHoLWero KOHTPO/IbLHOrO C10Ba:
00 11 22 3344 55 66 77 88 99 aa bb cc dd ee ff

MpunmeyaHnsa:

1 TMpuBegeHHble HUXe TeCcToBble Noc/efoBaTe/lbHOCTV AEMOHCTPUPYIOT BO3AeicTBre ckpembnepa Ha naket TS.
OHO BK/tOYAET Kak LuMcpoBaHMe NOMe3Hol Harpysku nakeTa, Tak U M3MeHeHue 6uTa transport_scrambling_controJ co-
rnacHo (3]

2 HopmatvBHasi YacTb HACTOSILLEro CTaHAapTa ONUCHIBAET TOJbKO LUNMCHPOBAHME NOME3HON Harpy3Ku.

B AaHHOM MPUIOXEHUN UCMO/b30BaHbI CNeAyHoLWMe YC0BHbIE 0603HAaYEHNS:

XX XX XX - xranoaocna«ra T8;
XXXXXX | - none sgantumu,
— — —

XXXXXX - 6aifTbl TOMHOW HIWPYM, W MW 1X M 6 M BMEHEHWIA;
XX XX XX -«wum6ncdommmLL Hbl nonoHoi Hagasw.

Ta6nuya b1 — Cnyuaii 1: 6e3 nonsa agantauum

Bup naketa [aHHble

MakeT 6e3 nsmeHeHui 47 60 80 11154 68 69 73 20 69 73 20 74 68 65 20
70 61 79 6¢ 6f 61 64 20 75 73 65 64 20 66 6f 72
2063 72 6561 74 69 6e 67 20 74 68 65 20 74 65
7374 20 76 65 63 74 6f 72 73 20 66 6f 7220 74
68 65 20 44 56 42 2049 50 54 56 20 73 63 72 61
6d 62 6¢ 65 72 2f 64 65 73 63 72 61 6d 62 6¢C 65
72 2e 2054 68 69 73 20 69 73 20 74 68 65 20 70
61 79 6¢ 6f 61 64 20 75 73 65 64 20 66 6f 72 20
63 72 65 61 74 69 6e 67 20 74 68 65 20 74 65 73
74 20 76 65 63 74 6f 72 73 20 66 6f 72 20 74 68
652044 5642 2049505456206 3 7261 6d
62 6¢ 65 72 2164 65 73 63 72 61 6d

CKpeMb6/IMpoBaHHbIi NakeT 47608091 15ce 67 e0 cb 01 b5 3c e7 60 54 e5
7adadl 20 aO df a4 ea aa e9 32 c6 78 3f51 ae
19 faee 108b db 783 11 3e c2 b5 72 cc 20 85
00 a52cecal 14 126¢ 58 24 4d f5 63 e7 a9 b4
€0 41 cb c3 fb ff fb d8 3c 8f bf fb 10 €8 3e a3
82 04 ba d7 02 fb 01 a2 7b 62 2c 4f 85 aa b6 aa
75 55 97 20 d6 5a b8 44 ee a2 8c f2 el fe 5e 7a
C19d 448189 19¢232491M 4075 7b 5d 16 cO
af 45 b2 5f 50 9b 9d a0 61 97 12 ¢5 9f Ob 39 LO
6f 1f be 90 12 3f 21 29 83 93 6a 95 31 7fcb 62
f4 34 6a 1b 1e 16 48 40 30 3a ff 83 8a 01 9b 8
10 a8 eOb2 2f64 6573 63 7261 6d
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Tabnunuya B.2— Cnyvali 2: none agantauuu 4 MHOIK 7 6alitoB
BUA, naxeia [JaHHble

MakeT 6e3 n3meHeHui 47 6080 31 2>s' 0 FF FF_F-_FF_FF 54 168 69 73 20
697320 74686" 207061 79 6¢c6f6" 64 20 75
73 65 64 20 66 6f 72 20 63 72 65 61 74 69 6e 67
2074 68 65 20 74 65 73 74 20 76 65 63 74 6f 72
73 20 66 6f 72 20 74 68 65 20 44 56 42 20 49 50
54 56 20 7363 72 61 6d 62 6¢ 65 72 2164 65 73
63 72 61 6d 62 6C 65 72 2e 20 54 68 69 73 20 69
732074 68 6520 70 61 79 6¢ 6f 61 64 20 75 73
65 64 20 66 6f 72 20 63 72 65 61 74 69 6e 67 20
74 68 65 20 74 65 73 74 20 76 65 63 74 6f 72 73
20 66 6f 7220 74 68 65 20 44 56 42 20 49 50 54
56 20 7363 72 61 6d 62 6C 65 72?»'

CkpembnpoBaHHbIi nakeT 47 6080 bl «06 00 FF FF FF FF FF 151ce 67 eOcb
01 b5 3ce7 60 54 e5 7a 4a dl 20 aO df a4 ea aa
€932c6 78 3151 ae 19faee 108bdb 7813 11
3ec2b572cc208500a52cecal 14 126¢ 58
24 4d f5 63 e7 a9 b4 eO 41 cb c3 fb fffb d8 3c
8f bf fb 10 e8 3e a3 82 04 ba d7 02 fb 01 a2 7b
62 2c 4f 85 aa b6 aa 75 55 97 20 d6 5a B344 ce
a2 8cf2 el fe 5e 7a cl1 9d 44 81 89 19 c2 3249
f1 40 75 7b 5d 16 cO af 45 b2 5f 50 9b 9d a0 61
97 12¢5 9f Ob 39 bO 6f 1f be 90 12 3f21 29 83
93 6a 95 31 7fcb 62 f4 34 6a 1b 1le 16 48 40 30
3a ff83 8a 01 9b f8 10 a8 eOb28»]

1n
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Tabnuuya B.3— Cnyvyaii 3: none agantauum AnnHOK 8 6alitoB
Bup, naketa [JaHHble

MakeT 6e3 n3MeHeHwit 47608031 107 QOFF FF FF FF FF FF 54 1 68 69 73
2069 73 20 74 68 65 20 70 61 79 6¢ 6f 61 64 20
757365 64 20 66 61 72 20 63 72 65 61 74 69 6e
67 20 74 68 65 20 74 65 73 74 20 76 65 63 74 61
72732066 6172 20 74 68 65 20 44 56 42 20 49
5054 56 20 73 63 72 61 6d 62 6¢ 65 72 2164 65
73 63 7261 6d 62 6C 65 72 2e 20 54 68 69 73 20
69 73 20 74 68 65 20 70 61 79 6¢ 6161 64 20 75
73 65 64 20 66 6172 20 63 72 65 61 74 69 6e 67
20 74 68 65 20 74 65 73 74 20 76 65 63 74 6172
732066 6172 20 74 68 65 20 44 56 42 20 49 50
54 56 20 73 63 72 61 6d 62 6¢ 65 72

CKpem6MpoBaHHbI nakeT 476080M JO7 OOFFFFFFFFFFFF 15» ce 67 eO
cb01 b53ce76054e" 7adadl 20 a" df a4 ea
aa e9 32c678 3151 ae 191aee 10 8b db 78 13
11 3ec2 b572cc 208500 a5 2cecal 14 12 6¢
58 24 4d 1563 €7 a9 b4 e0 41 cb c3 tbff fb d8
3c8lblfb 10 e8 3e a3 82 04 ba d7 02 fb 01 a2
7b 62 2c 4185 aa b6 aa 75 55 97 20 d6 5a b8 44
cea28c12el fe 5e 7ad 9d 44 81 89 19 c2 32
49 11 40 75 7b 5d 16 cO af 45 b2 5f 50 9b 9d aO
61 97 12 ¢5 9f Ob 39 BO6f 11be 90 12 3121 29
8393629531 71cb 62 1434 6a 1b 1e 1648 40
30 3aff838a01 9bf8 10 a8 eO b2
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Tabnunuya Bb.4— Cnyvaii 4: none agantaumu AMHo 9 6alitos

Bua nakerta [faxnbio

MakeT 6e3 n3meHeHwni 47608031 O”OO"F FF FF FfAFF'FFjF 54 ] 68 69
732069 7320 74 6865 20 70 61 79 6¢C 661 64
20 75 73 65 64 20 66 6f 72 20 63 72 65 61 74 69
6e 67 20 74 68 65 20 74 65 73 74 20 76 65 63 74
6f 72 73 20 66 6f 72 20 74 68 65 20 44 56 42 20
49 50 54 56 20 73 63 72 61 6d 62 6¢C 65 72 2f 64
65 7363 7261 6d 62 6¢ 65 72 2e 20 54 68 69 73
2069 7320 74 68 65 20 70 61 79 6¢C 6f 61 64 20
75 7365 64 20 66 6f 72 20 63 72 65 61 74 69 6e
67 20 74 68 65 20 74 65 73 74 20 76 65 63 74 6f
72 7320 66 6f 72 20 74 68 65 20 44 56 [42 20 49

CKpeM6IMPOBaHHbI NakeT 47 6080 bl ! 0800 FF FF FF FF FF FF FF 15 ! ce 67
eOcb 01 b5 3c e7 60 54 e5 7a 4adl 20 aOdf a4
eaaae932c6 78 3f51 ae 19 faee 108b db 78
f3 11 3ec2 b572cc 2085 00a5 2c ec al 14 12
6C 58 24 4d f5 63 €7 a9 b4 eO 41 cb c3 fb ff fb
d8 3c 8f bf fblO e8 3e a3 82 04 ba d7 02 fb 01
a2 7b 62 2c 4f 85 aa b6 aa 75 55 97 20 d6 5a b8
44 ce a2 8cf2 el fe 5e 7acl 9d 44 81 89 19 c2
3249 f1 40 75 7b 5d 16 cOaf 45 b2 5f 50 9b 9d
a0 61 97 12 c5 9f Ob 39 bO6f 1f be 90 12 3f 21
298393 6a95 31 7fch 6214 346a 1b 4220 49
50 54 56 20 73 63 72 61 6d 62 6C 65
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