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MpeancnoBue

1 PASBPABOTAH OG6LiecTBOM C OrpaHWYEHHON OTBETCTBEHHOCTbIO «LleHTp 6e3onacHoCTU nHdopma-
yumy» (OO0 «LBW»)

2 BHECEH TexHuuyeckum KOMUTETOM NO cTtaHgaptu3aummn TK 362 «3awpmrta nHgopmaummy

3 YTBEPXXOEH W BBELEH B JEVMCTBWE Mpukasom denepansHOro areHTCTBa N0 TEXHUYECKOMY pe-
rynuposaHuio u metponoruu ot 19 asrycra 2015 r. Ne 1180-ct

4 BBEJIEH BMNEPBbIE

[pasurna npumeHeHUs HacmosAwezo cmaHdapma ycmaHosrieHbl 6 FTOCT P 1.0-2012 (pasden 8). Un-
opmayuss 06 UBMEHEHUSIX K HacmosawemMy cmaHd0apmy nybnukyemcs e exe200HoM (1o cocmosaHuio Ha 1
aHeaps mekyuie2o 200a) uHhopMayUoOHHOM yKazamerne «HayuoHanbHbie cmaHdapmbly, a oguyuanbHbil
mekcm u3MeHeHUli U rornpaeoK — 8 eKeMeCcA4YHOM UHGOPMAaYUOHHOM ykaszamerne «HayuoHasbHble cmax-
Oapmbi». B cniyyae nepecmompa (3aMeHbl) unu ommeHbl Hacmosuwezso cmaHdapma coomeememeyrowiee
yeedomneHue 6ydem onybnukosaro e bruxaliliem ebillyCKe exXemMecaqyHo20 UHhOPMaUUOHHO20 yKa3amensa
«HayuoHanbHbie cmaHO0apmebi». Coomeememeytouias UHpopmayus, yeedoMneHus u mexKkcmel pasmewjarom-
CS maKxxe 8 UHGhOPMayUOHHOU cucmeme obuiez0 rnosb3oeaHus — Ha oghuyuanbHoM catime ®edepasnibHo20
azeHmemea rno MexHUYECKoOMYy peeynuposaHuio u Mempornoauu e cemu IumepHem (www.gost.ru)

© CrangaptuHdopm, 2015

Hacrosiuuit craHaapT He MOXET ObITb NOMHOCTBLIO UM YaCTUYHO BOCTPOU3BEAEH, TUPAXUPOBAH U pac-
NPOCTPaHeH B kayecTse ohuLuManbHOro usganus 6es paspeluesus degepanbHOr0 areHTCTBa N0 TEXHUYECKO-
MY PerynmpoBaHUIO U METPOSIOTMN
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BBeaeHue

Hacroswumii ctaHgapt BXOAUT B KOMMMEKC CTaHAAPTOB, YCTAHABMMBAKOLLMX KNaccuukaLmio yasBumMo-
CTell, NpaBuna onucaHus ysa3BMMOCTEN, coaepXKaHue U NopsiAoK BbIMONHEHUST paboT MO BbISBIEHMWIO U OLIEHKE
YSA3BUMOCTEN MHAOPMALMOHHBIX cuctem (UC).

Hacrosiwuin ctanaapT pacnpocTpaHAeTca Ha AeATeNbHOCTb No 3awuTe MHOopMaLIMm, CBA3AHHYIO C Bbl-
AABMEHWEM, ONUCaHUEM, YCTPAHEHUEM UMN UCKITIIOYEHMEM BO3MOXHOCTM UCNOMb30BaHUA yassumocten NC npu
paspaboTke, BHeapeHun u akcnnyartaumm UC.

B HacTosem cTaHaapTe NPUHATLI NpaBuna ONUMCaHUs YA3BUMOCTEN, KOTOPbIe MOTYT ObITb MCNOMb30-
BaHbl cneuuanucTamyu no MHMOPMALMOHHON BEe30NacHOCTM NP CO3aaHuMn U BeAeHUKU Basbl AAHHbIX YS3BU-
mMocTen NC, pazpaboTke CpeacCTB KOHTPONs (aHanus3a) 3aWwuLieHHOCTU uHopmayum, paspaboTke mogenen
yrpo3 6e30nacHOCTU MHAOPMALIMU U MPOEKTUPOBAHUM CUCTEM 3alUMTbI MHpOpMaL MK, NpoBeaeHu paboTt no
naeHTuuKaLun, BoISIBNIEHNIO YA3BUMOCTEN, X aHANU3y U YyCTPaHEHUHO.
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HAUMOHANbHBLIN CTAHOAPT POCCUMNUCKOW ®ENEPALUMN

3awuTta uHdopmauum
YA3BUMOCTU MHOOPMALUWOHHBLIX CUCTEM
MpaBuna onucaHna yA3BUMOCTEHN

Information protection. Vulnerabilities in information systems. Rules of vulnerabilities description

Aara BBegeHnsa — 2016—04—01

1 O6nacTb NnpUMeHeHust

Hacrosumii ctaHaapT ycraHaBnuBaeT obwme TpeGoBaHuA K CTPYKTYpe ONUCAHUA YSI3BUMOCTM U npa-
BUNAM ONUCAHUS YA3BMMOCTM MHopMaLMoHHON cuctembl (UC). B HacToslLLIEM CTaHAapTe NPUHATA CTPYKTY-
pa onucaHus ya3BMMOCTU, UCMONb30BAHUE KOTOPOW NO3BONUT 00ecnevnTb AOCTaTOMHOCTL MH(bopMauuu ans
naeHTudukauum yassumoctu UC u BoInonHeHus pabot no aHanusy yassumocrten UC.

HacTrosiLmin craHaapTt He pacnpoCTpaHAETCa Ha yasBumoctu NC, cBAsaHHbIE C yTeYKon uHopmarmm
N0 TEXHWYECKMM KaHanam, B TOM YMCIIE YA3BUMOCTAMM 3NEKTPOHHbIX KOMNOHEHTOB TeXHUYeCKkMX (annapar-
HbIX W aNNApPaTHO-NPOrPaMMHbIX) CPEACTB UHDOPMALMOHHBLIX CUCTEM.

2 HopmaTtuBHbI€E CCbINIKU

B HacTosLem cTaHaapTe MCnonb3oBaHa HOPMATUBHAA CCbIfIKa HA cneaylowmin cTaHaapT:
FOCT P 56546-2015 3awmra nHpopmayumn. Ya3sumoctu nHdopmaumoHHblx cuctem. Knaccudpukauma
yA3BUMOCTEN UHAPOPMALMOHHBLIX CUCTEM

MpumMedaHue —pyu NoNbL30BaHWM HAaCTOSLLMM CTaHAAPTOM Lienecoobpa3sHo NpoBepUTh AeCTBUE CCINTOYHBIX
CTaHAapToB B UH(OPMaLMOHHOR cucTeme oblLuero nonb3oBaHnsa — Ha opULManbHOM caiiTe HaymoHanbHoro opraHa Poc-
cuiickoil deepaLl No cTaHAapTU3aLMKN B ceTU MIHTEPHET MNK No eXerogHoMy UHAOpMaLMOHHOMY yKasaTernto «Havmo-
HallbHble CTaHAapPTbI», KOTOPLIA onyBrnkoBaH No COCTOSIHUIO Ha 1 iHBapS TEKyLLero roga, U No BbiMyckaMm eXeMeCs4HOro
MHOPMaLMOHHOTO yKasaTensa «HauuoHanbHbele cTaHAapThi» 3a TeKyLuid rof. Ecnn 3ameHeH CChiNIoYHbIA CTaHAapT, Ha
KOTOpbIA faHa HefaTWpoBaHHasA CCbifika, TO PeKOMEHAYETCA UCMONb30BaTh ASWCTBYIOLYI0 BEPCUIO ITOrO CTaHjapTa ¢
YYETOM BCEX BHECEHHBIX B laHHYI0 BEPCUIO U3MEHEHUI. ECnn 3aMeHeH CCbINOYHbIA CTaHA[apT, Ha KOTopbIid AaHa AaTu-
poBaHHas ccbifka, TO PEKOMeHAYETCA NCMoNb30BaTb BEPCUIO 3TOTO CTaHAapTa € YKa3aHHbIM Bbllle rofoM YTBEpXAeHNs
(NpuHATKA). Ecnu nocne yTeepxeHns HacTosLWEero cTaHaapTa B CChINOYHbIA CTaHAAPT, Ha KOTOPLINA laHa faTupoBaHHas
CCbINKa, BHECEHO U3MEHeHMWe, 3aTparvBatoLLee NoroXeHne, Ha KOTOpoe fjlaHa CCbifka, TO 3TO NONOXEHUE PEKOMEHAYETCA
NpPUMeHATbL 6e3 y4eTa faHHOro U3MeHeHUs. Ecnu cchinoyHblii cTaHaapT 0TMeHeH 6e3 3aMeHbl, TO NoMoXeHWe, B KOTOPOM
[laHa ccblflka Ha Hero, pekoMeHAYeTCs MPUMEHSITb B YacTW, He 3aTparuBaloLen 3Ty CCbInKy.

3 TepMuHbI U onpeaeneHun

B HacTosiLleM cTaHgapTe NPUMEHEHBI criealyioLue TEPMUHBLI C COOTBETCTBYIOLLMMU ONpeaeneHUsaMN:
3.1 unpopmaumoHHana cuctema: CoOBOKYNMHOCTb coaepxalyenca B 6asax AaHHbIX MHpopMaummn u oGe-
cneymBaLux ee 06paboTky MHGOPMALIMOHHBIX TEXHONMOIUIA U TEXHUYECKUX CPEACTB.

MpumeyaHue —OnpeaeneHne TepMuHa cooTseTcTeyeT [1].

3.2 yrpo3sa 6e3onacHocTu uHpopmMaumumn: COBOKYNHOCTb YCNOBUI M (hakTOPOB, CO3AAIOLLMX NOTEHLM-
anbHYIO UNKU peanbHO CYLLECTBYIOLLYIO ONMACHOCTb HapyLUeHWs 6e30nacHoCT nHdopMaLmu.

3.3 yasBumocTtb: Hepgocrarok (cnaboctb) NporpammMHOro (NporpaMMHO-TEXHUYECKOro) cpeacTsa unu
MHOPMALIMOHHONW CUCTEMBI B LIENOM, KOTOPbIN (KOTOpast) MOXET ObiTb UCMONb30BaHa ANa peanu3ayumn yrpos
6e3onacHOCTH uHopMaLmu.

3.4 npaBuna onucaHua ya3sBuMocTU: COBOKYMHOCTb MONOXEHWUN, pernaMeHTUpYIoWmX CTPYKTypy U
coaepXaHue onucaHusi yasBMMOCTH.

W3paHue ocouumansHoe
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3.5 onucanue yassumocTtu: MIHdopmaums o BbISBIIEHHON YA3BUMOCTM.

3.6 macnopt yasBuMocTu: [oKkyMmeHT (popmann3oBaHHOE NpeacTaBneHue), cogepkalimin onucaHue
YA3BMMOCTHU, OMNpeaensowuii XapakTepuCTUKN YA3BUMOCTU U BbINOMHEHHbIW B COOTBETCTBUMM C NpaBuiiaMu
OonncaHuAa ya3ssBumocCTi.

3.7 n3BecTHasa ya3BUMOCTb. YA3BUMOCTb, OnybrnMkoBaHHast B 00LLEAO0CTYNHbIX UCTOMHUKAX C onnuca-
HMEM COOTBETCTBYIOLUUX MEP 3aLUUTbl MHpOpMaLuKM, nCnpaBneHnii HEAO0CTAaTKOB UMM COOTBETCTBYIOLLIMX 00-
HOBNEHUNA.

3.8 yA3BUMOCTb HYNEBOro OHA: YA3BUMOCTb, KOTOpas CTAHOBUTCH M3BECTHOW 4O MOMEHTAa Bbinycka
pa3paboTYNKOM KOMMNOHEHTA MHAOPMALMOHHON CUCTEMBI COOTBETCTBYIOLLMX MEP 3aLLMTbI MHOPMALIMK, UC-
npaBneHUin HEAOCTAaTKOB UM COOTBETCTBYIOLLIMX OOHOBMNEHUNA.

3.9 BnepBble BbisIBIIEHHAA YA3BMMOCTb. YSI3BUMOCTL, HeonybnukoBaHHas B 00LLeA0CTYMHbIX UCTOM-
HUKax.

4 OCHOBHbI€E NONOXeHUs

4.1 OnucaHue ys3BumocTu NIC BbINONHAETCA B COOTBETCTBUM C NMPaBuUiaMu ONUCaHNS.

4.2 MNpasuna onucaHusa yassumocTten NC pacnpoCTpaHATCA HA U3BECTHbIE YSI3BUMOCTU, YI3BUMOCTH
HYNEBOro AHA U BMEpPBbIE BbISIBNEHHbIE YA3BUMOCTH.

4.3 Onucanue yassumoctu IC ohopmnsieTca B BUAE nacnopra ys3BuUMOCTH, hopMa KOTOPOro u npumep
3anonHeHunsa npeacraeneHbl B Tabnuue A.1 (npunoxeHune A).

5 CTpyKkTypa n cogepxaHue onucaHus ya3BMMOCTEN

5.1 OOwme Tpe6boBaHUA K CTPYKTYPE ONUCAHUA YASBUMOCTH

5.1.1 CTpyKTypa OnMcaHus ya3BUMOCTM A0mMkHa 06ecneumBaTb 4OCTAaTOMHOCTb MHCpOpMaLMM ANa naeH-
Tudukaumum yaseumoctu NC u BbinonHeHust pabot no aHanuay yassumocten UC.

5.1.2 ina 04HO3HAYHON UAEHTUMKALMM YA3BUMOCTU ONUCAHME AOIDKHO BKMOYATb Cneayiolime ane-
MEHTbI:

- U AEHTUDUKATOP YS3BUMOCTH;

- HAUMEHOBAaHWEe YA3BUMOCTH;

- Knacc yasBumoCTHu;

- HaumeHoBaHue nporpaMmmMHoro o6ecnevenus (MO) u ero Bepcus.

5.1.3 ina obecneyveHnsi pabot no aHanusy yassumoctei NC onucaHne gOMmMKHO BKMOYaATb criegytoLime
3MEeMEHTbI:

- AeHTUAUKATOP TUNa HEAOCTaTKa;

- TUN HeJoCTaTkKa;

- MECTO BO3HUKHOBEHUS (MPOSABNEHUS) YSI3BUMOCTH;

- cnoco6 (npaBuno) oBHapyXeHUs ysi3BUMOCTH;

- BO3MOXXHbI€ MepPbI N0 YCTPAHEHUIO YSI3BUMOCTH.

5.1.4 [ina obecneveHuss getanbHol nHpopmauumn 06 ya3sBUMOCTM ONMUCAHNE MOXET BKIOYATb Crieayto-
LLMe SNEMEHTbI:

- HAMMEHOBaHME ONePaLMOHHON CUCTEMbI M TUMN annapaTHOW NnaTtgopmbl;

- A3bIK nporpammupoBanus Mo;

- cnyBa (nopr), KoTopyto(bIin) MCNONL3YIOT ANSA (PyHKUMOHMpoBaHuUa MNO;

- CTeneHb ONacHOCTU YA3BUMOCTU.

- KpaTKoe onucaHue ysa3BuMOoCTH;

- UAEHTUMUKATOPbI APYTMX CUCTEM ONUCAHUI YA3BUMOCTEN;

- flaTa BbISIBMEHUS YSI3BUMOCTU;

- aBTop, onybrnmMKoBaBLLUI MHPOPMALIMIO O BbISBNIEHHON YA3BUMOCTH;

- KpUTEPUN ONACHOCTU YA3BUMOCTMU.

5.1.5 JononHntencHo onucaHue ysassumoctn MC MOXET BKMOYaTb NPoYyo MHopmauuio B coctase
cneayloLmnx 9NemMeHTOB:

- onucaHue peanusyemMon TexHonornn o6paboTtku (nepegayvm) nHopmayuu;

- onucanune koHdurypauymum MO, onpegenaemMon napaMmerpaMm yCTaHOBKM;

- onucaHue Hactpoek MO, npu KOTOPbIX BbISIBIEHA YA3BUMOCTb;
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- on1McaHue nonHoMouui (npas aoctyna) k UC, HeobxoaUMbIX HAPYLLMTENIO ANA 3KCNAyaTauum ya3BUMOCTH;

- onucaHue BO3MOXHbIX Yrpo3 6e30nacHOCT MHOpMaLIMM, peanu3auus KOTOPbIX BO3MOXHA Npu IKC-
nayarauum ys3aBumocCTH;

- ONMCaHUe BO3MOXHbIX NOCNEACTBUI OT aKkcnnyarauum yassumoctu UC;

- HaMMEHOBaHUE opraHu3aumm, kotopas onyonukosana UHOPMaLWIO O BbISIBNEHHOW YA3BUMOCTH;

- Aata onybnukoBaHWA yBeAOMIIEHUA O BbIABNIEHHON YSI3BUMOCTHU, a TaKKe AaTta yCTpaHEHUA ysa3BUMO-
¢t paspaborumkom MNO;

- Apyrve cBeaeHus.

5.2 O6buwue Tpe6oBaHNA K COAEePKAHUIO ONUCAHUA YA3BUMOCTHU

5.2.1 CopepxaHne onucaHus yasBMMOCTU AOMKHbI 00ECNeYnTb OAHO3HAYHOCTb U NOMHOTY UH(OpMma-
Lum 06 yA3BUMOCTM.

5.2.2 OnemeHT «HaumeHoBaHue ys3BMMOCTU» npeacTaBnser cobon TeKCTOByI0 MHGopMaLmio 06 yas-
BUMOCTH, HA OCHOBE KOTOPOI BO3MOXHO YCTAHOBUTb MPUYUHY U (MNU) NOCNEACTBUA YsI3BUMOCTU. HaumeHo-
BaHWe yA3BUMOCTMW AOMKHO ObITb NPEACTABNEHO Ha PYCCKOM sidbike (B CKODKax Ha aHIMUWUCKOM A3blke — Npu
Heobx0ANMOCTH).

Tpumep - OnucaHue yassumocmu e Yacmu anemMeHma «HaumeHoeaHus ysizeuMocmu»: Ys13euMoCMb,
npueodsiwas K rnepenosiHeHuto 6yghepa e cnyx6e RPC DCOM e onepayuoHHbix cucmemax Microsoft Windows
4.0/2000/XP/2003 (Vulnerability Windows XP RPCSS DCOM Buffer Overflow).

5.2.3 AnemeHT «<MaeHTUdUKaATOP YA3BUMOCTUY» NpeacTaBnsaeT cobom anasMTHO-LUUDPOBOKN KOA, BKIIO-
yaowmin koa 6asbl AaHHLIX YA3BUMOCTEN, FOf BbISIBIIEHUS YA3BMMOCTU U NOPAAKOBbLIA HOMEP YA3BUMOCTH,
BbISIBNEHHOW B Tekywem roay. Mpu onpeaeneHnm naeHTudukaropa ya3sBuMoCTH kog 6a3sbl AaHHbIX YA3BUMO-
CTen, rof] BbIsIBNEHUA YA3BUMOCTU U NOPAAKOBLIN HOMEP YA3BUMOCTU AOMiHBI ObITb OTAENEHbI APYr OT Apyra
3HaKOM «—», MPK 3TOM 3HaK npobena He CTaBUTCA.

I1p umep - OnucaHue yazeumocmu e yacmu anemeHma «Moenmucgbukamop ysizeumocmun»: XXX-2003-0813.

5.2.4 3nemeHT «MaeHTUdUKATOPLI APYrUX CUCTEM OMUCAHMI YA3BUMOCTEN» npeacTasnser coboun
UAEHTUMKATOPbI YA3BMMOCTM B APYIUX CUCTEMAX ONMCAHMIA. JaHHbI dNeMeHT BKRoYaeT UAEeHTU(UKaTOpbI
YAA3BUMOCTU U3 0OLLEAO0CTYNHBIX MCTOMHUKOB M COAEPXUT, Kak npasuno, uudposoi unu andaBuTHO-Lucpo-
BOii koa. OnucaHne MoxeT ObITb BLINOMHEHO B BUAE TMNEPCCLINOK B chopmarte agpecos URL.

lMpumep - OnucaHue yazeumMocmu e Yacmu aneMeHma «MdeHmugpukamopbl Opyaux cucmem onuca-
Hull yazeumocmeli»: CVE ID: CVE-2003-0813; Bugtraq ID: 52018; OSVDB ID: 65465; Qualys ID: 90777, Secunia
Advisory: SA48183; SecurityTracker Alert ID: 1025250; Nessus Plugin ID: 38099.

5.2.5 3nemeHT «Kpatkoe onucaHue ysasBMMOCTM» npeactaensier coboi TekcToByto MHdopmauuio 06
YSI3BUMOCTU U BOIMOXKHOCTSX €€ UCMOSNb30BaHUS.

I1p umep - OnucaHue ysszeumMocmu e Yacmu anemeHma «Kpamxoe onucaHue ysizauMocmu»: ysi3euMocmb
o6HapyxeHa e cnyx6e RPC DCOM. Hapywumens Moxem ebi3eamb omka3 e o6cnyxueaHuu (asapuliHoe 3aeep-
weHue pabomsl cucmembi UsU nepesazpy3sKa), coadaeasn dea nomoka 05151 00Ho20 u mozo e RPC-3anpoca. o
coobujeHuro paapabomyuka, ys36UMOCTL MOXem UCIT0/Ib308ambCsl OJ15 8bINOJIHEeHUS NPoU360JIbHO20 Koda e
ya3seumoll cucmeme. Paspabomyuk oueHuUsI, 4ImMo yA3eUMOCb UMeem «KpumuyecKuli» ypoeeHb oflacHocmu.

5.2.6 SnemeHT «Knacc ya3BuMocTu» npeacTaenseT coboi TEKCTOBYIO MHpOpMaLMIO, KOTOPYIO onpeae-
nator B coorBeTcTBumn ¢ FTOCT P 56546-2015.

Mpumep - OnucaHue yszeumocmu e Yacmu anemMeHma «Knacc ysiasumocmu»: ysiaeuMocmes Koda.

5.2.7 OnemeHT «HanmMeHoBaHWe nNporpaMMHOro 06ecneyYeHns u ero Bepcusy npeacraenseTr cobon uH-
cdhopmaumio 0 HauMmeHosaHum MO 1 ero BEPCUK.

ITpumep - OnucaHue ysizgumocmu e Yacmu ajileMeHma «HaumeHoeaHue npozpamMmMHo20 obecrieveHus u
e20 sepcusin: RPC/DCOM Microsoft Windows 4.0/2000/XP/2003.

5.2.8 OnemeHT «Cnyx6a (nopr), KOTOpyto(blil) UCNONL3YIOT AN DYHKUMOHMPOBAHUS MPOrPaMMHOrO
obecneyeHusa» npeacraensieT cobon KOMOUHMPOBAHHYIO MHpOpMaUUIo 0 cnyxbe (CUCTEMHOI UNU CETEBOA),
0 CEeTEeBOM MOPTE, KOTOPbIN UCTIONb3YIOT A4NA PYHKLMOHUpOoBaHMA MO, u 0 HAaMMEHOBaHWM CETEBOIO NPOTOKOMA
nepenayn AaHHbIx. Homep ceTesoro nopta u HaMEHOBaHWe CETEBOrO MPOTOKOMA Nepeaayn AaHHbIX OTAens-
IOT APYr OT Apyra 3HaKkoMm «/».
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MpuMmeyvaHune —Cnyxba (nopT), KOTOPYHO(blil) UCMONB3YHOT ANS OYHKLUOHMPOBaHUA NporpaMMHoro obecneve-
HUA, MOXET HEe UMETb NOCTOAHHOIO 3Ha4YeHUA. I'IporpaMMHomy obecneveHnto MoXeT ObITb HazHavyeH NopT NO YMONYaHUto,
HO npakTudecku nioboe MO MoxeT GbiTb NepPeKOHGUIypMpoBaHO Ha Apyroi NopT.

ITpumep - OnucaHue yazeumocmu e Yacmu anemeHma «Cnyx6a (nopm), komopyio(bill) ucnonssyrom
Ons pyHKUUOHUPOBaHUSI MPo2paMMHO20 obecrievyeHusi»: RPC 139/tcp.

5.2.9 OnemMeHT «A3blk NporpaMmmMpoBaHus NporpaMmMHoro obecneyeHusi» npeacTaBnser coboi Haume-
HOBaHWe A3blka NPOrpaMMMpoOBaHuUsA, UCNONb3yemoro npu paspabotke (npeacrasneHun) MNO. CoBpeMeHHOE
MO, kak npasuno, paspadbarbiBaloT C UCNONb30BAHUEM CEMENCTBA A3bIKOB NPOrpaMMUPOBaHUs], NOSTOMY AaH-
HbIN 9NEeMEHT MOXET BKIMIOYaTb MHpOpPMaLMIO O TexHONOrMu (Cpeae) NporpaMMmMpOBaHUS.

I1p umep - OnucaHue ysizsumMocmu e Yyacmu 3sieMeHma «513biK npo2paMmupoeaHusi Npo2paMmMHo20 obe-
crnedeHusi»: C++,

5.2.10 3GnemeHT «Tun HegocTaTka» npeacTaBnseT co00M TEKCTOBYIO MH(OPMALMIO, KOTOPYIO onpeaens-
10T B cooTBeTcTBUM C TOCT P 56546-2015.

I1pumep - OnucaHue ysseuMocmu € Yacmu asniemeHma «Tun Hedocmamxka»: HeGocmamKu, cési3aHHble ¢
nepenosiHeHueMm 6ygpepa namamu.

5.2.11 OnemeHT «MaeHTucpukarop TMNa HeaocTaTka» NpeacraBnsieT coOOM yHUKaNbHbIA UAEHTU(DU-
KaTop Tuna Hepgocrtatka u cogepxut and)aBuTHO-LmMdpoBon koa. Maentudukatop Moxer ObiTb B3AT (M npu
HeoBX0AMMOCTH JOMNOSHEH) U3 00LWEeAO0CTYNHbIX UCTOYHMKOB.

I1p umep - OnucaHue ysazsumocmu e Yacmu aneMeHma «Mdenmugpukamop muna Hedocmamka»: CWE-119.

5.2.12 3nemeHT «MeCTo BOSHUKHOBEHUA (NPOABNEHUS) YA3BUMOCTU» NpeacTaBnsaeT co0OW TEKCTOBYIO
MHMOPMALIUIO O KOMMOHEHTaX UHPOPMALIMOHHOW CUCTEMbI, KOTOPbIE COAEPKAT pacCcMaTpMBaeMylo yA3BU-
MOCTb.

ITpumep - OnucaHue ysizgumMocmu e Yacmu anemeHma «Mecmo e03HUKHO8eHUS (NposieneHus]) ysa3eu-
mMocmu»: ys3eumocms e obujecucmemHom (obuiem) npozpaMmMHoOM obecrieyeHuu.

5.2.13 3nemMeHT «HaumeHoBaHMe onepaLMOHHON CUCTEMDbI U TUN annapaTHON NnartdopMbl» NPeacTaB-
naet coboii MHpopMauuto 06 onepaLMoOHHON CUCTEME M TUNE annapaTHON NnaTdopmbl. Tunamu annapaTHom
nnatcopMbl asnsATcs: 1A-32, 1A-64, X86, ARM, PA-RISC, SPARC, System z u apyrue.

lpumep - OnucaHue ysizeuMoCmU 6 Yacmu 3fieMeHma «HaumeHoeaHue onepayuoHHoOU cucmembl U
mun annapamHol nnamceopmbiy»: Microsoft Windows 4.0/2000/XP/2003 (x32).

5.2.14 3nemeHT «[laTa BbISIBIEHUS1 YA3BUMOCTU» NpeacTaBnser co6oi uHcopmauumio 0 gate BbisiBne-
HUA ya3suMocTu B dpopmare J/MM/ITTT. [lata BbisBNEHNA YA3BUMOCTU B cnydae hakTU4eckon HEBO3MOX-
HOCTW €€ YCTaHOBIIEHMA CUUTAETCA COBMAAAIOLIEN C AaTOW perncTpaumm coodueHusa ob yassumoctu B 6ase
OaHHbIX YA3BUMOCTEN.

I1pumep - OnucaHue yazeumocmu & Yacmu anemeHma «[Jama enisieneHus ysizeumocmu»: 23/12/2004.

5.2.15 GnemeHT «ABTOp, oNydnmMkoBaBLUMI MHPOPMALMIO O BLIABNEHHON YSA3BUMOCTU» NpeaCTaBnaeT
co6oii nHcopmaumio 06 aBTope, KOTOpbI 0BHapPYXuMn u onybnukosan ya3sBuMOCTb NEPBbIM.

MpuMmeyvyaHune — OnemeHT aBnseTca HeobA3aTeNbHBIM K 3anonHeHuio. PasMelleHune uHgopmaumn o6 astope
OCYLLECTBMAETCA C y4eToMm [2].

5.2.16 3nemeHT «Cnocob (npaBuno) oOHapyxeHus ysa3BUMOCTU» nNpeactaBnsieT cobow copmanu3o-
BaHHOe nNpaBufO onpegeneHus ya3suMocTu. Cnoco6 (npaesuno) obHapyXeHusa ysi3BUMOCTM MO3BONSAET Npu
NMOMOLLM CleumnanbHON NpoLeaypbl MPOBECTU NMPOBEPKY HANUYUA YA3BUMOCTH.

I1p umep - Onucarue ysizgsumMocmu 8 Yacmu anemeHma «Cnoco6 (npaeursno) obHapyxeHus yazeumocmu»
Ha A3biKke onucaHust OVAL:
AND Software section
Criterion: Windows XP is installed
registry test (oval:org.mitre.oval:tst:2838): check_existence = at_least one_exists,
check = at least one
registry_object (oval:org.mitre.oval:obj:419): hive: HKEY_LOCAL_MACHINE
key: SOFTWAREWicrosoftiWindows NT\CurrentVersion
name: CurrentVersion
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registry_state (oval:org.mitre.oval:ste:2657):
value: 5.1
OR a vulnerable version of rpcrt4.dll exists on XP
AND 32-bit version of Windows and a vulnerable version of rpcrt4.dll exists
Criterion: 32-Bit version of Windows is installed
registry_test (oval:org.mitre.oval:tst:2748): check_existence = at_least_one_exists,
check = at least one
registry_object (oval:org.mitre.oval:obj:1576): hive: HKEY_LOCAL_MACHINE
key: SYSTEM\CurrentControlSet\Contro\Session Manager\Environment
name: PROCESSOR_ARCHITECTURE
registry state (oval:org.mitre.oval:ste:2569):
value: x86

MpumeyaHue — OVAL (Open Vulnerability and Assessment Language) — oTKpbITbIiA A3bIK ONUCAHWUA YA3BUMO-
cTeil u npoBefeHUs oleHok. OVAL aeTanbHO onuceiBaeT METOA NPOBEPKN NapaMeTpoB KOHUrypauun Ans onpeaenexHmns
HanMuus ysassMMocCTH.

5.2.17 3nemeHT «Kputepum onacHOCTM yA3BUMOCTUY NpeACTaBNsAET COO0I COBOKYNHOCTb MHGOpMaLmu
0 KpUTEpUsIX, UCNONb3YEMbIX NPU OLEHKE CTeneHN ONacHOCTHU YA3BUMOCTH, U O UX 3HaYeHUAX. Kaxabli kpuTe-
puii MOXET NPUHUMATb 3HAYEHURA, COrNacHO cneayloLlei HoOMeHknaType:

- KpUTEPUI «TUN AOCTYNa» (NOKanbHbIW, yaaneHHbIn, ApYrol Tun A0CTyna);

- KpUTEpUI «yCcnoBuA Aoctyna» (ynpaeneHue AOCTynoM, Apyrue ycroBusi, ynpasneHne AOCTYNOM He
NPUMEHSAETCA);

- KpuTepui «TpedoBaHusa ayteHTUdUKkaumumn» (0AHOKpaTHaA ayTeHTUduKaums, nCnonbL3oBaHUe (MHOro-
KpaTHbIN BBOA) Pa3nNUYHON ayTEHTU(UKALMOHHON MHpOPMaLMK, ayTeHTUDMKALMS He TpebyeTcs);

- KPUTEPUN «BNUSIHUE HA KOH(PMAEHUMANbHOCTbY (HE OKAa3biBAET BNUSIHUSA, HApyLUEHUE KOH(PUAEHLM-
anbLHOCTW);

- KPUTEPUIA «BNUSHWE HA LIENOCTHOCTbY (HE OKa3biBAET BIMSIHUS, HAPYLLEHWUE LIENOCTHOCTH);

- KpUTEPUIA «BNUSIHWE HA JOCTYNHOCTb» (HE OKa3biBaeT BAUAHUS, HApPyLUEHNE JOCTYMHOCTH).

MpuMeyaHune —NpUMepoM ONUCaHUSA KPUTEPUEB ONACHOCTU YA3BUMOCTU sBNSIEeTCA 6a30BbIN BEKTOP YA3BUMO-
cTn B cootBeTcTBUM ¢ Common Vulnerability Scoring System?.

5.2.18 3nemeHT «CTeneHb ONaCHOCTU YA3BUMMOCTU» NpeacTaBnsieT co6oi TEKCTOBYIO MHGOpMaLUIO,
KOTOpasi MOXXET NPUHMMATbL OAHO U3 YETbIPEX 3HAYEHUN: KPUTUYECKUIA, BbICOKWIA, CPEAHUIA U HU3KUI YPOBEHb
OnacHOCTU. CTeneHb ONAcCHOCTU ONPEAENSIOT B COOTBETCTBUM C OTAENbHON METOLUKONM.

Mpumep - OnucaHue ysszseumocmu e Yacmu anemMeHma «CmerneHb ONTaCHOCMU Ys136UMOCMU». 8bICOKU
ypoeeHb onacHocmu.

5.2.19 3nemeHT «B03MOXHbIE MEPBI MO YCTPAHEHWIO YSI3BUMOCTU» BKMIOYAET B Ce0si NPeanoXeHus u
peKkoMeHaaLUnn no YCTPAHEHUIO BbISIBNIEHHbIX YA3BUMOCTENH UMM UCKIIOYEHUIO BO3MOXHOCTU UCMOMb30BaHNSA
HapyLLMTENEM BbISIBMEHHbIX YA3BUMOCTEN. MNpeanoxeHns u pekomeHaauumn AOMKHbI COAEPXKaTb CCbINKU Ha
Heobxogumoe MO u (Mnun) onucanme KoHdurypaumii MO, ans KOTOPbIX yrpo3bl 6830NacHOCTU MHApOPMaLUK,
UCNonb3yloLLMe AaHHYIO YI3BUMOCTb, HE ABMNAIOTCS aKTyarlbHbIMU.

ITp umep - OnucaHue yazeumocmu e Yacmu aniemeHma «Bo3MOoXHbIe Mephi 110 YCMPaHeHU o ys3eUumMocmuy:
Ycmanosume coomeemcemeyroujee o6Hoe/neHuUe:

Microsoft Windows NT Server 4.0 Service Pack 6a;

Microsoft Windows NT Server 4.0 Terminal Server Edition Service Pack 6;

Microsoft Windows XP and Microsoft Windows XP Service Pack 1;

Microsoft Windows XP 64-Bit Edition Service Pack 1;

Microsoft Windows XP 64-Bit Edition Version 2003;

Microsoft Windows Server 2003 64-Bit Edition.

5.2.20 3neMeHTbl ONUCaHKUS YA3BUMOCTU C NpoYein nHcpopmaumen npeactaBnsitoT OO0 TEKCTOBYHO UH-
dropMaumio, kKoTOpas NO3BoNAET AONONHUTL 06LLYI0 MHOpMaLMIo 06 ya3BuMocTu (cM. 5.1.5).

Mpumep - Onucanue yazeumMocmu e yacmu anemeHma «/Ipoyass uHbopmauusi»: crneyuasnbHbIX MoJIHO-
moyuli (npae docmyna) no omHouieHuto k UC Hapywumenio He mpebyemcsi.

1" Common Vulnerability Scoring System (CVSS) — o6lijasi cucTeMa OLIEHKU YI3BUMOCTH onyBnMKoBaHa Ha ouLu-
anbHoM caiite cooblectBa FIRST no agpecy URL: http://www.first.org/cvss.
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MpunoxeHue A
(pekomMeHayemoe)

dopma nacnopta yasBMMOCTU C MPUMEPOM €ro 3anoriHeHUus

Tabnuya A1—®Popma nacnopra ya3sBUMOCTU C NPUMEPOM €ro 3anonHeHus

SreMeHT ONncaHna yasBuMoCTun

MpyMep 3anonHEHWs ONUCaHNS YA3BUMOCTH

HavMeHoBaHWe yA3BMMOCTH

YA3sBMMOCTb, MNpuBogsilas K nepenonHeHuio Sydepa B cnyxbe RPC DCOM B
onepayuoHHbIX cucTemax Microsoft Windows 4.0/2000/XP/2003 (Vulnerability
Windows XP RPCSS DCOM Buffer Overflow)

HaeHTndukaTtop
YA3BUMOCTH

XXX-2003-0813

NoeHTUMKaTOph! 4pyrux cMcTem
onucaHuin yasBuMocTen

CVE ID: CVE-2003-0813

Bugtraq ID: 52018

OSVDB ID: 65465

Qualys ID: 90777

Secunia Advisory: SA48183
SecurityTracker Alert ID: 1025250
Nessus Plugin ID: 38099

KpaTKoe onucaHne yA3BMMocCTn

YassumocTb oBHapyxeHa B cnyxb6e RPC DCOM. Hapywutens MOXeT Bbi3BaTb
oTkas B o0OcnyxwBaHWM (aBapuiiHoe 3aBeplieHue paboTbl cUCTEMBI WK
nepesarpyska), cosgasas fiBa NoToka ANAa ofHoro u Toro e RPC-3anpoca. Mo
coobLLeHunto paszpaboTynka, yAsBUMOCTb MOXET UCNONBL3OBATHLCS AN BbIMOMHEHUS
MPOU3BONELHOMO KoAa B yA3BUMOW cucteMe. PaspaboTynk oueHun, YTo ysS3BUMOCTb
UMEET «KPUTUYECKUIA» YPOBEHb ONACHOCTM.

Knacc YAIBUMOCTU

Ya3BUMOCTb kofa

HaumeHosaHue O u ero Bepeus

RPC DCOM Microsoft Windows 4.0/2000/XP/2003

Cnyx6a (nopT), koTopas
(koTOpbIiA) UcnonkeayeTea AnA
dyHKUMOHUpoBaHuA MO

RPC 139/tcp

HA3blk nporpaMmmupoBaHua MO

C++

Tun HegocTaTKka

HepocTtaTtku, cBA3aHHble ¢ nepenofiHeHneM Bydepa namsaTu

MecTo BO3HWKHOBEHHUS
(NposBneHua) yassumMocTu

YassumocTb B obLlecucteMHoM (06LLeM) nporpaMMHOM oBecneveHunn

MaeHTudpukatop TMna
HejocTaTka

CWE-119

HavmMeHoBaHWe onepaLlnoHHONR
cucTeMbl M TUN annapaTHo
nnaTtgopMbl

Microsoft Windows 4.0/2000/XP/2003 (x32)

HaTa BeIABNEHUA YA3BUMOCTU

10/03/2003

ABTop, onybnukoeaBLUWNA
UHOPMaLMIO O BLIABNEHHOM
YA3BUMOCTH
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SreMeHT onucaHua YasBUMOCTH

I'Ipmmep 3anonHeHna onucaHua yasBUMOCTU

Cnocob (npaBuno) oBHapyxeHus
YA3BUMOCTU

AND Software section
Criterion: Windows XP is installed
registry_test (oval.org.mitre.oval:tst:2838): check_existence = at_least_one_
exists, check = at least one
registry_object (oval.org.mitre.oval:obj:419):
hive: HKEY_LOCAL_MACHINE
key: SOFTWARE\Microsoft\Windows NT\CurrentVersion
name: CurrentVersion
registry_state (oval:org.mitre.oval:ste;2657):
value: 5.1
OR a vulnerable version of rpcrt4.dll exists on XP
AND 32-bit version of Windows and a vulnerable version of rpcrt4.dll exists
Criterion: 32-Bit version of Windows is installed
registry_test (oval.org.mitre.oval:tst:2748): check_existence = at_least_one_
exists, check = at least one
registry_object (oval:org.mitre.oval:obj: 1576):
hive: HKEY_LOCAL_MACHINE
key: SYSTEM\CurrentControlSet\Control\Session Manager\Environment
name: PROCESSOR_ARCHITECTURE
registry_state (oval.org.mitre.oval: ste:2569):
value: x86

KpuTepun onacHocTH
YA3BMMOCTH

Hanpumep, B cootBeTcTBUM ¢ CVSS - AV:N/AC:L/AU:N/C:C/I.C/A.C

CTeneHb onacHocTH YA3BUMOCTH

BbicoKWiA ypOBEHE ONacHOCTU

BoaMOXHLIe Mepbl Mo
yCTpaHeHUHo yH3BUMOCTH

YcTaHoBWTE COOTBETCTBYIOWEE 06HOBNEHWE:!

Microsoft Windows NT Server 4.0 Service Pack 6a

Microsoft Windows NT Server 4.0 Terminal Server Edition Service Pack 6
Microsoft Windows XP and Microsoft Windows XP Service Pack 1
Microsoft Windows XP 64-Bit Edition Service Pack 1

Microsoft Windows XP 64-Bit Edition Version 2003

Microsoft Windows Server 2003 64-Bit Edition

Mpoyas nHdpopmauymsa

CneyunanbHbIX NMONHOMOYUIA (NpaB AOCTYNa) No oTHoweHuto kK C HapywuTenio He
TpebyeTtca
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