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Mpeaucnosue

Lenu v npuHuMnbl ctTaHaapTusaumu B Poccuiickon ®enepaumn yctaHoBneHsl degepanbHbiM 3akoHOM OT
27 pekabps 2002 r. Ne 184-93 «O TexHU4YECKOM perynupoBaHuny», a npasuna NpUuMeHeHUs HauMoHanbHbIX
craHaaptoB Poccuiickoit ®eaepaunm — FMOCT P 1.0—2004 «CtaHagaptusauua B Poccuinckoin degepaunn.
OCHOBHBIE MONOXEHUsI»

CBepgeHun o cTaHpapTe
1 PASPAEOTAH O6wecTBOM € orpaHU4eHHON OTBETCTBEHHOCTbIO «KpunTokoM»

2 BHECEH YnpaBneHneM TeXHU4eCKOoro perynupoBaHusl U ctaHgaptusaunum deagepansHoro areHTcTBa
Nno TEXHUYECKOMY peryrimpoBaHuio U MeTposorum

3 YTBEP>XOEH WU BBEOEH B AEWCTBUE npukasom ®efepanbHOro areHTcTBa No TEXHUYECKOMY
perynupoBaHuto u meTponorin ot 18 aekabpa 2008 r. Ne 531-ct

4 BBEJEH BINEPBbIE

Urgbopmayus 06 uUsMeHeHUAX K HacmosiueMy cmaHOapmy riybriukyemcs 8 exe2o00Ho u30asaemMom
UHGhopMayUOHHOM yKazamerne «HauuoHanbHbie cmaH0apmbl», a MeKCm UsMeHeHUl U nonpasoK — 6 exemMe-
CAYHO U30asaeMbiX UHGHOPMaUUOHHBIX YKkazamersix « HayuoHansHble cmandapmel». B ciiydae nepecmMompa
(3aMeHbl) Uunu omMeHsl Hacmosujeao cmaHdapma coomeemcemeyroujee yeedomieHue 6ydem onybnukosaHo
8 EXXeMeCsIYHO U30asaeMoM UHGHOPMaUUOHHOM yKa3amerne «HayuoHanbHbie cmaHdapmsi». Coomeemcmey-
rowjast UHghopmayusi, yeedoMIIeHUS U MeKCmbl pasMeLaimcst makxke 8 UHghopmauuoHHoU cucmeme obuuez0
rnonb308aHuUsi — Ha oghuyuansHom catime @edepaibHO20 a2eHmecmaa o MexHUYECKOMY pe2ynuposaHuio U
mempoJsoauu 8 cemu IHmepHem

© CraHgapTuHdopM, 2009

HacTtoawwnni ctaHgapT He MoXeT 6bITb MOSTHOCTLIO UMW YaCTUYHO BOCNpounsBeaeH, TUupaxmnposaH U pac-
npocTpaHeH B KayecTBe oumumanbHoro nsgaHus bes paspeweHus egepanbHOro areHTCTBa No TeXHUYeCKo-
MYy perynmposaHuio U MeTponiormm
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BBepeHune

PassuTune, BHeapeHue 1 ncnonb3oBaHne pacrnpegeneHHblX NHPOPMaLUOHHBIX CUCTEM 1 TEXHOTOTUIA,
1cnonb3oBaHne MMMNOPTHLIX NPOrpamMMHo-annapaTHbIX NnaTdopm 6e3 KOHCTPYKTOPCKOW AOKYMEHTaLmMM Npu-
BEIW K NOSIBMEHMIO Kracca yrpos nHdopmauoHHon 6e3zonacHocTu (UB), CBSA3aHHBIX C UCMOb30BaHNEM TaK
HasblBaeMbIX CKPbITbIX MHPOPMAaLMOHHBIX KaHamNoB, «HEBUAMMBIX» ONs TPagULUOHHBIX CPeAcTB 3aluThl
nHopMaumK.

TpaauunoHHble cpeacTea obecneyeHuns b Takue, Kak cpegcTBa pasrpaHudeHus 4oCcTyna, MexceTeBble
3KpaHbl, CUCTEMbI 0BHaPYXXEHWUsI BTOPKEHWIA, KOHTPOMMPYIOT TOMNBKO NHOPMaLMOHHBIE NOTOKWN, KOTOPLIE NPO-
XOAAT NO KaHanam, npedHasHadyeHHbIM AN ux nepegadn. BosamoxHocTb obMeHa MHbopMaumen BHe 3TUX
paMoK NocpecTBOM CKpbIThbIX kaHanoB (CK) He yunTbiBaeTcs.

B cuctemax, Tpebyownx obecrneveHuns NoBbILLEHHOTO YPOBHSA AOBEPUS, AOIKHbI YHNTEIBATLCA YIPO3bl
6e3onacHoCTU, BO3HMKalOWMe BCMeACTBME HanMuMa BO3MOXHOCTW HECAHKLMOHWUPOBAHHOrO AEUCTBUA C
nomotubto CK.

OnacHocTb CK ans uHdbopmaumoHHbIX TexHonorui (UT) n asToMmaTusnposaHHeix cucteM (AC) n apyrnx
aKTMBOB OpraHv3aLuM cBsidaHa C OTCYTCTBMEM KOHTPONS CpeacTBaMU 3aluTbl MHEOPMALIUOHHBIX NOTOKOB,
YTO MOXKET NPUBECTU K yTeUKe MHOPMaLIMU, HAaPYLUUTb LIeNTOCTHOCTb MHAPOPMAaLIMOHHBIX PeCypPCOB U Nporpam-
MHoro obecneyveHns B KOMMNbIOTEPHBLIX CUCTEMAaX UK co34aTh UHbIe NPEensaATCTBUA No peanusaunn UT.

[ns obecneveHus 3awntel MHdopmaLu1, obpabaTtbisaemoin B AC, He06X0AMMO BLISIBNSITL U HENTPanu-
30BbIBaTb BCE BO3MOXHbIe MHPOPMaLMOHHbIE KaHarlbl HeCaHKLMOHUPOBaHHOIO AeNCTBUS — KaK TpaguLMOH-
Hble, TaK U CKpbIThIE.

HacTosawun cTaHgapT BXOAWT B CEPUI0 B3aUMOCBSI3aHHbIX CTaHAapTOB, 06 beANHEeHHbIX O6LLMM HauMe-
HoBaHueM «MHdbopmaLmoHHasa TexHonorus. 3awmta HPOPMaLUOHHBIX TEXHOSOMMIA U aBTOMATU3UPOBaHHbIX
CMCTeM OT yrpo3 nHgopmaLMoHHOW 6e30nacHOCTU, peanMsyeMbiX C UCNOMb30BaHNEM CKPbITbIX KaHanoB»,
BKITHOYatoLLMIA B cebsi:

- obLme NonoXxeHns;

- pekoMeHAauuun no opraHusaumu sawntbl MHcopmauum, UT n AC oT aTtak ¢ ucnons3osaHuem CK.

B 06Lwmx nonoxeHusx onpeaeneHsl 3agayu, peluaemMele npu nposegeHuy aHanusa CK, onvcaHa knaccu-
dukaums CK v npuseaeHa krnaccudmnkaLMa akTMBOB Mo CTENEeHU OMacHOCTU aTak ¢ ucnornb3oBaHuem CK.

CylecTBeHHBEIM MOMEHTOM 3aLuuieHHocTu cucteM UT n AC agnseTca AoBepue K CUCTEMaM 3aLluThl.
O6ecneyeHre 4oBepUsA OCYLLECTBNASIETCS NyTeM rnyboKoro aHannaa unu akcnepTusbl NporpaMmmHo-annapar-
HbIX NPOAYKTOB C TOYKM 3pEH NS MX 3aLMLLEHHOCTU. Bo MHOTMX CRNyYasax aTOT aHanus 3saTpygHeH B cUry OTCyT-
CTBUSI UCXOOHBIX AaHHLIX AN ero NpoBefeHusl, TO eCTb UCXOAHbIX KOAOB, KOHCTPYKTOPCKOW U TeCTOBOM
OOKyMeHTaLuK, B pesynbTaTe Yero co3faloTcsl Yrpo3sbl MHGpOPMaLMOHHBIM pecypcaM, KoTopble MOryT ObiTb
peann3oBaHbl C MOMOLLbIO HEM3BECTHLIX MPOorpaMMHO-annapaTHbIX CUCTEM Uyepes UHTepdeincobl B3aumoaein-
CTBYHOLLMX NPOrpaMMHO-annapaTHbIX NPOAYKTOB.

TpebosaHua aoBepus k 6esonacHocTu MHpopmauum yctaHosrneHsl B FOCT P UICO/M3K 15408-3, B
COOTBETCTBUM C KOTOPBLIM A5l CUCTEM C OLIEHOYHBLIM YpoBHeM Aosepus (OY[), HaunHasa c OY5, npegycmoTpe-
HO npoBedeHue obsAsaTenbHoro aHanusa CK. Mpu ucnonb3oBaHWM annapaTtHO-NMPOrpaMMHbIX MPOAYKTOB
WHOCTpaHHbIX MPOU3BOAUTENEN B YCIIOBUSAX OTCYTCTBUS HA HUX KOHCTPYKTOPCKON, TECTOBOW AOKYMEHTauun u
NCXOAHBIX KOAOB HEBO3MOXHO rapaHTMPOBaTb OTCYTCTBUE B HUX MOTEHLMUANnbHO BPeAOHOCHBIX KOMMOHEHTOB,
BKJTIIOMEHHBIX CrieLmvanbHO Uiy BOSHUKLLINX CAyYaiHo (HanpyuMep, porpamMmmHon yassumocTtn). Takum o6pasom,
TpeboBaHue aHanusa CK B Poccuiickoin deaepauum asnsieTcs HeobxoanmeiM ycrniosuem 6esonacHoro cyHk-
LMOHNPOBaHUA cucTem, obpabaTbiBalolnX LEeHHY0 MHGOPMaLIMIO UM UCTIONb3YIOLLNX UMNOPTHOE annapart-
Ho-MporpammHoe obecneveHne, B TOM uncne u anst cuctem ¢ OY Huke OY[5.

B pexomeHaaumsx no opraHnsaunm sawmTel tHpopmauun, UT n AC oT aTak ¢ ucnonbsosaHnem CK onpe-
AerneH nopsiaok noucka CK u npotusogenctausa CK.

Hacrosuwuii ctaHaapT paspabotaH B passutue FOCT P MICO/M3K 15408-3, FOCT P UCO/M3K 17799
(B YacTU MepOMNpUATUIA NO NPOTUBOAEUCTBUIO Yrpo3am UB, peanusyemsim ¢ ucnonbsosaHnem CK) u [1].
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HAUMWOHANBbHBIW CTAHOAPT POCCMUUCKOWU SGEOEPALUUMN

UHbopMaLMoHHas TEXHONOIUsA
3ALUUTA UHPOPMALIMOHHBIX TEXHONOIMMN U ABTOMATU3UPOBAHHBLIX CACTEM
OT YIrPO3 UHOGOPMALIMOHHON BE3OMNACHOCTWN,
PEAINU3YEMbIX C UCMOJNTb3OBAHUEM CKPbITbIX KAHANOB

Yactb 1

O6LwWwme nonoxeHus

Information technology. Protection of information technologies and automated systems against security
threats posed by use of covert channels. Part 1. General principles

DaTta BBeaeHnsa 2009—10—01

1 O6nacTb NpUMeHeHuUs

HacTosawwii ctangapT ycTaHasnueaeT knaccudpukauunio CK 1 onpegenseT sagayu, peraemble npu npo-
BeaeHuMn aHanusa CK, uTo siBnsieTcs Heo6xo4uMow cocTaBnaoLLen Ans onpeaeneHnUs AanbHenLlero nopsiaka
opraHusauum 3almTbl MHopMaLmm OT aTak ¢ ucnonb3osaHnem CK, a Takke ycTaHaBnNMBaeT NOpPsSAOK Npose-
AeHus aHanusa CK ans npoayktos n cuctem UT M AC, pesynbTaThbl KOTOPOro UCNOMb3YIOTCA NPpU OLIeHKe 1oBe-
pUs K Mepam 3aLuTbl HOPMaLMOHHBIX cuctem u UT.

HacTosiwuii cTaHgapT npegHasHadeH Ansi 3akasymkos, paspaboTynkos 1 nonbsosatenein UT npu cop-
MUpPOBaHUM UMUK TpeBoBaHWii k paspaboTke, NPUOBPETEHUIO U MPUMEHEHMNIO NPOAYKTOB U cucTeM UT, koTopble
npeaHasHayveHbl Ans obpaboTku, XpaHeHUst unu nepegadn nHdbopmaumm, nognexallen sawute B COOTBeT-
CTBUM ¢ TPeBOBaHUSAMU HOPMATUBHBIX AOKYMEHTOB UMW TpeboBaHUAMM, YCTaHaBNMBaeMbIMU COBCTBEHHUKOM
nHcpopmaumn. Hactoawumin ctaHgapT npegHasHayeH Takke Ans opraHoB cepTudmkaumMn U ucnblTaTenbHbIX
naGopaTtopuii Npu NPoBeAeHUM oLieHKkM BezonacHocTy U cepTudmkaLummn 6esonacHocTn UT n AC, a Takke ans
aHanuMTUYecKUX nogpasgeneHnin u  cnyx® 6es3onacHOCTM ANA  COMOCTaBMIEHNA  Yrpo3  LEeHHbIM
MHDOPMALIMOHHBIM aKTUBaM C MOTEHLMAbHON BOSMOXHOCTLIO Yiepba yepes CK.

2 HopmaTuBHbIe CCbINKKU

B HacTosiLLeM cTaHaapTe UCNOoNb30BaHbl HOPMATUBHBIE CChINIKUA Ha creaytolime cTaHaapThl:

FOCT P UNCO/M3K 15408-3—2008 NHdopmaLumnoHHas TexHonorus. Metoabl u cpeactsa obecrieveHus
6esonacHocTU. KpuTepnu oLeHkM 6esonacHOCT MHGOPMaLIMOHHBIX TeXHOMoruin. YacTs 3. TpebosaHus gose-
pus K 6e3onacHoCTK

FOCT PUCO/M3K 17799—2006 NHDopmaunoHHasa TexHonorusl. Mpaktnyeckue npasuna ynpasneHus
NHdopmMaLMoHHOK 6e30NacHOCTbIO

MpumeyatHune—pn Nonb3oBaHUM HACTOSALWMM CTaHAAPTOM LieNiecoobpasHo NPoBEpUTb ENCTBUE CCbINOY-
HbIX CTaHAApTOB B MHGOPMAUMOHHOM cucTemMe OOLWero nonb3oBaHusi — Ha oduumansHoM cante PepepanbHOro
areHTCTBa No TEXHUYECKOMY PErynupoBaHuIo U METPONorum B cetm IHTepHeT Unn No exerogHo nsgasaemMomy MHhopma-
LUMOHHOMY yKasaTtento «HaumoHaneHble cTaHgapThl», KOTOPbIA ONyOnMKOBaH No COCTOSHMIO Ha 1 SHBapA TEKyLLLero roga, n
Mo COOTBETCTBYIOWMM EXEeMECSYHO n3gaBaemMbiM MHPOPMAaLMOHHBIM yKasaTensiM, onybrvkoBaHHbLIM B TEKYLLUEM rogy.
Ecnu cobinoyHbIl cTaHaapT 3aMeHeH (U3MeHEH), TO MpW NoNb30BaHWKM HACTOSALMM CTaHAAPTOM criedyeT PyKOBOACTBO-
BaTbCH 3aMEHSIIOLLMM (U3MEHEHHBIM) CTaHaapToM. Ecnn cehinoyHbii cTaHAapT OTMeHeH 6e3 3aMeHbl, TO NONOXeHue, B
KOTOPOM JaHa CChiNKa Ha Hero, NPUMEHSIETCSH B YacTu, HE 3aTparvBaloLLeli 3Ty CCbIKY.

WU3spanne ocpmymnansHoe
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3 TepMuHbI M onpegeneHus

B HacToseM cTaHaapTe NpUMeHeHbI creayoLuve TePMUHBI C COOTBETCTBYHOLWUMA onpeaeneHUsaIMn:

3.1 aBTOMaTU3UpoBaHHas cuctema: Cuctema, cocTosiLias U3 nepcoHana u komnnekca cpeAcTs aBTo-
mMaTtusaumn ero eATenNbHOCTH, peanusyiollas UHOPMaLMOHHYIO TEXHOOTMIO BINONIHEHUS YCTAHOBIEHHbIX
PYHKUMIA.

3.2 areHT HapywwuTens: Jluuo, NporpaMmmMHoe, NporpamMmMHo-annapaTHoe UNKn annapaTtHoe CpeacTBo,
AENCTBYIOLLIME B UHTEpecax HapyLunTensl.

3.3 akTuBbl (assets): Bce, uTo MMeeT LIeHHOCTb A OpraH13aLun U HaX0QUTCS B €€ pacrnopshiKeHUU.

IMpumeuyaHune— KaktmBam opraHnsaumm MoryT OTHOCUTLCS:

- BblUMCAUTENbHbIE, TENEKOMMYHUKALMOHHBIE U NPOoYMe Pecypchbl;

- VIHd)OpMaLlMOHHbIe aKTUBbI, B T.4. pa3nun4yHblie BUAbl I/IHd)OpMaLWIVI Ha cnefyruwmnx q)asax WX XXN3HEHHOIo UMKna:
reHepaums (cosganne), o6paboTka, xpaHeHue, nepegaya, yHUMTOXEHUE;

- NpoAyKTbl N yCNyru, NpeAocTaBrsieMble CTOPOHHUM OpraHn3aumsim.

3.4 6nokupoBaHue gocrtyna (k uHdopmauuu): MNMpekpalleHne unu saTpyaHeHne gocTyna 3akOHHbIX
nonb3osaTenen K nHdopmauuu.

3.5 BpeaoHocHas nporpamma: [Nporpamma, npegHasHavyeHHas AN ocyLLeCTBNEHUA HECaHKLIMOHUPO-
BaHHOro gocTyna v (Unv) Bo3aencTBUA Ha MHpopMaLMio U pecypcbl UHGOPMALIMOHHON CUCTEMBI.

3.6 rnybuHa aHanu3a ckpbITOro kaHana: CteneHb BapbUpOBaHUS MPUMEHAEMbIX CPEACTB MO CIOX-
HOCTW AN NAEHTUMKALMN CKPBITOTO KaHara 1 ero XapakTepucTuK.

3.7 posepue (assurance): OcHoBaHMe Ans YyBEPEHHOCTU B TOM, YTO 0O bEKT COOTBETCTBYET Lensm 6e3o-
nacHocTH.

3.8 naeHTUdUKaLMA CKpbITOro kKaHana: BoisiBreHne BO3MOXHOCTHU CYLLLIECTBOBAHUSI CKPLITOTO kKaHana
1 onpegeneHne ero MecTa B Kraccudukaumm.

3.9 uHdopmaLusa orpaHu4eHHOro gocTtyna: Bug cBeqeHUid, 4OCTYN K KOTOPBIM OrpaHUYeH 1 pasrna-
LUEeHWe KOTOPbIX MOXeT HaHecTM yuepb nHTepecam Apyrux nuu, oblectsa v rocyaapcrea.

3.10 uHdopmaumoHHasa 6e3zonacHocTb (information security): Bce acnekTel, cBAi3aHHbIE ¢ onpeaene-
HUeM, JOCTUXKEeHUeM 1 nogaepKaHneM KoHbuaeHUnansHoOCTH, LenocTHOCTU, AOCTYNHOCTU, HEOTKa3yeMOCTH,
nogoTYETHOCTU, ayTEHTUYHOCT N U AOCTOBEPHOCT N MHpOPMAaLN UK cpeacTB ee 06paboTku.

3.11 uHdopmaLuoHHaa cucteMa: OpraHuM3aLMOHHO YrNopPsSAOYEHHAA COBOKYNHOCTb [AOKYMEHTOB
(MaccuBoB JOKYMEHTOB) 1 UHCPOPMALMOHHBIX TEXHOOTUIA, B TOM YMCHe C UCNONb3OBaHUEM CPEACTB BbIYUCAN-
TerbHOW TEXHUKN U CBA3U, peannayiowmnx nHopMaL MoHHbIE NpoLecchl.

[MpnmeyaHune—MHpopmMaLMOHHbIE CUCTEMbI NPeAHa3Ha4eHbl 4NA XpaHeHuus, 06paboTku, noucka, pacnpoc-
TpaHeHus, nepedaqm 1 NpegocTaBneHns uHpopmaumu.

3.12 uHdopmaLMOHHas TexHonorua: Mpuemsl, cnocobbl U MeToabl NPUMEHEHUA CPEACTB BblMUCIU-
TENbHOW TEXHWKM MPW BbINOSHEHUU yHKUMIA cbopa, XpaHeHus, obpaboTkn, nepegayn n UCNonNb3oBaHUA
OaHHbIX.

3.13 uHcdopMaLMOHHbLIA OB6BEKT: 3NeMeHT nporpaMmmbl, cogepXxawmin cparmeHTel MHpopmaLun,
LMpKynpyoLwei B nporpamMme.

MprvmeyaHune— B 3aBUCMMOCTY OT s3blka MPOrPaMMUPOBaHNS B KAHECTBE MHPOPMALMOHHBIX OGBLEKTOR MO-
ryT BbICTYNaTb NepeMeHHbIe, MacCUBbI, 3aMUcK, Tabnuubl, harnsl, dparmMeHTb onepaTUBHON NAMSATU U T.N.

3.14 unHdopMaumnoHHBIN NoTok (information flow): Mpouecc B3anmoaencTensa UCTodHUKa MHbopma-
Lnn 1 ee nony4aTens.

MpumedaHune— MHPOpMaLMOHHBIV NOTOK MOXET ObiTb paspeleHHbIM U HepaspelweHHbIM. VHdopMaumoH-
HbIVi MOTOK Mexay obbekTamm X 1Y CyLLecTBYeT, ecnu cpeaHsis B3anmHas nHcdopmaums I(X,Y) 6onbwe 0. MatemaTtuuec-
Kas Mogenb MHPOPMALIMOHHOTO NOTOKA MOXET ONPeAenATLCH Kak KOHEYHbII aBTOMAT, B KOTOPOM UCTOHHUK COOBLWEHUSs Nno-
CbiNaeT BXOAHOE CMOBO Ha BXOA aBTOMATa, a nonyvarenb COobWeHns BUANT BIXOAHYI0 NOCNEAOBaTENbHOCTL aBTOMATA.

3.15 ucyepnbiBaloLWKUN aHaNU3 CKpbITbIX KaHanoB. (exhaustive covert channel analysis): AHanus, npu
koTopoM TpebyeTcs NpeacTaBneHe AONOHUTENBHOMO CBUAETENLCTBA, NoKa3sbiBaoLLEero, YTo NnaH MAeHTU-
(h1KaLMM CKPBITLIX KaHAMOB 4OCTATOMEH ANA YTBEPXKAESHUS TOr0, YTO ObINU UCNPOBGOBaHbI BCE BO3ZMOXHbIE MYTU
ncecnefoBaHNs CKPbITbIX KaHaNOB.

3.16 knoy: KoHkpeTHoOe cekpeTHOe COCTOAHWE HEKOTOPbIX MapaMeTpoB anroputmMa Kpuntorpadguyec-
koro npecbpasoBaHus AaHHbIX, obecnevnsaroLwee BbI6Op oaHOro NpeobpasoBaHA N3 COBOKYMHOCTU BCEBO3-
MOXHbIX AN faHHOro anropuTma npeobpasoBaHuii.

2
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3.17 KOMMYHUKaLMUOHHbIA kaHan: COBOKYNHOCTb HOCUTENEN HopMaLIMK, AOCTaBMAAOLWNX coobLue-
HME OT UCTOYHMKA K MPUEMHUKY.

3.18 KpuTUMUYeCKM BaXHble 06beKTbl: O6beKTbl, HapyLUeHne Unu npexkpalleHne pyHKUMOHUPOBaHUS
KOTOPbIX MPUBOANUT K NOTepe yrpaBsrieHusl, paspylueHnio UHpacTpyKTypbl, HeobpaTUMOMYy HeraTUBHOMY
N3MEHEHWIO UM PA3PYLUEHWIO SKOHOMUKW CTPaHbl, cybbekTa nnv agMUHUCTPaTUBHO-TePPUTOpUansHOM ean-
HULbI UM K CYLLLECTBEHHOMY YXYALUeHUto 6e30MacHOCTU XU3He 4eATENbHOCT HAaceNeHNs, MPOXMBatOLLEro Ha
3TUX TEPPUTOPUSIX ANUTENbHBIA NepUo BPEMEHHN.

3.19 MmexaHu3M nepega4vu MHgopmauum: PeannsoBaHHbIi cnocod nepeaadn MHgopmMauum oT otnpa-
BUTENS K NofyyaTento.

3.20 mogudukauua uHdopmauuun: LleneHanpasneHHoe U3MeHeHWe OopMbl MpeacTaBneHUs U
coaepkaHusa nHopmMaLLmu.

3.21 HapywwuTenb 6esonacHocTu UHcdopMauuum (adversary): Pusndeckoe NULO (CyObEKT), crydanHo
Wnn npegHaMmepeHHo coBepluMBLLIEe AENCTBUSA, CreACcTBMEM KOTOPLIX ABNsieTcs HapylweHue 6esonacHocTu
nHcpopmaLmmn npu ee o06paboTke TEXHNYECKUMN cpeacTBaMM B MHPOPMAaLMOHHBIX CUCTEMAX.

3.22 HecaHKUMOHMpOBaHHLIN AocTyn K UHchbopmMauum (Uunauthorized access to information): JocTyn k
nHopMaLMK NN AeNCTBUA € UHOpMaLnen, HapyLuaroLwmne npasuna pasrpaHuieHns 4ocTyna ¢ UCnonsb3osa-
HMEeM LITaTHbIX CPeACTB, MpeAoCTaBnsAeMbIX CPeACTBaMU BLIMUCITUTENbHOM TEXHUKA UM aBTOMaTU3NpOBaH-
HbIMUK cUCTEMamU.

MpwumMeyaHune— [JocTyn k 06bekTy nogpasymeBaeT v AOCTYN K cogepxallencsi B HeM HcopmaLlmm.

3.23 o6beKT (object): MNaccuBHbIN KOMMIOHEHT CUCTEMBI, XPaHALLMIA, MTPUHAMAIOLWNIA U NepeaaroLwmin
nHdpopmaLmio.

3.24 oueHka onacHocTu: OnpegeneHne cTeneHn BO3MOXHOI0 AeCTPYKTUBHOMO BO3AEACTBUA.

3.25 oueHOYHBIN YpoBeHb goBepusi (evaluation assurance level): [NakeT KOMNOHEHTOB AoBepus,
npeacTaBnsoLLIMiA HEKOTOPOE NOMOXeHWe Ha NpegonpeaeneHHon B HeM LKane gosepus.

MpumeyaHune—TlakeT KOMNOHEHTOB JOBEPVS OMpeaensietca B cooTBetcTBUM ¢ Tpeboanuamu OCT P
NCO/M3K 15408-3.

3.26 naponb pocTtyna (password): UageHtudmkatop cybbekta gocTyna, KOTOpbIA ABNSeTCs ero
(cybbekTa) cekpeTom.

3.27 nepcoHanbHble AaHHble: Jllobasa nHhopmauma, oTHocsALWwasnca K onpeaenieHHOMY UIv onpeaens-
€MOMY Ha OCHOBaHWW Takoli HdopmaLmm usnyeckomMy nuuy (CybbekTy nepcoHanbHbIX AaHHbIX).

MpumeyaHu e— B kayecTBe NepcoHarbHbIX 4aHHbIX MOTYT MCTIONbL30BaTLCH (haMUIus, UMsi, OTYECTBO, rof,
MecsiL, AaTa U MECTO POXAEHUs CyObeKTa NepcoHanbHbIX AaHHbIX, @ TAKe afpec, CEMenHoe, COLMAanbHOE, UMYLLLECTBEH-
HOe nonoxexue, 06pasoBaHue, NPodeccust, 4OX0AbI ¥ Apyrast UHOpPMaLmsi.

3.28 nonutuka 6e3onacHocTu Hdopmauuum (information security policy): CoBoKyNnHOCTb JOKYMEHTU-
POBaHHLIX MpaBuil, Npoleayp, NPakTUIECKUX MpUeMoB UNN PYKOBOASILLIMX NPUHLIMNOB B obnactu 6esonacHoc-
T NHpopMaLLn, KOTOPLIMWN PYKOBOACTBYETCS OpraHn3auns B CBoel AesaTeNbHOCTU.

3.29 npoaykT (product): COBOKYNHOCTb MPOrpaMmMHbIX, NporpaMmmHo-annapatHbIX W/unu annapaTHbIX
cpeacTB NHOPMaLMOHHBIX TEXHOIOTUA, NpegocTaBnsowas onpegeneHHble (pyHKLMOHaNbHbIE BO3MOXHOC-
T N NpeHa3Ha4YeHHas AN HenocpeACcTBEHHOTO UCTIONbL30BaHNUA UMW BKITIOYEHWUS B Pa3fMYHbIe CUCTEMBI.

3.30 nponyckHasi cnoco6HOCTbL CKpPbLITOro kaHana (covert channel capacity): Konuuectso uHcpopma-
LK, KoTopoe MoXeT 6bITb NepeaaHo No CKPLITOMY KaHany B €AWHULY BPEMEeHU U OTHOCUTESbHO Kakor-nmbo
APYroi Wwkarnbl N3aMepeHusl.

3.31 cucrtema (system): Cneunduyeckoe BoNoLLeHNe UHGPOPMALMOHHBIX TEXHOSNOTUI C KOHKPETHBLIM
HasHavyeHneM 1 YyCroBUAMW 3KCnyaTauuu.

3.32 cucrematuveckui aHanus cKpbITbIX KaHanoB (systematic covert channel analysis): AHanus, npu
KOTOPOM pa3paboTunk cucTembl UHGOPMALMOHHBIX TEXHOMOMM U aBTOMaTU3UPOBAHHBLIX CUCTEM [IOIDKEH
naeHTUULMPOBaTL CKPLITLIE KaHasbl CTPYKTYPUMPOBAHHBIM U MOBTOPSIEMbIM 06pa3oM B NPOTUBOMONOXHOCTb
naeHTUMKaLMN CKPBITBIX KAHANOB YaCTHBIM METOAOM, MPUMEHUMBIM sl KOHKPETHON CUTYaLuK.

MpumeyaHune—UWaeHTndukaumsa CKpbITbIX KAHANOB OCYWECTBSAETCS, Kak NpaBuo, B COOTBETCTBUM C NNna-
HoM obecneveHns GesonacHoCTU.

3.33 ckpbITbIN kKaHan (covert channel): HenpegycmoTpeHHbIN pa3paboTymkomM cuctembl MHdopmaum-
OHHBIX TEXHOOMIA U aBTOMaTU3NPOBAHHBIX CUCTEM KOMMYHUKALMOHHBIA KaHar, KOTOpbI MOXeT BbiTb NpuMe-
HeH Ansi HapyLUeHWs NoNUTUKK 6esonacHoCcTU.

3.34 cpepanepegauu: Pusnyeckas peanusauums npouecca nepegayv uHpopmauuu.
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3.35 cybbekT (subject): AKTUBHDBINA KOMAIOHEHT CUCTEMbI, 0BbIYHO NPeACTaBNEHHBINA B BUAE Nonb3oBaTe-
N8, NpoLecca UM yCTPOMCTBA, KOTOPbIE MOTYT IBUTLCS TPUYMHAMM NoToKa MHOpMaLMU 0T 06 bekTa K 0O bekTy
W U3MEHEHUsI COCTOSIHUS! CUCTEMB.

3.36 yrposab6e3onacHocTu (threat): CoBokynHOCTb ycnoBuiin pakTopoB, co3aaoLLMX NOTEHUMANbHYIO
UNW peanbHO CYLLLIECTBYIOLLYIO ONACHOCTb, CBA3aHHYO C yTEUKO! MHbopMaunmn n/mnmn HecaHKUMOHUPOBaHHbIMA
u/unn HenpegHaMepeHHbIMU BO3AEACTBUSIMA Ha Hee.

3.37 ynonHoMou4eHHbIN Nonb3oBatensb (authorised user): MNonb3oBaTenkb, KOTOPOMY B COOTBETCTBUN
¢ nonuTUKon 6e3onacHOCTU paspeLleHo BLINOMHATL Kakylo-nvbo onepauuio.

3.38 ywep6: OTpuuarensHble NocrneAcTBUs, BOSHUKaKOLLME BCNEACTBME NPUYUHEHNS Bpeaa akTUBaMm.

3.39 yasBumocTb: CBOMCTBO CUCTEMBI, KOTOPOE MOXHO UCTIONb30OBAaTb ANA HApYLWEeHUS UHOPMaLMOH-
Hol 6e30MacHOCTU CUCTEMbI MHPOPMAaLMOHHBIX TEXHOMOMMIA U aBTOMaTU3UPOBaHHBLIX CUCTEM.

4 O6LwWwure NonoxXeHvs

4.1 Hacrtoswuumii ctaHgapt onpegensieT cneayowmin nopsaok AeACTBUA No onpeaeneHuio cteneHnonac-
HocTn CK ans akTMBOB OpraHnsauuu, BeisiBlieHUIo 1 npoTtusogencteuio CK:

- npoBeAeHue KrnaccuukaL M akTMBOB B 3aBUCUMOCTU OT CTEMEHU ONacHOCTU aTak ¢ UCNOMb30BaHUEM
CK ¢ y4eTOM BO3MOXHbIX yrpo3 6e30MacHOCTU akTUBam;

- onpegeneHune Heobxoammon rnybuHbl aHanvaa CK B 3aBUCMMOCTU OT TUNA akTUBOB;

- npoBeaeHue aHanusa CK, BknovatoLlee B cebsi BLINONMHEHWE crieyolmx 3agaq:

naeHTudukaums (soissneHue) CK,
oLleHKa nponyckHoi cnocobHocTU CK 1 oLieHKa onacHOCTH, KOTOPYIO HECET UX CKPbITOoe (hYHKLIMOHM-
poBaHue;

- MeponpusiTUsl Mo 3aluTe OT Yrpos3, peanuayembixX ¢ ucnonb3oBaHnem CK, u Bknovawolme B cebs
BbIMONHEHWE creayoLwnx 3agav:

MPUHATNE PELLIEHWA O BHeAPEHUN 3aLUUTHBIX MEP A NPOTUBOAENCTBUA yKa3aHHbIM yrpo3am 6e3o-
NMacHoOCTH,
npoTuBoaencTere peanusauun CK BNNoTb 4O ero yHUHTOXeHUs!.

4.2 Knaccudukauns sallmilaeMbiX akTUBOB B 3aBUCUMOCTW OT CTEMEHN ONacHOCTH aTak ¢ UCNofb30oBa-
Huem CK npueegeHa B pasgene 7.

4.3 ny6uHy aHanusa CK onpeaensitoT LeHHOCTbIO akTUBOB, TO eCTb ylepboM, KOTopblid MOXeT BbITb
NpUYMHEH B pesynbTaTe peanusaunm yrpos 6esonacHoCcTH, peanuayemblx ¢ ucnosb3osaHneM CK, To ectb puc-
KOB, BO3HUKAIOLLMX BCNEACTBME HanM4ns aTuX yrpo3s. Knaccudukauma Takux yrpos npuseaeHa B pasaene 6.

4.4 NpenTndukaumsa CK onpeaensiet cybbekTol (MCTOMHWUK U NOMyYaTens), Mexay KoTopbiMU NOTeHUM-
ankHo MoxeT cyllecTBoBaTb CK, mapameTpbl, Npyu MaHUNyNUPOBaHUU KOTOPLIMU NPOUCXOAUT nepegava
nHdbopMaLumMmn, napameTpbl, 3a cHET BapnaLm KOTOPLIX MPOUCXOANT UTeHne nHdopmauun, cpedy nepeaaydun
NHOopMaLMK, NorMyeckme yCcrnosus, Npu KOTOPLIX BO3MOXHa nepedada uHdopmaunn. MaeHtudukauma CK
MOXeT NPOBOAUTLCS KaK Npu paspaboTke CUCTEMBI NYTEM UCCNEA0BaHNUA NOTEHLMANbHBIX KAHAMOB YTEYKW UK
KaHanoB BO34ENCTBMSA, Tak U B peXXMMe SKCryaTauum cucTembl NyTem HabnrogeHns NpusaHakos, naeHTuduum-
pytowmx Hanundme CK. B nocneagHem criydae CK BbISIBMAOTCA C NOMOLWBIO HabntogeHnsa 3a napameTpamu cucTe-
Mbl. B gokymeHTauum no 6eszonacHocTy MHopMauum AomkHO BbITb OTpaXxeHo, kakue knaccbl CK MoryT 6biTb
BbIsIB/IEHbI C MOMOLLbIO UCMOMb3YEeMOI CUCTEMBI HabnoaeHNA.

4.5 OueHky nponyckHor cnocobHocTy naeHTuduumMposaHHbix CK nposogaT hopmanbHbIMU, TEXHUYeC-
KMMU MeTo4ammn UM MeToaammn MoaenMpoBaHnus.

4.6 Tpn NPUHATAM pelleHNniA 0 BHEAPEHUM 3aLUMTHBIX Mep ANA NPOTUBOAENACTBUSA yrpo3am 6e3onacHoc-
T, peanunayembiM ¢ ucnonbaosaHnemM CK, HeobxoanumMo yunTeiBaTh BO3MOXHbIA pUCK HaHeCeHUs ywep6a akTu-
BaM opraH1saLmn, KOTOPLI CBA3aH B TOM YMcne € NponyckHon cnocobHocTbio CK.

4.7 MpoTueoaeincTeme onacHbeiM CK MOXET OCyWeCTBAATLCA C NMOMOLUbIO criedylowux cpeacTs 1
MeTO40B:

- nocTpoeHue apxutekTypbl T unu AC, nossonatowleit nepekpbiTe CK unu cgenartb nx NponyckHyro cno-
COOHOCTb HacTOMBbKO HU3KOW, YTO KaHallbl CTAHOBATCA HeonacHbIMU. JTOT MeTod NPUMEHSETCA Ha dTane
npoekTnposarusa UT unn AC;

- MCNONb30BaHNE TEXHUYECKUX CPEACTB, NO3BONAWMX NnepekpbiBaTe CK nnu cHWXaTb X NPONYCKHYIO
CNocoBHOCTb HUXKE 3aAaHHOTO YPOBHS;

- UCMONb30BaHWE NPOrPaMMHO-TEXHUYECKUX CPEACTB, MO3BONAKLLMX BLISBIATL paboTy onacHbix CK B
npouecce akcnnyatauum cuctemsl. BoisiBneHune npnsHakos paboTtel CK MoxeT no3sonnTb 611okMpoBaTh X BO3-
AencTtaune Ha NHopMaLIMOHHbIE PECYpPChl;

4
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- nNpumMmeHeHne opraHn3alMoHHO-TeXHUYECKUX Mep, NO3BONAKLNX NTMKBMONPOBATb CKunu YMEHbLUTb
X NPONYCKHYO cnocobHocTb Ao 6e30nacHoro s3HavyeHus!.

5 Knaccudukaumsa cKpbITbIX KaHanoB

5.1 CKno mexaHusmy nepegayv uidopmamv nogpasgensoT Ha:

- CKno namaru;

- CKno BpemMeHu;

- CKpbITble CTaTUCTUYECKNe KaHanbl.

5.2 CKnonamaTu oCHOBaHbI Ha HANUYUK MaMSTU, B KOTOPYHO NepeaaroLuii Cyb beKT sanucbiBaeT Hdpop-
Mauuio, a MpuHUMaLWNA — cYUTBIBaEeT ee.

CKpbITOCTb KaHaMNOB Mo NaMATH onNpeaenseTcsl TEM, YTO CTOPOHHUI HabnoaaTernb He 3HaeT Toro Mecta B
namsTK, rae 3anncaHa ckpblBaemasi uHcopmauums.

CKno namsiTy npeanonararoT UCNOMb30BaHUE PeCypCoB NaMsAT, 04HaKo cnocob ucnonb3osaH1sa nams-
TW He y4nTbIBaeTCH paspaboTymkaMm CUCTEMbI 3aLUMTLI U NOSTOMY HE MOXET BbISIBMIAITLCA UCNOMb3YyeMbIMU
cpeacTBamMu 3aluThI.

5.3 CKno BpemeHu npegnonaratoT, 4To NepegatoLLmnin MHdopmaLumio cybbekT MoaynNUpyeT ¢ NOMOLLbHO
nepegasaemon MHDOPMaLMU HEKOTOPBIA USMEHSIIOLLMIACS BO BPEMEHU NpoLecc, a CyObekT, NPUHUMAIOLLUIA
nHdopmaLmio, B COCTOSHUM OEeMOAYNMPOBaTL Nepeaasaemblid curHan, Habmogas Hecywmii nHdopmaumio
npouecc Bo BpemeHun. Hanpumep, B MHorosagadHoi onepauuoHHoi cucteme (OC) LieHTpanbHbIA npoueccop
ABnseTCA pasaensemMbM MHPOPMALMOHHO-BBIYUCINTENBHBEIM PECYPCOM A1 NPUKNagHbIX nporpamm. Moay-
NPy Bpems 3aHATOCTY NpoLieccopa, NPUoKeHNa MoryT nepeaasaTe ApYr APYry HenerarbHele AaHHble.

5.4 CkpbITbIi CTaTUCTUYECKUIA KaHan UCMONb3YeT ANsA Nepeaadn nHopMaLIm MsMeHeHe napameTpoB
pacnpefeneHnin BeposTHOCTEN MIOBLIX XapaKTePUCTUK CUCTEMBI, KOTOPLIE MOTYT paccMaTpUBaThCA Kak Chny-
YalHble Y OMUCHIBaTLCA BEPOATHOCTHO-CTATUCTUYECKUMU MOAENSAMM.

CKpbITOCTbL TakMX KaHaI0B OCHOBaHa Ha TOM, YTO Mosy4YaTerib HopMaLM MMeeT MeHbLLYIo Heonpeae-
NeHHOCTbL B onpeaeneHnn napameTpos pacnpeaeneHnii HabnogaeMblX XxapakTepucTUK CUCTEMBI, YeM Habnio-
Aatenb, He MetoLwnin 3HaHWin o cTpykType CK.

Hanpumep, nosiBneHmne pearnsHoi, HO ManoBepPoSITHON KOMBMHAaLMM B NPUCNaHHOM NakeTe B 3afaHHbIN
MPOMEXYTOK BpeMEHUN MOXEeT 03Ha4aTb CUrHan Kk cboto B KOMMbIOTEPHOM CUCTEME.

5.5 CKnonamsaTu, B cBOIO ovepeb, NO3ApaBsoT Ha:

- CK, ocHoBaHHbIe Ha COKPbITUN MHPOPMAaLMK B CTPYKTYPUPOBAHHBIX AaHHbIX;

- CK, ocHoBaHHbIe Ha COKPbITUN MHpOPMaLMN B HECTPYKTYPUPOBAHHbBIX OaHHbIX.

5.6 CK, ocHoBaHHbLIe Ha COKPbITUN MHbopMaLIN B CTPYKTYPUPOBAHHBIX AaHHBIX, UCTONb3YIOT BCTpausa-
HWe AaHHbIX B UHGOpMaLOHHbIe 06BEKTLI C hopMaribHO ONUCaHHON CTPYKTYPOI U hopManbHbIMU NpaBuiamm
obpaboTkn. Hanpumep, BHyTpeHHWUI chopMaT haiAnos, UCMOMb3YeMbIX COBPEMEHHBIMA TEKCTOBLIMU NpoLec-
camu, COAepPXUT psa noner, He oToBpaxkaeMbIX MPU pedaKkTUpoBaHUW daiina, No3TOMY OHU MOTYT ObiTb
1Cnonb3oBaHbl AN BCTaBKW CKPbITON MHpopMaLImu.

5.7 CK, ocHoBaHHbIe Ha COKPbITUN MHGOPMaLIMY B HECTPYKTYPUPOBAHHBIX AaHHbIX, UCTIONb3YIOT BCTpau-
BaHWe AaHHbIX B UHOpMaLMoHHbIe 06bekTbl 6e3 ydeTa hopmarnbHO ONUCaHHON CTPYKTYpbI (HanpuMep 3anuch
CKpbITOM MHpopMaLIMK B HaUMeHee 3Ha4YMMble BUThI N306paXxkeHns, He MPUBOASALLAS K BAAUMBIM UCKaXKEHUAM
n3obpaxeHus).

5.8 CKno nponyckHoi cnocobHOCTU NogpasgensioT Ha:

- KaHa ¢ HU3KOW NPOonyCcKHOM CNOcoBHOCTLIO;

- KaHan ¢ BbICOKOW NPOoMnyCKHOM CrocoBHOCTLI.

5.9 CK sBnsieTcs kaHanoM ¢ HU3KOW NPOoMyCckHOW CnocoBHOCTLIO, €Crn ero NponyckHON cnocoBHOCTH
AOCTaTOYHO AN nepefaydu LeHHbIX MHDOPMaLMOHHBLIX 06 LEKTOB MUHUManNbLHOro obbema (Hanpumep, Kpun-
Torpachmyeckne KoY, Naponu) UM KoOMaHg 3a NPOMEXYTOK BPeMEHU, Ha NPOTSKeHUU KOTOPOro AaHHas
nepegava sABNsETCA akTyarnbHOM.

5.10 CKsBnsieTca kaHanoMm ¢ BbICOKOW NPOMyCcKHOM CNOCOBHOCTLIO, €CMKW ero NponyckHasa cnocobHoCTL
no3sonseT nepedasaTb UHGPOPMaLUOHHbIE 06beKTEl cpeaHero 1 60nbLWoro pasmepa (HanpuMep, TeKCToBLIe
chainbl, nsobpaxeHus, 6asbl AaHHbIX) 32 TPOMEXYTOK BPeMEHW, Ha NPOTSAXKEHUN KOTOPOTo AaHHbIe UHopMa-
LIMOHHbIE 0B BbEKTbI ABNSOTCH LLeHHBIMU.

[nsi pelieHns CNoXHbIX 3a4a4 MOXeT UCnofb3oBaTbea KoMBUHauua CK, onupatolumxcs Ha pasnuyHble
MexaH13Mbl nepegaudu.
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6 Knaccudmkaums yrpos 6e3onacHOCTH, peanusyeMbiX C UCMONb30OBaHUEM
CKPbITbIX KAHanoB

6.1 Yrposbl 6e3onacHoOCTH, KOTOpble MOTyT BbITb peanuaoBaHbl ¢ nomollbio CK, BkoyaloT B cebs:
BHeapeHue Bpe4oHOCHbIX MPOrpaMMm U AaHHbIX;

nogavy 3noyMbILLNEHHUKOM KOMaHA areHTy ANs BbINONHEHUS;

yTeuky KpunTorpaduieckux Knoyen unu naponen;

yTEUKy oTAeNbHbIX MH(POPMaLNOHHBIX 06 BEKTOB.

6.2 Peanusauus gaHHBIX Yrpo3 MOXeT NPUBECTU K

- HapyLweHuto KoHpnaeHUManbHOCTU MHOPMaLMOHHBIX aKTUBOB;

HapyLeHuo paboTocnocobHocT UT n AC;

6nokMpoBaHWIo JOCTYNa K pecypcam;

- HapyLeHuo LierocTHOCTU AaHHbIX U MO.

6.3 Cuctemamu, Hanbonee noasepkeHHbIM aTakam ¢ ucnosnb3oBaHnem CK, aensitotcs:

- MHOrononb3oBaTebCckie pacnpeaeneHHble CUCTEMBI;

- CUCTEMBI C BbIXO4OM B rriobanbHble ceTu;

- CUCTeMbl, NCMomb3ytoLue KpunTorpadudeckme cpeacTsa 3alumThi;

- CUCTEMBI, NCMOSb3YIOLLME MHOTOYPOBHEBYO (MaHAATHYIO) NOMUTUKY pasrpaHU4eHnUs AoCTyna;

- CUCTeMBl, NporpaMMHo-annapaTtHble areHTbl B KOTOPbIX He MOTYT BbITb 06HapykeHb! (B CBA3M C UCTOSb-
30BaHWeM NporpaMMHOro 1 annapaTtHoro obecnevyeHus ¢ He4oCTYNHLIM UCXOAHBIM KOAOM U B CBSI3U C OTCYT-
CTBUEM KOHCTPYKTOPCKOW AOKYMEHTaLuun).

6.4 Bsaumocsa3b yrpos, peanusyeMsblx ¢ nomoubio CK, ¢ Tunamm CK B 3aBUCUMOCTU OT UX NPOMYCKHOMN
cnocobHocTM NpuBedeHa B Tabnvue 1.

Tab6nwnuya 1— B3aumoces3sb yrpos, peannayemblx C NOMOLLLIO CKPbITbIX KAHAMNoB, C TUMAaMKU CKPbITbIX KAHAIOB B 3aBU-
CMMOCTM OT MX NPOMYCKHOW CNocoBHOCTH

Tun CKPLITBIX KAHANOB

Yrposa . .

CKprTble KaHanbl ¢ HU3Kou CKpblTble KaHanbl ¢ BbICOKOWU

NpOrnycKHON CNOCOGHOCTLIO NPONYCKHON CNOCOGHOCTLIO
BHeapeHve BpeOHOCHbIX NPOrpaMm U AaHHbIX + +

[Mogaya 3rnoyMblLUMTEHHVKOM KOMaHA, areHTy Ansi BbIor-

HeHwust + +
YTeuka KpUnTorpamyeckmx Krouen unm naponemn + +
YTeuka 0TaeNbHbIX MHPOPMALMNOHHBIX 0GBbEKTOB - +

Mn pumMme4YaHMune— 3HaK «t+» — 03Ha4aeT, YTO MMEeEeTCs1 CBSA3b YIPO3bl C COOTBETCTBYIOWWM TUMOM CKPbITOrO Ka-
Hana; 3HaK «—» — O3Ha4aerT, 4YTO CBA3U He CYLLEeCTBYeT.

7 Knaccudmkaumsa akTMBOB NO CTENEHM ONAacHOCTU aTak € UICNONb3OBaHUEM
CKpPbITbIX KaHanoB

7.1 B3aBMCUMOCTN OT CTeNeHn onacHOCTU aTak ¢ ncrnosibaosaHneM CK zaluiiaemble akTUBLI OpraHnsa-
LK1 noapasfensoT Ha crneayoLume Kracebl:

1- kNacc — akTUBbI, coepallme MHopMaLnto, CTeneHb NOABEPXKEHHOCTU KOTOPO aTakaMm, peanu-
3yeMbIM ¢ Ucrnonb3oBaHuem CK, onpegensieT cobCTBEHHMK.

2- Knacc — akTuBbI, cogepxalume MHopMaL Mo orpaHM4eHHOro 4ocTyna Unn nepcoHanbHble AaHHble
n obpabaTbiBaeMble B CUCTEMAX, UMEIOLLNX TEXHUYECKNE UHTepdeChl C OTKPLITBIMU CETAMU UM KOMMbIOTEP-
HbIMW ccTemMamuy obLLEero 4oCTyna, a Takke KOMMbIOTEPHBIMU CUCTEMaMW, He NpeanonaratowyMmMm 3aWwmuTy oT
YTEeUKN MO TEXHUYECKNM KaHarnaMm.

3- knacc — akTuBbI, cogepXkallne ceBeJeHUs, COCTaBnsAoLLMe rocyAapCTBEHHYO TanHy.
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7.2 Kpome Toro, cyulectsyet ocobblil Knacc akTUBOB, KOTOPbIE YA3BUMBI C TOUKU 3peHUs1 Yrpo3, peanusy-
eMblIX ¢ ucnonbsosaHuem CK ¢ HA3KoW nponyckHow cnocobHOCTbIo. K 3Toit rpynne oTHOCATCS:

Knacc A — akTuBebl, cBsi3aHHble ¢ (byHKLMOHUPOBAHMEM KPUTUYECKN BaXkHbIX oO6bekToB. Hanpumep,
nepeaaya kKoMaHabl, CNOCOBHOM MHULMANM3NMPOBaTL AeCTPYKTMBHOE BO3AeACcTBME Ha OOBEKT Takoro Tuna,
MOXeT BbITb ocywecTsneHa no CK ¢ H1M3Kol NponyckHON CNoCOBHOCTLHO.

Knacc b — aKkTuBbl, cogepxalyue ktoyeByto/naposbHyo MHopMaLnio, B TOM YACHE KIoYM KpunTorpa-
huyecknx cuctem sawmTel MHOPMaLMM 1 Naponn AOCTyna K MHbIM akTuBam. Hanpumep, yTeuka Kntode-
Boi/naponbHon wuHdgopmauun no CK MoxeT noctaBuTb nogd  yrposy YHKUMOHMPOBaHWE BCel
NHpOPMaLNMOHHON CUCTEMBI.

Bubnuorpadua
[1] PykoBogsiumi JOKYMEHT. BesonacHoCTb MHAOPMALMOHHBIX TEXHOMOMMIA. PYKOBOACTBO N0 hopmmpoBaHuio ce-
locTexkomuccus Poccum MelcTB npocunen 3almTbl



rocT P 53113.1—2008

YAK 351.864.1:004:006.354 OKC 35.040 T0O

KnioyeBble cnoBa: CKpbIThle KaHasbl, aHann3 CKpbITbIX KaHaNoBs, KﬂaCCM(bMKaLWIFI CKPbITbIX KaHaloB, aTakn C
ncnonb3oBaHUeM CKPbITbIX KaHaNOB, Yyrpo3bl H6esonacHoCTH, peanunsyemble C UCNOJIb3OBaHUEeM CKPbITbIX KaHa-
nos, KJ'IaCCMCbMKaLI,MFl aKTUBOB NO CcTeneHn onacHOCTU aTaK C UCMNOSIb3oBaHNEM CKPbITbIX KaHanos
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