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Beenenue

Hacrosuuit cTangapT comepXUT oImicaHuce ITPoueccoB OPMUPOBAHUS U ITPOBCPKU JICKTPOHHOMU
mudposoit moarmucu (BIETT), peanmusyeMoil ¢ UCITOIB30BAHMEM OITepallMil TPYITITBI TOYCK SUTUIITUYCCKOM
KPUBOH, OIpeacIcHHON Hal KOHCUHBIM ITPOCTBIM TOJICM.

Crangapt paspaboran B3amcH ['OCT P 34.10—94. HeoOxonumMocTh pa3paboTKy HACTOSIIETO CTaH-
JapTa BbI3BaHA MOTPCOHOCTHIO B MOBBIIICHUM cToKocTH DUIT K HecaHKIIMOHUPOBAHHBIM U3MCHCHUSIM.
Croitkocts DLIT ocHOBBIBaCcTCS Ha CITOXHOCTH BBIYMCICHUS OUCKPETHOIO JorapucmMa B rpyle Todek
SJUTUIITUYECKOM KPUBOH, a TAaKXKC Ha CTOMKOCTU Hcroab3yeMoit xam-pyHxuuy mo FOCT P 34.11.

Hacrosiiuit craHnapt TepMUHOIOTMYECKM U KOHUEIITYaTbHO YBSA3aH C MEXIYHAPOJHBIMU CTaHIAp-
tamu UCO 2382-2 [1], MCO/MBK 9796 [2], cepuu HNCO/MIBK 14888 [3] —[5] u cepuu
NCO/MBK 10118 [6] — [9].

I[Tpumeyanue — OCHOBHAS YaCTh CTaHIAPTA JOTOJIHEHA TPEMS TIPUIOKEHMSIMMU:

- A — JOMOMHUTEIbHBIE TEPMUHBI B 00n1actu DLIIT;

- B — onucanue KOHTPOIBHOIO MpuMepa;

- B — nepeuens nybnukanuii (6udnauorpadus) B obnactu ST
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TOCYAAPCTBEHHBINH CTAHJIAPT POCCUMUCKOMN ®EIAEPAIIUU

WNndopmannonnas TeXHOJIOTHS
KPUIITOTPAPHUIECKAA 3AIIIUTA THPOPMAIINN
IIpoueccobl hopMHPOBAHNS M NPOBEPKH INCKTPOHHON MU POBOii mommHCcH

Information technology. Cryptographic data security.
Formation and verification processes of [electronic] digital signature

Jara sBenenns 2002—07—01

1 ObaacTb npumMeHeHus

Hacrosiiuii cTanaapT onpencisicT CXeMy 3ACKTpoHHoM Lindposoii noanucu (DLT1) (nanee rmo texery —
nudposast ITOAIMUCH), MPONCcChl POPMUPOBAHHMST U MPOBCPKH LIMOPOBOH MOAMMCH MOA 3aJaHHBIM CO00-
LICHUCM (JIOKYMCHTOM), TIEpCAaBACMbIM MO HC3ALUMILICHHBIM TCACKOMMYHWKALMOHHBIM KaHallaM OOIIero
MTOTB30BAHUA B CHCTEMaX 00paboTKU MHGOpMalUK pa3IMYHOro Ha3HauyCHMS.

Buenpenue nugpoBoit moanucu Ha 6a3c HACTOSILICTO CTaHIApTa MOBBILIACT, MO CPAaBHEHUIO C
JeficTByloleit cxeMoy 11M(pPoBOil NOAMUCH, YPOBCHb 3aLLUMILICHHOCTH NMCPCAABaCMbIX COOOLLCHUIT OT ITOA-
JIENTOK 1 UCKaXKEHWH.

CraHgapT peKOMCHIYCTCS MCIOJb30BaTh B HOBBIX CHCTCMax 00OpabOTKM MHMOPMALIMK Pa3TMYHOTO
Ha3HayeHUs, a TaKKe NPU MOACPHU3ALMK ACHCTBYIOLLNX CHCTCM.

2 HopmaTuBHBIE CCBLIKH

B HacTosmiieM cTanmapTe UCITONIB30BAaHA CChIIKA Ha CIIEAYIONIMI CTaHAapT:
I'OCT P 34.11—94 WndopmarimoHHas TexHoJjorusl. Kpumrorpaduueckass 3amura WHGOpMaLUU.
DyHKIUY XDIUUPOBAHUS

3 Onpenenennsi 1 00603HAYEHHSA

3.1 Onpenenenns

B HacrosiieM cranaapTe MCIMONb30BaHbl CICAYIOLINC TCPMUHbI:

3.1.1 momommenme (appendix): CTpoka 6UT, opMUpycMas U3 UMOPOBOH MOAMUCH U MPOU3BOJIBHOTO
tekcToporo moist (MCO/MODK 148881-1 [3]).

3.1.2 kmou mogmucH (signaturc key): DACMCHT CCKPCTHBIX JaHHBIX, CIICLUMOUUHBIN A cyObCKTa U
WCIIONB3YEMBI TOJBKO JAHHBIM CYOBCKTOM B mpolecce (OpMUpOBaHMs LMGPOBON  MOANMMCH
(MCO/MDK 14888-1 [3]).

3.1.3 kmou nposepku (vcrification kcy): DiaeMeHT maHHBIX, MATCMATHUCCKU CBSI3aHHBIM C K/IIOYOM
IMOAITUCH M UCIIOMB3YEMBIIl MMPOBCPSIOLICH CTOPOHON B Mpoliccce MNMPOBCPKM LUGMPOBOM MOAMUCU
(MCO/MBK 14888-1 [3]).

3.1.4 mapamerp cxemnl DLII (domain parameter): DJACMCHT JaHHbIX, OOLUMI 151 BCCX CYOBCKTOB
cXeMbI UM POBOIT MMOAITUCH, W3BCCTHbBINM WIIU NOCTYITHBINA BCceM 3TUM cyobekTaM (MCO/M3BK 14888-1 [3]).

3.1.5 mommucannoe coobmenue (signed message): HaGop 3/1C¢MCHTOB JaHHBIX, COCTOSILLIMH U3 CO00-
IIECHUST U JOITOJTHCHMS, SIBJISIIOLICTOCST YAaCThIO COOOIIEHMSI.

3.1.6 mocaexoBaTeabHOCTD NCeBAOCHydaiHbIX yncen (pscudo-random number scquence): [Tocrenona-
TEJTBHOCTDh YMCEJ, ITOTYyYeHHas B Pe3ybTaTe BBIMOJHEHUS HCKOTOPOro apudMCETHUCCKOTO (BBIMMCIUTENb-
HOTO) Tpoliecca, WCIoab3yeMasi B KOHKPETHOM CJIydae BMECTO TOCJICAOBATCIbHOCTU CIYYANHBIX YHCET
(UCO 2382-2 [1]).

WUznanne opummanbHoe
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3.1.7 mocnenoBaTenbHOCTh caydaiiHpix umcen (random number sequence): ITocnenoBaTeTbHOCTD
yyces, Kaxaoe M3 KOTOPBIX He MOXET ObIThb MpeacKazaHo (BLIYMCICHO) TOJBKO HA OCHOBE 3HAHMS
TIPEAIIECTRYIONINX eMy YUCET TaHHOU nocaenopaTeabHocty (MMCO 2382-2 [1]).

3.1.8 mpomecc mpoBepk: mommumcu (verification process): Ilpoiecc, B KauecTBe UCXOMHBIX TAHHBIX
KOTOPOTO UCITOTB3YIOTCS MOANMUCAHHOEC COOBIIEHUE, KITIOU ITPOBepKU U TtapameTpbl cxeMbl DIIIT u pesynn-
TATOM KOTOPOTO SIBISICTCS 3aKTIOYCHHE O IPABUIBHOCTU WM OLIMOOYHOCTH HUPPOBON IMOAMUCH
(MCO/MOBK 14888-1 [3]).

3.1.9 mpomecc opmupoBanns moamucH (signature process): I'lponecc, B KayecTBe UCXOIHBIX TAHHBIX
KOTOPOTO UCIIONB3YIOTCS COODIICHUE, KTIOU MTOAITMCH U rapaMeTpsl cxeMbl DLII1, a B pesyapTaTe dopmMu-
pyetcst nudponas noamuck (MCO/MIBK 14888-1 [3]).

3.1.10 cBunereancTBO (Witness): DIeMCHT JaHHBIX, MPEACTABISIOIINN COOTBETCTBYIOIIEE TOKA3ATE b~
CTBO JIOCTOBCPHOCTH (HCAOCTOBEPHOCTU) MOANUCHU Mporepsitolicit ctopore (MCO/MBK 14888-1 [3]).

3.1.11 caywaiinoe yuciao (random number): Yucno, BeIOpaHHOE U3 OIpelaeJeHHOro Habopa yucen
TaKUM 00pa3oM, UTO KaxKI10€e YUCIIO U3 TaHHOTo Habopa MOXeT ObITh BLIOPAHO C OAMHAKOBOM BEPOSITHOCTHIO
(UCO 2382-2 [1)).

3.1.12 coobmenne (message): Ctpoka 6ut orpanuyeHHoil mmuHel (MCO/MBDK 9796 [2]).

3.1.13 xam-kon (hash-code): Crtpoka OWT, SBISIOIIASICS BBIXOAHBIM PE3YABTATOM XAIU-(YHKIWY
(MCO/MBK 148881-1 [3)]).

3.1.14 xam-¢ynknna (hash-function): ®yHkius, oTobpaxaoias CTPOKU OUT B CTPOKU OUT puxcu-
POBAaHHOW JTWHBI W YIOBICTBOPSIONIAS CICAYIOIIMM CBOMCTBAM:

1) mo maHHoMy 3HauyeHUIO (QYHKIUU CIOXKHO BBIYMCIUTH UCXOOHbBIC JAHHBIE, OTOOpaXXeHHbIC B 3TO
3HAYCHUC,

2) 115 3aJaHHBIX UCXOAHBIX JAHHBIX TPYAHO HANTU APYTHUe UCXOMHBIC TaHHBIE, OTOOpaXKacMbIe C TEM
K€ PE3Y/IbTATOM;

3) TpyoHO HAWTU KaKylo-1ubo IMapy UCXOAHBIX JAHHBIX C OAWHAKOBBIM 3HAUEHUEM X3I-(YHKIIVY.

[MMpumeuvanue — [MpumenurensHo K obnactu DLIT cBoiicTBo 1 moapasymeBaeT, 4To 1o usBectHoit DIIIT
HEBO3MOXHO BOCCTAHOBUTH HCXOJHOE COOOIEHHE; CBOMCTBO 2 MOAPA3yMEBAET, UTO JUIS 3aJaHHOTO TOATIMCAHHOTO
cooOlLeHNsl TpynHo mnoaoGpath apyroe (danbendunnpoBaHHoe) coobuieHue, umeomee Ty xe DL, cBoicto 3
MOAPa3yMeBaeT, UTO TPYJIHO MOA0OpaTh Kakylo-11ubo mapy coobueHU, UMEIONINX OJHY U TY e MOAMMUCH.

3.1.15 [aaekTponnas] mudposas nommich (digital signature): Crpoka OUT, ITOJyYeHHAsT B pe3y/IbTaTe
npoiecca GopmupoBaHus rmoanucy. JlaHHasi CTpOKa WMeEeT BHYTPEHHIOI CTPYKTYPY, 3aBUCSIIYIO OT
KOHKPETHOTO MeXaHu3Ma ()OPMUPOBAHUS TTOAIUCH.

[TpuMevanue — B HacTOsIIEM CTaHAApPTE B IEJSIX COXPAHCHUS TEPMUHOJOTUYECKOM MPEEMCTBEHHOCTH C
ﬂeﬁCTBy}O]_LlI/IMI/I OTCHCCTBCHHBIMHY HOPMATUBHBIMU JOKYMCHTAMH U OHyﬁlII/IKOBaHHbIMI/I HAayYHO-TCXHHUYCCKUMHU U3aa-
HUSMU, YCTAHOBJIEHO, YTO TEPMHHBbI «lH(ppoBas MOAMACH> U «3JeKTpoHHas mudposas nogmachk (DIID)» sasnsiorTcs
CUHOHUMAMHU.

3.2 Ooo3nauenns
B HacTosiiIcM cTaHaapTe MCMONb30BAHBI CIEAYIONMEe 0603HAYCHUS:

Vsse — MHOXCCTBO BCCX JIBOUUHBIX BCKTOPOB JUTMHOU 256 OuT;

V. — MHOCCTBO BCCX JIBOMYHBIX BCKTOPOB MPOU3BOJIBHONM KOHEYHOU IIJTUHBI;

Z — MHOXCCTBO BCEX IEJbIX YMCCII;

p — MPOCTOC YUCTO, p > 3;

F, — KOHCYHOC TIPOCTOE MOJIe, NMPEACTABISICMOC KaK MHOXECTBO U3 p nenblx yucen {0, 1, ... , p — 1};
b (mod p)— MHHMMaJIBHOE He OTPULIATCILHOC YHCJIO0, CPABHUMOE C b ITO MOAYITIO p;

M — coobuenue nons3oBarens, M e V_;

(hy | ) — KoHkaTeHanus (OObeIMHEHUC) ABYX ABOMYHBIX BEKTOPOB;

b — KO3(PPULMEHTHI 3JUTMITTUYECKOU KPUBOIA;
— TOPSIAOK TPYMIbl TOUEK IJUTMITHYCCKOU KPUBOIA;
— TOPSIOK TTOATrPYNITbl IPYITILI TOYCK SJUIUNTUUCCKON KPUBOMH;
— HyJIeBast TOYKa 3/UIMNTUYECKONA KPUBOH;
— TOYKA 3JUIMIITUYCCKOM KpUBOU Nopsiaka ¢;
— LEJI0e YMCJIO — KJIIOY TOATHUCH,
— TOYKA 3JUIMIITUYCCKOMN KPUBOM — KJIIOY MPOBCPKHU;
— nudpoBas NOAMMUCH Moa coobiueHueM M.

NN RTQR IR
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4 O0mue MoJOKReHU

ObmenpusHaHHas cxema (Mozeis) nvdposoit moamucu (cM. 6 MCO/MOK 14888-1 [3]) oxBarbiBaeT
TPpU Npoilecca:

- TeHepalus Kimouyeil (ITONIMUCH U TTPOBEPKHU);

- ¢opMUpOBaHME TTONITHCH;

- TIpOBepKa ITONITUCH.

B Hacrosmiem cranmapTte ITponiecc TreHepanuu KJmoyed (ITOANMCU U MPOBEPKU) HE PACCMOTPEH.
XapakTepHuCTUKH U CITOCOOBI peai3aliii JaHHOTO ITPOIIecca OITPeIesIsiloTCSl BOBIICYEHHBIMU B HETO CYyObh-
€KTaMH, KOTOpPbIe YCTAHABJIMBAIOT COOTBETCTBYIONIUE ITApaMeTPhI IO B3aMMHOMY COTJIACOBAHUIO.

MexaHu3m U@ pPOBOI MOAIMUCH OITPEACIISIETCS ITOCPEICTBOM peaiM3alMi IBYX OCHOBHBIX ITPOIIECCOB
(cM. paspen 6):

- (opmuposanue noamucu (cMm. 6.1);

- ITPOBEpKa MOAITUCH (M. 6.2).

Hudporasg nmoamuch npenHazHayeHa A ayTeHTHU(UKANWH JTUNA, ITOAIMCABIIErO 3JIEKTPOHHOE CO-
obmieHnue. Kpome Ttoro, ucnonp3opanue DIIIT npenocrapnsieT BO3MOXHOCTH OOECTIEUUTH CIIEAYIOININe
CBOMCTBA ITPU TCpeaye B CUCTEME ITOAITUCAHHOTO COOGIICHHUS:

- OCYILIECTBUTH KOHTPOJIb LEJIOCTHOCTH ITEPeNaBacMoro IMOAIMMCAHHOTO COOOIECHHUS,

- JIOKA3aTc/IbHO MOATBEPAUTH ABTOPCTBO JIMIIA, MOAITHCABIIETO COOOIICHUE,

- 3AIIUTHUTb COOOIIEHHE OT BO3MOXHOMN TOANEITKH.

CxeMaTHYCCKOC MPeACTARICHUE MOAIMMCAHHOIO COODILIEHUS ITOKAa3aHO Ha PUCYHKe 1.

HononHeHue
A

Coobuienne M Lindposas noanmcs £ Teker

PucyHok 1 — CxeMa MoanucaHHOro COOONICHUS

[Tose «TeKcT», MMTOKa3aHHOC Ha JAHHOM PUCYHKE M JOTIONHSIONICC MOJC «LUbpOoBasi MOAMUCH», MOXCT,
HanpuMmep, coiepKaThb MACHTU(MUKATOPDI CYyObCKTa, IMMOAMMCABLICTO COOOLICHHUC, H/WAN MCTKY BPCMCHH.

YcraHoBICHHAS B HACTOSIIIEM CTaHOApTe cxemMa MMAPOBON MOAMMCH NOMXKHA ObITh pcajM3oBaHa ¢
HCTIONB30BAHUCM OIepalldii IPYIIThl TOYCK SJUTMIITUYECKON KPUBOI, OTIPCACIICHHON Hal KOHCYHBIM Mpo-
CTBIM TOJICM, a TaKXKe X3II-(PYHKIUH.

Kpunrorpaguyeckass cTOUKOCTb AAHHOW cXeMBI NMOPOBO MOAMUCH OCHOBBIBACTCS HA CJIOXK-
HOCTHU peIlcHUS 3aJayy JUCKPCTHOTO JorapudMupoBaHus B MPymire TOUEK IJITUIITUYCCKON KPUBOIA,
a TakXC Ha CTOIKOCTH MCIOIb3YEeMOM X31I-(pyHKIUU. AJTOPUTM BEIYUCICHUS X31I-DYHKLUUU yCTa-
HoieH B 'OCT P 34.11.

[TapameTpsl cxeMbl IUGPOBOU MOAMMCH, HEOOXOOUMBIE ST ee (POPMUPOBAHUS U MPOBCPKH, OTpC-
JeqiecHbl B 5.2.

CTaHzapT He oInpeeIseT MPOLUCCC CHEPAIlMK IapaMeTpOB cXxeMbI TG poBoil moarmucu. KOHKpeTHbIi
AITOPUTM (CITOCO0) peaTu3allvy JAHHOTO MPOLECCa OIPeaeIIeTCs CYOBeKTaMH CXeMbl UM POBOii MOAMUCH
HCXOAsT W3 TPeOOBaHUIT K armapaTHO-TPOrPAMMHEIM CPeACTBaM, PEATH3YIOIMIMM 3JIeKTPOHHbBIA JOKYMCHTO-
000pOoT.

Ludposas moanvch, MpeACTaBICHHAs B BUIe TBOMYHOTO BEKTOpa JUTMHON 512 OUT, 1OMXKHA BblYMC-
JIATBCs € ITOMONIBIO OITPEACITICHHOTO Ha6opa MMpaBuIl, U3TOXKCHHEBIX B 61

HaGop mpapuii, MO3BOISIOMUX JHOO NPUHSATH, JIMOO OTBEPrHyTh HU(POBYIO MOAITUCH MO MOJAYYCH-
HBIM COODIlIeHUEM, YCTAHOBIIEH B 6.2.

5 MareMaTHYeCKHE COTJIallleHHs

Hns ompeneneHust cxeMbl HUMMPOBOH ITOAIMMCH HEOOXOAUMO OIMMCaTh 0a30BBIC MATCMATUUYCCKUC
O00BCKTHI, UCIIOIB3YEMBIE B ITpolieccax c¢¢ hopMUPOBAHUS U NMPOBEPKU. B naHHOM pasnesic YCTaHOBJICHBI
OCHOBHbIE MaTeMaTUIECKHUE OITPeie/ICHUS U TpeOOBaHMS, HAKJTaAbIBacMEIE Ha ITapaMeTPEI CXeMbl LM(PoBoOii
MOAMUCH.
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5.1 MaremaTHdecKue OmpeaesieHusi
ITycts 3agano npoctoe yucao p > 3. Torna asunmuueckoi kpueou E, ompeneacHHON Hal KOHCYHBIM
MPOCTHIM ToJieM F,, Ha3bIBAETCS MHOXECTBO Map yucesn (x, 3), X, y € F[, YIOBJCTBOPSIOILNUX TOXIECCTBY

y¥=x3+ ax + b (mod p), e}

rae a, b e F, u 46’ + 275 He CpaBHUMO C HYJIEM IO MOIYJIIO p.

Hneapuarnmom 3ITATITUYECKON KPUBOU Ha3biBacTCs BesuuHa J(E), yIOBIETBOPSIONIAS TOXACCTBY

KoadduiueHTs! a, b snmuntudeckoit Kpupoit £, Mo uzBecTHOMY UHBapuaHTy J(E), ONpeAessioTcs
creayIuM 06pasom

a =3k (mod p) ,
b=2k (mod p), rie k= B (mod p), J(E)#0umm 1728 . ()
1728 — J(E)

[Tapsr (X, ¥), yOIOBICTBOPSIOIIMC TOXACCTRY (1), HA3BIBAIOTCS moukamy araunmuyeckot kpueoi E; x n
¥ — COOTBETCTBEHHO X- U y-KOOPAUHATAMU TOUYKHU.

Touxu smunTuyecKoit Kpuroit 6yaeM obo3Hauatsh Q(x, y) uiau npocto Q. JABc TOUKM SIUTUTITUIECKOMN
KPUBOU PaBHBI, €CTY PABHBI MX COOTBETCTBYIOIINE X- U Y-KOOPAWHATHI.

Ha MHOXecTBe Bcex TOUEK 3ITUNITUYCCKON KpuBOi £ BBCACM OMNCpaLMio CIOXKCHHUS, KOTOpYIO OyneM
0603HayaTh 3HaKOM «+». JIns IBYyX NPOM3BOMBHBIX ToueK Q)(x), ;) U Oy(X,, ¥») D/UIMITUUCCKON KPUBOA
E paccMOTpuM HEecKOJbKO BapUaHTOB.

[TycTs KoopauHarel ToyeX Q) ¥ ¢, YIOBIETBOPSIOT YCIOBUIO X; # X,. B 3TOM cityyac ux cymmoit 6ynem

HA3bIBATE TOYKY (5(X3, ¥3), KOOPOAWHATH KOTOPOI ONMPCACSIOTCS] CPABHCHUSIMU

{xazkz—xl—xﬂmodm,

_Nn=h
Vy= A (X = X3) -y, (mod p) , rac A= (mod D) - 4)

Ecy BBITIOHEHBI paBEeHCTBA X] = X3 U ¥ =y, # 0, TO ONpenesuM KOOpaMHAaThl TOUKU (5 CIeAyIoIuM
obpazoM

x3= X2 - 2x; (mod p) , 3x3+a
rae A =—=——(mod p) . 5
{ySEk(xl_XB)_yl (mod p) , 2y, (mod p) (%)
B cnyyae, korza BBITTOTHEHO YCIIOBUE X; = X, U ¥ = —), (mod p) cymmy Touek Q) u () GyacM Ha3bIBaTh

Hyneeoll mouxoul O, He oIIpeliesisis ee X- U y-KOOpAUHATEL. B 3TOM cnyyac Touka (J, Ha3bIBAeTCsl ompuuanuem
Touku (). [Insg HyneBou Touku O BBITIOTHEHB! paBeHCTBA

0+0=0+ Q0= 0, ©)

rae  — IMPOU3BObHAST TOYKA JTUIITUYCCKON KpUBOil E.

OTHOCUTETBHO BBEIACHHON OIepaliiy CITOXKCHUST MHOXCCTBO BCCX TOUCK JUIMITUYECKOM KpUBOH E,
BMECTE C HYyJIeBOM TOYKOH, 0oOpa3yioT KOHEUHYyI0 abesieBy (KOMMYTATUMBHYIO) TpYINy TOpsaKa m, s
KOTOPOTO BBIITOTHEHO HEPABCHCTRBO

prl-2lp<m<p+1+2Xp. (7)

Touka Q Ha3bIBaeTCsI TOUKOUM KPATHOCTU K, MU TIPOCTO KPATHON TOUKOI S/UTUNITUYECKOH KpUBOHU E,
ecnTy IS HEKOTOPOI TOUKK P BBIITOTHCHO PaBEHCTBO

Q=P+..+ P=kP. )
—
k
5.2 ITapameTtpsl nu()poBOil MOIMHCH
[MapameTpamu cxeMbl IUPPOBOI MOATUCH SIBISIOTCS:
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- IMPOCTOE YUCIO P — MONAYJb SIUTMIITTUYECKON KPWBOM, YIOBJCTBOPSIOLUCC HCPABEHCTBY p > 2255,
BepxHsisT rpaHU1Ia TaHHOTO YMC/a JOJIKHA ONMPEAENIThCS MPU KOHKPCTHOM pcanu3aluy cxeMbl TU(GPOBOT
MOAITUCH,

- anmuIITUYecKass KpuBasi E, 3agaBaemas CBOMM MHBapuaHToM J(E) uau koaddunueHTamu a,
bekF,

- HeJIoe YHUCTIO m — TTOPSIAOK IPYIIBI TOUEK SIUIMIITUYCCKOM KpUBoil E

- MPOCTOE YKUCIIO g — MOPAIOK UMKIMIECKON MOArPYINbl IPYMIbl TOUCK IUNTHIECKON KpuBoil E,
IUTST KOTOPOTO BBITOJTHEHBI CJICAYIOLINUC YCIOBUS:

{mznq,neZ,nzl' 9
2254 < g < 2256 > ®

- Touka P # O 3JUMIITHYCCKON KpUBOH E, ¢ KOOpAWHATaMH (X, ¥,), YAOBJICTBOPSIIOLIAsl PABCHCTBY
gP= 0

-xam-pyuxkuus A( - ): V., — Vs, oTOOpaxalomiass cCOOOLUCHHS, NPCACTABJICHHBIC B BUAC IBOWYHBIX
BEKTOPOB IMPOU3BOILHOI KOHCYHON MUTMHbBI, B ABOMYHBIE BEKTOPA JIMHbBI 256 OUT. X31u-hyHKLHS OIpe-
nenera B TOCT P 34.11.

Kaxnprii moms3oBaTenb cXeMbl LMGPOBOi MOATACU AOIKEH 00MaJaTh JUYHBIMU KII0YAMMU:

- KJTIOYOM ITOAITHMCH — LICJIBIM YMCJIOM d, YAORJIETBOPSTIOMIMM HepaBcHCTBY 0 < d < ¢;

- KJTI0YOM ITPOBEPKM — TOYKOM 3IUNITHYCCKON KPUBOK () C KOOPAMHATAMM (X, ¥,), YAOBICTBOPSIIO-
1ieit paBeHcTBY dP = 0.

Ha mpuBcacHHBIC BBILIC MapaMcTpbl CXCMbI HU(POBOM ITONNMMCH HAKJIAObIBAIOTCS CJICAYIOLINUC TpC-
OoBaHus:

- JOJDKHO OBITH BBHIONHCHO ycjoBue p' # 1 (mod ¢g), mmsa Bcex memeix + = 1, 2, ... B, rnc B
VAOBJICTBOPSICT HepaBeHCTBY B > 31;

- JOJDKHO OBbITh BBIIOJHCHO HCPABCHCTBO /M # P

- MHBApUaHT KPHUBOW NOMKCH YAOBICTBOPSITh ycimoBuio J(E) = 0 wim 1728.

5.3 /IBouyHbie BEKTOPbI

st onpenencHusT npoLcccoB OPMUPOBAHUS W ITPOBEPKH IMTUMPOBOI IMOAITUCU HCOOXOAMMO YCTa-
HOBUTb COOTBETCTBUE MEXAY LCAbIMU YUCTAMU U NBOWYHBIMU BEKTOPaMU JUTUHBI 256 OUT.

PaccMoTpuM ciIeayromuit ABOMYHEIA BEKTOP IUTMHOK 256 GUT, B KOTOPOM MJIa/IIMe OGUTHI Paciiono-
KCHBI CIIpaBa, a CcTapiiue — CJIeBa

ﬁ = (a2555 LELE] aO)a Z € I/2565 (10)

roe oy, 1 =0, ..., 255 paBHo 1160 1, 1160 0. byneM cuuTaTh, 4TO YUCO ¢ € Z coomeemcmeyem IBOUIHOMY
BCKTOPY /1, €CJTH BBITOJTHEHO PaBEHCTBO

255

o=, 0,2 . (1)
i=0

JItst NBYX IBOUYHBIX BEKTOPOB /; U /15, COOTBETCTBYIOIIMX IIEJIBIM YMCIIaM o U 3, OMpENeTUM OIicpaluio
konkamenayuu (00beIUHEHUS) cieayoniM obpazom. ITycTp

hy = (ts5, . 5 Op), (12)
hy = (Bass» - » Bo).

TorIa X O00BeAMHEHUE UMEET BUI

Z1 I Zz = (0Oi2s55 -+ » Oy Bosss - 5 Bo) (13)

M TIpeNICTaBNsAeT COOO NBOMYHBIA BEKTOP ATMHON 512 OUT, COCTABIEHHEIH U3 KO3((OULHUCHTOB BCKTOPOB
hyuoh,.

C 1pyroii CTOpoHEI, IPUBEACHHEIE (GOPMYIIbI ONPCACIISIOT CIOCO0 pa3dUCHUs IBOUYHOTO BEK-
Topa /1 NJMHOI 512 OUT Ha JiBa IBOMYHBIX BEKTOpa JIMHONU 256 GUT, KOHKATCHALUCH KOTOPBIX OH
SIBJISICTCSI.
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6 OcHoBHbIe MpoLECChHI

B nanHoM paszaesie orpenesicHbl Ipolecchl (OPMUPOBAHUS M NPOBEPKU LM(POBOH [OAMKUCH TMOI
COOOIIEHUEM ITOTB30BATES.

Ans peanuzanyyl JaHHBIX TPOLECCOB HEOOXOAMMO, YTOOBI BCEM ITOJIb30BATE/SIM ObIIM M3BECTHBI
MapaMeTpsl CXeMBI HU(POBOII MOATUCH, YIOBICTBOPSIONINE TpeGoBaHUSIM 5.2,

Kpome Toro, xaxablil mojb30BaTeNb AOKCH MMETh KJTIOY ITOAITUCH d U KJTIOY TTPOBCPKU TMOAIUCH
O(x,, ¥,), KOTOPBIE TAKXE JOKHBI YAOBIETBOPSTH TPCOOBaHUAM 5.2.

6.1 ®opmuposanune nudpoBoii NoxmUCH

st monmyuenust iudpoBoit moanvcy moa coobieHueM M e V., HeO6X0NMMO BBITTOJHUTD CICAYIOLIUC
JdeycTBUS (Iary) 1mo aaroputMmy I.

I1lar 1 — BBIYMCTIUTD X3II-KOA coobienuss M:h = h(M). a4

[ar 2 — BBIYUCTUTE 1ETOC YUCTIO O, JIBOMUHBIM IIPEACTABICHUEM KOTOPOTO SIBIISICTCS BEKTOp A, U
OIPCCIIUTD

e=o (mod g). (15)

Ecnu e = 0, To onpenenuts e = 1.
[llar 3 — creHepupoBaTh ciayyaitHoe (ITCeBIOC/IyYaiiHOe) 11eIoe YUCiIo k, YIOBJIETBOPSIONIEE Hepa-
BCHCTBY

0<k<aq (16)
[llar 4 — BRIMUCIUTD TOYKY 3ITUNTUYECKON KpuBoit C = kP U orpenciIuTh
r=x, (mod g), 17)

rae x, — x-KoopauHara touku C. Ecnu r = 0, TO BepHyThCA K luary 3.
[lar 5 — BBIYMCITUTD 3HAUCHHUC

s = (rd + ke)(mod g). (18)

Ecnu s = 0, To BepHyThCs K 1uary 3. o

Hlar 6 — BBIMUCAUTD IBOMYHBIC BEKTOPBI 7' U S, COOTBCTCTBYIOUIME F U S, U OMPCACIUTH NH(POBYIO
noArmucs £ = (r || s) Kak KOHKATEHAIMIO JBYX JBOMYHBIX BEKTOPOB.

MCXOHHbIMI/I JAHHbBIMU 3TOTO IMpOoLECCa SABJIAIOTCA KITIOY ITOAITUCH dn ITOAINKUCBIBACMOE C006LLlCHl/l€
M, a BBIXOIHBIM pe3y/bTaTOM — HUdpoBast moanucs C.

Cxemaruyeckoe IpejcTaBieHue mpoliecca GopMupoBaHust Hu@poBoil MOAMKMCH MPUBEAEHO HA pU-
CyHKe 2.
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UcxoaHble gaHHble
(coobLueHune M 1 kniou
noanucu d)

Mpouecc hopmupoBaHUs
noanvcu )

LWar 1 — BbMMCneHUe XaLLi-byHKLIMK

!

LLlar 2 — BblMuCnEHWE OL U onpeaene-
Hue e

y

LWar 3 — BbluucneHue k
]

LLar 4 — BbluMCIIEHWE TOMKMW 3Nnun-
TH4eckoit kpusoi C = kP, rsxc(modq)l

< o>

Hert

LLar 5 — BbluMCneHue s

Hert

LLar 6 — onpeneneHue uudppoBoi
noanuck §

Yy

BbixoaHo# pesynbstar
(umcbpoBas nognuck)

Pucynok 2 — Cxema nporuecca hopMupoBaHust HUGPOBOU MOANUCH

6.2 Ilposepka nucdpoBoii moamucu

s nposepKy NUGPOBOU IMOANMUCH { MOJ MOJYYCHHbIM coobiiieHueM M HeoOGXOIWMO BbLITOTHUTH
chaeayiomye AecTBUS (1Iary) mo aaroputMy Il

ar 1 — no noayyeHHo! nmoAnucy { BBIMUCIUTD LiETble YUCTa ¥ U S. ECIIM BBITIOAHCHBI HEpaBCHCTBA
0<r<gq,0<s<g 1o nepeiTy K cileqyloleMy Iiary. B npoTuBHOM ciryyae ITOAITUCH HCBCPHA.

[lar 2 — BBIYMCIUTD X3II-KOJ ITOSYYEHHOTO coobnieHus M

h = M. (19)

Hlar 3 — BBIMMCIUTD HETOC YUCIO (, ABOUTHBIM MPEICTABIEHUEM KOTOPOTO SIBJISICTCST BEKTOP /1, U
OITPENEIIUTD

e = o (mod g). (20)
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Ecnu e = 0, To onpenenuts e = 1.
[lar 4 — BeIUMCIUTL 3HaueHue v = ¢! (mod ¢). 20
[llar 5 — BBIYUCTUTDL 3HAYCHMUS

z; = sv (mod ¢),z, = —rv (mod g). (22)

[lar 6 — BBMUCAUTH TOUKY TIUNTHYECKON KpuBoit C = z; P + 7,0 1 ONpeaeauTh
R = x, (mod ¢), (23)

rae x. — x-KoopauHara touyku C.

[lar 7 — ecau BBIMOJHCHO PABCHCTBO R = r, TO MOAIMUCHL MPUHUMAETCS, B IIPOTUBHOM CIydyae,
[IOAIUCH HEBEPHA.

M cxoaHpIMU JaHHBIMUM 3TOTO ITpoliecca SIBISIIOTCS MoANUcaHHoe coobiieHue M, 1udpoBast MOAIHCh
{ 1 Koy npoBepkKy (), a BLIXONHBIM PE3yIbTaATOM — CBUACTCIBCTBO O JOCTOBCPHOCTU WIIM OLIMGOUHOCTH
JJAHHOH TTOATIMCH.

CxemaTuyeckoe MpeicTaBIeHue MMpoliecca NPOBEPKH MM POBOX MONMUCHU MPUBCIICHO HA PUCYHKE 3.

WUcxoaHble AaHHble (LUndpoBast
noanuck &, nony4eHHoe coob-
weHue M u knioy
nposepku Q)

Mpouecc nposepku
noanucu Y
Lar 1 — BbiaMeneHue r u s no

nonyuyeHHor noanucu G

O<r<gq Het
O<s<gq Mognuck HeBepHa

Oa

LLar 2 — BeluucneHue xaww-hyHKLUA
nony4eHHoro coobLueHus M

v

LLar 3 — Boivucnexwue o u
onpeaeneHue e

'

Llar 4 — sbiyMcnNeHue v !

!

Llar 5 — BLuMCNIEHHE Z4 U 2,

'

LWar 6 — BbuMCIIEHUE TOYKM SIUN-
Tu4eckoii kpueoi C = z,P + z,Q
u onpegenexHve R

Her
R=r >
MNoanucb HeBepHa

fa

BbixoaHow pesynbTar

(noanuct Bepra) Bbixo/ U3 NpoLiecca npo-

BEPKM C OTPULATENbHBIM
pesynbTaTtoM

PucyHok 3 — Cxema mnporiecca npoBepku 11udpoBoii Moanucu
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I[MTPUIOXEHUWE A
(crpaBoYyHoOE)

JlonoanuteabHble TepMHHBI B 00aacTH DT

B HacTOstieM NMpWIOXKEHWH MPUBEAECHBI MTOMOJHUTEIbHbIE MEXIYHAPOAHble TEPMHUHBI, NIPUMEHSIEMbIE B pac-
CMAaTpPUBAaeMON U CMEXHBIX 00JIACTSX.

A.1 3anonmenme (padding): JomonHeHWe CTPOKM JAHHBIX AMIWIHUMHU 6utamu (MCO/MDK 10118-1 [6]).

A.2 naentapmkanmonnsie Hammbie (identification data): TNocnenoBaTeNMbHOCTb 37E€MEHTOB JAHHBIX, BKIIIOUas
OTIUYUTENIbHBIA uaeHTUUKATOp O00BEKTa, MNMpUHALNeXallas OoObeKTY W HUCHojdb3yemasi s ero o0O03HaYeHud
(MCO/MDK 148881-1 [3]).

A.3 ypasnenme mmdpoBoil mommmcH (signature equation): YpaBHeHue, ompenensemoe dyHKuueid nudposoi
noanucu (MCO/MDK 148881-1 [3]).

A.4 dynkuuns nposepkn (verification function): @yHKUMS Mporecca MPOBEPKH, OIPeeisieMast KJIIOUOM MPOBep-
KK, BbBLIAKOLIAA B KayeCTBC pPE3YjbTaTa BBIYUCICHHOE 3HAUCHHUC CBUIACTCILBCTBA O JOCTOBCPDHOCTU IIOAINHUCH
(MCO/MDK 148881-1 [3]).

A.5 ¢ynkuns madpposoit mommacH (signature function); PyHKug B nponecce GopMUPOBAHUS TTOANKUCH, OIIPE-
acasgeMasl KIIOYOM MoANUCU U napaMeTpaMH CXEMbl 9L1l'l Ora (I)YHKHI/IH B KAQUCCTBC UCXOAHBIX JAHHBIX TOJYYACT
YacTb UCXOAHBIX JAHHBIX M, BO3MOXHO, (hOpMHUPOBATE/Ib MOCIEA0BATEILHOCTU TICEBAOCTYYAHHBIX YnceN (paHAOMHU3a-
TOp), @ B pe3y/ibTaTe BbIIACT BTOPYIO YacTh LM(POBOIi MOATUCH.

NMPUITOXEHHWUE b
(cripaBoYHOE)

KoHTpoabnbIii npumep

JlaHHOE TIPWIOXEHNE HOCHUT CIIPABOYHBLIA XapaKTep W He SIBISeTCS 4YacThlo craHjapra. [IpuBomuMMble HUXe
3HAYEHUSI TIApaMETPOB p, a, b, m, ¢, P, a Takxe 3HAYeHUs KIIoYeil MOANMUCU W TIpoBepKu d U ( peKOMeHAyeTcs
WCIOJIb30BaTh TOJILKO [ TIPOBEPKM KOPPEKTHOIM paboThl KOHKPETHON pealu3allud ajrOpUTMOB, OMWCAHHBIX B
HACTOSIILIEM CTAHIAPTE.

Bce uncnoBbie 3HAYEHUS TIPUBEAEHBI B JECATUYHOMN M IECTHAAUATEPHUYHOM 3anucy. HUXXKHUI HHOEKC B 3aMUCH
yucaa o0o3HAYaeT OCHOBaHME CUCTeMbl cuuciaeHus. CumBoa “\\” o003HAUaeT MEpeHOC YMcaa Ha HOBYIO CTPOKY.
Hanpuwmep, sanuce

12345\\
67890,
499602D2,¢

rpeacTapisieT mejoe yncao 1234567890, cooTBEeTCTBEHHO, B AECATUYHON U IIECTHANATEPUYHON CUCTEMAX CYMCIICHMUSI.

B.1 Ilapamertpsl cxempl HHGPOBOI NOXTHCH

g dopMupoBaHUS U MPOoBepKU HUMPOBOIN MOAMKUCH HOKHBI OBITh MCITONB30BAHBI CAEAYIOMIME MAPAMETPBI
(cm. 5.2).

b.1.1 Monyns 3ATUNTUYECKOWN KPpUBOH

B nanHOM mpuMepe mapaMeTpy p IPUCBOEHO Cileayloniee 3HAUeHHe:

p = 57896044618658097711785492504343953926\\
634992332820282019728792003956564821041,,
p = 8000000000000000000000000000000000000000000000000000000000000431 4

b.12 KosddUUMEHTH 3AAUNTHUYECKONH KPUBOI
B nannoMm mpumepe mapamerpsl @ ¥ b IIPUHUMAIOT CIAENYIONINe 3HAYEHUSI:
a="Ty
a="7
b = 43308876546767276905765904595650931995\\
942111794451039583252968842033849580414,
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b = 5FBFF498AA938CE739B8E022FBAFEF40563F6E6A3472FC2A514COCE9DAE23B7E ¢

B.13 [TopsooK rpymnnbl TOYEK BAJUNTUYECKOH KpHUBOWU
B manHOM mpuMepe MapameTp /m IMPUHUMAET Cleayioniee 3HaYeHHUe:
m = 5789604461865809771178549250434395392\\

7082934583725450622380973592137631069619,,
m = 8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B3¢

b.14 [TopsaaOoK HUMKAMYECKON MOATPYNIB FPYNMNbl TOYEK 3JAAUNTHUYECKONH KpH-
BOH
B naHHOM mpuMmepe rmapamMeTp ¢ MPUHUMAET cleayloniee 3HaYeHHe:
g = 5789604461865809771178549250434395392\\

7082934583725450622380973592137631069619,,
g = 8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B3,¢

b.1.5 KosdduumeHTs TOYKH BAJIUNTUYECCKONH KPUBOIW
B nanHOM mpuMepe KOOPAMHATH TOYKU P IMPUHUMAIOT CIIEAYyIoLIWe 3HAYEHUS:
X, = 210
Xp = 2]6
¥, = 40189740565390375033354494229370597\\
75635739389905545080690979365213431566280,,
¥, = SE2A8A0E65147D4BD6316030E16D 19\
C85C97F0A9CA267122B96ABBCEATESFCS, 4

b.1.6 Knwou noanucu
B maHHOM IpuMepe CYMTAETCS, YTO MOJL30BaTeIb 00JaaeT CACAYIOLIMM KIIOYOM MOoAnucH d.
d = 55441196065363246126355624130324 183 1\\

96576709222340016572108097750006097525544,
d = TA929ADE789BB9BE10ED359DD39A72C\\
11B60961F49397EEE1D19CE9891EC3B28,

b.1.7 Knioy nmpoBepku
B naHHOM IpuMepe CUMTAETCs, YTO MOJIb30BaTENb 00J1a1aeT KIIIOYOM MTPOBEPKH O, KOOPAUHATHI KOTOPOTO UMEIOT
caenyloune 3HaUeHHUs:
X, = 57520216126176808443631405023338071\\

176630104906313632182896741342206604859403,,
x, = TF2B49E270DB6D90D8595BEC458 B5\\
0C58585BAI D4E9B788F6689DBDSES6FDS0B ¢
¥, = 17614944419213781543809391949654080\\
031942662045363639260709847859438286763994,
¥, = 26F1B4389D6701 DD 185C8413A977B3\\
CBBAF64D1C593D26627DFFBI0IAS7FF77DA |4

Bb.2 IIpouecc dropmuposanusa nudposoii noanuck (aaroputm I)
[TycTs mocie BuIMOMHeHUs wmaroB 1 — 3 mo aaroputMmy | (6.1) GbIIM MoAyYeHbI CICAYIOLLWE YHMCOBbIE
3HAYCHMUSI:

e = 2079889367447645201713406156150827013\\
0637142515379653289952617252661468872421,
¢ = 2DFBCI1B372D89A1188C09CS52EOEE\\
C61FCES2032AB1022ES8E67ECE6672B043EES ¢
k = 538541376773484637314038411479966192\\
41504003434302020712960838528893196233395,
k = 77105C9B20BCD3122823C8CF6FCC\\
7B956DE33814E95B7FE64FED924594DCEAB3 ¢
ITpu sToM KkpaTHag Touka C = kP MUMeeT KOOpAUHATHI:
X, = 297009809158179528743712049839382569\\
90422752107994319651632687982059210933395,

10



X, = 41AA28D2F1AB148280CDIEDS6FED\\
A41974053554A42767B83AD043FD39DC0493,4
¥, = 328425352786846634770946653225170845\\
06804721032454543268132854556539274060910,

¥, = 489C375A9941A3049E33B34361 DD\\
204172AD98C3ES916DE27695D22A6 1 FAE46E, 4

[TapameTtp r = x, (mod ¢) MpUHUMAET 3HAYCHUE:
r=297009809158179528743712049839382569\\
90422752107994319651632687982059210933395,
r=41AA28D2F1AB148280CDIEDS6FED\\
A41974053554A42767B83AD043FD39DC0493,4

[Tapametp s = (rd + ke) (mod ¢) NpuHUMAET 3HAYEHUE:
§ = 57497340027008465417892531001914703\\

8455227042649098563933718999175515839552,

s = 1456C64BA4642A1653C235A98A60249BCD6D3F746B631DF928014F6CSBFIC40 4

b.3 Ilpounecc nposepkn nmudposoii noanucu (aaropurm II)

ITycth mocne BuIMoAHeHUs maroB | — 3 1o anroputMy Il (6.2) ObO MOAy4YeHO CIeAyloliee YHUCTOBOE

3HaYeHUeE:
e = 2079889367447645201713406156150827013\\

0637142515379653289952617252661468872421 4
e = 2DFBCIB372D89A1188C0O9CS52EOEE\\
C61FCES52032AB1022ESE67TECE6672B043EES ¢
[Tpu sToM mapamerp v = ¢! (mod ¢) MPUHUMAET 3HAUEHHE!
v = 176866836059344686773017138249002685\\
62746883080675496715288036572431145718978,,
v = 271A4EE429F84EBC423E388964555BB\\
29D3BAS3C7BF945ESFAC8F381706354C2¢
[Tapametpsl z; = sv (mod ¢) u 7y = —rv (mod g) PUHUMAIOT 3HAYECHHUS:
zy = 376991675009019385568410572935126561\\
08841345190491942619304532412743720999759,,
z;1 = 5358F8FFB38F7CO9ABCT782A2DF2A\\
3927DA4077D07205F763682F3A76C9019B4F ¢
2y = 141719984273434721125159179695007657\\
6924665583897286211449993265333367109221,
2 = 3221B4FBBF6D101074EC14AFAC2D4F7\\
EFAC4CFIFECIEDI11BAE336D27D5276654

Touka C = 71 P + 0 vMeeT KOOPAUHATHI:
x, = 2970098091581795287437120498393825699\\

0422752107994319651632687982059210933395,,
x, = 41AA28D2F1AB148280CD9EDS6FED\\
A41974053554A42767B83AD043FD39DC0493,4
v, = 3284253527868466347709466532251708450\\
6804721032454543268132854556539274060910
v, = 489C375A9941A3049E33B34361 DD\\
204172AD98C3E5916DE27695D22A61 FAE46E ¢

Torna napametp R = x, (mod g) NpUHUMAET 3HAUCHUE:

R =2970098091581795287437120498393825699\\
0422752107994319651632687982059210933395,,
R =41AA28D2F1AB148280CDIEDS6FED\\
A41974053554A42767B83AD043FD39DC0493,4

[TockonbKy BBITIOMHEHO PaBeHCTBO R = r, TO HubpoBas MOANNCH TPUHUMACTC.
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I[MTPUJTOXKXEHWE B
(cripaBoOYyHOE)

bubnuorpadpus®

[1] UCO 2382-2—76 OGpabotka gaHHbx. CioBapb. Yacts 2. ApudMeTyeCKUe U JOTMUECKUE OTNEpaliuu

[2] UCO/MBK 9796—91 WudopmanmonHas texHonorus. Metonsl 3aminThl. CxeMa 1 poBoii IIOAMKMCH C BOCCTA-
HOBJIEHUEM COODIIeH NS

[3] UCO/M3BK 14888-1—98 Hndopmanonnas tTexHonorus. Meroas! 3atiutsl. LludpoBsie moanucu ¢ rnpuioxeHu-
eM. Yactp 1. O6GiMe MojoxkeHus

[4] UCO/M3BK 14888-2—99 Undopmanmonnas texHonorus. Meroasl 3atiutsl. LludpoBsie moanucu ¢ rnpuioxeHu-
eM. Yactb 2. MexaHu3Mbl HA OCHOBE IMOATBEPKIECHUS MOITUHHOCTH

[5] UCO/MBK 14888-3—99 Undopmanmonnas texuonorus. Meroasl 3atiutsl. Lludpossie moanucu ¢ rnpunioxeHu-
eM. Yactb 3. MexanusMbl Ha OCHOBe cepTuduKara

[6] MCO/M3BK 10118-1—94 MudopmannonHas texHosorus. Metoabl 3aiiutel. Xaui-dyHkuuu. Yacts 1. O6mue
MOJIOKEHUS

[7] UCO/M3BK 10118-2—94 MudopMmannoHHas TexHonorus. Metoasl 3ainThl. Xam-pyHkuuu. Yacts 2. Xoari-
(GYHKIUU C UCTIOAb30BaHUEM 1-OMTHOTO 6J0YHOrO ajlroputMa mudpanuu

[8] UCO/MBK 10118-3—98 WudopmaunonHas TexHonorus. Meroasl 3amnThl. Xau-QyHKuuu. Yacts 3. Jdecatuu-
Hble Xa1I-GYHKIUN

[9] UCO/M3BK 10118-4—98 WupopMaumonnas texHojgorus. MeToasl 3aiiuThl. Xaoni-byHKuuu. Yacts 4. Xomi-
(GYHKIIWU, UCITONB3YIONIME MOIYAbHYIO apudMETUKY

* OpuruHansl MexayHapoaHbix cTaHgaptoB MCO/MBDK —Bo BHUUWKW Toccranaapra Poccum.
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